
DEPARTMENT OF THE ARMY 

UNITED STATES ARMY INTltUGENCE AND SECURITY COMMAND 
FREEDOM OF INFORMATION/PRIVACY OFFICE 
FORT GEORGE G. MEADE, MARYLAND 20755-599S 



REPLY TO 
ATTENTION OF: 



FEB 2 7 200? 



Freedom of Information/ 
Privacy Office 



Mr. John Young 
CRYPTOME 
251 West 89"^ Street 
Suite 6E 

New York, New York 10024 
Dear Mr. Young: 
References: 

a. Your Freedom of Information Act request of March 29, 2001 , for information pertaining to the 
Internal Counterintelligence Program (ICIP), ZFOl 1946W (#123F-06), 

b. Our letter of December 20, 2005, informing you we needed additional time to review the records, 
and informing you we were unable to comply with the statutory 20-day time limit in processing your 
request. 

c. Our letters of March 22, 2006 and January 30, 2007, informing you we were still reviewing the 
records you have requested and will respond to you once the review has been completed. 

We have conducted checks of the automated Defense Central Index of Investigations and a search of 
the Investigative Records Repository to determine the existence of Army intelligence investigative 
records responsive to your request. We have located records pertaining to your request on ICIP, 
ZF011946W. 

We have completed a mandatory declassification review in accordance with Executive Order (EO) 
12958, as amended. As a result of our review, information has been sanitized and nine pages of records 
are denied in their entirety as the information is currently and properly classified SECRET and 
CONFIDENTIAL according to Sections 1.2(a)(2), 1.2(a)(3) and 1.4(c) of EO 12958, as amended. This 
information is exempt from the public disclosure provisions of the FOIA pursuant to Title 5 U.S. Code 
552(b)(1). On March 9, 1999, the President exempted the file series in which these records are 
maintained from the automatic declassification provisions of EO 12958, Section 3.4, as amended, 
pertaining to classified records more than 25 years old. It is not possible to reasonably segregate 
meaningful portions of the withheld pages for release. The records are enclosed for your use. A brief 
explanation of the appHcable sections follows: 

Section 1.2(a)(2) of EO 12958, as amended, provides that information shall be classified 
SECRET if its unauthorized disclosure reasonably could be expected to cause serious damage 
to the national security. 
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Section 1.2(a)(3) of EO 12958, as amended, provides that information shall be classified 
CONFIDENTIAL if its unauthorized disclosure reasonably could be expected to cause 
damage to the national security. 

Section 1.4(c) of EO 12958, as amended, provides that information pertaining to intelligence 
activities, intelligence sources or methods, and cryptologic information shall be considered for 
classification protection. 

Since the release of the information would result in an unwarranted invasion of the privacy rights of the 
individuals concerned, this information is exempt from the pubHc disclosure provisions of the FOIA per 
Title 5 U.S. Code 552 (b)(6). 

In addition, we have sanitized information that would reveal the identity of confidential sources. This 
information is exempt from public disclosure pursuant to Title 5 U.S. Code 552 (b)(7)(D) of the FOIA. 
The significant and legitimate governmental purpose to be served by withholding is that a viable and 
effective intelligence investigative capability is dependent upon protection of confidential sources. 

The withholding of the information described above is a partial denial of your request. Tliis denial is 
made on behalf of Major General John Defreitas, III, the Commanding General, U.S. Army Intelhgence 
and Security Command, who is the Initial Denial Authority for Army intelligence investigative and 
security records under the FOIA. You have the right to appeal this decision to the Secretary of the Army. 
If you wish to file an appeal, you should forward it to this office. Your appeal must be postmarked no 
later than 60 calendar days from the date of this letter. After the 60-day period, the case may be 
considered closed; however, such closure does not preclude you from filing litigation in the courts. 

We have been informed by the FBI that their information is exempt from public disclosure pursuant to 
Title 5 U.S. Code 552 (b)(1) of the FOIA. 

The withholding of the information by the FBI constitutes a partial denial of your request and you have 
the right to appeal this decision. If you decide to file an appeal, it should be sent to the Co-Director, 
Office of Information and Privacy, U.S. Department of Justice, 1425 New York Avenue, Northwest, Suite 
1 1050, Washington, DC 20530-0001 within 60 days from the receipt of this letter. The envelope and the 
letter should be clearly marked "Freedom of Information Appeal" or Information Appeal." Please cite 
FBI FOI/PA #429014 assigned to your request so that it may be easily identified. 

We are forwarding a copy of this letter to the FBI (FOLPA #429014). 

During the processing of your request, information was disclosed which is under the purview of 

another government agency. This office has no authority to release this record and it is being referred, 
along with your request, for appropriate action under the FOIA, and direct reply to you. 

Additionally, we are coordinating with other government agencies concerning the releasability of their 
information contained in the records. We will inform you as to the releasability of the information upon 

completion of our coordination. 
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If you have any questions concerning this action, please feel free to contact this office at 
(301) 677-6410. Please refer to case #123F-06. 

Sincerely, 




Director 

Freedom of Information/Privacy Office 
Investigative Records Repository 



Enclosure 
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THIS MUST REMAIN TOP DOCUMENT 



lA (HQ) Form 2214 
(1 Sep 78) 



Replaces MIIA Fm 315, 1 Jun 75, which may be 
used until supplies are exhausted. 



i mU^SMlTTAL OF KATFRl/U. TO IRR* 

•NOTE: ThU form U not rv^^lrcd when wterUl tj forv»rdt. to IRR with OA form 2784-R, 
but may be used «s • supplement to OA FonR 2784-R to provide iddUlonal 



1. TO: 



( ) Records Processing Division 
(vv) Special Records Division 



2. FROH; 

Director 

USA FCA,. USAINSCOM 
A1A05 



3. OAT£ 27 Aug 85 



4. PERSONAL/ IMPtRSOWAL SUBJECT (EstiblUh dossier or add material to existing dossier) 

t. SUBJECT: internal Counterintelligence Program (ICIP) 



b. DOB: 
C. P06: 



d. SSN: 




RSONAL/ IMPERSONAL INDEX CROSS- R£F£R£Ni 



Name/ Impersonal Title DOB 

USASA FIELD STATION, BERLIN 

PLI, PRESIDIO OF MONTERREY, CA 

DET N, USASA FIELD STATION AUGSBURG, GE 

USA MISSILE COMMAND, REDSTONE ARSENAL, AL 

ABERDEEN PROVING GROUND, ABERDEEN, MD. 

WHITE SANDS MISSILE RANGE, NM 



POB 



Alias/Wee 
Continue on plain 



ind paper if neede(i} 



SSN 



Alias/Nee 



6. FORWARD DOSSIER TO: 
(X) Files 

( ) Account Nuni>er: 



7. REGULATORY REVIEW (Check one or both) 

^ Attached nvaterlal meets retention 

criteria of AR 381-10 
( ) Material contains financial diata unSer] 

criteria of AR 190-6 



8. DISPOSITION OF CASE (If not reflected on DA Form 2784-R) 



CASE CLOSED 



9. REQUEST FOR CONTROL (For controlled 
dossier material only; enter data 
required by para 3-4, AR 381-4S) 

Category I 

Paragraph 3-2b(3), AR 381-43 
Cannot be pre-determined 
See Block 4 



' IRR USE ONLY 



( ) AR 190-6 
( ) AR 381-10 
( ) AR 381-4S 



Dossier Noi 



Aging Criteria: 





IA{HQ) Fbrni 2201-R, 1 Nov 84 (R^laoes IA(HQ) Form 2201, 1 May 78, which is obsolete: 
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ACTION SHEET 
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4TROL NUMBER 



Quarterly AGIP Report 



DATE 



18 October 1972 



ACTtON REOUIREO 

To provide USofA with the third quart e _ , 

MEMORANDUM FOR RECORD. ( Describe briefly the rtqairemmnt, background and action taken or recommence </. Matt be eafficiently detailed to identify 
tke action withomt recottrte to other eourcet. ) 



1. BACKGROUND : 

a. By Memorandum dated 8 February 72, the Under Secretary of the Army requested the 
Vice Chief of Staff, US Army to provide quarterly reports on all ACIPis (BLUE TAB B). 

b. The second quarterly report, which contained a specially requested additional 
analysis, was submitted to the Under Secretary of the Army on 1 August 72 (BLUE TAB C) 

c. Written input from USAINTC for the current quarterly report is attached at 
BLUE TAB D. 



2. DISCUSSION : Memorandum at BLUE TAB A t o Under Secretary of the Army through the 
Vice Chief of Staff, US Army, provides required third quarterly report as desired by 
USofA memorandum of 8 February 1972, 

3. RECOMMENDATION ; That Memorandum (BLUE TAB A) be approved and signed. 



(Continue on plain bond) 



IMPLICATIONS CINFO YES \ ] NO □ PROGS YES I ] NO □ 


BUDGET YES NO 1 j 


COORDINATIONS 


APPROVALS 


OFFICE 
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PHONE 




INITIALS 


DATE 








BR 












DIV 














































DISPATCHED (DTQ) 










SHOW ADDITIONAL COORDINATION ON REVERSE SIDE OR CONTINUATION SHEET 





WEBB, MAJ/57471 ^ ^ Jj^S^ 



ACSI FORM 28, 13 Sep 71 




RECORDS COPY 



REGRADED UNCLASSIFIED 

WHEN SEPARATED FROM CLASSIFIED 
DOCUMENT 




CURRENT ACIP OPERATIONS 



LOCATION 



ACIP 

NICKNAME 



DATE APPROVED 



NUMBER OF 

SOURCES 



Edgewood Arsenal, 
Maryland 

Fort Ritchie, 
Maryland 

Fort Bliss, Texas 
(Language School) 

Fort Ord, California 

Fort Monmouth, New 

Jersey 

Aberdeen Proving 

Grounds, Maryland 

Picatinny Arsenal, 

New Jersey 

Philadelphia , Penn- 
sylvania (Electronics 
Command) 

Washington, D.C, 
(Language School) 

Carlisle Barracks, 
Pennsylvania (Army War 
College) 

Presidio of Monterey, 
California 



TOTALS II 



Off«post Information 



CANAL LOOP 



CANARY EFFORT 



CANCER PORCH 



CANDID FROLIC 



CENTRAL TAXI 



GONDOLA STAR 



GONG SILK 



LANDLESS TIME 



LANYARD MOOD 



LENIENT CLOUD 



LENTIL MONKEY 



11 



16 February 72 



16 February 72 



28 December 71 



21 December 71 



16 February 72 



16 February 72 



16 February 72 



19 January 72 



22 December 71 



16 February 72 



26 October 71 



4 



0 



30 



There were no instances in which information on non-affiliated civilians was collected 
°^^-V>ost. • Classified by__PAMI_-po _ 

SUBJECT TO GENERAL~DEaIssinclTToN" 
SCHEDULE 0^ EXECUT'VE ORDER 11^52 

AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS 

J)ECLASSIFIED ON 31 DECE:u3ER_1978 




DEPARTMENT OF THE ARMY 
HEADQUARTERS 
U. S. ARMY INTELLIGENCE COMMAND 
FORT HOLABIRD, MARYLAND 21219 



16 OCT ^972 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 

(ACIP) Operations (U) 




HQJ)A (DAMI-DOI-S) 
WASH DC 20310 



1. (U) References: 

a. Ltr^ DAMI-DOI-S 3 8 Mar 72^ subject as above. 

b. Ltr, ICDISO-OC, l8 Apr 72 , subject as above. 

2. (u) In compliance with reference a, above , the ACIP quarterly report 
for the period 1 July - 30 September 1972 is forwarded herewith. 

3. (U)('€') The following operational and administrative control measures 
remain in effect concerning all reported ACIP to assure compliance wjJh 
DOD and DA policies relative to the acquisition of information on non- 
DOD affiliated personnel: 

a. Each ACIP is restricted to on-post target coverage of DOD 
affiliated personnel and utilizes employees or military personnel of 
the serviced command as sources. These constraints generally preclude 
the possibility of violations of current collection restrictions regard- 
ing non-DOD affiliated personnel. 

b. Sources are selected from a civilian/military work force only 
after detailed assessment. Generally, only long term employees or 

personnel of known reliability and proven loyalty are selected for re- 
cruitment . 



Classified by D^^O (JSfi j AJfC^ 
SUBJECT TO GENERAL DECLSSS3F!CATION 
SCHlBjLE of EZ;::CUTIVE order I!,S2 
•fiU^CJAiJCALLY DCWlCGRAtiD AT TWO YEA! 
INlEaVALS. DECLASSIFIED ON 31 DEC AIL..... 



REGFiAOED 'JHCLASS;nED 
x"., SEP.. -5. 1992.^,. 



ICDISO-OC 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 

(ACIP) Operations (u) 



c. Each individual and/or source involved in the conduct or control 
of each ACIP is briefed on current policies and restrictions pertaining 
to the program and program associated activities as concerns persons and 
organizations not affiliated -with DOD. 



d, ACIP reporting is scrutinized at each level of command to insure 
the acceptability of information provided or collected. Information of 
a questionable nature is not disseminated at the local level until a 
detennination is made by this headquarters concerning the propriety of 
collection reporting and the information developed. 

Commanders of the facilities supported by the ACIP were queried 
in May 1971 concerning their recommendations relative to continuation of 
the program. Expressed desire for continuation -was unanimous. To date, 
supported commanders' views remain unchanged and in view of^this it is 
recommended that these programs be continued. 

FOR THE COMMANDER: 



11 Incl 
Op Anal 




W. CHAMBER! 

vTC, MI 

Acting Assistant Adjutant General 




1. CMAL LOOP (OACSI approval - l6 Feb 72) 



a. Location: Edgewood Arsenal, MD 

b. Confidential Source Utilization: Five sources -were used dioring 
this reporting period. 

c. Infoimation Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Infomation Obtained: No information to indicate the 

existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Personnel transfers have created a turbu- 
lence in both the project control officer and project liaison officer 
functions. It is anticipated that the operation will become more 
effective after permanent personnel assignments are made in the near 
future . 




AUTH Pa^^l 



O 

m 



Classified by ..^/SO,.. 

SUBJECT C-T-'L T" CI " SZ'FICATION 





a. 



2. CMARY EFFORT (OACSI approval - l6 Feb 72) 



a. Location: Fort Ritch-ie, MD 

13. Confidential Source Utilization: Three soiirces vere used 

during the reporting period* 

c. Information Obtained Off -post and Reported on Non-affiliated 

Civilians : None 

d. Useful Infoimation Obtained: No infomation to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Continuation is recomiended because of 

the installation's sensitive mission with BCD as the Alternate 
National Command Post and the role assigned to USAINTC of executing 
the Alternate Joint Communications Center Counterintelligence Program, 
The commcLnder of Fort Ritchie and the US Army element located within 
Site "R" desires the continuation of the ACIP. 



ON 

BY USAF^^^ 






3. CMCER PORCH (OACSI approval - 28 Dec 71) 



a. Location: Defense Language Institute, Southi^est Branch, 

Fort Bliss, TX 

b. Confidential Source Utilization: One confidential source was 
approved during this reporting period for recruitment. 

c» Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible seciority 
hazard -was developed during the reporting period. 

e. Operational Status: The Defense Language Institute has 
recommended that the operation continue despite the reduction in the 
number of Vietnamese language students trained at the Institute. 





k. CMDID FROLIC (OACSI approval - 21 Dec 71) 



a. Location: Fort Ord, CA 

"b. Confidential Source Utilization: Two confidential sources were 
used dtiring the reporting period. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: One of the sources identified two 
military personnel assigned to Fort Ord and a USMA cadet who were 
allegedly members of the Vietnam Veterans Against the War (WAW) vdio 
distributed WAW literature on a military post and who encouraged mili- 
tary personnel to attend WAW meetings. 

e. Operational Status: Fort Ord is the only major US Army training 
center on the West Coast and is a major test site for Modern Volunteer 
Army concepts. Additionally , the US Army Ccaubat Developments Experimen- 
tation Command is located on the post with field testing conducted at 
Hunter-Liggett Military Rese2rvation. Disruption of these elements could 
have a serious adverse impact upon the mission of the Artr^ in that area. 
As the site of the Pvt Billy Smith "fragging" court-martial. Fort Ord has 
become a focal point for dissident/subversive activity for both local 
groups as well as supporters of Angela Davis from the San Francisco area. 
Because of the foregoing factors, recommend that CANDID FROLIC be 
continued. 




r ■ 




5. CENTRAL TAXI (OACSI approval - l6 Feb 72) 

a. Location: HQ, US Army Electronics Command, Fort Monmouth^ NJ 

b. Confidential Source Utilization: Three confidential sources -were 
used during the reporting period, 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: Information -which identified 

four potential security problem areas -was obtained and passed to the 
serviced command for appropriate action. 

e. Operational Status: The full potential for this operation 
has not been achieved due to the frequent change of control personnel. 
This situation is expected to stabilize in the near future , resulting 
in subsequent inrprovement of the operation. 



REGRADED UNCLASSIFIED 
ON ^'"iaa^" 

byclJ^saPj^m FOI/PO 

AUTH Para 1-603 DGD BiCO.IF 



h/so.osf\jAJj:(L. 

r- • r - TT/CATION 



;. V :v;0 YEAR 



6. GOKDOIA STAR (OACSI approval - 17 Feb 72) 

a. Location: Aberdeen Proving Ground.^ Aberdeen^ MD 

b* Confidential Source Utilization: Two confidential sources 
were used dioring this reporting period. 

c. Information Obtained Off -post and Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: No infonnation to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: A turbulent project control officer and 
project liaison officer situation which exists as a result of USAINTC 
reorganization and ensuing personnel trajisfers has prevented the pro- 
gram from attaining maximum effectiveness. This particular situation 
is expected to be resolved diiring the next quarter and increased 
coverage of the installation will be accomplished. High priority 
tenant activities covered by the ACIP include the US Army Test and 
Evaluation Command , Land Warfare Laboratory , Himian Engineering 
Laboratory and the Ballistic Research Laboratory. 



REGRADED UNCLASSIFIED 
ON S£P i^^/ 
BY CDR USAINSGOM FG1/PO 
AUTH Para 1-603 DOD 5200.1R 



Classified by .DJ.SO,.,.,LIS£./aI/.(L 

SUBJECT TO GENERAL DECLASSIFICATION 

SCHl-D-lTLE OF EXECUTIVE C'EDH-H 11052 
AUTCivlAl.OALLY i: ,. \7. l:nADO AT TWO YEAR 
INTERVALS. DECLASSIf lED ON 31 DEC J.9M. 




7. GONG SILK (OACSI approval - l6 Feb 72) 

a. Location: Picatirmy Arsenal^ Dover, New Jersey 

"b. Confidential Source Utilization: Three confidential sources 
were used during the reporting period. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained; Information which identified three 
potential security problem areas was obtained through the sources and 
passed to the serviced command for action. 

e. Operational Status: Because of the sensitivity of the mission 
performed by Picatinny Arsenal and the US Army Munitions Command, it is 
recommended that the operation be continued. Due to the relatively new 
status of the personnel involved in the ACIP, its full potential has not 
been reached. Improvement in effectiveness is anticipated. 




BY COR Ut. J.- 
/^UTH para 




IC?,TION 



8. LANDLESS TIME (OACSI approval - I9 Jan 72) 

a. Location: Philadelphia Facility , US Aitny Electronics Command 

"b. Confidential Source Utilization: Four confidential sources 
were utilized during the reporting period. 

c. Information Obtained Off -post and Reported on Won-af filiated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The relatively recent reactivation of 

sources and newly assigned personnel have prevented this operation from 
reaching its f u1 1 potential. Improvement in effectiveness is anticipated. 





9. LANYARD MOOD (OACSI approval - 22 Dec 7l) 



a. Location: Defense Language Institute East Coast Branch, 

Anacostia Naval Annex, Washington, DC 

b. Confidential Source Utilization: No confidential sources were 
used during this reporting period. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 

existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Pending development of a more permanent 
source at this installation, conventional sources of information will 
continue activity to cover sensitive targets designated by the supported 
commander. 




cictssified by £i./s..o. dMMXL.. ...... 

SUBiEC: TO QT'-Bn r^CLASSTICATION 
;TERVALS. D£C...£3ii lilD CN 31 DEC ../f:i..u£.. 



10. LENIENT CLOUD (OACSI approval - l6 Feb 72) 

a. Location: IB Army War College , Carlisle Barracks, PA 

"b. Confidential Source Utilization: Four confidential sources 
•were utilized during the reporting period. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civiliaais : None 

d. Useful Infomation Obtained: No infoimaation to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Due to the sensitivity of the installation 
itself and the large volume of classified material handled at the 
facility J recommend continuation of the operation. 



RPGRADED ' l^!aLASC!F!ED 
OH SEP -5 1997 

BY CDR ySA^r^f 00^:1 ■•■M/PO 
AUTH Pari. 1 ^COS DOD 6200,1 R 



Classified by ... J/J^ VldfA.r^^. - 

SUBJECT TO GET-:ERAL DECLASSIFICATION 

SCKEDVLE C? £:.::CUT1V}: CI3I.R U^^^ 

rs--:: n-'/rr-D AT TWO YEAR 

INTERVALS. DLCLASSIiiLD ON 31 DEv^ ..UM 




11. LENTIL MOMEY (OACSI approval - 26 Oct 7I) 



a. Location: Defense Languetge Institute West Coast Branch, 

Presidio of Monterey, CA 

"b. Confidential Source Utilization: Three confidential sources 
were used during the reporting period. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: Two individuals assigned as 

instructors at the DLWC have been shown to possess weaknesses "which 
could be exploited by hostile intelligence services. 

e. Operational Status: Faculty menibers of the DLIWC must be 
considered potential targets of hostile intelligence agencies -which may 
be operating in the area of the DLIWJ; especially with the establishment 
of a Soviet consulate in San Francisco and the loosening of restrictions 
on communications with the People's Reptiblic of China. Three foreign 
language departments are now covered by confidential sources and two 
additional departments will be covered upon recruitment of two more 
sources. 



ACTION SHEET 




>iTROL NUMBER 



SUBJECT 



Quarterly Report to USofA re: Aggressive Counterintelli* 

gence Program (AGIP) Operations (U) 




OFFICE SYMBOL 

DAMI'DOI-S 



SUSPENSE 



To provide USofA with the second quarterly report on ACTPs . _ 

MEMORANDUM FOR RECORD. ( Detcribe briefly lAc rc^atremcfit, background and action taken or recommended. Mutt be wfnciently detailed to identify 
the action without recoarte to other soarcM. ) 



1. BACKGROUND ; 

a. By metnorandum dated 8 February 1972, the Under Secretary of the Army requested 
that the Vice Chief of Staff, US Army provide quarterly reports on ACIPs (BLUE TAB D) . 
He further requested that the report for the period ending 30 June 1972 provide a full 
analysis of the program. 

b. The first quarterly report was submitted to the Under Secretary of the Army on 
21 April 1972 (BLUE TAB C) . 

c. Written input from USAINTC for the current quarterly report is attached at 

BLUE TAB B, Subsequent coordination between USAINTC and OACSI representatives amplified 
their input which resulted in the information outlined in the memorandum to the Under 
Secretary of the Armv (BLUE TAB A). To date, ICF in the total of $140.73 have been 
expended on these 11 ACIPs. 

2. DISCUSSION ; Memorandum to Under Secretary of the Army through Vice Chief of Staff, 
US Army, at BLUE TAB A provides required second quarterly report as desired by the 
USofA memorandum of 8 February 1972. 

3. RECOMMENDATION; That Memorandum at BLUE TAB A be approved and signed. 



f C o n t i n VI e on p I ai n bo n d) 



IMPLICATIONS 



CINFO 



YES □ NO n 



PRIM PROGS 
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DISPATCHED (DTQ) 



SHOW AODITIONALCOORDUATIOH Oh REVERSE SIDE OR CONT I H U AT I OH SHEET 



ACTtON orriCER ( Name, grade, phone and mi 

J. MARTINS, MA.J/57471 



ACSI FORM 28, 13 Sep 71 





II 




b ^PECIAL ACTIONS BR 
RECORDS COPY 



REGRAOEo UNCLASSIFIED 

WHEN SEPARATED FROM CLASSIFIED 
DOCUMENT 



I AUG 1972 



IfiEMOKAllDUH THRU: VICE CHIEF OF StAfF, l«ITED STATES ARMY 
FCR: UG^ ^GEEIA&Y OF THE SOMi 

SCfiJECT: AggreMlve CouQterlBt«lllg«ac« yrograa^ (ACIP) Operations (U) 



1« Reference your memorandum of 8 February 1972, subject as citedi 

2« Tb« 11 ACIP qperati^ns reported to you In my 21 April 1972 neooran- 
iuBx^ subject as above» romaln In effect. Ko additional ACIF operations 
have l^en aj^roved* A quarterly report of current ^^rations Is at- 
tached (TAB A). At TAB B Is the evaluation you requested* 

3* I do not believe we have yet had sufficient experience with this 
program under the new control limitations for a solid evaluation of its 
long-tem merit. I will continue to subcslt quarterly reports to you on 
it, and will furnish you another evaluation at the end of the fourth 
quarter of operations under the new controls* 




(sgd) -Phillip B. Davidson, Jr. 



PHILLIP B. DAvaDsa:, JR. 
Major Getwral, CS 
ACofS for Intelligence 



Regraded UNCLASSiFlED when 
separated from classified 



SPECIAL ACTiONS BR 
RECORDS copy 



inclosures 



CURRENT ACIP OPERATIONS 



LOCATION 



ACIP 

NICKNA>IE 



DATE APPROVED 



NUMBER OF 
SOURCES 



Edgewood Arsenal, 
Maryland 

Fort Ritchie, 
Maryland 

Fort Bliss, Texas 
(Language School) 

Fort Ord, California 

Fort Monmouth, New 
Jersey 

Aberdeen Proving 
Grounds, Maryland 

Picatinny Arsenal, 
New Jersey 

Philadelphia, Penn- 
sylvania (Electronics 
Command) 

Washington, D • C • 
(Language School) 

Carlisle Barracks, 
Pennsylvania (Army War 
College) 

Presidio of Monterey, 
California 



CANAL LOOP 



CANARY EFFORT 



CANCER PORCH 



CANDID FROLIC 



CENTRAL TAXI 



GONDOLA STAR 



GONG SILK 



LANDLESS TIME 



LANYARD MOOD 



LENIENT CLOUD 



LENTIL MONKEY 



16 February 72 



16 February 72 



28 December 71 



21 December 71 



16 February 72 



16 February 72 



16 February 72 



19 January 72 



22 December 71 



16 February 72 



26 October 71 



0 



Q 



TOTALS 11 



11 



31 



Off"post Information 

There were no instances in which information on non-affiliated civilians was collected 

Classified bv_.ACSI._DA 
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REGRADED UNCLABS!F1ED 



AUTH Para 1-603 DOD 5200.1 R 



-DECLASSIFIED ON 31 DECEr^BER. 



1978 



Information obtained: 



Useful information was obtained, but except for prior warning of demonstrations at 
Fort Ord, California, no positive statements on specific security weaknesses or 
immediate threats to the Array were developed in this quarter. Inasmuch as these 
operations are a form of intensified security watchfulness , negative reports in 
themselves are frequently of value to a commander in planning for the security re- 
quirements of a given installation or activity. The placement and access of current 
sources, and those under consideration, are such that the chances of detecting a 
developing security threat situation in a sensitive installation or unit are greater 
with these sources operating. 

Continuance of operations : 

The eleven ACIP operations are being continued for the original stated purposes. 




Scope and Value : ACIP operations are defensive, on-post, security services, 
initiated at the request of a local commander. These operations are to provide 
commanders an intensified method of detecting internal security weaknesses and 
security threats to the supported command. Information is obtained from care- 
fully selected sources who have on-post access to sensitive or critical de- 
fensive target areas. Activities to be covered are selected after joint 
discussions and agreements between the requesting commander and the supporting 
USAINTC element. Information is gathered through the use of both overt and 
covert sources who are selected from the DoD military or civilian workforce 
at the serviced installation. The primary values of ACIP operations are in 
the early warning and problem detection areas. The ultimate merit of the pro- 
gram cannot be assessed on a short term basis. Supported cotnmands currently 
evaluate reported ACIPs as worthwhile security activities. 

Number and placeTient of sources ; To date, 31 sources have been recruited. 
(All sources were reactivated from operations which were in effect prior to 
curtailment of all ACIP operations in February 1971.) Continued recruitment 
and training of sources should produce, at a minimum, information for the sup- 
ported command on personnel attitudes, possible disaffection, dissident 
activities and character weakness information of the type normally sought by 
foreign intelligence spotter personnel. During contacts, sources are debriefed, 
trained as necessary, and given specific guidance on future reporting objectives. 
In all cases, emergency contact procedures exist to insure rapid notification of 
significant information. 

Adequacy of controls ; DIRC inspections of Army intelligence field elements, 
plus inspections by OACSI and of DA field commands, show strict operational 
compliance with pertinent directives, keen awareness of DIRC investigative 
policies, and extreme caution about any acts which might cause criticism to 
the Army. In addition, the following control measures have been imposed upon 
USAINTC and subordinate field elements:' 

a. The ACIP is restricted to on-post target coverage of DoD affiliated 
personnel utilizing employees of the serviced command as sources. These 
restraints reduce to a minimum the possibility of violations of current 
collection restrictions regarding non-DoD affiliated personnel. 

b. Sources are selected from the military/civilian workforce only after 
a long and detailed assessment. Normally only long-term employees of known 
reliability and loyalty are selected for recruitment. 
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c. Each individual involved in the conduct or control of the ACIP is 
briefed on current policies and constraints pertaining to the program and 
activities as they concern persons and organizations not affiliated with 
the DoD. 



No additional controls are recommended. 
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•EPARTMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY INTELLIGENCE COMMAND 
FORT HOLABIRD. MARYLAND 21219 



ICDISO-OC 



1 7 JUL 1372 



SUBJECT: Quarterly Reporting of Aggressive Counteilntelligence Program 

(ACIP) Operations (U) 



HQJ)A (DAMI-DOI-S) 
WASH DC 20310 



!• (U) References : 

a. Letter DAMI-DOI-S, 8 March 1972, subject as ahove. 

b. Letter ICDISO-OC, l8 April 19723 subject as above, 

2, (u) Forwarded herewith in compliance with reference a, above ^ is 
the ACIP quarterly report for the period 1 April 1972 - 30 June 1972- 

3. I"^) The follomng operational and administrative control measures 
remain in effect concerning all reported ACIPs to assure compliance with 
DoD and DA policies relative to the acquisition of information on non-DoD 
affiliated personnel: 

a. Each ACIP is restricted to on-post target coverage of DoD 

affiliated personnel and utilises employees of the serviced command as 
sources. These constraints generally preclude the possibility of viola- 
tions of current collection restrictions regarding non-DoD affiliated 
personnel. 

b. Sources are selected from a civilian/military work force only 

after long and detailed assessment. G-enerally, only long term employees 
of known reliability and proven loyalty are selected for recruitment. * 



CLASSIFIED BY DISC, USAINTC 
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1 ? JUL 1972 

ICDISO-OC 

'SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 

(ACIP) Operations (u) 

c. Each individual and/or source involved in the conduct or control 
of each ACIP is briefed on current policies and restrictions pertaining 
to the program and program associated activities as concerns persons 
and organizations not affiliated with DoD, 



d, ACIP reporting is scrutinized at each level of command to insure 
the acceptability of information provided or collected. Information of 
a questionable nature is not disseminated at the local level until a 
determination is made by this headquarters concerning the propriety of 
collection reporting and informational products. 

^)(jJ^ommanders of the facilities supported by the ACIP were queried 
in May 1971 concerning their recommendations relative to continuation of 
the program. Expressed desire for continuation was unanimous. To dabe^ 
supported commanders' views remain unchanged ajid in view of this it is 
recommended that these programs be continued. 



FOR THE COMMANDER: 



11 Incl 
Op Anal 




BRUENING \ 



DAVID 
CPT, MI 

Acting Assistant Adjutant Ger^.r- /^al 
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1j CMAL loop (OACSI Approval - l6 Feb 72) 



a. Location: Edge-wood Arsenal, Edge-wood, MD 

"b. Confidential Source Utilization: Contact with five confidential 
sources formerly used in the program has been made. Four have been 
reactivated and regularly scheduled contacts effected. One former source 
has been transferred to another DoD instaJJ-ation and has been terminated, 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: While little information of s-ub- 
stantive value has been developed to date, confidential and overt sources 
of infomation -will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
■with all former sources, full utilization has been impeded by Army Intelli- 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact. Continuation of the ACIP CANAL LOOP 
is recommended because of the extreme sensitivity of the target installation, 
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2. CANARY EFFORT: (OACSI Approval - l6 Feb 72) 



a. Location: Fort Ritchie^ MD 

"b. Confidential Source Utilization: Contact with four confidential 
sources formerly used in the program has been made. All four sources 
have "been reactivated and regularly scheduled contacts effected. 

c« Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: While little information of substan- 
tive value has been developed to date, confidential and overt sources of 
information -will continue activity in support of coverage of sensitive 
targets designated by the supported coiDmander. 

e. Operational Status: Although regular contact has been established 
■vdth all former sources ^ full utilization has been impeded by Army Intelli- 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact ♦ Continuation of ACIP CMKEI EFFORT 
is recommended because of the installation's sensitive mission within DoD 
as the Alternate National Command Post; and the role of the ACIP in 
USAINTC* DA assigned mission of executing the Alternate Joint Communica- 
tions Center Counterintelligence Program. 
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3.' CMCER PORCH: (OACSI Approval - 28 Dec 71 ) 



a. Location: Defense Language Institute Southwest Branch, Fort 

Bliss, TK 

h. Confidential Source Utilization: None 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Infoimation Obtained: None 

e. Operational Status: The scaledown of US participation in the 
Vietnam War has effected a steady reduction in the mission of the DLISW 
Vietnamese Language School, and a resultant decrease in student input and 
instructor cadre. On 1 May 1972, this Command requested DLI Headquarters 
reassess their need for ACIP support at the Southwest Branch, DLI re- 
quested that ACIP coverage continue until an exact projection of future 
Vietnamese Language requirements could be made. 
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k. CANDID FROLIC: (OACSI Approval 21 Dec 71) 



a. Location: Fort Ord, CA 

"b. Confidential Source Utilization: Regularly scheduled meetings 
were conducted with one confidential source during the reporting period. 
One other prospective source has heen spotted and approved for recruit- 
ment, 

c. Infonnation Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: Early warning was provided the 
Ccffomanding General, Fort Ord, concerning the 29 April 1972 demonstration 
outside the main gate of Fort Ord, in support of Billy Dean Smith, and 
the 20 May 1972, Amied Forces Day March against the Presidio of Monterey. 

e. Operational Status: As the only major US Army training facility 

on the West Coast; a test post for the Modern Volunteer Amy concept, and 
the site of the Billy Dean Smith "fragging" trial, Fort Ord remains the 
focal point for dissident and/or subversive activity from both local 
radicals and froin revolutionary elements in the San Francisco area. 
CANDID FROLIC is providing the CG, Fort Ord, with early warning type 
information upon -which he can plan preventive measures to preclude dis- 
ruption of post activities. Recommend continuation of ACIP CANDID FROLIC, 



CLASSIFIED BY DISC, USAINTC 
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5. CENTRAL TAXI: (OACSI Approval l6 Fe^b 72) 



a. Location: HQS^ US Army Electronics Command, Fort Moninoutli, NJ 

Confidential Source Utilization: Contact -vdth three confidential 
sources formerHy used in the program has been effected. All three sources 
have been reactivated and regularly scheduled contacts effected. 

c. Information Obtained Off -post and Reported on Non- affiliated 
Civilians : None 

d. Usefiil Information Obtained: While little information of substan- 
tive value has been developed to date, confidential and overt sources 

of information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Althoiagh regular contact has been established 
vd-th all former sources, full utilization has been impeded by Army Intelli- 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact. Continuation of ACIP CEI^RAL TAXI is 
recommended because of the extreme sensitivity of HQS, US Army Electronics 
Command and its supporting laboratories and the commandos mission in the 
development ajid procurement of electronic warfare equipment and systems. 
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6. GONDOLA STAR: (OACSI Approval - 17 Feb 72) 



a. Location: A"berdeen Proving Groimd, Aberdeen, MD 

b. Confidential Source Utilization: Contact -with four confidential 
sources formerly used in the operation has been effected. Three sources 
have been reactivated and regularly scheduled contacts effected. One 
former source has been terminated since a realignment of functions at the 
installation prevents his participation in the program. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: While little infonnation of substan- 
tive value has been developed to date, confidential and overt sources of 
information vill continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
■with all former sources, full utilization has been impeded by Army Intelli- 
gence personnel transfers and the requirement to orient and familiarize 
newly assigned personnel with the operation. Continuation of ACIP GONIX)LA 
STAR is recommended because of the sensitivity of the installation and the 
mission of tenant units, which include US Army Test ajid Evaluation Command, 
Land V/arfare Laboratory, Human Engineering Laboratory and the Ballistic 
Research Laboratory, 
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7, GONG SILK: (OACSI Approval - l6 Feb 72) 



a. Location: Picatinny Arsenal, Dover , NJ 

"b. Confidential Source Utilization: Contact with three confidential 
sources formerly used in the operation has "been effected. All three 
sources have "been reactivated and regularly scheduled contacts re- 
established. 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: While little infcmation of substan- 
tive value has been developed to date, confidential and overt sources of 
information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 

with all former sources ^ full utilization has been impeded by Army Intelli- 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in soiirce contact. Continuation of AGIP GONG SILK 
is recommended because of the sensitivity and criticality of the mission 
performed by Picatinny Arsenal and the US Army Munitions Command. 
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8. LANDLESS TIME: (OACSI Approval - 19 Jan 72' 



a. Location: Philadelphia Facility, US Army Electronics Command 

"b. Confidential Source Utilization: Contact with seven confidential 
sources formerly used in the operation has been established. All sources 
have been reactivated and regularly scheduled contacts effected. 

c. Infoimation Obtained Off -post and Reported on Non- affiliated 
C ivilians : I^one 

d. Useful Information Obtained: While little information of sub- 
stantive value has been developed to date, confidential and overt sources 
of information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
•with all former sources, full utilization has been impeded by An^y Intelli- 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact. Continuation of the ACIP LANDLESS 
TIME is recommended because of the sensitive mission performed by the 
facility and by the National Inventory Control Point, which provides 
worldwide materiel inventoiy management of the Army's communications- 
electronics systems. 
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9. LANYAED MOOD: (OACSI Approval - 22 Dec 71 ) 



a. Location: Defense Langueige Institute East Coast Bremch^ 

Anacostia Naval Annex, Washington, DC 

b. Confidential Source Utilization: None 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: While little information of siib- 
stantive value has been developed to date, conventional and overt sources 
of information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Reporting under LANYARD MOOD is concentrated 
principally on classroom monitoring by language students, the majority 

of -whom are servicemen assigned Army Intelligence. The school is cijirrently 
between classes and new student rosters are being screened for potential 
student sources. Although the DLI branch schools are relatively non- 
sensitive installations, the target represented by the language students 
requires some form of coverage or monitoring as many of the servicemen 
are destined for sensitive assignments in Communist Bloc coxmtries. 
Recommend continuation of AC IP LANYARD MOOD. 
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10. LENIENT CLOUD; (OACSI Approval - l6 Feb 72) 



a. Location: US Army War College , Carlisle Barracks^ PA 

b. Confidential Source Utilization: Contact with foiar confidential 
sources formerly used in the operation has been established. All four 
sources have been reactivated and regularly scheduled contacts effected, 

c. Information Obtained Off -post and Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: While little information of substan- 
tive value has been developed to date, confidential and overt sources of 
information will continue activity in support of coverage of sensitive 
targets designa-oed by the supported commander. 

e. Operational Status: Although regialar contact has been established 
with all former sources, full utilization has been impeded by Army Intelli- 
gence personnel transfers and the requirement to orient and familiarize 
newly assigned personnel with the operation. Recommend continuation of 
ACIP LENIENT CLOUD because of the sensitive training mission of the War 
College and classified mission of the Army Alternate Command Element, 

a tenant activity of Carlisle Barracks. 
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11. LENTIL MOm^EY: (OACSI Approval - 26 Oct 71 ) 



a. Location: Defense Language Institute West Coast Branch, Presidio 

of Monterey 5 CA 

"b. Confidential Source Utilization; One confidential source -was 
recruited during the reporting period. No confidential sources were 
utilized in the program prior to the 17 Feb 71 suspension, 

c. Information Obtained Off -post and Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: While little information of sub- 
stsmtive value has been developed to date, confidential and overt sources 
of information -will continue activity in support of coverage of sensitive 
targets designated by the supported commander. Suitability type informa- 
tion has been developed concerning an instimctor v^ho has made five trips 
to CSR since entering the United States in 1959* 

e. Operational Status: Reporting under LENTIL MONKEY is concentrated 
principally on classroom monitoring by language students, the majority of 
-whom are service-men assigned to Anuy Intelligence. Although the DLI branch 
schools are relatively non-sensitive installations , the target represented 
by the language students requires coverage as many of the servicemen eire 
destined for sensitive assignments in Communist Bloc countries. Recommend 
continuation of AC IP LENTIL MONKEY. 
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17 April 1972 



ACT I 



To'^p°rov?de USofA with the initial Quarterly Report on AGIP»s 

MEMORANDUM FOR RECORD. { Ottcnbt briefly th« requirtmtnt, hackgroand and action taken or recomwendeJ. Must be tuFnciently detailed to identify 
|A« aeiion without rvcovrM to oth^r MoareaM, ) 

1. BACKGROUND : 

a. By Memorandum dated 8 Feb 72, the US of A requested that the Vice Chief of 
Staff, Array provide a Quarterly Report on Aggressive Counterintelligence Programs 

TAB B) , 

b. By note and referal slip dated 10 Feb 72 the VCofS, Army forwarded the action 
to the ACSI and directed that required reports and recommendations be submitted 
through his office (TAB C). 

€• By letter dated 8 Mar 72, GG USAINTC was formally tasked to provide required 
information to this office ( TAB D) in accordance with provisions of the US of A 
Memo randum. ^y^^^^"^ 

d. By letter dated 14 Apr 72, CG USAINTC transmitted the required data to OACSI, 
DA (TAB E) , 

2. DISCUSSION: Memorandum to USofA through VCofS, Army at TAB A provides required 



report. 



3. RECOMMENDA TION : That memorandum at TAB A be approved and signed 



(Continue on plain bond) 
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OKFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 



WASHINGTON. D.C. 20310 



8 ^^AR 13/2 



DAMI-DOI 



S 



SUBJECT: 



Quarterly Reporting of Aggressive Counterintelligence 
Program (ACIP) Operations 



Commanding General 

United States Army Intelligence Command 

ATTN: ICDSO-O-S 

Fort Holabird, Maryland 21219 



1. References: 

a. Paragraph 4, DAMI-DOI-S Letter, dated 16 February 1972, 
Subject : Aggressive Counterintelligence Program (ACIP) Operations . 

Attached Memorandum from the Under Secretary of the Army, to 
the Vice Chief of Staff, United States Army, dated 8 February 1972, 
Subject: Aggressive Counterintelligence Program (ACIP) Operations. 

2# The Under Secretary of the Army Memorandum directs that quarterly 
reports be provided his office, commencing with the quarter ending 
March 31, 1972. USAINTG input for these reports should be fowarded 
so as to arrive at DAMI-DOI-S no later than the 10th working day of 
the month following the close of the calendar quarter which th^> covi:r. 

FOR THE ASSISTANT CHIEF OF STAFF FCR INTELLIGENCE 
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Colonel, G^ 

Director of 
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REMARKS 



^his RS will remain in effect indefinitely; new suspense will be announced each 
■quarter. 



BY DIRECTION OF THE CHIf F OF STAFF: 





HARPY E. B. SULLIVAN 
LTC^, GS 

Assistant Secretary of 
the General Staff 
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19 JffRIL 1972 



SUBJECT J Quaterly ACIP Report 



!• USAINTC submitted their input for the quarterly 
ACIP report on lU Apr 72. As result DAMI-DOI-S 
prepared the required package to forward their 
report to CSA» 

2. On 17 Apr 72 Col lADOROSA, USAIMTC called witJi? 
request that DSAItTTC be ftUowd to e3q)and their 
initial report* He explained that BQ Epp did 

not get to see original reports prior to despatch 

and was not hMppj vLth thea i^en he finally did 

get to Ode them* 

3» By letter ^undated, USAINTC provided DAMI-DOI-S 
vith revised reports for each ACIP* Reports nere 
received from USAI"NTC on 19 Apr 72.. Per jiioncon 
vith Mr Arnold^ USAINTC, I established the date of 
Id Apr 72 as that vhibh should be placed on the 
undated letter transmitting the reports received 
ott 19 APR. 



WJDO R WSBB 
KkJ GS 



4J 
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V£imm>m rami ncE csjef or sxkrr» uKzm> states aeht 



FOR : WmS. ^GEEXARY CF Tffi ARKT 



nnU^CTt ' ^ggns9iv« C«u«t«rlntelli£«nce Program (ACIP) Cjperatloas 



1. In 8 February 1972 Keacrandm, subject as cited, you requested 
qiaarterly reporta on atatus of ACIF operaticfis* Attached are reports 
«ii tbtisa epiiratiotts In i»rogreas for the quarter endinf, 31 March 1972. 

2. Your MMWaod^Jon acoepted the fact that the closinp dat<^ c: the first 
quarter report would be too soea for any soimd evaluation of these 
projects- This Is bcrne c^^it by attaches! reports • They Indicate a 
cauticyus selection of potential cocifldential sources « Such a process 
is necessary for ACIF <^ratlons to provide the Arwy security threat 
Inf ormtion not obtainable throuprh routine cdinterintellirence in* est: 1 
gative and liaison work. 




(sgdjPhilllpB. Davidson, Jr. 



PHILLIP B. DAV^DSCK, JIw 
Bajor General, OS 
ACofS for Intelli^ncc 






HEADQUARTERS 

U. S. ARMY INTELLIGENCE COMMAND 
FORT HOLABIRD, MARYLAND 21219 



1 8 APR 1572 



ICDISO-OC 



SUBJECT: Quarterly Reporting of Aggressive Counterintelligence 

Prograjn (AC IP) Operations (U) 



HQDA (DAMI-DOI-S) 

WASH DC 20310 



WARNlHu NOTICE: Sensitive Sources zni Involved 



1. (U) Reference letter DAffl-DOI-S^ 8 Mar 72, subject as above. 

- 2. (u) Forwarded herewith in compliance with referenced letter is 
the quarterly report covering the period 1 Jan 72 - 31 Mar 72. 

3.(u)(^ The following connnents are submitted in order to better portray 
the role of the ACIP in enhancement of the security of the supported 

commands: 

a. The Aggressive Counterintelligence Program is a defensive ^ 

on-post security service initiated at the request of the local commander. 
It provides a monitoring or surveillance of sensitive or critical areas 
of a command 'wh^h are selected or recommended for ACIP coverage by the 
serviced cominander. This is accomplished througli the use of both overt 
and covert sources of information, selected exclusively from the DoD 
civilian and military workforce at the serviced installation. 

b. The ACIP must be considered a long-range operation if it is to 
provide reliable, accurate and continuing access to information not 

obtainable through routine collection efforts. 

^j[uV^ Due to the lapse of time since the ACIPs were suspended, consid- 
erable effort and time is involved in the reactivation of approved ACIPs - 
ACIPs in the process of reactivation by this Command are subjected to 
continuous scrutiny to insure that they fall within the parameters of 
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ICDISO-OC 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence 

Program (ACIP) Operations (U) 

ciirrent National level guidance smd policy. All ACIPs are subject 
to continuing evaluation to determine their viability in support of 
accepted counterintelligence objectives. 



as ( dupe ) 
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CQNRaENTl/lL 



ittIF QPABTERI^f WPOBT 

Fsrlod Safiiog : 31 Ubx^ X972 

3. Cl9^ 'fifcS ifHB09EDt Ootdb^ il97X» p«r ACBX letter IMCI-I]Ql-€» 
.^ PffcJ^ r AsSKMilvt OowMlBtoUignM ftogm (JCZP) 
"fl^iasfcitoMi 

BACBGSOIBD: 

ACZP etsvange of the Deftai0« lA^uaifd Inrtltut«» itert Coast 
(BLZyC) ^ 1n<r,5iTfd %y letter SLTC^ dated U S€pt«^>er 1967^ 
nfejeet: Iteqpi»t ftar Aggressive Coimteviiitelligenee SiQport* 
Operftticm vee inMywWted cm 17 Februuy I971 ifi coB^^UsnCQ to 
MeaaonstdBm^ det^ I6 Fe^roaiy 1971y sdbjeet: Sts^^scsion 
of Ceriala AzsQr CcnfixtaizctelllgiGSiee Frogms, ZnfbXBsstlan 
developed ^ tte .ACIF Is pnsrrlded the serviced comand cm a 
ree^olar bulfi bjr tbe Project UjsiBon Oftleer in hicF rcguLur 
eoaataet vith the instellatlon seenrity eeTflee* Ponsal qp»rterly 
brlttflqsft ue gtvtn the Ccaniindgr of the servleed InstaUaticci 
or his deslgmtted AdF Coordinator dxzrlng uhlrh the progress 
of the parogreci is discussed and recoDBoictetisDS aide for flxt^ire 
coverGge* 

^< Gg»r^> ^« Defense laogOBge Institute, West Coast, 
ctonducil;* training s variety of ibreien lacgQages for studentg 
ftron all taie laHltaay aerviees.^ 



b1 




• 
« 




'1 



this fdP Tff^mtLL^Tmt iMuirt t«n lattnMs of infftroctore 

visiting ^ammimt Wjoe &3fm^tim wBl belz% ocmtaeted 

fd3X dtviEtndat iiMi«b«r or aot ft tiliM^ tscctiiuM to «Ut «t 

^^^^^^^^ ^^W^^^ ^^^fS^W^^^w ^^^^^^^^^W Jjfe 




l« t0 < — Hi t i l to ilpiU 2Sf2« mitlmml 



CZVZLXiOB: Bone 



idftttify tibvM ixyUvldtelBy all m w niLw of the fteulty of the 

C^^ifllovakian lAngmge DepartB«5t, Defense Lwnguftg© Institute, 
¥o»t Ck>Mt (BLI«C)| PrMidio of Mcntengr, CaJdromLa^ w podsible 
tixsftts oC liMtlle istelllsesce. 



94(i)(€-} OISIATXQBAL STATUB; C^^Ucm ifiuyuld bt ooaxtimwU Faculty 
anben of lOJlC mmt b» ccnaidBared pottastlaUy lucrative 
targets of bostil« itrtelllgrocg agencies i^ch may ba operate 
lug ix\ t2» C^allf&fx^ araa; eapeclally vlth tbe iB^panding 
aatabllitaiant of a VBSR CcQ9u2jbte in San Fmeii^y California* 




ACIF QUARTERLY REPORT 



I. (U) 



Period Ettdli«: 31 Mftrch 1972 

WARNING HOTICE; Ssnslfive Sources and Msfhods Involved 

NICKNAME: CAHDID FROLIC (U) 



3, (D) DATE APPROVED: 21 D«ce»b«r 1971 per ACSI letter DAMI-DOI-S, 
subject: Ai^reesive Counterlntellli^ce ProfrM (ACIP) Operations (U). 

^•(ii)^*^ COORDIHATIOT: ACIP coverage of Fort Ord, OA wm requested by 
the CovMdlng General, 26 Hov«8A»er 1971 per letter AMKOR-B, BQ^ , Fort Ord, 
subject: Request for Aggressive Counterintelligence Support (U) . Approval 
to initiate the program was contained In ACSI letter cited In paragra^ 
three above. Information developed by the ACIP Is provided the serviced 
coBHSnd on a ri^lar basis by the Project Liaison Officer In his normal 
contact vlth the Installation security/ Intelligence office. Formal 
quarterly briefings are given the Cosmander of the serviced Installation 
or his designated ACIP Coordinator, during which the progress of the 
program Is discussed and recommendations made for future coverage. 

5(U)^) THREAT ANALYSIS: ACIP CANDID FROLIC was Initiated to provide 
the Cofooandlng General » Fort Ord with a substitute Special Counter- 
Intelligence Coverage to replace that formerly provided by (3ADE PROGRESS , 
an Offensive Counterintelligence Operation currently under suspension. 
Fort Ord as the only major US Army training facility on the West Coast 
and as a test post for the Modern Volunteer Army Is under cons tan t« 
concerted attack by local antl--war ai^ antl-^rs^ civilian organizations. 
These organisations have extended their operations on*post under the 
legal guise of soldier counselling. An additional factor which contri- 
butes to the threat to the Installation la the trial of FVT Billy Dean 
Smith, now In the Fort Ord Confinement Facility accused of the noirder 
of two Army officers In Vietnam. Radicals and other groups have already 
given this Impending event wide publicity and are atteiq)tlng to charac- 
terise the trial as racial oppression. Tbeee efforts are expected to 
find adherents among die population of the Fort Ord complex who will 
undoubtedly attempt disruption either by outside direction or on their 
own Initiative. Already, several off -post damonstratlons , at the Fort 
Ord main gate, connected with tbls caae have been conducted} a building 
which la being rehabilitated as s court room for the trial has been set 
afire and damaged by arsonlst(8) ; and disruptive gatherings have been 
ha Id on post to discuss and protest tiie trial, 

6Ai)(C^ CGMFIDENTUL SOURCES UTILIZED: None. The program was In the 
initiation phase during tills first quarter. However, the first Confidential 
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--■c \ i:^ year 
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Source has been recruited and four others are under development. In 
addition y seven Individuals are currently under assessoent . Only DoD 
civilian and military personnel assigned the Installation are recruited 
as confidential sources. 

7. (U) DffOKMATIOM OBTAIHED OFF -POST AMD REPORTED ON NON^AFFILIATED 
CIVILIANS: Nooe* 

USEFUL IMFGKMATIC»i (STAINED: During the reportii« period^ the 
follovlag useful loformatloa vas obtained through official liaison vlth 
local investigative agencies and through overt contact sources on the 
military installation. An An^ chaplain's assistant is alleged to be 
assistli^ tiie MLP on -post at Fort Ord. In addition, a JAGC officer is 
alleged to have referred military personnel stationed at Fort Ord to 
ICS/MuP for legal counsel in obtaining discharges from the military 
service • 

9 4^Ji)CC) OPERATIONAL STATUS: It Is recommended that the operation be 
continued in order to provide the Commanding General, Fort Ord, with early 
warning information upon which to base counter*actlons against local 
dissident /subversive organlaatlons who, through recruitment of servicemen, 
have extended their operations onto the government facility. 
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ACIP qiUARTERU REPORT 
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— W MNIWG T { Q 7! Cr: Scii.f'Jvc t t i^Kti c^J f.- c!hc j ^ Ir y ol vc^ 



1. (U)^JfcKtlAl<B: LAITEifflD HOC® (to 



2, 




AXXCII: Oeftawft T A n g O ft g y 



3^ (9) SATE AffKOVED: 22 I)ee«fr«r 
Operations. 



y Eut Coavt| Anaeoctla 
* DC 



per AG8I lAtter^ DAMI-j)OI-45^ 



BACKGROIBD: 

ACIP coverage erf Defense Leiiguage Inatltute, East Coast 
(DLI, EC) was Initiated by X&tter req^Bt DLIEC^ dated l6 
Hcveofcer 1971, mftsjeet: Request for Aggressive Counterintelli- 
gence Support. It was auapended on 17 Febaruary 1971 by p£B1 
MesnoraziduBi dated I6 February I971j etftiject: Suapension of 
Certain .A^my Ca>uaterlntelligezioe Progra&B* Infoxmatloo devel- 
oped by the /\CIP 1b provided the Bervieed ccmnand on a regular 
basia by the Project Liaison Officer in his regular contact 
with the installation security office* Foimal quarterly 
briefings are given the Canmander of the serviced installation 
or his designated fUiIP Coordinator during which the progress 
of the program is discussed and reeoB&e&datioas nade for future 
coverage, 

fhe Defense Language Institute East Coast Branch (DLIEC) con- 
ducts training in ajaproxiiQately %> languages for an average 
stuAant bodty of UOO, with responfilblllty fttr elSkSsaroca train* 
Ing being placed upon dviliaa cmtract sehools. Ho classified 
^^^terial is j^rgrvidjed DLZEC iastrmetors or ytudents; therefare^ 
^ t^re is BO Jttstifleatlan fte> the progrmm eaoslusiYely to protect 

^hrt »#gmritv tif f ^-V* ftt/Hlfty^l 



b1 



Tbm students VMlde at scattered Loeatlcms tluroii£^bout tne 
Washington, DC ai^a and the administrative control and st;^r- 
vision over them is decentralized aaong several headquarters* 
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GROUP 3 

Downgrade<l at 12 year 
intErvais; net 
au1n::ut;cc:;y declassified 



Most of the et^^ntjs are yoving« iJs^sreAsionable Bervice&»n» 
0abjeeted to Mnljaum MUtwy CGflitrol, Jtxo are encooragod to 
Bocialise with their Instnactor* and td Attend functlcou at the 
wrlottB erihmnlni mai Xas&tiena In the ffaiblAgton area. TbB 
iastwton 9am pgimipsUj alien eapltfyves of a clvillen eon- 

Jbr»tlve or wpervi^oanr ooptrol. 



41; 



6. 



b1 



CCSFIISSHTIAL SOIRCES UTILIZED: Spotting ajvl aaaesBlBg prograjn 
for the recruitBttnt of Confidential Sourcee has been Instituted. 
Tbb reendtsffiDt of sourcee wlU be UjcLted to BoD civilians 
and Bdlitary pereonnel aeaigned to the Bchool, 



7. (U) IHFOEMATiaB CBTAIHED OFF-POST AHD BEPQRTED GS N02<-AFPILIATED 
CIVILIANS: Rone 




USEFUL INFORMATICS OBTAIHSJ): Kone. Sourcee have not been 
reactivated, 

OPERATICNAL STAWS: Aggreaaive Counterintelligence Prograju 
LABTARD MOOD Should be cQntinoed because of the extrsM aensi 
tlvltjr of the personnel assigned the InatallatiDn* Current 
activity centers around the recruitment of sources to assure 
coverage of fienaltive areas desigziated by the responsible 
coflBoandersJ 
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ACIP «»RTEEiy REPORT 



pKTlod BaOiog: 31 March 
lARKIHG MOTICE: Sensitive Sources and Kelhods Involved 



u tv) IPXaOMB: cmsssi 90aCE (u) 



2« (V) J^cmm: XMbm Lnsovt 3D^t«te fiostinMt, Bios TUU, 
jh^ Bliss, IX 



3* (9) ibas AmtOVSDt S0es*«r 197X* P«r Mm iMtsUr QAMi-] 
sriit^t; A4i^'sssiis CDBBtstittt^mgswrii Progran (ACIP) 



e<9v«ntge ceT tiie Defease laagaaee Iijstitute Southwest 
(SU, jSW) vss nHUMMtcd Vy Isttcr IILISC^/3> OLI, SW, d&ted 
23 Oet€*«r 1967» «Sjjset: Betpest ft» Aggresslvs CGuaterin- 
tslliffRnee g v ppo rl sod was iastitisted ^ this CoBBOuad In I968. 
Coverage v«s swpendsd oq 17 Felirouy 2971 ^CSI Hmoarta^am, 
4ated 16 T^voaxy 1971, subject: Bvspmaloa of Certain Aray 
Co>anterlntelli£<mce PrograiBB. XnitoaatioQ developed by tbe 
ACIP is provldvi tbe sarvleed ecBnaad ea a xtiqptlur basis by the 
Projee^t Lialsai Officer in his regular ecotsct with the ingt&lla- 
tloa seeurity intelligence office. Foannal qpurterly briefings 
are gly«Q the CenBsadaat of tiie wnviced iBStallatlai or his 
deaigmited ACIP Coordinator daring th» porogress of the 

proe^rwfi is diseossed and reccHBendatlons sade for future eoverege 



5. (/) IBREAT -ASALIBIS: 



Qwieral ! Hxe Defesise Laogisiee lastltube South^^st Branch 
(DLIBW) is a svlbordlnate facility of Headqjaurters , Defense 
Lngusee Ihstl1»te {SLL), and was aotlrated 1 August 1966, to 
prevlte Yietw—iM Lampai^s j^»tn»ti«ii to Departnst of the 



* 



mtflcvvA by eivilittti «e«tz*st adteels, ovtr vAmm the DZJ < 
j^Um litt2« at tm«9tA3C9lt »p ffliMrtflsd aatarlal Is provided 
"Itursw ilttstnetears or sfeitest«| tharKfbv*, there is no Justifi- 
jBi^cn fCMT the progms aaelssiipljr t« |»oteet the seoirlty of 
%e fSidlitjF. Mieipal oov«r lijgNnit is xilaosd i^ce tlis 
jaroteeidCR and/or titw MrrelXlanoe of t2M adlitary stodut body 
^4dcai ctottists pristftrUy sf ytnag isvarMtlonsble sstvIcsbmi^ 




GROUP 3 
Downgraded at 12 year 

intervals; not 
sutomatically dcclass;ns<i 



tile MjcrllT' of yJbm mre fmomA vlth a SootlaaBt Aala aMlfpa- 
»ent. Meaqr of tbrne •ttrvieoaen hare a ptrecoaeelwd cjppositlon 
to tte pallegr la goutbt— t Mmt, iMli otters, qpr«beniiv« 
Aevt tjwlr pMidtm MilcnMttt to VlvtaHBf vb iniioi julillila to 
_ tte laAancM ttelr ftkUov ituiwiU or to ni»tle wm—U om 
fnte tor ttelY 71tln—gt l^HaraBtani. Iitftaaomtias has bMC p«- 
^ fSMB tte lOotaMBftM <l wm— i>t ijriloKfeing tlmt m ipnap 

"^ai "Ifeft-idaf " IKtetMBMUW t^dicstt* wnr* p ) mining to «m 
'^■tw— iin T^gtgwirt iiartmitan to «aM«ncc fodat^Bee to tte 
S^ X^ polKqr in Soottmt AcU. AUtai^ mbImL faM oa 
'~ "iwtabliiAwd MtaaMt/iastxiifttar iwi ffUiiiiiaittteB 9Q31«gr« tte 
eloo«, laae»t«a ecpto e t ibsitlatoa toriae pvoloosBd eocoraes coT 
i Mtn e tl m tttm nmUXa in tte ortaMJjtoBBnt of elo«e ftriaad- 

bi 



6u -(C) COffiTOESTriAL BOtEfflES UrXUZED: Two p r ot pa c tlve Confldaitlal 
BonrcMj^ with plAeenent and aoeeas^ bair» beea spotted and are 
mtrmtif belog aaseued azid d0velpped« Scvxrces utilleed In tbe 
ACIP on DoD dTlIien aaod nllltaxy «BEiXc(feefl of the serviced 
facility. 

?• (0) IHFCffiMATiaS CBTAIHED OFF-PCBT AHD KEPCBTED OH HCaf-.AFFILIATSD 
CiyXLIAHS : Jkme 

8, -(0^ USEFUL IKFOHMA!PICH CBTAHED: Booe. Soorcef have not be«ii 
metivatedo 

9(U)(C) OSCSIATKBAL GTATOS: Aggresalve Contertiitelllgettce Progrw 

CAKTCR PORCH iboruld be coctlmied becouM of the extms Mnsi- 
tlvlty of the pereoKaoel eulgned to the ia«rtallatloa. Current 
eetivlty ce&ten ereuttd the reaetl-vatioa odT fonser ccofldentlal 
ftourcefi end the yacrultttent of nev eonrceft to assure coverage 
oiT Mieltive «reas 4e>lgnated hgr the reepcfialhlr eoBsuttdere. 



AC IP QDASTERLY IBEQ&T 
Parlod Bndiqg: 31 M»rch 1972 



1. (U) HXCDMta: UODUSS TXtS (D) 

I 

2. (U) LOCATIOH: OS At^r EUctroalu CoMttd, mUdclpliU Facility, 

3. (D) DATS AmOVBD: 19 JAnuary 1972 p«r AC8I Utter nAMI*I>OI-S, 
subject: Afgreatlve Coimt«rlatelllseiice Program (ACIP) Operatlou (V). 

BACICROUND: ACIP cmtage of the Philadalphia Pacillty, US Amgr 
l£»ctroiilca Cowa&d» m lalcUtad 8 Octobar 1965 par latter AMSBL^E*?, 
HQS, TJS Arsjr El«ctrooica CooMnd, Port Momouth, Kl, subject: Eaquest 
for Aggreealve Countarlntelligeoca Program (ACIP) Support (U). On 
17 February 1971, LAMDLBSS TDB wae auapeikded per Instructiona contelaed 
In AC8I Mtaoraodum dated 16 February 1971> aubject: SuapeDSioQ of Certain 
Any Counteriiicelllgence Prograoa. Thia operation vaa reactivated per 
authority contained in AC8I letter cited In paragraph three -above • Infor*^ 
Mtlon developed by the ACIP ia provided the eervlced comnand on a regu- 
lar basis by the Project Liaiaon Officer in bis nomal contact vlch the 
[ Installation security/intelligence office. Formal quarterly briefings 

1 are given the CooMnder of the eervlced installation or his designs ted 

I ACIP Coordinator, thirlng which the progress of the program is discussed 

i and recomnendatlona made for future coverage. 

5. J(£) IBRZAT ANALYSIS: 
a, G.oaral: 

I , 
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Snrlitg thd «ii«t«m« L^SBCSSS ?JMS| cue jblstanee tms repcvt^ 
Ixinrolvli^ an vploom Ib tAd«Si th* efe^sloym hftd bMm Ia dose perMnal 
emtaet a fbreigQ nfttinml « Investigation nviealM the iiit«reat of 
botftile iirtalllee&M in this inSlYidtml end sdMeqamt contact Ijy tbe 
foreign imtianikl ijsdicaitive of & preliminftyy asseasment. Infomtion 
of a •oLtaStilitsr zatixre sas elao reports ecootarvdx^ aeverel enplcerees* 

6lA ;(<rf^CClJFn)E(rE^ SC^BCEE imiJZED: ScBia. The Project MaisOT Officer 
la checklsig to datexEslne the locaticsi^ atatus^ aad cootinued aulta2:illty 
of pmviaQB CoQfldflatial Sources for rvactlvatlaa by tbe Project Control 
Officer* Smizcea iztiliEed in LASDIZl58 WSE dLU be recRdted only froci 
DoD eiYlliac eoitd sdlitaxy pezi^wnel aeaignad the aervieed inat&Uation. 



7, (U) JSmS^lKlTLO^ OBTAIRES OFF.?C»T AHD lEPOKISD CSSf JSOSJ-flPmJlA'ISi) 
CIVILIAN t Sor» 



IBKFIXL WSiJ^MHOlJ: Becauae the f^eratlfsi la In Ita initial 
]^haae of rracti-vation, no \iaeful loforcaation of oountesrintelli^ence 
Intereat to UI azal tbe oervieed ccBCTiui^ Philadelj^iia Facility ^ US Axsoy 

9^/(c) OPIiEAGIcaiAL ST.^nB: IJie operation ahould be contijiued becavae 
of the current a^iaitlvily of the installaticn. Current activity centers 
amvid the reactivaticm of fbner confidential aotzrces and tbe recruitaent 
of new aooreefl to aaaure coramge of aenaitive eareaa dMifiwted ^ the 
Cqrawndar of ttba fteUltor* 
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ACIP QUARTERL5C 
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1. (IT) %XCSBAIiE: OQRDOIA STAR (U) 

2« ^ASCAflCB: itbudMU ?3miiig Qio»d^ MD 

3* to) 



AKB09BD: l£ F^tonny 1972, pnr AC8I letter DANI-K>I-&, 
Mfrjeot: AggnMlvii Couxtterlntelligenee Prosram (ACIP) 
OpenttiooB* 

BACSESOUSD : 

ACIP eoveng^ of Aberdeen Proving Ground was Initiated by 
letter AJ»CIS-SI, UB Az^ Materiel CcBUsand, dated 29 November 
1965 J Bifi>Ject: Reqoeflt for A^ressive Countezlntelllgence 
Program (ACIP) (U) . On 1? February 1971, OOHDOIA SIAR vas 
suflpendftd per InstructiouB ACSI-STF MeoorandiBii, dated 16 
F^iruary 1971> subject: Suspension of Certain kmy Counters 
Intelligeztce Progreins* Infonoation developed by the ACIP is 
j^ovided the serviced crgnmand on a regular basis by the Project 
Liaison Officer in Mb regular contact vltb the installation 
security office* Forsml qiswterly briefings are given the 
CoBiaander of the serviced installation or his designated ACIP 
CoordJjiator during i*hlch the progress of the program is dis- 
cussed and recoDmeodatlcms loade for future coverage. 



5. M 



iAT AHALISIS: 
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b1 




GROUP 3 
Downgraded at 12 year 
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(2)1 



b1 




b1 



b1 



b1 




r 



CCatFIDEIfTIAL SOURCES UTILIZED: Initial contact has "been made 
with two sources utilised prior to GCaiBOLA STAR*s BuspanBion, 
Also, aoticn 1b being taken to reandt additional aourcaSp 
AetlvatloQ ot these sources mmt amlt tbeir cosaplete asaesdsient 

7, (U) lUrCffiMATIOW QBIAIRED OFF-PCST AND iffiPCSTTED OH HCBS -AFFILIATED 
CIVILIANS : Hone 




9. 




USEFUL IHFOi^.TIQN OBTAINED: Hone. Sources have not been 
reactivated* 

oraKATIOWAL STAIUS: Aggressive Counterintelli^eiice Program 
GCKDOLA STAR shottld be «ontimed beeauM of the extreoe sensi- 
tivity pf the ingUllntifln and bteause of the potential thr^t 
to the Setiooal seewity posed bjr the B«nsitiv« mission per* 
ftamd by Aberdeen Proving Ground. Current aotlvity centers 
itwnd the noetlvation tomr oookfidcntiftl eoorces sad the 
— Sii aitaMit of new souross to assure coverage of sensitive area^ 
dtelgnatcd bgr ttm rsspcsisiblo obeeiandors. 




Period Ei^iJae: 31 Majrdi 197^ 



i 

4'. 



3 



r 



J.' 

li 



V 



(9). XJCBMIC:: OCBQ 

(ACflP) 



(0). 



ACIP ocven^ of the OB Axsy Munltiois Ccasaand axKi Pica- 
tlnoQr ATMnaly RJ» Initiated 15 May I966 per letter 
fMEiSJ^*^i HQS IS Armr Hmltlona CoDosalf 8^;)ect: Re^ioect 
fter AggreasiTB Caimterlatellle<5nce Program (acip) Support (u)* 
Gkk 17 F€ft>rua2y 197I» (XBIG SIIX euspeodecL per Instructicsifi 
eoDtalaed In .^SI MesojfcDduDi dated i6 F^rmry X971> si^bject 
Suapension erf Certain Ansy Ccmnterintelligeijce Programs* Hie 
operation vas reactivated per awthorl-^ ccotained in ^Sl 
letter cited In parasrapb tbree abo?e* mfbrsiaticm develc^^ed 
by the .4CIP la psrovlded tte acnrlced coBnand oaa a re«:uXar basis 
by the Project Liaiaou Officer in his nozsatl contact ^th the 
inatallatioi security office* FarmaX ^aarterly briefings are 
given the CoMffRnder of the serviced tnatallatlai or his desig- 
nated ACIP Coordlnnlw during -Jhidi the prtagreas of the pro-- 
graza is discussed and recoDtnendatioas sede for future coverage. 



5. THREAT AH^JiSIS 



a, GenerRi: \ 





1. 



I 




1 



* 

> 




PT«vlof»2yy GOBG SILK prpvidad 



at Plcattmc^ Aneztal and foofeign telffitirta. Ihstaneee were 



popen priblAAed "by Ite aplcQTMs. IbaaQr Imtanees -^mn reported 
eoncernlug cajaracter vealmMftes and brfrnvlox probloB* of 
«9lGonett«» six of vtaich remits In twmlwtico of vqplcvBteiit. 



Officer ifl ecndnetlag discrwt cboc^ 
stata aisd eootlmmi raltaMUty odT 
fbr xMctiTatlcn Iqr tte Tfttjeet 
Ised In GOHQ BllK viU be racmit^d 
idlitazy pttsvomel ftMigned at tte 



to drtftxndm the loeatlouy 
pverlow CoQfidisntlal Soareea 

Officer. Soaroet utll- 
QftXy frc» D6D civilian and 



7. (U) IHPOBMATICir OBTAIKED OfT-POeX AHD BEPOKTED Of BCB-^JTILIATED 
CIVZLIAKS: Horn 



:4n|ti«l plaiM of 



Hie oyeMiioB 



is In lU 



9. 




Mn«itlviV of 



tfwuliil be cent limed 
tlio ^MtiUUbatioa and the 
fnr the DepflurtMirt of 
Conrent aotdvitgr €at«re aapond ^ MOetlYatlan of 

apecnilae&t of new oottreea 

desi«naji^ ^ the Ccmandlns 



of the 



OOBfldostlal aooroea and the 
atiRtane CCTrar ag e of Moaltlve araaa 



r 
to 





AC IP qUARTSRLT REPORT 




P«rlod Sodiog: 31 March 1972 



1. (U) HICKKAffi; CKNTSAL TAXI (U) iiljiiwju_ii 

2. (D) LOCATION: Fort Moamith. BJ 

3. (U) DATE APPtOVTD: 16 F#bni«Ty 1972^ per ACSI letter lUMl-DOI-S , 
subject; Aggreeelve Counterlutelllgence Progreia (ACIP) Opentlcme. 

4. (U) BACKCROOMD: ACIP coverage of the US Army Ilectronlce Comaand, 
Fort Moaiaouthp HJ» was laUtated 4 October 1967 per letter AMSKL-EI» HQSg 
US Army £lectronica CoBnand, subject: Request for Aggreaalve Counter- 
Intelligence Support (U). On 17 February 1971, CKKTRAL TAXI was suspended 
per Inetructlooa contained In ACSI henorandum^ dated 16 February 1971. 
aubject: Suapenalon of Certain An^ Counterintelligence Pr^^raM. The 
operation was reinitiated per authority contained in letter cited in 
paragraph 3 above. Infom^ation developed by the ACIP is provided the 
serviced coioBand on a regular baa la by the Project Liaison Officer in 

his nomal contact with tht installation security office. Formal quartetl 
briefings are given the Coainander of the serviced installation or his 
designated ACIP Coordinator during which the progress of the program is 
dis^'ussed and recofnAendations made for future coverage.. 

5. ^^) THREAT ANALYSIS: 









vr 



■ . 




6^r'''^tp9 ^aBPXSBRHAL 80I1BCB8 UZQUSIAt 
(kffiw ii wirtm^tlti g ttjmtmt lihartw to 

mA oMftiraMa m&tifcilitr «r prevtoot 
ticm Isgr tte ?x«»3«ct ContKdL OfficBftr. 
«M xvemitsd only Aran ttong tba DoD 
Mil^pod the MTvleed fftcUity. 



Qie Project MalMsi 
tet«nB(iB9 tl» location^ et&tus. 



HtlliMd in CS9TBAL ZAXI 
and ■illtayy puwxuiel 



7« (u) jmmhTias obtai 

CIVILIMS: Ifone 



OFF-POBT ARD RSFOKEED OK KQK-AFTILIAIED 



S.'^^ IS£FU1 iBFCSOdA^TICM OBTAIKED: BeeftOM the c^eratloa Is in Itfi 
initial phase of reinstituticm^ no uuful infoRDation of couaterintelli- 
gence inteurefit ^aas developed. 

9*'^^^) OPESATIGHAL STATUS: Ibe operation dioald be continued because 
of the current wvettlvlty of the instnULatioa, and the crlticallty of 
the Mesion it perfbzBA for the Departaaent of the ^na^^ Current activity 
eenters aroond the reactivation of fomr cmfidential sources end the 
recrultsnent of nev sources to assure ogrwogs of sensitive areas designated 
by the^Coramanding Genenal, UBAEKOM. 




J 



CQNR&EMAL 



1. 

3. 



Acip QBsmissas repcrt 

Period Eadlag: 31 Maztkh 1972 
(9) fiOCArXOH: Fort filtetals, MD 

(0) SUSE JIFI^OVED: l£ F^Avdvy 1972> per ACS! Utter lUlfl.SOI-B, 
>^»^)mti Aegressiv* C««tterliit«Ul0BBO« r*Ogr» (ACIP) 



5. 




AggnuBlve Caunterlntalligence Program covarage of Fort Ritchie, 
MD, w«» initiated 11 Ai^^t 1965, per letter SCCJ-B, HQ;S, UB Artiy 
Joint S\Q}port CessHSk^y ffiA)Jectr J^^ggreeslve Coimt«rintelligence 
Parograa, On 17 Febru&xy 1971» CiOIASY EFFGGT «m BUBpended per 
Inttnietiojus csontained in ACSI Meiaoraiidum datisd 16 February 1971, 
Clibject: Suspenalon of Certain Ajjb^ Comterlutelllgence Prograns. 
Ifae qperatlon ifaa relnltieted per authority eoatalrted in letter 
cited in paragrafdi 3» above. Infonoation developed by the ACIP 
li prc^vlded the serviced coonsiand on a regular bauis by the Project 
LialBon Officer in his regular contact with the inatallatioa:i 
eecurity office. Fomal quarterly briefings are given the Conc^der 
of tW oervlced installation or hie deiignated ,^CIP Coordinator 
during '^ch the progress of the progrttn iff dftscussed and z^ecQZQEoen* 
datiouB mdj^ for future coverage. 



^1 




K ■ 




_ w 




6. (CY COSmEMTlAL SOURCES UTTUSED: Initial contact sade with 

/ three Confidential Goutmb previously utilized prior to suspen- 
•lOQ of operatlA. Om of the three hae been reassigned on 
base axid reacsesanent «111 be Bade to detezvlne vhether he is 
now within a legitimate target. Reactivation of the other two 
sources Is taldng place. Sottrces utilized In the ACIP are DoD 
civilian and nllltaxy «Lploy«es of the servleed facility. 

7. (U) IMFORM.'iTIOH QBTAIMEI) OFF-POST AHD REPORTED CSJ HOIT- AFFILIATED 
CIVILIANS: None 



9.V 



IBEFUL IKPORKmON; 
re&ctlvated* 



Bcoe, Bcnaroes have not been fully 



OPERATIOTJ'i-Jj STATUE: AggresBive Counterlntel 1 1 gepce Program 
CANARY EFFCStT Aifluld b« ccoitlra^ because of the cxtrme sensl- 
tivll^ of the InstalXatlox ttod its BdMlon vithln DoD as an 
Alternate Hatic^ial Caanand Post in tiste of eajergencye Ciarrent 
activity centers around the reactivation of former ccmfidential 
Bcvurees and the recrultiBrat of new sources to aamire coverage of 
8«n«itlve targets or areas designated by the cosnandara 




ACIP QUAHTERLT REPORT 



Period Ending: 31 March 1972 



2* (JJ) ySCATiaS: CttrllsLe BajrraAkS| PA 

3. (U) BASE AKBOVZD: 16 F^niuy 1972 per ACSI letter DAMI-DOI-S, 
,«tf)J«ot: AfigresBlvB CaiD[t#rlateIlig«nc« Progm (ACIP) 
Oparatiott (U)* 

(&) BACKOftOUCQ}: 



ACIP coverage of Carllele Barracks aod the US Army War College 
wac Initiated 13 /August I965 per letter /'JBCB^ HQS, Ccirliale 
Barraokfi, Bi^bject: Counterintelligence Program. On 17 
Feibruazy 1971> I£RIERT CLOUD was auffpended per Instructions 
contained in ACSI MeoiorandiaD dated 16 February 1971, subject: 
Suapenaion of Certain kray Counterintelligence Prograias. TbXs 
operation vas reactivated per authority contained in ACSI 
letter cited in paragraph three above* Infonaatlon develoi)ed 
by the ACIP is provided the eerviced ccnmnd on a regular basis 
by the Pro^ject Idaiaon Officer in his non&al contact with the 
installation security/intelligence office, Foxmal quarterly 
briefings are given the Coanmander of the serviced installation 
or his designated ACIP Coordinator p during vtalch the progress 
of the progran is discussed and recoDBaendatlcuis sade for future 
coverage. 










6. 




b1 



b1 




b1 





(C) igfiKFBSHTIAL SO^BCSS xmLXZED; Som^ Tour ecafldeotlal Murces 
' j^UlMd lA tl» ACXP idU be Uaitia to IMD olTtUftn ud idlitaxy 



7. (U) INFORMTICK CBBTAIKED 0FF-P06T AND KEPOETED OK NQR-DoD 
AITIKLATSD CIVILIANS; Hone 

8, (U) IBEFUL IHFaE»lA.Tias GBXAIHED: Becauw the operation is in itfl 

kdtifLl liiftJM ftf r«inltiatloaa^ 09 \tf«ful ii^o»ation of 

y tlfWUil 0f tte MBtltlirlty «f fb« iitfttlXftti^ AHA the 

ef the v&MAm it perftess fbr the DtpftrtBsent of 
r Aav. Cwrrefit vetL^Mr fmTaitfee 1^ l>2l^lng of the 

^ nii9«u^«B of the fliwwtlen* Fallowing this hriefioc, 
fteontancrt of fcaner eoofldrotial eourees will be attssipted* 



& 




ACIF QI^T&EU fiEFOST 



1^ 



I. 

2. 

3. 



1*. 



(a) 

(0) 



l^rlod Eading: 31 Marcib 1972 



(U) HKXaANBt CmL WOP (9) 



MD 



Mbarwr 197S» 9«r 

CoiB)t«Xlst«llig 



XtU«r &AMI-D0I-6, 

(ACIP) 



5* 



J 

« < 




DAZE JU?IKQf9EDi l£ 
Op«»ratiosi0 . 

BACKCStaUHD: 

ACIP eovera^ of Edgwiiood Arsenal vas Inltiatad 15 Jun© I965 
ty letter of req^st of the Cqpnandlng Officer^ Edgevood 
ArMnalj tbru the Ccwttftnrtlng GetmralB^ UB Anqr tfunltione 
CGDBQBDd and IE ftzs^ Materiel Cconand* Cta 17 Febniazy 1971 > 
CARAL lOQP ime sttflpoaded per instntctit^ contained In ACSI 
Memorandum dated X6 February 1971f siibject: SuspenAlon of 
Certain Arvy Ccuxterintelligence Programs. Zhis operation vas 
reinitiated per authority contained in letter cited in para^raffc 
three above. Information developed by the ACIP la provided the 
serviced coraoattd on a regular baaie by the Rrojeet Uaieon Officer 
in hie regular contact with the Installatien aecvrit^ office. 
Fon&al quarterly brlefingfi are given the CoDsander of the ser** 
viced installatic»i or his designated ACIP Coordinator during 
which the i»7ogreBa of the program is discussed and recas&endaticns 
2ztade for future coverage. 



'iHRSAT ASAI2SIS : 




b1 






rrZAL SMfiOBS unUZBD: Tw4t.4 «T eontaet nade with five 



CoBtLdasxtUI Souoae i^Nnrlonsly vtlllmd prior to MtspenalQa of 

. ^«rtte ■ iif ii fMit . BcoRM noMtt«a fbr utmnitian witbla the 
^ AOZP «(• SiadtaA to 2>oD vbA allltaiy pt riwnnf i ; Msl^ied 



•'4 1^-^- 



7f ( 8) ^IHPOOIW 



sweti-vBtad. 



1 Bone* SooreeB have not been 



2 



9. (a) OPERATiaSAL SIATIB: Aggressive Counterintelligence Program 
y CANAL L(X)P siioiild "be continued becaxise of the extrcane sensi- 
^ tlvity of the installation because of the potential threat 
to the Natiffloal security posed by the sensitive Mssion per*- 
fozmed by Edgewod Ars^^al* Current activity oenters arouad 
tba mctivatioD of fonser oopfiaMtlal sources and the recruit - 
spit cif Zfisv votfTces to assure eoveT^^ge of siuasitive areas design 
jEMited by the respoasible eoBnanders. 
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y ^ WASHINGTON yw^^ 



10 February 1972 

ACSI • 

* 

For action — Please submit quarterly 
reports and recommendations thru me^ 



B. P. 
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DEPARTMENT OF THE ARMY / 1 

-OFFICE CHIEF OF STAFF , ' 
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':7l€zUh miEREST 
ACIION 
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FJCE" OF THe cTCTF OF STAFF 



REFERRAL SLiP 



FILE NUMaea 



DATE 



10 February 1972 



:as£ number 



N2 



SUMMARY cSourc«A, d«a*«, «nd su&>ect or short tit!e) 

Quarterly Report to USofA re ACIP Operations 



4R496 



0 

u 

T 
I 

M 

c 



OSA 



CLL 



XX 



CRD 



CORC 



ACSFOR 



ACSt 



CofF 



TSC 



CofCh 



TJAG 



CNCB 



CI NFC 



CMH 



CAR 



COPO 



CofSptS 



CUSAAA 



SUSPENSE DATE(S) 



OCofSA 

20 April 1972* 



OASAf ; 



OUSof A 

20 April 1972* 



OSA 



OCSLOC 



TAG 



TIG 



TPMG 



oso 



CO* 



C o{Eficis 



CC-E 



1 A T 


r tN' 


iC N 
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AP^AOPMIATC ACTION 




NOTE AHO (Fonmed) (Rahm) 


X 


a'ovance COPY provided 


1 A 

1 C 




?i«eCT (•C^l.Y. COPY OF REPLY TO 




INFORMATION ON WHICH TO BASE A REPLY 




ACTION ASSIGNED TO 


1 T 

1 1 

1 0 
1 N 




MAMC fI>*/(/Fin*;>HEPLY FOR SIGNATURE OF 




SEPORT ESTIMATED COMPLETION DAT c. 9Y 




PROVIDE ASSISTANCE AS REQUIRED- 


1 1 




INFORMATION 




COORDINATE WITH 


X 


COPY FURNISHED TO 

DOMS, DSGS(CAR) 

















nhis RS will remain in effect indefinitely; new suspense will be announced each 
quarter. 



BY DIRECTION OF THE CHtEF OF STAFF: 



HARP,Y E. B. SULLIVAI^ 
LTC, GS 

Assistant Secretary of 
the General Staff 
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CATE 



AGENCY 
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SIGNATURE 



. R£C£1PT C? DOCUMENT IDENTIFIED ABOVE IS ACKNCWLEDGED: 
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OColSA FORv' 



NEPLACES OCSA FORM 2. 3 AuG 64. ANC OCSA 
POflM 7. 14 OCT 5?. WHICH ARE OOEOLETE. 
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REMAINS WITH CORRHSPONDINCE } 



OSA ,OGC/ RGrecne/ pf /13Jan72 



8 f£S IS72 



lISXORASnilH roS Tilll VICE CIIE? OF STAFF 

United States AtGf 



STJ3JZCT; Afl2^r««BlVft Counterlatelilscucc Propraia 




Operations 



Oq 4 Deceraber 1971 you fotv&rded to ne a ncrirnrfindtPi frora the 
Assistant Cliiai of Staff for TntclllecncG, Sl^JlCT: Count ftrlntel-- 
li^eoce Policy f^tlance, which lafonreJ isa of the ACSI s decision 
to reactivate certain Aajreaslve Counterlntclll^^oflrc Proerazs (ACIP) 
Operation's* Attached to ch« iicr;Grttndur4 van the operation pirn for 
one such operctlon. I have revjevctt th«t ^anorandira and th*? attached 
plan^ and althoup^h I appreciate the covuicicntloua steps vhich liave 
b««n taken to ass\tre adherence to current policies in thlo area, I 
renoln coticjeme<i that this prograa way be placing la a highly 
vulnerable position* 

DoD Directive 5200,27 and the Ixspleaentinj; Arpsy policy letter 
dated 1 June 1971 l^ipose two restrictions^ vhich are particulstrly 
relevant to ACIP operations- First » they require that ther« he 
covert or othervlse deceptive aurvelUjEtnce or penetration of 
clvllldn orr.aoizationa " without the prior approval of tha Chalr^mn^ 
DIEC (nov the Asslst.^nt Secretary of Defense (Comptroller)). Second, 
they prohibit aasinnin*; Dol> personnel "to attend public or private 
Metinss. decionstrotlons , or other similar activities for the 
purpose of acquiring infoi^ation the collection of vhich is 
authorized ' vlcboiit isy prior approval » cx:cept in eperf^ency sitoa- 
"tiona. Theae prohibitions ^pplv whether or not the forr^^;! ^ target^"* 
of Che operation Is affiliated with the Department of i>ef ense. 
Althoa^h the ACSI letter approving the flrat reactlvate<? ACI? 
operation incorporate* theae reatrlctiona by reference (pdrat^aph 
3a} « the operation plan and related doctu'sentc obviously asattmc 
that confidential sources working In the operation any obtain and 
report Infonsation vlilch they receive in the co^trsa of activities 
off Bllitary Installations, v/hlle the plan prohibits extendinr, 
tbe collection effort "directly to non-')oD peraonnnl (por^^traoh 
4a(a)) , and vhile the ACSI approval l&ttcr prohibits nakln^ noD - 
DoD personnel targets of off-;v>st surveillance » I ^uld asstirne 
chat it is entirely possible that In the* course of their off -T>or>t 
activities confidential isourcea wlabt obtalj^and report infor^tlon 



OSA.OGC-'Q^ 
VOSA.ASG 
USA — 

Mr. Greene 

o3 77^^. 
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on non -affiliated civiJlfinc, AlLhoui^h such actlvllr ^ol-Oat wot in 
mil situatlans b« forbidden hj DoD Dlrectlre 5200,27, it is dosrly 
on the borderline* smd I therefor* feel It is very iaspnrtant thzt 
thcfid oporittiohfi b« doaely j^uperviaed «a4 l:l£htly ccmtroll<£d* 

In order to swst* an iafomed decision ibcut ^lethcr furt^w*r 
controls are necessary (Including posslhJe Undnr Secrotr:ry or DIRG 
review of each operation) » I vould appreciate your tnkli^-^ the 
following stepa; 

1, Bfitfjinnlng March 31, 1972:, I would llVa to 
receive a <]aarterly report contnlnln^ th« following • ; 

Infomatioa ou each ACIP operatloti in progress at 
any tiu^ <?urlng the reporting period. D«te ctpprove*!, 
code-ncKa, locctiotij nraber of confidential sources 
.need darlnc: reporting period^ isuenber of Inst&ncciB 
In which inforaAtion m uon-«ff illuted civilians is 
obtained of f -post and reported and e brief riarratlve 
statc^ient explaining vhcther useful information Viis 
obtained dnrlcg the reporting period, vhetcver the 
operation is to be continued, end if so, why. These 
reports may be sub^dtted 3C «?ays after the close of 
the cslentiar quarter vfilch they covisir. 



2. With the second quarterly report, ^-Jiich vlll 
be due July 31, 1972, I would 115 e to roceiva ^ full 
analysis of this proprcuft, IncltAcin;; its value tn terrs 
of producing useful Infor^tion and the a'dequacy of the 
controls vhlch h?ivc been iTrpoaod. KecorstenOatlona for 
any farther necessary controls should be included* 



(sgd) Keimeth ^ BeLLeu 



Xet>r^fcth E. LeLleu 
Under Secretary of the Arr.-y 
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. "^^Aj Oj Isu^ wrJw rvtV" 



OLIVER 3. PATTON 
b j Brigadier General, GS 

Deputy ACofS for Intelligenc 



DEPAR'mENT OF THE ARMY 

OFFICE OF THE CHIEF OF STAFF 
WASHINGTON, O.C. 203t0 



« 



2 November 1973 

MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations (U) 



1- (U) Reference is made to memorandum. Under Secretary of the Army, 
dated 8 February 1972, subject as above. 

2. ^t^f6) The nine Aggressive Counterintelligence Program (ACIP) Operations 
reported by memorandum to you last quarter, all remain active. Two new 
operations CANARY STONE at Dugway Proving Ground, Utah and iHENTAUR RACE 

at Fort Lewis, Washington were requested by the installation commanders, 
approved by ACSI, DA and implemented during the reporting period. These 
operations bring the total to 11 active ACIP^s. At present, five ACIP 
proposals have been submitted by CONUS field commanders for considera- 
tion. The report of current operations for the quarter ending 30 September 
1973 is attached. 

3. ^J^ The primary values of ACIP operations are in their potential for 
early warning and detecting internal security weakness and security 
threats to the supported command. Inasmuch as these operatrLons are a 
form of intensified security watchfulness, negative reports in them- 
selves are frequently of value to a commander in planning for security 
requirements of a given installation or activity. 



1 Incl 

as (CONFJI^iriAL) 





FRED C. WEYi 

General, United States Army 
Vice Chief^f Staff 



Classified by P^rPP„„_ _ 

EXEMPT FROM GEkRALloEClJ^IFICA^^^^^ 
SCHEDULE OF EXECUTIVE ORDER 11652 

EXEMPTION CATEGORY ^ 

DECLArSIFY 0N_3XJj^Q.^b.^t 







DEPARTfvm^^F THE ARMY 

OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 

WASHINGTON. D.C. 20310 



ATTENTION OF; DAKL "DOI - S 



: 29 OCT 1973 



MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 



1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (Inclosure 2). 

2. Recommend your approval and signature of the memorandum at 
Inclosure 1 which transmits the report required by the cited reference 

3. Coordination: None required. 



2 Incl 

1. Memo for USofA 
w/attachment (eONFIDENI^iAi:^ 

2. Memo for VCSA, 8 Feb 72 




OLIVER B. PATTON 

Brigadier General, GS 

Acting ACofS for Intelligence 



2 Nov 1973 



APPROVED - VCSA w/comment: "Why the title ' Ap;gressive CIP'? Drop the 
'aggressive' unless there^s some rationale for it that escapes me," 




Assistant Secretary of 
the General Staff 



Regraded UNCLASSiFlED wnen 
separated from classified 

inclosures. 




LTG Strom/bis/77017 





ACTlc.-* SHEET '^T^pT>'^T' 


-.y/nROU NUMBER 


SUBJECT ^^^^ 

Aggressive Counterintelligence Program TaGIP) Operations 


OFFICE SYMBOL 

DAMI-DOI-S 


SUSPENSE 


X>ATE 

19 October 1973 


ACTION RCQUIREO 

To obtain approval of the quarterly ACIP report. 



MEMORANDUM FOR RECORD. (Describe briefly the reqairement, background and action taken or recommended. Must be Mutriciently detailed to identify 
the action without recourse to other eources. ) 

1. BACKGROUND : 

a. By memorandum dated 8 February 1972 (flBF.RN TM B) the Under Secretary of the 
Army requested the Vice Chief of Staff, US Army, provide quarterly reports on all AGIPs 

b. This is the sixth such quarterly report. 

c. USAINTC input is at aREF.N TAB C, 

2. DISCUSSION : The memorandum at GRF.F.N TAB h forwards a memorandum to the VCSA to 
forward the report for the quarter ending 30 September 1973. 

3. RECOMMENDATION : That the memorandum to the VCSA at GREEN TAB A be approved and 
signed. 



(Continue on plain bond) 



IMPLICATIONS CINFO VES Q NO PRIM PROGS YES Q NO □ j BUDGET YES □ NO | 1 


COORDINATIONS 


APPROVALS 


OFFICE 


NAME 


PHONE 




INITIALS 


DATE 








BR 












OIV 




OCX }J> 








or R 












EX 












ACS! 










DISPATCHED <0TG) 




Rcgraded unclass 


rtmti 




tiasiilied Inclosur^'**' additional cooroihation oh reverse side orcohtihuatioh stj^j^ 







R.M. STROM, LTC/77017 



n^CORDS COPY 



VCSI FORM 28, 13 Sep 71 



REGRADEO 

WHEN SEPARATED 

DOCUMENT 



FROM CLASSIFIED 



CURRENT ACIP OPERATIONS 



LOCATION 



ACIP 
NICKNAME 



DATE APPROVED 



NUMBER CONFI- 

DENTIAL SOURCES 



Edgewood Arsenal, 
Maryland 

Fort Ritchie, 
Maryland 

Dugway Proving Ground, 

Utah 



CANAL LOOP 



CANARY EFFORT 



CANARY STONE 



16 Feb 72 



16 Feb 72 



18 Jul 73 



0 



Fort Lewis, 

Washington 

Fort Monmouth, 
New Jersey 

Aberdeen Proving Grounds, 
Maryland 

Picatinny Arsenal, 
New Jersey 

Philadelphia, 

Pennsylvania 
(Electronics Command) 

Washington, D.C. 
(Language School) 

Carlisle Barracks, 
Pennsylvania (Army 
War College) 

Presidio of Monterey, 
California 



CENTAUR RACE 



CENTRAL TAXI 



GONDOLA STAR 



GONG SILK 



LANDLESS TlME 



LANYARD MOOD 



LENIENT CLOUD 



LENTIL MONKEY 



30 Jul 73 



16 Feb 72 



16 Feb 72 



16 Feb 72 



19 Feb 72 



22 Dec 71 



16 Feb 72 



26 Oct 71 



0 



0 



TOTALS 



11 



11 



24 



. . . .. • , .» 1^ ; 



...J^J102J^,ZM 



• • « 



- o 

1 '.J/. 




0^ 





RTMENT OF THE ARMY 

HEADQUARTERS 
U 5 ARMY INTELLIGENCE COMMAND 
FORT MEADE. MARYLAND 20755 



ICDO-OP 



OCT 



■j 



SUBJECT: Quarterly Reporting of Aggressive Counterintelligence 

Program (ACIP) Operations (u) 



HQDA (DAMI-DOI-S) 

WASH DC 20310 



1. (U) References: 

a. Letter, DAMI-DOI-S, 8 Marcli 1972, subject as above. 

b. Letter, ICDISO-OC, 11 October 1972, subject as above. 

c. Letter, ICDO-OP, 12 July 1973, subject as above. 

2. (u) In compliance with reference a, above, the ACIP quarterly re- 
port for the period 1 July - 30 September 1973 is forwarded herewith, 

3. (u) Operational and administrative control measures outlined in 
reference b, above, remained in effect during the reporting period. 
There were no reported instances of acquisition of information on 
non-DoD affiliated personnel. 

h/L^i-^-f During the reporting period emphasis was placed upon improving 
the viability of the program and stressing its importance at all levels 
throughout the Command. The scope of existing operations is currently 
being broadened to provide source coverage in depth of the designated 
target areas. The result should be an increase in significant items 
reported to the supported commanders. 



5(1^^^ ACIP briefings were given to appropriate staff members of the 
newly formed major commands, TRADOC and FORSCOM. Procedures were imple- 
mented to have the same briefing presented to selected commanders at the 
local level. This effort is expected to result in additional ACIP re- 
quests. In conjunction with these actions, the ACIP implementation 
process is being examined with a view towards decreasing the length of 



r-r- \ ^^^^ Ab^j* 
3Du 



BY CDR .200.1^ 



CTossified by V-O.^O.^-^.-.-lJ-^'^-^^'-"---- 

1 SUBJECT TO GENERAL DECLT'SSIFICATION 

S(U SCHEDULE c? u.ECc::\7. ced:3 ii:£2 

^ AUTOI-.AIiCALLY I .vL-^EAElD AT TWO Y 
8 b INTERVALS. DECLASSif iED Oil 31 DEC 





ICDO-OP 

SUBJECT: Quarterly Reporting of Aggressive Coimterintelligence 

Program (AC IP) Operations (u) 

time "between the receipt of a request for an operation and the date it 
becomes productive. Two plans for new operations are being processed 
and will be forwarded for approval* These, plus the recentljr approved 

operations at Seneca Arm;^^ Depot the Management Systems Suppo3:'t Agency^ 
will add four AC IP gains during the next quarter. 

FOR THE COMMANDER: 

/ ^ 

JESSE D, JOY, JR. 

, Colonel, GS 
v'l''^- Deputy Chief of Staff ^ Operations 



11 Incl 
as 



PPGRADED UNCLASSIFEO 
^yjH Para 1-603 Duu 5^^. i h 



2 



1. CMAL LOOP: (OACSI Approval - l6 Feb 72) 

a. Location; Edgewood Arsenal, Edgewood, MD 

b. Confidential Source Utilization: Five soiirces were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible 
security hazard was developed during the reporting period, 

e. Operational Status: The sensitivity of the activities serviced 
has not diminished and the supported command desires that the operation 
be continued. 



^ SEP 



- 5 FO^/^'^ 



DC.S.O/^S. OJjl/xJZc 



1 0 '7' / 




2. CMARY EFFORT: (OACSI Approval - l6 Feb 72) 



a. Location; Fort Ritchie ^ MD 

b. Confidential Source Utilization: Three sources were utilized 
during the reporting period, 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: A civilian staff member at the 
installation has projected a trip to the USSR. This matter vdll be 
monitored on a continuing basis to determine if attempts to exploit 
have been or will be made by hostile intelligence. 

e. Operational Status: Continuation of the operation is desired 
by the supported commander. A new Project Liaison Officer has just 
reported and assumed his duties. 




3. CMARY STONE: (OACSI Approval - l8 Jul 73) 

a. Location: Dtigway Proving Ground, Utah 

b. Confidential Source Utilization: No sources were recruited 
during the reporting period, 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Infomation Obtained: None 

e. Operational Status: This operation was implemented with the 
briefing of the commander on 21 August 1973, and has not yet become fully 
operational. 



k. CENTAUR RACE: (OACSI Approval - 30 Jul 73) 

I 

a. Location: Fort Lev/is, WA 

"b. Confidential Source Utilization: No sources were -recruited 
during the reporting period, 

c. Information Obtained Off -post and/or Reported on Uon-af filiated 
Civilians : None 

d. Useful Information Obtained: None 

e. Operational Status: This operation was inrplemented with the 
briefing of the commander smd staff on 23 August 1973 j and has not yet 
become fully operational. * 




dassifi^- by ...MSCt^.^... U^./4jTC 

c*' - ■ y _ , _ . . 




5. CMTML TAXI: (OACSI Approval - l6 Feb 72) 



a. Location: Headquarters ^ US Army Electronics Command, 

Fort Monmouth 5 NJ 

"b. Confidential Source Utilization: Three sources were used during 
the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The Director of Security believes that the 

mission and function of this command place it high on hostile intelligence 
target priorities. One additional source was approved for recruitment 
during the reporting period. 




6. GOroOLA STAR: (OACSI Approval - 1? Feb 73) 



a. Location: A"berdeen Proving Ground^ MD 

b. Confidential Soiorce Utilization: Two sources were utilized d\iring 
the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Inasmuch as the sensitivity of the activities 
serviced remains the same^ the commander desires that the operation con- 
tinue. The Project Liaison Officer retired on 31 July 1973 and his re- 
placement is not expected until 1 November 1973. This will unfortunately 
delay the planned expansion in source coverage. 



c3^ .cPv^^ 



Classified by . 

SUBirC-i TO Cr-FR^^ D-TCT r?!rrc.' TION 



7. GONG SILK: (OACSI Approval - l6 Feb 72) 



a. Location: Picatinny Arsenal, Dover, NJ 

b. Confidential Source Utilization: Three sources were utilized 
during the reporting period, 

c. Information Obtained Off -post and/or Reported on Non--af filiated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 

existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The sensitivity of the activities covered 
remains extreme , so that the operation should be continued. Some 
target areas were cancelled with the departure of the Munitions 
Command, so that coverage should be somewhat simplified. 




8. LANDLESS TIME: (OACSI Approval - I9 Jan 72) 



a. Location: Philadelphia Facility, US Army Electronics Command 

b. Confidential Source Utilization: Three sources were contacted 
during the reporting period. 

c. Information Obtained: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Of the three sources contacted, one re- 
tired and one transferred to another DoD facility, leaving the single 
source indicated in the previous report. The Project Liaison Officer 
will spot and assess prospective sources among the personnel moving to 
Fort Monmouth for utilization when this operation is incorporated into 
CENTRAL TAXI. At the request of the commander, coverage will continue 
until the facility is phased out. 




Classified by :.M>^0,t^S... LlSA/.jJj.C.... 

SUBTHCr TO GETTFRAL DTCL." SSTICATION 





9. LANIARD MOOD: (OACSI Approval - 22 Dec 7l) 



a. Location: Defense Language Institute East Coast Branch 

Anacostia Naval Annex, Washington, DC...- - 

Confidential Source Utilization: To date, this operation 
has been using conventional sources. 

c. Infomation Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period, 

e. Operational Status: Effective with the beginning of the new 
reporting period, the modus operandi is being changed to develop 

confidential sources in addition to the conventional sources used here- 
tofore. Targets will be reconfirmed and redefined as necessary. 



^1 



SUE^_Cr 0 G — "rr<'T r- , , 



10. LENIENT CLOUD: (OACSI Approval - l6 Feb 72) 

a. Location: US Army War College ^ Carlisle Barracks^ PA 

b. Confidential Source Utilization: Four sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civiliajis : None 

d. Useful Infoimation Obtained: Two security hazards and three 
instances of suitability infonnation were reported. Foreign travel 
by one employee was not considered significant. 

e. Operational Status: An additional target as being added. During 
the period^ the newly assigned Project Liaison Officer developed a total 
of 25 conventional sources who are being contacted on a regular basis. 




^. . .... . . , ^ 



11. LENTIL MONKEY: (OACSI Approval - 26 Oct 71) 



a. Location: Defense Language Institute West Coast Branch 

Presidio of Monterey, CA 

b. Confidential Source Utilization: One soirrce was recruited during 
the reporting period, 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Infomation Obtained: No information to indicatethe 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Seven additional students are being 
processed for use as confidential sources, and 20 conventional sources 
were recruited for broad coverage of target language departments. In 
addition, all of the 132 class monitors have been given SAEM briefings 
and directed to report any incidents occurring in the classes. 



AC^N SHEE 



SUBJECT 

Aggressive Counterintelligence Program Operations 


OFFICE SYMBOL [SUSPENSE 

DAMI-DOI-S i 


DATE 

19 July 19 73 


ACTION REQUIRED Xo obtaitt approval of a quarterly report. 



MEMORANDUM FOR RECORD. ( Detcribt briefly tht requirement, background and action taken or recommended. Mutt be Mufricitntly detailed to identify 



the action without reeouree to other eourcee. ) 

1. BACKGROUND : 

a. By mefnorandum dated 8 February 1972 (GREEN TAB B) the Under Secretary of the Army 
requested the Vice Chief of Staff, US Army, provide quarterly reports on all ACIPs. 

b. This is the fifth such quarterly report. 

c. USAINTC Input is at GREEN TAB C. 

2. DISCUSSION : The memorandum at GREEN TAB A forwards a memorandum to the VCSA to for- 
ward the report for the quarter ending 30 June 1973, 




3. RECOMMENDATION : That the memorandum to the VCSA at GREEN TAB A be approved and 
signed. 



(Continue on plain bond) 



IMPLICATIONS 



CINFO 



YES □ NO □ 



PRIM PROGS 



YES □ NO □ 



BUDGET 



YES □ NO □ 



COORDINATIONS 



APPROVALS 




OFFICE 



NAME 



PHONE 



BR 



3ITIALS 



DATE 



If l^ii 7 



DIV 




Dl R 



EX 



ACSI 



DISPATC, 




SHOW ADDITIONAL COORDINATION ON REVERSE SIDE OR CONT t N UAT I ON SHEET 



ACTION OFFICER ( Same, grade, phone and aignatur 

R. MYERS, CPT/77017 



ACSI FORM 28, 13 Sep 71 




RECRADED UNCIASSIFIED 

WHEN SEPARATED FROM CLASSIFIED 
DOCUMENT 




MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 



1, Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (Inclosure 2). 

2. Recommend your approval and signature on the memorandum at Inclosure 1 
which transmits the report required by cited reference. 



3. Coordination: None required. 



2 Incl 

1. Memo for USofA 
w/attachment ( 

2 . Memo for VCSA', 8 Feb 72 




) 






WILLIAM E. POTTS 

Major General, GS 
ACofS for Intelligence 

OLIVER B. PATTCK 

rrigaoier General, GS 
Deputy; ACofS Tor Intelligence 



1 AUG 1973 



APPROVED - VCSA. 




i 





1 August 1973 



MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program Operations 



1, Reference memorandum. Under Secretary of the Army, dated 8 February 
1972, subject as above, 

2, Of the 11 Aggressive Counterintelligence Program (ACIP) Operations 
reported to you by memorandum from this office, dated 4 May 1973, subject 
as above, nine remain in effect. Operation CANCER PORCH at the Defense 
Language Institute, Southeast Branch was terminated with the closing of 
the activity on 31 May 1973. Operation CANDID FROLIC at Fort Ord, Cali- 
fornia, was terminated on 12 June 1973 at the request of the installation 
commander. No new ACIP operations were initiated. The report oi current 
operations for the quarter ending 30 June 1973 is attachedo 

3, The primary values of ACIP operations are in their potential for aarlv 
warning and for detecting internal security weakness and security ihre:-''i 
to the supported command. Inasmuch as these operations are a fcnn of 
intensified security watchfulness, negative reports in themselves are 
frequently of value to a commander in planning for security requirements 
of a given installation or activity. 



1 Incl 

as (CONFIDENTIAL) 





FRED C« WEYi 
General, United States Army 
Vice Chief^of Staff 



CPT Myers/bah/77017 




DAia-DCI-3 



tffilfi)EAHDUM FCE: ^jOHim VICE CHIEF GT STAFF > UKITED STATES ARin: 
SUBJECT! Aggressive Couuter Intelligence Program (ACIP) Opera tiorjs 



1. Reference Under Secretary of the Army ffietrtorandua, dated £ February 
1972 y subject as above (Inclosure 2). 

2. Recooiaend your approval and signature on the isemorandun at Inclosure 1 
vhich transmits the report required by cited reference. 

3 . Coordinat iont None required . 



2 Incl 

1» Memo fcr USofA 

v/attacteeiit 
2. Heme fc>r VCS^^ t Feb 72 





. t» fi 



X- 



WILLIAM PDTTS 
Major General, G3 
ACofo for Intellireuce 



11;- ::r:ce 






DEPARTMENT OF THE ARMY 



MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program Operations 



1, Reference memorandum, Under Secretary of the Army, dated 8 February 
1972, subject as above. 

2, Of the 11 Aggressive Counterintelligence Program (ACIP) Operations 
reported to you by memorandum from this office dated 4 May 1973, subject 

as above, nine remain in effect. Operation CANCER PORCH at the Defense 
. Language Institute, Southwest Branch was terminated with the closing of 
the activity on 31 May 1973. Operation CANDID FROLIC at Fort Ord, Cali- 
fornia, was terminated on 12 June 1973 at the request of the installation 
commander. No new ACIP operations were initiated. The report of current 
operations for the quarter ending 30 June 1973 is attached. 

3, The primary values of ACIP operations are in their potential for early 
warning and detecting internal security weakness and security threats to 

the supported command. Inasmuch as these operations are a form of in^erisi-' 
fied security watchfulness, negative reports in themselves are frequ >m < ly 
of value to a commander in planning for security requirements of a given 
installation or activity. 



1 Incl 



FRED C. WEYAND 



as 




General, United States Army 
Acting Vice Chief of Staff 



Rc-araded UNCLASSIFIED when 
separated from classified 
inclQsures 





yers /bah/77017 



GlB^vENT ACIP OPERATKX'^S 



LOCATION 



Edge^/ood Arsenal, 
Maryland 

Fort Ritchie, 
Maryland 

Fort Morasouth, New 
Jersey 



Aberdeen Provin; 
Grounds, l-laryland 

Picatinny Arsenal, 

New Jersey 

Philadelphia, Penn- 
sylvania (Electronics 
Coniaand) 

Washinrtton, D .C. 
(Language School) 



Carlisle jBarracI-s . 
Penns y Ivania (A rcx^' 
College) 



Presidio of ^k>nterey, 
California 



ACIP 
KICmME 



C^L LOOP 



CAHAHY EFFORT 



CEK1SAL TAXI 



G01?DC>LA STAR 



GO^v^G Sine 



LANDLESS TIME 



LiUfKARD HOOD 



LBNIEKT CLOUD 



LENTIL HOi^KEY 



DATE APPROVED 



16 February 72 



16 February 72 



16 February 72 



16 February 72 



16 February 72 



19 Januarv 72 



22 December 71 



16 February 72 



26 October 71 



DENTL\L SOURCES 



4 



0 



4 



0 



TOTALS 



9 



24 



Off "post Information 

Operational IZNTIL MKSKEY obtained information off-post by coincidence and not as part of 
the operation. A source who was accon^janylng his student group on a field trip was anonv^ 
those of the group sho^ra pictures of three Czech females who were looking for pen-pals* The 
source reported the Incident. 



Iniorsaation Obtained: 




He infcmation to indicate Che existence of a hostile threat tc the installations or a 
possible security hazard was developed during this reporting period. 

C ontinuance of Operations : 

Nine ACIP operations are being continued for the originally stated purposes. 





ICDO-OP 



HEADQUARTERS 
U. S. ARMY INTELLIGENCE COMMAND 
FORT HOLABiRD. MARYLAND 21219 



'^Ul 1 2 1973 



SUBJECT: 



Quarterly Reporting of Aggressive Counterintelligence Program 
(ACIP) Operations (U) 



HQDA (DAMI-DOI-S) 

WASH DC 20310 



1. (u) References: 

a. Letter, DAMI-DOI-S, 8 March 1972, subject as above, 

b. Letter, ICLISO-OC, 11 October 1972, subject as above. 

c. Letter, ICDO-OP, U April 1973 j, subject as above. 

2. (u) In compliance with reference a, above, the ACIP quarterly report 
for the period 1 April - 30 June 1973 is forwarded herewith, 

3. (U) Operational and administrative control measures outlined in 
reference b, above, remained in effect dtirlng the reporting period. 

There was one instance of acquisition of information on non-DoD affili- 
ated personnel, described in the inclosure covering LENTIL MONKEY (u)* 

(p) Supported commanders continue to indicate satisfaction with 
the program. They view the lack of contradictory information as 
reassurance that their employees are observing security regulations, and 
that no apparent hostile intelligence activities have been mounted 
against the installation. A certain amount of suitability information 
was developed during the reporting period at some of the installations, 
but was either minor or had not yet been confirmed. In such cases, the 
information is not passed to the supported commander. 



Qassified by 'd.C^^S...:.'t!jJ.J.A/:.l.C....^ 

SUBIECT TO GEX5RAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE OR:xR i • - -3 
AUTOMATICALLY DCWr^CI^rr.-') r.\0 Y^AS. 
raERVALS. DECLAlS.aED 3i DEC ....LL^..}- 




Jul - - ^ 

ICDO-OP 

SUBJECT: Quarterly Reporting of Aggressive Coiinterintelligence Program 

(ACIP) Operations (u) 

5» (U) Operations CANCEE PORCH (u) and CA])JDID EROLIC (u) were term- 
nated during the period covered by this report. 

6. (pO Processing of the requests for ACIP support set forth in 
reference c, above, except for the Deseret Test Center, have not yet 
been completed. Additionally, an Operation Plan regarding ACIP support 
at Fort Lewis was forwarded on 7 Jiily 1973. It is anticipated that 
future ACIP operations will result primarily from the recently estab- 
lished Sensitive Activity Vulnerability Estimate (SAVE) program. 

FOR THE COMMAKDER: 




11 Incl EDWARD H. BORT 

as LTC, MI 

Acting Deputy Chief of Staff, 
Operations 



REGRADED UNClASS!FFO 
ON SEP -5 1997 

e Y CDR USAfWSCdM FO f /pq 
AUIH Para 1-603 DOD ^00^ 



107 



1. CMAL LOOP: (OACSI Approval - l6 Feb 72) 

a. location: Edgewood Arsenal^ Edgewood^ MD 

b. Confidential Soiirce Utilization: Five sources were utilized 
during the reporting period. 

c. Information Obtained Off- post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Infomation Obtained: No Infomation to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The sensitivity and criticality of activities 
covered warrant the continuation of the support provided. 




AC SI Approval - 



16 Feb 72) 



a. Location: Fort Ritcdiie, MD 

b. Confidential Source Utilization: Three sources were utilized 
during the reporting period, 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None . 

d. Useful Infoimation Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Continuation of the operation is desired 
by the supported commander. Inasmuch as a new Project Control Officer 
is being assigned during the next quarter, recruitment of additional 
sources is being delayed until he assumes his duties. 




3. CMCER PORCH: (OACSI Approval - 28 Dec 71 ) 



a. Location; Defense Language Institute Southwest Branch 

Fort Bliss 5 TK 

b. Confidential Source Utilization: One source was contacted 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civiligms : None . 

d. Useful Information Obtained: No infoimation to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The operation was terminated with the 

closing of the activity on 31 May 1973. The source has been transferred 
to the Defense Language Institute West Coast^ -vdiere contact will be re- 
established with him. 



ClGSsified by DC.^[^f^.^....USd/./U/fr. 

SUEJLCT TO GENEfi/:L DCCLASSJFICATION 

fc-J . 1 , J,' "—-1 X_/ 1 v.- . * 1 - 

>■ ■' " T "i •■ " ' "i" ' ' ■ ~ ' 'i ' ' ^ 



1 "~ 



V::0 YEAR 

^1 .//./../■--■ 



I Approval - 21 Dec 7I) 



a. Location: Fort Ord, CA 

t. Confidential Source Utilization: Two sources were contacted 
during the reporting period, 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None . 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period, 

e. Operational Status: As the result of discussion during a 
quarterly briefing on I6 May 73 ^ on I8 May 73 the CG requested that 
the operation be terminated. No significant information had been pro- 
duced to justify the risk of possible compromise or the further expendi- 
ture of manhours. Operational activity ceased at once, and the opera- 
tion was officially terminated on 12 Jun 73a on which date security de- 
briefings of the sources involved were concluded. 
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5. CENTRAL TAXI: (OACSI Approval - l6 Feb 72) 



a. Location; Headqiiarters, US Army Electronics Command^ Fort 

Monmouth, NJ 



t. Confidential Source Utilization: Three soxarces were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Hon--af filiated 
Civilians : None , 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible secixrity 
hazard was developed during the reporting peidod. 

e. Operational Status: The Commander desires that the operation 
continue. The impending assignment of a new Project Control Officer 
will allow the expaxision of the operation by recruitment of additional 
sources. 






6. GOroOLA STAE: (OACSI Approval - 1? Feb 72) 

a. Location: Aberdeen Proving Groiind, MD 

b. Confidential Source Utilization: Two soiirces were utilized 
during the reporting period. 

c. Infomation Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None. 

d. Useful Infomation Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period, 

e. Operational Status: In view of the sensitivity/criticality 

of this installation^ the supported commander desires that the operation 
continue . 




7. GONG SILK: (OACSI Approval - l6 Feb 72) 



a. Location: Picatinny Arsenal, Dover, NJ 

"b. Confidential Soxirce Utilization: Three sources -were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None . 

d. Useful Infomation Obtained: No infomation to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period, 

e. Operational Status: Despite the fact that modifications of 

the operation may be necessitated by forthcoming organizational changes, 
the Commander desires that the operation be continued. 
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8. LANDLESS TIME: (OACSI Approval - 19 Jan 72) 

a. Location: Riiladelphia Facility ^ US Army Electronics Command 

b. Confidential Source Utilization: Four sources were utilized 

during the reporting period. This includes one source -who was relu.ct;ar.t 
to be reactivated when the operation was revalidated, but finally 
agreed. 

c. Information Obtained Off -post and/or Reported on I^on- affiliated 
Civilians : None. 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: By 30 Jun 7^^ this activity will be com- 
pletely relocated to Fort Monmouth, and the operation will be terminated. 
One source transferred during the period, rather than make the move. 
Another is scheduled to move in Nov 733 ^'^^ plans to do so. He will be 
transferred to the Monmouth operation at that time. Coverage will be 
difficult during the phaseout, but the commander has requested that the 
operation continue as long as possible. 



BY CDR ySAlMSCOM FOt/PO 
AUTH Para 1-603 DOD 520Q.1R 
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9. LAMARD MOOD: (OACSI Approval - 22 Dec 7l) 



a. Location: Defense Language Institute East Coast Branch 

Anacostia Naval Annex, Washington, DC 

b. Confidential Source Utilization: This operation uses 
conventional sources from the student body, primarily Army ME personnel. 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None . 

d. Useful Infomation Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible seciarity 
hazard was developed during the reporting period. 

e. Operational Status: The combination of alien instructors and 
students who are generally scheduled for sensitive assignments overseas 
makes this operation a necessity. With classrooms teaching 50 languages 
at various locations in the DC area, coverage is dependent on the 
availability of sources. 



10. LMIMT CLOUD: (OACSI Approval - l6 Feb 72) 



a. Location: US Army War College ^ Carlisle Barracks, PA 

b. Confidential Sotirce Utilization: Four sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None . 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period, 

e. Operational Status: The Commander continues to be appreciative 
of information provided and desires that the operation continue. 
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11. LENTIL MONKEY: (OACSI Approval - 26 Oct 71) 



a. Location: Defense Language Institute West Coast Branch 

Presidio of Monterey, CA 

"b. Confidential Source Utilization: Three sources were utilized 
d\iring the reporting period, but all were eventually terminated due to 
graduation • 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: On l8 May 73, students of a Czech class visited a Czech 
restaurant in San Frajicisco on a field trip. While they were there, 
the owner showed the students pictures of three girls residing in 
CzechosloveQcia who were looking for American pen-pals. Each of three 
students received the name and address of one of the girls. One of the 
students who received this data was a Confidential Source, and reported 
the incident. The other two students are now en route to Army Security 
Agency, school at Fort Devens, MA, and will eventually be assigned in 
USAEEUR, 

d. Useful Information Obtained: The above information assumes sig- 
nificance only if this proves to be an operational technique of Czech 
Intelligence. Consideration is being given to utilizing the source, now 
on TDY at Fort Huachuca, AZ, to probe this situation by establishing 

correspondence with the Czech girl. Under the circumstances, reporting 
this information is not considered a violation of the 1 June 71 letter. 

e. Operational Status: Just as in LANYARD MOOD, the combination 

of alien-born instructors and students destined for sensitive assignments 
overseas is considered to offer a challenge to hostile intelligence. 
Additional MI students have reported to the institute, and no problems 
are anticipated in recruiting new sources. 
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SUBJECT 


OFFICE SYMBOL ISUSPENSE 




DAMI-DOI-S 1 


Quarterly ACIP Report 


DATE 




23 April 1973 



ACTION SHEET 




^TTROt. NUMBER 



ACTION REOUIRED 



To forward memorandum requesting VCSA. sign memorandum to USA., 



MEMORANDUM FOR RECORD. fOetcribe briefly tif Ttquirement, background and action taken or recommended. Mutt tufficiently detailed to identify 
the action without rmcouree to other eourcee, ) 

1. BACKGROUND : 

a. By Memorandum dated 8 February 1972, the Under Secretary of the Army requested 
the Vice Chief of Staff, US Army provide quarterly reports on all ACIPis (BLUE TAB B)_« 

b. The fourth quarterly report for 1972 was submitted to the Under Secretary of the 
Army on 12 February 1973 (BLUE TAB C) . 

c. Written input from USAINTC for the current quarterly report is attached at BLUE 
TAB D, 

2. DISCUSSION : 

a. Word received from the SGS on 1 February 73 revealed the new VCSA desires to per- 
sonally sign all memoranda to the Under Secretary of the Army. How long this new policy 
is to be effective is currently unknown. Based on DA memoranda 340-15 and 340-17, the 
ACSI has signed previous memoranda concerning this subject for the VCSA. 

b. The memorandum at BLUE TAB A forwards a memorandum to the VCSA requesting he sign 
and forward to the Under Secretary of the Army, the first quarterly ACIP report for 1973 
Per agreement SGS and DAMI, this same procedure was used to forward the previous quarter 
ly report. 

3. RECOMMENDATION : That the Memorandum to the VCSA at BLUE TAB A be approved and signed 



(Continue on plain bond) 
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SHOW ADDITIONAL COORDINATION ON REVERSE SIDE OR CONT IN UAT ION SHEET 



ACTION OFFICER ( Name, gradct phone and signature J 

W. WEBB, MAJ/77017 
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ACSI FORM 28, 13 Sep 71 
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RCGRAOED UNCLASSIFIED 

WHEN SEPARATED FROM CLASSIFIED 




.RTMENT OF THE ARMY 

OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 

WASHINGTON, D.C, 20310 



REPLY TO _ . ^ _ _ _ 

ATTENTION OF: DAMI *DOI - S 



2 6 APR 1973 



MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 



SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 



1, Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (TAB B), 

2, Recommend your approval and signature on the memorandum at TAB A which 
transmits the report required by cited reference. 



2 Incl 
TAB A - 

TAB B - 




Memo for USofA 

USofA. memo, 
8 Feb 72 ( 



WILLIAM E. POTTS j/^ 
Major General, GS^' 
ACofS for Intelligence 

THOMAS ^.V. BOWi- X 
Brigadier Goju-ra^ 
Dii\'c.[.ov of Inteiligence 
Support 



4 MAY 1973 

APPROVES - OCSA 



o 

CO 

LO 
Ln 
O 

o 



> 

U3 



Regraded UNCLASSIFIED when 
separated Ironi ciassified 
inclosures 




PETER 6. PETERSEN 
LTC, GS 

Assistant Secretary of 
the General Staff 



EPARTMENT OF THE ARMY 



OFFICE OF THE CHIEF OF STAFF 



WASHINGTON, D.C. 20310 



MEMCSIANDUM FCR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program Operations 



1» Reference your memorandum of 8 February 1972, subject as above, 

2. The 11 Aggressive Counterintelligence Program (AGIP) operations 
reported to you by my memorandum, dated 12 February 1973, subject 
as above, remain in effect. No additional ACIP operations have been ap- 
proved. A quarterly report of current operations is attached. 



1 Incl 

as (€GN*^©BIfrBSEr^ 



AI£XANDER M. HAIG, ,JR. 
General, United States Army 



Vice Chief of Staff 



Regraded UNCLASSIFIED when 
Siparated from classified. 
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CURRENT ACIP OPERATIONS 



LOCATION 



ACIP 
NICKNAME 



DATE APPROVED 



NUMBER OF 
SOURCES 



Edgewood Arsenal, 
Maryland 

Fort Ritchie, 
Maryland 

Fort Bliss, Texas 
(Language School) 

Fort Ord, California 

Fort Monmouth, New 
Jersey 

Aberdeen Proving 
Grounds, Maryland 

Picatinny Arsenal, 
New Jersey 

Phi ladelphia , Penn- 
sylvania (Electronics 
Command) 

Washington, D. C. 
(Language School) 

Carlisle Barracks, 
Pennsylvania (Army War 
College) 

Presidio of Monterey, 
California 



TOTALS 11 



Off-post Information 



CANAL LOOP 



CANARY EFFORT 



CANCER PORCH 



CANDID FROLIC 



CENTRAL TAXI 



GONDOLA STAR 



GONG SILK 



LANDLESS TIME 



LANYARD MOOD 



LENIENT CLOUD 



LENTIL MONKEY 



11 



16 February 72 



16 February 72 



28 December 71 



21 December 71 



16 February 72 



16 February 72 



16 February 72 



19 January 72 



22 December 71 



16 February 72 



26 October 71 



4 



0 



30 



There were no instances in which information on non-affiliated civilians was collected 
off-post. 
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Information Obtained : 

a. During the first quarter of 1973, none of the AGIP operations produced in- 
formation which would indicate the existence of an active hostile threat to the 
supported installation nor were any reports received concerning potential security 
hazards to the supported installations. As emphasized in each quarterly report 
submitted to date, ACIP operations are a form of intensified security watchful- 
ness* As such, the lack of reportable information from these operation^= s also 
of value to a commander in planning for his security requirements. The placement 
and access of current sources, and those under consideration, are such that the 
chances of detecting a developing security threat situation in a sensitive in- 
stallation or unit are greater with these sources already operating. 

b. Significantly, supported commanders have voiced satisfaction with AGIP 
operational results to date and have reiterated their desire that these opera- 
tions continue. 

Continuance of Operations ; 

The eleven AGIP operations are being continued for the originally stated pur- 
poses. 





1 1 APR 1973 

ICDO-OP 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 

(ACIP) Operations (U) 



HQJDA (DAMT-DOI-S) 
WASH DC 20310 



!• (u) References : 

a. Letter, DAMI-DOI-S, 8 Mar 72, subject as above, 

b. Letter, ICDISO-OC, 11 Oct 72, subject as above. 

c. Letter, ICDISO-OC, 15 Jan 73 j subject as above. 

d. Letter, DAME-DOI-P, 26 Feb 73, subject: CounterinteJJ-igence 
Support for Security of Nuclear Weapons, with 1st Indorsement, ICDO, 
12 Mar 73- 

2. (u) In compliance with reference a, above, the ACIP quarterly 
report for the period 1 January - 31 March 1973 is forwarded herewith, 

3- (u) Operational and administrative control measures outlined in 

reference b, above, remained in effect during the reporting period. 
There were no instances of acquisition of information on non-DoD 
affiliated personnel. 

WU)(-G^ utilization of the ACIP to enhance the security of chemical 
aiiS nuclear weapons, as set forth in reference c, above, has been inte- 
grated into the overall counterintelligence support to the US Army 
Materiel Command (AMC) and HQ, US Army Air Defense Command, Action 
taken on this program will be reported as outlined in reference d, 
above. In the future, this quarterly report will pertain only to 
operations in progress ^d those in the planning stage. 
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ICDO-OP 1 1 APR 1973 

SUBJECT: Quarterly Reporting of Aggressive Coimterintelligence 

Program (ACIP) Operations (u) 

5AU)("^ "ths area of chemical and nuclear weapons ^ the Coinmander of 
Seneca Army Depot has formally requested an ACIP operation. The 
Commander 5 Savanna Army Depot, has requested an ACIP briefing. 
Additional assessment of the Sierra Army Depot will be necessary to 
determine the applicability of the ACIP, Requests for the program 
have been received from Harzy Diamond Laboratories, US Army Mobility 
Equipment and Development Center, and Deseret Test Center, all subordi- 
nate to AMC, The Commander, US Army Management Systems Support Agency, 
an automatic data processing facility in the Pentagon suppor":-ing the 
Office of the Vice Chief of Staff, has also submitted a formal request 
for the program. The assessments necessary to justify the program in 
each case have been accomplished or are underv/ay, and individual 
Operations Plans are expected in the near future. 

6^^^^^ In an effort to replace the expertise and continuity which 
have been lost through the reduction of civilian Excepted Se:rvice 
Position spaces in the MI Groups, an effort is underway to obtain 
Great Skills personnel for inclusion in the program. 

FOR THE COMMANDER: 

11 Incl '^WALTER ^^CRO 

as Colonel, GS 

Deputy Chief of Staff, Operation 
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1. CMAL LOOP: (OACSI ApprovaO. - l6 Feb 72) 

a. Location: Edgewood Arsenal^ Edgewood^ MD 

"b. Confidential Source Utilization: Five soiirces were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Ron- affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible 
security hazard was developed during the reporting period. 

e. Operational Status: The operation should be continued because 
of the crlticality and sensitivity of the installation, as well as the 

reiterated desires of the Coimnander that this support be continued. 




ID 
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2. CMARY EFFORT: (OACSI Approval - l6 Feb 72) 
a. Location: Fort Ritchie, MD 

Id. Confidential Source Utilization: Three soiorces were utilized 
during the reporting period, 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible 
security hazard was developed during the reporting period. 

e. Operational Status: The Commander desires continuation of the 
operation in view of the sensitivity/criticality of the facility and 
the extensive volume of classified material and equipment maintained. 
The Liaison Officer has identified and assessed two additional sources 
for recruitment diiring the next reporting period. 
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3. CANCER PORCH: 



CSI Approval - 28 Dec 71 ) 



a. Location: Defense Language Institute Southwest Branch 

Fort Bliss, TX 

b. Confidential Source Utilization: One such source vas utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 

existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period, 

e. Operational Status: Closing date of the facility remains 30 
June 1973 3 hut operations will cease on 31 May 1973. 
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h. CARDID FROLIC: (OACSI Approval - 



21 Dec 71) 



a. Location: Fort Ord, CA 

b. Confidential Source Utilization: Two sources were contacted 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The Cdr, Ft Ord, has voiced his satisfac- 
tion with the operation as part of the overall counterintelligence 
support rendered his Command. Four additional sources are currently 
under assessment for inclusion in the operation. 
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5. CENTRAL TAXI: (OACSI Approval - l6 Feb 72) 

a. Location: Headqttarters, US Army Electronics Commandj Fort 

Monmouth 5 NJ 

b. Confidential So-orce Utilization: Three sources -were contacted 
on a regiilar basis during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicaie the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Continuation of the operation is dictated 
by its sensitivity and criticality; the desire of the Commanding 
General for this support is unchanged. 
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OACSI Approval - 1? Feb 72) 



a. Location: A'berdeen Proving Ground^ MD 

b. Confidential Soarce Utilization: Two soxirces were contacted 
regularly diiring the period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : Hone 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to. the installation or a possible security 
hazard was developed dioring the reporting period. 

e. Operational Status: The Commander desires that the operation be 
continued. The sensitivity of facilities at the installation justify 
this desire. 
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?• GONG SILK: (OACSI Approval - l6 Feb 72) 



a. Location: Picatirmy Arsenal, Dover, NJ 

"b. Confidential Source Utilization: Regular contact was maintained 
with three sources during the period. 

c. Information Obtained Off -post and/or. Reported on Non- affiliated 
Civilians : None 

d. UsefiiL Infomation Obtained: 'No information to indicate the ' 
existence of a hostile threat to the installation or a possible security 

hazard was developed during the reporting period. 

e. Operational Status: This operation may be affected by forth- 
coming organizational changes, which will Involve the move o:" a portion 
of the major command to another installation. 
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8. LMDLESS TIME: (OACSI Approval - 19 Jan 72) 

a. Location: Philadelphia Facility, US Army Electronics Command 

b. Confidential Source Utilization: Three sources were contacted 
regularly. 

c. Information Obtained Off -post and/or Reported on Non -affiliated 
Civilians : None 

d. Useful Information Obtained : Wo infomation to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The criticality of portions of this 
facility is considered to warrant continuation of the operation. 
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9. LAHYARD MOOD: (OACSI Approval - 22 Dec 71) 

a. Location: Defense Language Institute East Coast Branch 

Anacostia Naval Annex, Washington , DC 

"b. Confidential Source Utilization: This operation utilizes 
conventional soiirces dra-wn from the student population. 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians ; None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard -was developed during the reporting period. 

e. Operational Status: With students who "will be assigned to 
sensitive positions, this facility is an ideal location for spotting 
ajid assessing by hostile intelligence. 







10. LENIEWT CLOUD (OACSI Approval - l6 Feb 72) 



a. Location: US Army War College^ Carlisle Barracks, PA 

"b. Confidential Source Utilization: Four sources were contacted 
on a regular basis during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: Ho information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard -was developed during the reporting period. 

e. Operational Status: The CG continues to reiterate his desire 
for support provided by the operation. 






11, LENTIL MONKEY: (OAGSI Approval - 26 Oct 71) 

a. Location: Defense Language Institute West Coast Branch 

Presidio of Monterey^ OA 

b. Confidential Source Utilization: One source vas lost through 
graduation, reducing the number to three prior to the end of the 
reporting period, 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed diiring the reporting period. 

e. Operational Status: As with other branches of the Defense 
Language Institute, this facility continues to offer a lucrative 
target to hostile intelligence. The manning of the Soviet Enbassy in 
San Francisco presents an additional external security threat. 
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ACTIOrJ SHEET 



SUBJECT 
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^ROL NUMBER 



Quarterly ACIP Report 



OFFICE SYMBOL 

DAMI-DOl-S 



.SUSPENSE 



DATE 

2 February 1973 



ACTION REQUIRED 



To forward memorandum requesting VCSA sign memorandum to USA. 



MEMORANDUM FOR RECORD. { OtBcrihe briefly M« regainment, background and action taken or reeommendeJ, Mutt i« Mufficiently detailed to identify 
the action withoat recourse to other »ouree$, ) 

1. BACKGROUND : 

a. By Memorandum dated 8 February 1972, the Under Secretary of the Army requested 
the Vice Chief of Staff, US Army provide quarterly reports on all ACIPis (BLUE TAB B), 

b. The third quarterly report for 1972 was submitted to the Under Secretary of the 
Army on 20 October 1972 (BLUE TAB C). 

c. Written input from USAINTC for the current quarterly report is attached at BLUE 
TAB D. 

2. DISCUSSIC^. : 

a. Word received from the SGS on 1 February 73 revealed the new VCSA desires to 
personally sign all memoranda to the Under Secretary of the Army. How long this new 
policy is to be effective is currently unknown. 

b. Based on DA memoranda 340-15 and 340-17, the ACSl had signed a previous memoran- 
dum on this action for the VCSA (BLUE TAB £) . This action was returned by SGS on 1 Feb 
73 for compliance with new policy. 

c. The memorandum at BLUE TAB A forwards a memorandum to the VCS^. requesting he sign 
and forward to the USA the fourth quarterly ACIP report for ^l972^ 

3. RECOMMENDATION : That the memorandum to the VCSA at BLUE TAB A be approved and signed 
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DEPAIMMILNT OF THE ARMY 

OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 

WASHINGTON, D.C. 20310 



DAMI-DOI-S 



8 February 1973 



MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 



1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (TAB B). 

2, Recommend your approval and signature^n the memorandum at TAB A 
which transmits the report required by cit^ reference. 




2 Incl 

TAB A - Memo for USofA 

TAB B - USofA memo, 
8 Feb 72 



OLIVER B. PATTON 

Brigadier General, GS 

Acting ACofS for Intelligence 



1 % FEB 13' 3' 




PETER B. PETERSEN 
LTC, GS 

Assistant. Secretary^ of 
the General Staff 





12 February L973 

MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program Operations 



1. Reference your memorandum of 8 February 1972, subject as above. 

2. The 11 Aggressive Counterintelligence Program (ACIP) operations 
reported to you by OACSI memorandum, dated 20 October 1972, subject 
as above, remain in effect. No additional ACIP operations have been 
approved. A quarterly report of current operations is attached. 




« 



Regraded UI^C:LASSIFI^) 
when separated fro« 
classified inclosurt3 





CURRKMT ACIP OPERATIONS 



LOCATION 



ACIP 

NICKNAME 



DATE APPRO\^D 



NUMBER CONFI* 

DENTIAL SOURCES 



Edgewood Arsenal, 

Marvland 



CANAL LOOP 



16 February 72 



Fort Ritchie, 
Maryland 



CANARY EFFORT 



16 February 72 



Fort Bliss, Texas 
(Language School) 



CANCER PORCH 



28 December 71 



Fort Ord, California 



CANDID FROLIC 



21 December 71 



Fort Monmouth, New 
Jersey 



CENTRAL TAXI 



16 February 72 



Aberdeen Proving 
Grounds , Maryland 



GONDOLA STAR 



16 February 72 



Picatinny Arsenal, 
New Jersey 

Philadelphia, Penn- 
sylvania (Electronics 

Command) 



GOiqC SILK 



LANDLESS TIME 



16 February 72 



19 January 72 



3 



Washington, D.C. 
(Language School ) 



LANYARD MOOD 



22 December 71 



0 



Carlisle Barracks, 
Pennsylvania (Army War 
College) 



LENIENT CLOUD 



16 February 72 



Presidio of Monterey, 
California 



LECTIL MONKEY 



26 October 71 



TOTALS 11 11 30 

O f f -pes t Information 

There were no instances in which information on non-affiliated civilians was collected 

off-post, ^ 

Oassified hv .DAMI.pp^ 

V SUBJEa TO GENERAL DECLASSfaCATiON 

^.^^^^^1^'"'' ^ SCHEDHLF 0^ EXECUTIVE O^DER 11S5Z 

^00^ .^ ^^"^ r..^ AUTOMATICALLY DOWNGRADED AT TWO YEAR 

^':^2S^^ ' -^^nFClASSIFIED ON 31 DECEMDER.„liIi 





Information Obtained: 



a# During the fourth quarter 1972, useful information was obtained from seven 
of the eleven Aggressive Counterintelligence Programs. The operations at Ft. 
Ritchie, Maryland, the Electronics Command, the Array War College, Ft- Monmouth, 
New Jersey and Picatinny Arsenal, each identified one or more potential personnel 
or physical security problems which were reported to the respective serviced com- 
manders. The program at Ft. Ord, California, continued to Identify military 
personnel affiliated with the Vietnam Veterans Against the War (VVAW) and also 
military personnel associated with the proposed making of an anti-war film on the 
Ft. Ord reservation. This information was passed to representatives of the sup- 
ported commander. A characterization of the WAW is attached. The operation at 
the Presidio o*?^C^itornia developed information on what appears to be a program 
of fradulent immigration from a Communist Country. Additionally, classroom state- 
ments by an Army student identified his father as a Soviet-born key employee of 
another US intelligence agency. In each case, the supported comjT.ander was informed 
and a summary of information report was forwarded to the appropriate federal 
agency. 

b. The other four operations reported no information, during the fourth quar- 
ter, which would indicate the existence of a hostile intelligence threat or possi- 
ble security hazard. Inasmuch as these operations are a form of intensified 
security watchfulness, negative reports in themselves are frequently of value to 
a commander in planning for the security requirements of a given installation or 
activity. The placement and access of current sources, and those under considera- 
tion, are such that the chances of detecting a developing security threat situation 
in a sensitive installation or unit are greater with these sources operating. 

Continuance of Ope r ations : 

The eleven ACIP operations are being continued for the original stated purposes. 
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VIETNAM VETERANS AGAINST THE WAE 




l»^;$w^General: The Vietnam Veterans Against the War, Incorporated (WAW) was 
founded in the spring of 1967 in New York City. The objectives of the WAW 
include: the demand for an immediate cessation of fighting and withdrawal of 
American troops from Vietnam; and to support all military personnel refusing 
to serve in wars of aggression at home or abroad. The WAW reportedly has 
chapters in all 50 states and Vietnam. The national office is located at 25 
West 26 Street, New York, New York, WAV/ policy is established by its National 
Steering Committee composed of 26 regional coordinators. The local chapters 
often act independently of the national office. (There have been indications 
that some local chapters of the WAW have been taken over by youth groups of 
Marxist-Leninist organizations.) This is in keeping with the recent resignation 
of four of the five members of the Executive Committee of the National Steering 
Committee. During a November 1971 meeting of the Steering Committee, statements 
were made that conservative WAW members would be replaced by more militant mem- 
bers who would take action rather than talk. Many of the WAW officials and 
members are presently or have in the past been affiliated with organizations 
identified as being threats to Army morale and discipline, such as GPUSA, 
Socialist Workers Party, Progressive Labor Party, and People's Coalition for 
Peace and Justice. Total WAW membership is reportedly approaching 10,000. 

Cinar^cia^support appears to come from private donations. 
>_C<>) Relationship to the Army: The VVAW, reportedly, has counseled US Army 
deserters to go to Sweden rather than return to the US from Canada; and has 
provided deserters with funds and false draft registration cards.. The orr-^n Illa- 
tion has attempted to recruit active duty soldiers to the ranks of the WA^^ and 
has urged inductees to "resist the Army and join the WAW." WAW local chapters 
have allied themselves with antimilitary dissident soldier organizations in an 
attempt to undermine morale and discipline of service personnel. 

3. (U) Foregoing information falls under provisions of para 4a (1) and 4a (2), 
DA letter, AGDA-A(M)(1 Jun 71) CS, subject: Acquisition of Information Con- 
cerning Persons and Organizations Not Affiliated with the Department of Defense. 
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ACTIU.^ SHEET 



SUBJECT 




^ROL NUMBER 



Quarterly ACIP Report 



OFFICE SYMBOL 

DAMI-DOI-S 



SUSPENSE 



DATE 

18 January 1973 



ACTION REQUIRED 

To p rovide Under Secretary of the Army with the fourth quarterly report for 1972 > 

MEMORANDUM FOR RECORD. ( Describe briefly the requirement, background anj action taken or recommended. Must be sumdently detailed to identify 
th« action without recourse to other source*. ) 



1. BACKGROUND : 

a. By memorandum dated 8 February 1972, the Under Secretary of the Army requested 
the Vice Chief of Staff, US Army, to provide quarterly reports on all ACIP's 
(BLUE TAB B^. 

The third quarterly report was submitted to the Under Secretary of the Army on 
20 October 1972 (BLUE TAB C) , 

c. Written input from USAINTC for the current quarterly report ±v> attached at 
BLUE TAB D. 



2. DISCUSSION : Memorandum at BLUE- TAB A to Under Secretary of the Army through the Vice 
Chief of Staff, US Army, provides required fourth quarterly report for 1972. 

3. RECOMMENDATION: That the Memorandum at BLUE TAB A be approved and signed. 
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DEPARTMENT OF THE ARMY 

OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 

WASHINGTON, D.C. 20310 



REPLY TO 
ATTENTION OF: 



DAMI-DOI-S 



26 



MEMCSLANDUM THRU: VICE CHIEF OF STAFF, UNITED STATES ARMY 
FCR: UNDER SECRETARY OF THE ARMY 

SUBJECT; Aggressive Counterintelligence Program (ACIP) Operations 



1. Reference your memorandum of 8 February 1972, subject as above. 

2. The 11 ACIP operations reported to you by OACSI memorandum, dated 
20 October 1972, subject as above, remain in effect. No additional 
ACIP operations have been approved. A quarterly report of current 
operations is attached (TAB A). 




WILilAM E. POTTS 
Major General, GS 
ACofS for Intelligence 
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PARTMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY INTELLIGENCE COMMAND 
FORT HOLABIRD. MARYLAND 21219 



ICDISO-X 



1~ JAN 1373 



SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program (ACIP) 

Operations (u) 



HQPA (DAMI-DOI-S) 
WASH DC 20310 



1, (u) References: 

a. Letter, DAMI-DOI-S, 8 Mar 72, subject as above, 

b. Letter, ICDISO-OC, l8 Apr 72, subject as above, 

c. Letter, ICDISO-OC, 11 Oct 72 , subject as above. 

2, (u) In compliance with reference a, above, the ACIP quarterly report 
for the period 1 October - 31 December 1972 is forwarded here'-^"ith. 

3, (u) Operational and administrative control measures outlined in rfif-^rer, -e 
Cy above, remained in effect during the reporting period. There were no 
instances of acquisition of information on non-DoD affiliated personnel. 

h. 6c) Based on the immediate concern for the security of chemical and 
nuclear weapons, this Command is preparing plans in conjunction with US Army 
Materiel Command and HQ, US Army Air Defense Command to provide counter- 
intelligence support to these units and their sub-elements. In view of 
recent terrorist group actions, it is apparent that such groups will go to 
any extreme to achieve their ends. As some terrorist representatives have 
pointed out, they feel that such actions must have increasing world shock 
value in order to further their cause." The capture or explosive destruction 
of a nuclear weapon either in storage or in transit would be just such an 
act. Indications of intention may be developed through the ACIP. Planning 
for this kind of support in conjunction with other means available to IBAINTC 
is being effected. It is expected that by the end of the next reporting 
quarter, more definitive information concerning initiation of ACIP in support 
of these two Commands will be established. 
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ICDISO-OC 

SUBJECT: Quarterly Reporting of Aggressive Coimterintelligence Program (ACIP) 

Operations (u) 

5. (C) With a view towards the probable requirement of expanding ACIP 

operational capability by USAIMC field elements, this Command has initiated 
a training program designed to improve the professionalism of personnel in 
the operational techniques and reporting in such operations. This trairdng 
program should qualify additional personnel to participate in current and 
potential future operations. 
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1. CMAL LOOP: (OACSI Approval - l6 Feb 72) 



a. Location: Ed^ewood Arsenal^ Ed^ewood^ MD 

"b. Confidential Source Utilization: Five sources were utilized 
diiring the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: During the reporting period^ experienced 
personnel were assigned in both liaison and source handling capacity, 
and the operational capabilities can be expected to improve. Tlie 
Commanding Officer of Edgewood Arsenal has again expressed his desire 
for continuation of ACIP operations within his installation. 
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2. CMARY EFFORT: (OACSI Approval - l6 Feb 72) 



a. Location: Fort Ritchie ^ MD 

b. Confidential Source Utilization: Three sources were utilized 
during the reporting period, 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained; Information reflecting on the 
character axid siiitability of certain employees in the target areas 
was obtained. 

e. Operational Status: During the period, both Case Officer and 
Liaison Officer were assigned to DIS. The transfer of the former 
diminished soxirce contact appreciably. With the assignment of a 

case officer, information obtained during the period will be developed 
to its fullest extent. An experienced liaison officer is being 
assigned to this ACIP and will begin spotting and assessing potential 
sources to meet the desire of the Commanding Officer to achieve the 
greatest operational potential. 
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I Approval - 28 Dec 71) 



a. Location: Defense Language Institute Southwest Branchy 

Fort Bliss, TX 

"b. Confidential Soiarce Utilization: One such source was recruited 
during the reporting period, 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Infoimation Obtained: No information to indicate zhe 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period, 

e. Operational Status: As indicated in previous reports, this 
facility is expected to cease operations on 30 June 1973. Tlie prime 

rea^son for developing this single confidential source is his expected 
transfer at that time to another branch of the Institute, 
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k. CMDID FROLIC: (OACSI Approval - 21 Dec 71) 
a. Location: Fort Ord^ CA 

"b. Confidential Source Utilization: Regularly scheduled contacts 
were conducted with two such sources during the period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Infomation Obtained: Identification of military 
personnel affiliated with the Vietnam Veterans Against the War; 
identification of military personnel associated with the proposed 
filming of an anti-war film on the Fort Ord reservation. 

e. Operational Status: As the major US Army training facility 
on the West Coast, the installation continues to be the target for 
dissident elements. 
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5- CENTRAL TAXI: (OACSI Approval - l6 Feb 72) 



a. Location: Headquarters, US Aimy Electronics Command, Fort 

Monmouth 3 NJ 

"b. Confidential Source Utilization: Three sources v/ere contacted 
on a regular basis during the reporting period, 

c. Information Obtained Off-post and/or Reported on Non-affilated 
C ivilians ; None 

d. Useful Information Obtained Infomation indicating a potential 
security problem area was developed and passed to the serviced command. 

e. Operational Status: Personnel turbulence during the period 
caused by transfers of operational personnel to DIS prevented the 

proper development of this ACIP. An experienced liaison officer was 
assigned during the period. This should result in the recruitment of 
additional soiorces needed to cover this complex target. The Commanding 
General has reiterated his desire to continue the operation. 
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6. GONDOLA STAR: (OACSI Approval - 17 Feb 72) 



a. Location: Aberdeen Proving Ground, MD 

b. Confidential Source Utilization: Two sources were contacted 
regularly during the period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 

Civilians : None 

d. Useful Information Obtained: No information to indicate the 

existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The newly assigned liaison officer has 
begun the spotting and assessment process , which should result in 
expansion of coverage to the degree desired. 
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7. GONG silk:: (OACSI Approval - l6 Feb 72) 



a. Location: Picatinny Arsenal, Dover, NJ 

b. Confidential Source Utilization: Regular contact was maintained 
"With three sources during the period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: Two potential problem areas in 

the field of security were identified and reported to the se^^viced 
commander. 

e. Operational Status: The commanders of the Iv/o serviced 
facilities have expressed their desires that the ACIP be continued 
aind expanded. Efforts to establish sources in each target area have 

been hampered to date by the lack of experienced MI personnel. 
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8, LATOLESS TIME; (OACSI Approval - 19 Jan 72) 



a. Location: Philadelphia Facility^ US Army Electronics Coroinand 

b. Confidential Source Utilization: One source was tenrdnated 
due to lack of access; regular contact was maintained with tl:.e remain- 
ing three. 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: Identification of personnel v/ith 
access to classified information who have character weaknesses or 
habits reflecting on suitability. This information has been brought 
to the attention of the supported commander, 

e. Operational Status: Individual personnel activities are being 

closely monitored lo determine any adverse effects on the morale and 
discipline of the work force. The supported commander desires that 
this ACIP be expanded to cover more areas in depth. 
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9. LAUYARD MOOD: (OACSI Approval - 22 Dec 71) 



a. Location: Defense Language Institute East Coast Branch 

Anacostia Naval Annex, Washington, DC 

"b. Confidential Source Utilization: Conventional, rather than 
confidential sources, have been utilized to date in this ACIP. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible 
security hazard was developed during the reporting period. 

e. Operational Status: The installation continues to offer a 

lucrative target to hostile intelligence, with students ^ ranging in 
rank from private to general, who undergo instructions for periods 
up to a year. 
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10. LENIENT CLOUD: (OACSI Approval - l6 Feb 72) 

a. Location: US Army War College, Carlisle Barracks, PA 

b. Confidential Source Utilization: Four sources were contacted 
on a regular basis during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: Identification of four individuals 
possessing possible adverse suitability traits. 

e. Operational Status: Attempts to develop additional information 
on the four individuals mentioned above is continuing and upon comple- 
tion, this information will be furnished to the supported commander. 
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11. LENTIL MOmCEY: (OACSI Approval - 26 Oct 71) 

a. Location: Defense Language Institute West Coast Branchy 

Presidio of Monterey^ CA 

"b. Confidential Source Utilization: Contact was maintained with 
four sources during the reporting period. This represents an increase 
of one source. 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: Information was developed on 

what allegedly is a program of fradulent immigration from a Communist 
country. Additionally, classroom statements by an Army student 
Identified his father as a Soviet-born key employee of another intelli- 
gence agency. In each case, A Summary of Information was prepared 
for transmission to the appropriate agency. 

e. Operational Status: There is currently a source in each of 
four sensitive language departments. Sources have been alert for class- 
room discussion which would identify personnel who are in communication 
with relatives in countries considered hostile to the US. Additional 
sources are to be developed in the larger departments, which v/ill allow 
more adequate monitoring for possible indicators of hostile intelligence 
influence . 
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OFF-ICE OF THE ASSISTANT CHIEF OF STAFF FOR INTEU.IGENCE 

WASHINGTON. O.C. 20310 
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DAMi-ZA 0 4 FEB 1375 



MEMORANDUM THRU: VICE CHIEF OF STAFF, UNITED STATES ARMY 
MEMORANDUM FOR: UNDER SECREIARY OF THE ARMY 

* 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 



1, (U) This is in response to your Memorandum on 17 January 1975 to 
the Vice Chief of Staff in regard to subject and serves as the Quarterly 
ICIP Report for the 2d Quarter, FY 2975. 

2. On 2 October 1974, I directed a reviev of the entire ICIP pro- 
gram with a view towards the elimination of those no longer considered 
of. sufficient merit to warrant retention. The criteria used in evalu- 
ating each ICIP operation was : (a) The sensitivity of the installation/ 
activity is such that some type of special counterintelligence support 

is required or (b) There is a known threat of sufficient magnitude to 
the Installation/activity to warrant a need for some type of special 
counterintelligence support and (c) The information desired cannot be 
obtained except through the use of confidential sources* 

u 

3* Based on this review and considering your 17 January guidance, 

I directed the termination of 12 ICIF operations at the following head- 
quarters: 

a*. Hq, US Army Communications Command, Fort Huachuca, Arizona 
(CANAI, ROPE) . 

b. Dugway Proving Ground, Utah (CA.NARY STONE)* 

c« us Array Air Defense Center, Fort Bliss, Texas (CANTim ARCH), 

d* Umatilla Army Depot Activity, Hermiston, Oregon (GANY<}N ROSTER). 

e, US Army Mobility Equipment Research and Development Center, 
Fort Belvoir, Virginia (CENTAUR SALE)* 
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DAMi-ZA — 0 4 FEB 1975 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 

f • Hq, US Arroy Electronics Conunand, Fort Monmouth, New Jcirsey 
(CENTRAL TAXI). 

g. US Army Management Systems Support Agency, The Pentagon, 
Washington, DC (CENTURY SQUAD), 

hm US Army Electronics Proving Ground, Fort Huachuca, Arizona 
(GONDOLA FLAG). 

i. Aberdeen Proving Ground, Aberdeen, Maryland (GQNDOL^L STAR), 

j* Defense Language Institute East Coast, Washington Navy Yard, 
Washington, DC (LANYARD MOOD)* 

k» Picatinny Arsenal, Armament Command, Dover, New Jersey 
(LEND TONE). 

1. US Army War College, Carlisle Barracks, Pennsylvania (LENIENT 
CLOUD). 

4. (U) The remaining seven ICIPs are worthy of retention as they meet 
your criteria. Reviews of these seven operations are attached at Incl 1 
Reviews of the 12 to be terminated are at Incl 2. ^ 
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Internal Counterintelligence Program (ICI^ (U) 



MMI^DOI-^C 



31 January 1975 



To respond to tasking from the USofA pertaining to ICIP, 



mdU, M»l J« mtmeimnlj MtaM to 



1* BACKGROUND : 

■ 

a« At the direction of the USofA. quarterly reporting of ICIP has been furnished 
to him through the VCSA since February 1972. In a memorandum to the VCSA (RED TAB B), 
the VSofA suggests that in more than half of the ongoing operations, no useful infor- 
mation was developed. He directed a detailed review of the benefits derived through 
the program over the last two years* 

b» On 29 January 1975, the ACSI directed the termination of 12 of the 19 ongoing 
operations. They will be terminated on a time phase basis with all 12 being temni- 
nated by 31 March 1975. 

2. DISCUSSION ; At RED TAB A is a memo through the VCSA to the USofA replying to 
the comments of USofA and providing the requested information pertaining to the 
program. 

3, RECOMMENDATION ; That the memo at T^F.n tab A be approved and signed. 
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DEPARTMENT OF THE ARMY 

HEADQUARTERS 
U. 5. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 



MIIA-2A 



MEMORANDUM FOR: MG AARON, ASSISTANT CHIEF OF STAFF FOR 

INTELLIGENCE, DA 

SUBJECT: Status of Internal Counterintelligence Program (ICIP) 

Operations 



1. (U) References: 



a. ACSI Memo, 7 Jan 75, subject: ICIP- 

h. Under Secretary of the Army Memorandum, 17 Jan 75, subject: 
ICIP. 

Letter, DAMI-DOI-S, 8 Mar 72, subject: Quarterly Reporting of 
ICIP Operations (U) . 

2. (U) In compliance with your oral instructions of 2 October 1974; 
your Memorandum of 7 January 1975; and guidance contained in the Memo- 
randiom of 17 January 1975 froin the Under Secretary of the Army, we have 
completed a comprehensive review of the current active 19 ICIP operatioi 

3. 10 Our review was basically governed by the following factors: 
(1) The sensitivity of the installation/activity is such that some type 
of special counterintelligence support is required or (2) there is a 
known threat of sufficient magnitude to the installation/activity to 
warrant some type of special counterintelligence support and (3) the 
information desired cannot be obtained except through the use of 
Confldfijitial Sources. 




4V..-<(t) Using the above criteria and your decision of 29 January, 12 
of the 19 on-going operations are to be terminated* We believe that 
we can provide adequate support to the installations/activities con- 
cerned through a program of intensified liaison by the appropriate 
local USAINTA representative* The operations to be terminated are 
listed in an attached proposed Memorandum to the Under Secretary of 
the Army. These operations should be terminated on a time phased 
basis with all 12 to be terminated no later than 31 March 1975. 
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miA-ZA _ 

SUBJECT: Status of Internal Counterintelligence Prograjoa (ICIP) 

Operations 

Phasing will permit adequate liaison to be established by RO and FO 
lieu of the operations and permit no degradation of necessary good 
will. 

5. (U) The remaining serven operations to be retained are reviewed 
individually in our draft reply for Mr* Staudt, 
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WILLIAM S. WOL 
Colonel, MI 

Commanding 






b» Confidential Source Utilization: Three confidential sources 
are ctirrently being utilized. 



c« Inforcaation Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

« 

d. Sensitive Character of the Mission that Necessitates an IGIP 
Operation: The mission of the elements within Fort Ritchie, which in- 
clude the Telecommunications Directorate (TD), Alternate ioint Communi- 
cations Center (AJCC), Site R, and Divisions organic to TD is critical 
sensitive. The Telecomunications Directorate provides the operation, 
Mlntenancey engineering, and Installation of communication-electronic 
activities, facilities, systems, and networks comprising the AJCC serv- 
ing the Alternate National Military Command Center (ANMCC) and other 
agencies as directed. This activity also provides direction and super- 
] vision to the operations division, the maintenance division and the 

\ communications services divisions which are included in the target list 

for the project* Because of the nnture of the tRv^-^-t areas and of tho 
' work force, a confidential source program is essential to provide adequate 
CI coverage to the project. 

• e. Benefits and Inf or-atl cr: Obc^ilned Over the Last Two Years; 

Although the operation was initiated in 1938, the program was terminated \* 
In 1971 a"nd was not revalidated until February 1972. Sources within the 
target area report information concerning both US Army personnel and 
Department of the Army civilian personnel assigned to Fort Ritchie and 
AJCC* The following are examples of information obtained: 

(1) Suitability information concerning an Army NGO, specifically. 
Indebtedness* The NCO was responsible for the issuance of passes, both 
temporary and permanent, to the AJCC. The surfacing of the Indebtedness 
resulted in the reassignment of the individual to a less sensitive billet 
and further investigation was requested. 

(2) A report personality change manifested by alcohol abuse con- 

. cemlng an Army NCO assigned to sensitive duties at the TD, AJCC, resulted 
In the monitoring of the NCO«s activities to determine if an investigation 
Is warranted. 

(3) Suitability information, specifically, alleged drug abuse and 
irrational behavior , was provided on a DAC employed within the Office of 

- the Comptroller* The report resulted in a request for a Suitability In- 
vestigation to be conducted by USAINTA. 

(4) Adverse suitablity information, specifically, financial problems 
and Irrational behavior was developed pertaining to an Army NCO assigned 

'sensitive duties within the Record Communication Branch, TD. This resulted 

In a request for a Suitablity Investigation from USAINTA^ 




(5) Adverse suitability information, specifically, promiscuity with 
officers and enlisted personnel at Fort Ritchie^ pertaining to a female DAC 
employee of the ADP Service Division resulted in the monitoring of her 
Activities by local authorities* 

(6) Adverse suitability information, specifically, an abnormal interest 
in firearms, explosives and . poisions, coupled with irrational behavior, was 
surfaced concerning an enlisted man assigned to the USACEEIA-CONUS, 
Automated Support Group, The result was the suspension of the individuals 
access to classified defense information pending a psychiatric evaluation of 
the Individual* 



(7) During the period 1 January 1974 through 31 December 1974 a 
total of 94 Agent Reports were submitted concerning 44 individuals assigned 
to Fort Ritchie occupying either sensitive positions and/or having security 
clearances. The Agent Reports forwarded adverse suitability information. 
It is estimated that approximately 507o of the useful information obtained 
through this operation would not have been available on a timely basis 
vlthout the use of confidential sources* 

f,' Based on the above. And the fact r.hst ^he t'-nc of activl^iies 
conducted at Fort Ritchie are known to be of interest to hostile intelli- 
gence services, this operation has been selected for retention at this 



• « 



time* 
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* 






CANINE PLKEE: 

a, location £^^^!5ca Array Depot, Ecaaiilus^ HY 

b. Coxifidential Soixrce Utilization: None. 



c. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians : Hone . 

d, • Sensitive Character of the Mission that Necessitates an ICTP 
Operation: The mission of the Seneca Arccy Depot (SAP) is the operation 
of a supply depot for the receipt, storage, issue, jaaintenance, and 
disposal of missile and artillery weapons systems with a nuclear capa- 
bility. Included in the items handled are ammunition, propellants, 
e3qE>losive components of guided missiles, special weapons materials, 
Biipplies, industrial production equipment (to include special tools) , 
petroleum and chemical supplies, fire control test and measuring equip- 
ment, and other special weapons with a nuclear capability. SAD is also 
responsible for systems modification for AEC/IOD test firings, The 
Directorate for Special Weapons, which includes the Production Planning 
and Control Division. Su'P'dIv Dix'i.sicn- ?.rA ''^.intenance Di\rLsicr! ir.cl^irc 
the iDost sensitive and critical areas of Seneca Axrny Depot, and is the 
Priority I target for the operation. Because of the sensitivity and 
criticalily of the activities at this installation, a confidential source 
program is essential tc provide a.iecu2.oe CI coverage "oo -che depo^ and ±zs 
activities. - 

€. Benefits and Infomation Obtained-: This operation i.ra.s adminis- 
tratively inrplemented in November 1973> but has not yet become opera- 
tionally effective. The successful development of a viable source 
program has been hampered by persoimel txirbulence within the Ar^y-*s 
Intelligence Agency, the remoteness of the target area, and the compo- 
aition of the work force. The lack of significant information is 
viewed as a direct result of the absence of a firmly established confi- 
dential source program and reinforces the need to employ all possible 
means to deter and detect the efforts of hostile intelligence services 
to penetrate the activity or approach some of its key personnels It is 
a known fact that hostile intelligence services have high priority 
collection objectives directed against activities such as those con- 
ducted at Seneca Army Depot, This is a matter of grave concern to the 
security of the Army, which is reinforced by the growing thi^eat of 
ntzclear theft aijd blackmail from terrorist groups. 

f. Based on the above, it is considered absolutely necessary to 
maintain a counterintelligence "early warning" device such as the ICIP 
as an adjunct to the normal internal security program; therefore ^ this 
operation has been selected for retention at this time. 
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CANVAS lAX: 

a. . Location: Sierra Anqy Depot (SAB)^ Her long, CA 

b. Confidential Source Utilization: Hone 

Information Obtainea Off -Post and/or Eeported on Non-Affiliated 
Civilians : None . 

d* Sensitive Character of the Mission that Necessitates <in ICIP 
Operation: The mission of the Sierra Army Depot {SAD)'ls the operation 
of a siipply depot for the receipt, storage, issue^ maintenance ^ and 
disposal of inissile and artillery weapons vith a nuclear capai^ility. 
Included in the items handled are ammunition, propeUants, exjplosive 
cmponents of giiided missiles, special veapons materials, supplies. 
Industrial production equiiment, petroleum and chemical supplj.es, fire 
control test and measuring equipment, and other special weapons Trfith a 
nuclear capability. SAD is also responsible for maintaining a capability 
for systems modification in support of the joint AEC/DOD test* firing 
prograsis* Priority I targets are Exclusion Area One, Exclusion Area Two, 
and the l.^Lr:tc:'Z'\:z2z Arzi icr ^piwic:.! "i.'c^ijOriS. h<^ci.'d^e ox \2ie nature oi' 
the activities, the isolated location of the target areas and the compo- 
sition of the work force, a confidential source prcfgram is essential to 
provide adequate CI coverage to the depot and its acti-^rities . 

e» Benefits and Information Obtained: This operation was adminis-* 
tratively implemented in April 197^, but has not yet become operationally 
effective. In the nine months of its existence, the successful develop- 
ment of a viable source program has been" hampered by personnel turbulence 
within the Anny's Intelligence Agency, Althoi:igh the operation has sur- 
faced no significant information to date, this is considered directly 
attributable to the lack of a firmly estab3jLshed confidential source pro- 
gram and does not rule out the need to employ all available means designed 
to deter and detect the efforts of hostile intelligence services to pene- 
trate the activity or approach some of its key personnel. It is a known 
fact that hostile intelligence services have high priority collection 
objectives pertaining to activities such as those conducted at Sierra 
Army Depot, When this matter of grave concern to the security of the 
Amy is coupled vith the growing threat of nuclear theft and blackmail 
frcan terrorist ^roiqps, it is considered absolutely necessary to maintain 
a counterintel li gence "early warning" device such as the ICIP as an ad- 
• Junct to the normal internal security program. 

f. Based on the above, this operation has been selected, .for-retention 
at this time. 
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CENSUS TIME: 

a. Location: Pentagon Teleccanmunications Center (PrC)^ US Army 
Canmnaications Command (USACC), The Ftentagon, Washirvjton, :DC 

"b* Confidential Source Utilization: One source was used during 
"Hie reporting period. 

e. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Sensitive Character of the Mission that Neco.s.siiatss an ICIP 
Operation: The mission of the elements of the Pentiu^on Telecomnranica- 
tdon Center, vhich include the Operations Division, bhe Anny Operations 
Center Division, Facilities Division, Supply Division, and Administra- 
tive Division is critical sensitive. The Operations Division provides 
electrical record conimunications cryptographic serv5x:ii3 for Department 
of the Aimy and communications support to the Deparri^ent of Defense , 
Joint Chiefs of Staff, National Military Command Center, Department of 
State^ White House, other government agencies in the v^ashijagton area, 
enibassies of allied n.aticn3 csiz, irAT-O. Adciticnaily , rar.tagon 
Telecommunications Center operates the Forrestal 3ui. l-tling Telecommimi- 
cations Center, the Hoffman Building Telecommunications Ce;[iter, and 
telephone and teletype service • including secure means, in the Arsny 
Operations Center. 3ec?-u3e oi" ~-li-3r naxure ox"* the "car,-;»>j areas and uhe 
work force, a confidenxial source program is essential ho provide ade- • 
quate CI coverage to the project. 



e*. Benefits and Information Obtained: Although the operation was 
adttitiistratively activated in February 197*+, it did not become opera- 
tional" until October 197^- one soiuxie used in ^■oj\ operation is a 
recent recruitment and project control personnel havi; dcvo^i^ed their 
tiJne to training and developing the soxirce. This operation has produced 
no significant counterintelligence threat information, lo date becatise 
of the factors indicated. Based upon information aw.(..l.able through 
other sources, it is kno^^-n that the hostile intelli'.o^..:.:^. iservices are 
extremely interested in computerised ccmunications ^lysnc-ns and on the 
type of communications and activities conducted by Pi€, Tlie lack of 
■jwsitive information acquired to' date does not rule out the threat of 
hostile intelligence ser'.-ice efforts to penetrate th*; .acti-\n.ty, and is 
viewed as an indication that confidential source prof/,ram is essential 
to provide ade<j.uate CI coverage to the activity, 

f . Based on the ahove, this operation has been selected for re- 
tention at this time. 




a» Location: Harry Diamond Laboratories (HDL)^ Washington^ DC« 



b. Confidential Source Utilization: Seven confidential sources are 
currently being utilized. 

w 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None, 

d« Sensitive Character of the Mission that Necessitates an ICIP 
Operation: The mission of the HDL includes critical sensitive research 
and development activities accomplished in support of the US Army. The 
most sensitive elements are the Branch Laboratory 2A0 which conducts 
research into the hardening of communications equipment against nuclear 
Weapons radiation; Branch laboratory 290 which conducts tests of nuclear 
warhead and "missile systems to determine their ability to withstand 
nuclear weapons radiation; Branch Laboratory 510 and 640 which conduct 
Joint research to develop countermeasures against various foreign 
weapons systems; Branch Laboratory 750 which manages the development 
sad production of all fuzes produced by HDL; Branch Laboratories 610 
and 620 which develop fuzes for use with nuclear warheads and Branch 
Laboratory 121 Z ^ v-..^w*-C3 uc v ^--opiiieui- ana cescmg ox raaiac ion hara - 

ened systems for Minutemen and Poseidon Missiles* Because of the sensi- 
tive research and development mission of HDL^ and the dispersed location 
of the activities, a confidential source nro^ra"! is essential to providG 
adequate Ci coverage to the activicy. 



Bm Benefits and Information Obtained over the Last Two Years; "i 
Although the operation was administratively initiated in March 1973, it 
did not become operational until October 1974. The sources within the 
target area provide coverage on five of the above listed six target 
areas. The following examples illustrate the type of informawion obtained: 

(1) The idejitification of a "loosetalk" problem at HDLts Woodbridge 
facility. 

■<2) Adverse suitability infomation, specifically, extra marital affairs 
and other related marital probleins, coupled with an assault incident was 
axirfaced which contributed to an on-going security investigation concerning 
a DAC at HDL. 

(3) A security weakness was identified at the Woodbridge facility 
as various persons were entering the facility to hunt deer without any 
clearances or security checks of any kind, 

(4) It is estimated that approximately 60% of the useful informa- 
tion obtained through this operation during the past three months would 
not have been available on a timely basis without the use of confiden- 
tial sources* 




CENIAVO KID 

f* Based on the above and the fact that the hostile intelligence 
services have a current high priority interest in the research and 
development activities of the type conducted at HDL, this operation has 
been selected for retention at this time. 
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(C) LEHS EOUDER: 
; a. Location: White Sands Missile Rajige (WSMR), KM 



Ccaafidential Source Utilization: None* 

c. Information Obtained Off -Post and/or Heported on Non-Affiliated 
Civilians : None . 

d. Sensitive Character of the Mission that Necessitates an ICIP 
Operation: The mission of the White Sands Missile Range (V7SMR) is to 
evaluate the Safeguard Missile System, missile vulnerability studies, 
and missile control systeiiis, and perform pre-production tests and 
analyses of- missile systems. Priority I targets of elements located at 
WSMR are the Missile Electronic Warfare Technical Area, National Range 
Operations Directorate, US Anny Missile Test and Evaluation Directorate, 
and the US Aimy Safeguard Systems Evaluation Agency. These elements 

develop elecTironic countermeasure techniques to nullify vulc.erabilities 

discovered in missile systems, conduct pre-production tests of rocket 

and guided missile systems, operate a nuclear effects facili.ty, and 
operate National Bansre facilities for tests conducted at WS:-?.^ 

■ 

e« Benefits and Infoitnation Obtained: This operation i^as initiated 
administratively in August 197^ • Not yet operational, this ICIP has no 

source assets and has "rciucei r.c :-i;:r.ifici_riv cc-^*-"erinwelli^:encb i.":i.cr- 
mation to date. Hovever, the nature of the activities and the work force, 
at WSMR make it necessary that a confidential source program be developed 
to provide adequate CI coverage- The remoteness of the installation and 
the knowledge that the type of activities conducted there are ciirrent 
targets of hostile intelligence services make it necessary to provide 
the type of "early warning" protection offered by the ICIP. 

■f . Based on the above, this operation has been selected for retention 
at this time* 
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(S) lENTlL MONKEY: 

a« (U) Location: Defense Language Institute (DLl), Presidio 
of Monterey, CA 

b. (C) Confidential Source Utilization: Four confidential 
sources were utilized during the period. 

C' (U) Information Cfbtained Off -Post and/or Reported on Kon- 
Affilia.tQd Civilians: None. 

d*^;;^^ Sensitive Character of the Mis si on. that Necessitates an 
ICIP Operation: The mission of DLI is to train DOD intej^gence and 
coimnunications security specialists in every major foreign language. 
Military attaches and enmloyees of CIA, FBI, and other federal agen- 
cies are also trained at DIJ, making it an extremely enticing target 
for hostile- intelligence service operatives. The majority of the 
faculty of DLI have foreign backgrounds and many possibly have had 
contact with foreign intelligence agencies in their native countries. 
Many of the instructors who are subject to hostage factors, and may or 
isagr not have had previous contact with a hostile intelligence service, 
frequently travel to their native countries in lasterr. Eurore, Be- 
C2.u3i cf t;;c- '^^iuue :iciuUjLc oi ciiis a,cz±vlx.y ana whe sensiti^dLy of the 
intelligence personnel who are students there, a confidentisil source 
program is -essential to provide adequate CI coverage to the project, 

6- Benefits and Information Obtained over the Last T*-o Years 

Although -initiat-ed in I968, the operation was dormant for most of 1971. 
Revalidated in October 1971^ this operation and the sources employed 
have produced voluminous information and leads indicative of hostile 
intelligence modus operandi aimed at contact with students or faculty, 
Tbe following are exanrples of information obtained: 



(1) 



b1 



(2) Another indicator is the frequent attempt made by foreign-born 
instructors to induce "pen-pal" contact between DLI students and persons 
living in Soviet-bloc countries. This is a known spotting technique of 
hostile intelligence services. • 

(3) NumerouLs reports have been surfaced of adverse suitability 
information involving "drug abuse or immoral conduct on the part of 
students which have triggered investigations to deteirnne their suit- 
ability for sensitive assignments* 
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(If) An incident in "rfaich two Soviet citizens visited DU and 
ttoved about unescorted caused new visitor control regulations to be 
pablislied and put into effect* 

(5) Students from DLI on field trips sponsored by the Arabic 
Language Department were exposed to anti-US propaganda at tlie Arabic 
Trade ^ssion in San Francisco* 

(6) Sources reported several instances on questionable activitie; 
and curricula in the Arabic Language Department v^ich involved the us£ 
of politically contentious materials in classroom drillev 

(7) An ICIP source reported information which alerted another 
agency to a possible breach in the security of its intelligence opera- 
tions and possibly helped avoid some embarrassment in relations with 
ttic Middle East. 

(8) It is estimated that approximately 70^ of the usef\al informa- 
tion' obtained in this operation would not have been available on a 
timely basis without the use of cnr.fidentitil z-c 



■■T»-" O 1^ C 



f. (U) Based on the above, and due to the unique mission of DLIj 
this operation, has been selected for retention at this time. 
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ICIP Operations Reeoinmenjed for Tenninatlqn (12) 



CAMAL RQFE 

CAKAEY STONE 

CANTINA ABCH 

CANYOS ROSTER 
CENTAUR' SALE 

CEITERAL TAXI 

CENTURT SQUAD 
GONDOLA FLAG 
GCmOLk STAR 
LANYARD MOOD 

I 

LEND TONE 
LENIENT CLOUD 
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CANAL ROEE: (OACSI Approval - 17 I»ec 73) 



a* Location: Headquarters, US Aibqt Commxinications Commfind (USACC), 
and llth Signal Group, Fort Huachuca, AZ, 

b. Confidential Soiirce Utilization: None. 



c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d* Useful Infomation Obtained: Initial assessment information on 
two prospective sources. 

■ e. Operational Status: Hie two sources previously recrtiited in this 
operation vere terminated during the last reporting period* Althou^ two 
prospective sources have "been spotted, they are still undergoing assessment 
and have not been recruited. One prospective source is in the 11th Signal 
Grotgp and the other is in the Headquarters, USACC* Infomation vas reported 
on an NCO assigned to the Communications Electronics Engineering Installa- 
tion Agency (CEEIA), USACC, alleging possible foreign business interests. 
USACC has initiated a limited investigation on the SCO to clarif^' the 
allegation. On 17 Dec the PLO presented the Quarterly Briefing to CPT 
Richard Milligan, Assistant Director of Security, USACC, who indicated that 
the supported commands were satisfied with the prog2?ess of the ICIP. 

f. Eecoinmendationr The insxallation and activities are such in this • ** 
case that we feel we can provide the support necessary without the use of 
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a, location: Dugway Proving Ground^ (DPG), TJT 



1). Confidential Source Utilization: Two confidential sources vere 
utilized during the period* 

c. Information Cfbtained Off -Post and/or Reported on Uon-Af filiated 
Civili ans ; Hone ♦ 

d. Useful Information Obtained: Assessment infoimat ion .obtained on 
two potential confidential sources. 

• e. Operational Status: On 21 November 197^, COL Adalbert E. Toepel 
Jr», Ccttdmander, DPG, was presented the Quarterly Briefing by the PIO* 
MAJ Trevor E. Bissey, Ccmmander, San Francisco Field Office, 525th MI 
Groitp, and Mr. Clinton E, Bair, Intelligence Officer, DPG, also attended 
the briefing. No immediate threat to DR5 was surfaced during the reporting 
period* A possible item of long term interest was reported involving 
foreign correspondence and/or contacts by I>PG scientific personnel* COL 
Toepel expressed satisfaction at the prepress of CAZTABY STOIE and was 
appreciative of MI support rendered to DPG^ particTJlarly the conduct of 
security guard training preparatoiy to a AMC inspection in Jaauaiy 1975* 
Source spotting, recruitanent , and assessment has been hampered by an 
spending reduction of civilian employees and a proposed reorganization 
of DPG directorates vhich will likely resiilt in shifts of personnel, A 
reduction in force is scheduled for January 1975 and approximately l60 
civilian eiirployees, primarily research and scientific staff, 'will be 
discharged or reassigned to other duties, 

* 

f, Eecottttnendation: The installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, reccenmend the ICIP be temdnated. . 




CANTINA ARCH: (OACSI Approval - 12 Dec 7^) 



a. Location: IB Aimy Air Defense Center, Fort Bliss (USj^ADCEIJFB), 
Ft Bliss, TX 



Confidential Source Utilization: Four confidential sources were 
■utilized during the period. 

c. Information Obtained Off -Post and/or Reported on Hon-Af filiated 
Civilians : None • 

r 

■ 

d. Useful Information Obtained: Suitability infoiination was reported 
on one DAC einployee of the Directorate of Cornbat Developments -who reportedly 
has a drin}?dng problem. The unidentified individual reported previously as 

. selling used clothing in Mexico and suspected of bribing Mexican border 
officials has been tentatively identified as an NCO assigned to the Air 
Defense School. A limited investigation is to be conducted on the KCO to 
determine the legality and extent of his activities. 

e. Operational Status: One of the four confidential souiitses used in 
the operation vas tertninated when he was reassigned from Fort Bliss. The 
PCO for the . operation retired at the end of rSoveiuber 197^ • Recruixment of 
additional sources has been haapered somewhat by personnel tuarbulence at 
the installation, but this situation is expected to stabilize in early 1975. 
On l6 December 197^^ LTC Robert Davenport. Director of Security, US^y>CEIT?T^ 
Ft Bliss, was given the Quarterly Briefing on CAI^TIHA ARCH. LTC Davenport ^ 
stated that he was pleased with the progress of the ICIP and stated that he 
was requesting limited investigations on Ft Bliss personnel on ^f/hoR infoma— 
tLon had been recently surfaced. 

tm Recommendation: The installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, reconmend the ICIP be terminated. 
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CANYOU HOSTEE: (OACSI Approval - 8 Mar 7^) 



a. location: LbaatiULa Arm^ Depot Activity (UMDA), Heimston, Oregon 

t. Confidential Sotcrce Utilization: Two confidential sources were 
utilized during this period. 

c. Information Obteiined Off -Post and/or Reported on Mon-Affiliated 
Civilians ; None. 

d. Useful Ihfomation Cfbtained: Seme investigative data was obtained 
on prospective sources. 

e» Operational Status: One confidential source was teiminated during 
the period 4nd two confidential soirrces were recruited during the period. 
Firm liaison and operational rapport has been established with federal and 
local law enforcement agencies in the area. Five prospective sources are 
presently under initial assessment* Of the five, three are in the guard 
force. of the Security Branch. On 23 December 197^, the PLO presented the 
Quarterly Progress Briefing to LTC Daniel W. Doty, Commander, linatiHa 
Depot Activity. The briefing consisted of a review of KL activities, per- 
fonaed in sirpport of the installation's security program and the status of 
the icrp. LTC Doty indicated that he was generally well satisfied with the 
program and the support rendered » 

4 

f . Becommendation : The installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
ccanfidential sources. Based upon the above, recommend the ICIP be terminated, 



CENTAUR SALE: (OACSI Approval - Itf Dec 73) 



a. Location: VS Anny Motiility Equipment Hesearch and Development 
Center (iBAhEEDC), Fort Belvoir, VA 

b. Confidential Source Utilization: None, 

■ 

c. Information Obtained Off-Pbst and/or Reported on Non-Affiliated 
Civilians : None, 

d. Useful Information Obtained: Travel plans were leame^d for one 
USAMERDC civilian employee vho vill travel to the USSR in the Spring of 
1975. A reported SAKDA attempt involving an officer of the Cfiunouflage 
Division, USAMERDC in Oct 7k has led to an internal security measure in 
i&ich the PLO vill give informal SAEDA lectures to management personnel 
of USAMERDC in an effort to improve the security posture. Ihe PLO td.ll 
In the future accompany USAMERDC security inspection teams as they make 
weekly inspections of USAMERDC activities* This will not on^y increase 
the visibility of the PLO at USAMERDC, but vill also enable ti].e PLO to 
spot aiid assess additional personnel in the more sensitive areas of 
USAMERDC for possible use in the IGIP. 

e* Operational Status: The series of infoimal SAEDA lectures and 

the accompanyinent of the security inspection teams described above have 
been coordinated with the supported command and the security officer to 
start in Januaiy 1975. On 10 December 197^, the PLO presented the 
Quarterly Progress Briefing to Mr. Leslie L. Askew, USAMERDC Security 
Officer. From the period 5 September through 5 November I97U, the PLO 
was on special duty vith the QACSI, DA, £ind was unable to participate 
actively in the ICIP. 

f. Recommendation: Based upon resxilts achieved to date we feel we 
can continue to provide the support necessa3:y without the use of confi- 
dential sources. Based on the above, recommend the ICIP be terminated. 



10i 



CENTRAL TAXI: (OACSI Approval - l6 Feb 72) 

a. location; Headquarters, US Am^y Electronics Comraaad (ECOM), 
Fort Monmoutli, I3ew Jersey 

"b. Confidential Source Utilization: Five confidential sources vere 
utilized during the period. 

c. Infcmiation Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians : Hone. 

d. Useful Information Obtained: On 23 Octc*)er 197^, a l?cDib threat 
was received which caused evacuation of the new ECQM office building. 
Daring the evacuation some classified material was left unsecured and 
unattended. The ECOM Security Office is insuring that classified material 
is secured during future evacuations and that fire marshals and boinb 
squads remain on all floors during an evacuation* A source also reported 
that an unsecured fire exit door in the east wing of the new ECOM office 
building allowed free access to a fire tower and all floors above. The 
Secijrity Officer was notified who in turn notified the Provost Marshal's 
Office (IWO) ^o will insure that the door is secured in the future* A 
discharged enlisted nan used his e>rpired buildir^g pass to enter the Mcxa- 
gon Building, Ft Monmouth, in early Dec 7^* Tbe infomation was passed 
to the Security Office who coordinated with the H»K) to correct such 
deficiencies during the out-processing of reassigned/separated personnel. 
A source reported an increase in use of narcotics among niilitary personnel 
enrployed.at ECOM, The infoimation was provided to CID ^ich assumed in- ' 
vestigative responsibility. An ECOM civilian employee received a telephonic 
threat against his life during the week of 24 Oct 74. The PIiO provided 

the information to the local CID which initiated an investigation • 

e. Operational Status: Thirteen conventional sources are used to 
provide coverage of the ECOM target areas in addition to the five confi- 
dential sources used* Efforts are being made to recruit two additional 
sources in the Directorate of Management Information Systems (dMIS), ECOM. 
On 9 January 1975> "tbe PLO presented the Quarterly Progress Briefing to 
COL John Sanderson, Security Officer, ECOM. MAJ Nicholas F, Quintareili, 
Ccsnmander, Fort Monmouth Field Office, 902d MI Gro^Ip, also attended the 
briefing. COL Sanderson indicated at the briefing that the command was 
extremely well pleased with the support being provided by this ICIP, 

f. Recommendation: Th.e installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, recommend the ICIP be terminated. 
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CENTURY SQUAD; (OACSI Approval --3 Oct 73) 

a. Location t US Army Management Systems Si]i>port Agency (USAMSSA), 
Bxe Penteigon, Washington, DC , 

b. Confidential Source Utilization: One confidential sotirce was 
•used during the period, 

c. Infonaation Obtained Off-Poet and/or Reported on Non-Affiliated 
Civilians : None, 

« 

d. Useful Information Obtained: None* 

e< Operational Status; Only one confidential source has "been recruited 
for this ICIP, Ihe source has "been assigned for much of the time to the 
2300-0700 hour shift "when there has heen only a small number of other 
persons present. Thxis the situation has not been conducive to a volume of 
' reporting • The source will be teiminated early in 1975 when he transfers 
to a new assignment. Hie PLC and PCO presently are making -sl re-evaluation 
of tiiis ICIP \rtiich win lead to. a recommendation for continiiation or 
teimination. On 18 December 197^* the PLO presented a Quarterly Progress 
Briefing to Mr. John R. Bjork^ Security Manager, USAMSSA* 

■ 

f. Reccanmendation: The installation and activities are such in this 
case that we feel ve can provide the support necessary without the use of ^ 
confidential sources. Based Mpon the above, recommend the ICIP be 
teimi nated . 



* 





GONDOLA STAR; (OACSI Approval - 17 Teb 72) (Revalidated 30 Oct 7^) 
a. Location; Aberdeen Proving Ground (APG), MD 

b# Confidential Sotirce Utilization: Seven confidential sources were 
used during the reporting period, 

c. Infomation Obtained Off- Post and/or Reported on Kon-Af filiated 
CivilianB : None . 

d. Useful Information Obtained: A source reported allegations that 

& civilian employee of Edgewood Arsenal was possibly engaged in an illicit 
affair with anotiier Edgewood anplqyee. Die Commander was briefed. 

e. Operational Stattts: One confidential source was tez^.nated on 

9 Oct During the reporting period, limited progress was made in in- 

creasing ICIP support to the se2*viced activities. The PLO's duties not 
directly related to the ICIP limited the acquisition of ICIP sources 
needed to increase the ICIP coverage to the desired level- However , two 
prospective sources are under assessment and their recruitment is planned 
for the next quarter. On l8 December 197^; "^^^s Quarterly P^cg;ress Brief- 
ing was given to COL Alvin D. Ungerleider, Comnxander, APG, and Mr, Hariy 
A* Mencke, Installation Intelligence Officer, APG* On 19 Decejnber 197^, 
the Quarterly Progress Briefing was presented by the PLO to COL Kenneth 
L. Stahl, Coimiiander, Edgewood Arsenal, APG, and MAJ waiter Stansberry, 
Chief of Security, Edgewood Arsenal. 

f . Reccanmendation : The installation and activities are sxich in this 
case that "we feel we can provide the support necessary without the use of 
confidential sources* Based tipon the above, recommend the ICIP be 
tezminated. 




il 






t£^ CKMDOLA FIAG: (OAesi Approval - 22 Apr 7k) 

a* location: UB Amy Electronic Proving Ground (USAEEGl, Fort 
Huachuca, AZ 

t. Confidential Source Utilization: None, 

c. Information Obtained Off-Post and/or Reported on Non -Affiliated 
Civilians : None. 

Useful Infomation Obtained: None. 



Operational Status: At present, three prospective confidential 
sources axe iinder initial assessment. Personnel tnrbtilence has hainpered 
significant progress in this ICIP. The PLO was transferred during the 
last reporting period. The PLO will, be transferred on a PCS overseas 
during the next reporting period. On 20 December I97U, the Quarterly 
Briefing was presented to Mr, Henry 0. Dupes, Director of Security, USAPEG 
Ft Hnachuca, AZ. Ihe Director of Security expressed satisfaction with the 
progress of the ICIP, 

■ 

f, Reccamnendation: Tne installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, reccamnend the ICIP be 
terminated. 
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LANYARD MOOD: (OACSI Approval - 22 Dec 7l) 

a» Location: Defense Leinguage Institute East Coast (DLLEC), 
Washington Wavy Yard, Washington, DC 

Confidential Source Utilization: None. 

c. Information Obtained Off -Post and/ox Reported on Hon-.y filiated 
Civilians ; None , 

d. Useful Information Obtained: Approximately half of the faculty 
of DLIEC which is being transferred to DLI West Coast hav^ departed for 
that installation. Classes and all attendant activities have been greatly- 
reduced in preparation of the phaseout of DLIEC in Jxm 75* 

e. Operational Status: On 12 Deconber 197^, the PLO presented the 
Quarterly Progress Briefing on the ICIP to CFT Richard W. Pederson, 
Security Officer, DLIEC • The Security Officer stated that the supported 
ccnmand vas pleased vith the MI support provided "by the ICIP ^md full cooperation 
would be provided for the PLO in the continued conduct of the ICIP. 

f. Recounnendation: The Defense Language Institute, East Coast (DLIEC), 
viU cease operations when its present cycle of students graduate this summer. 
Based ugoon the above, recommend the ICIP he teuninated. 



4 
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lESB TONE: (OACSI Approval - 16 Feb 7^) 



a. Location: Picatinny Arsenal (PA), Annament Command, US Array 
Materiel Command, Dover, KJ 

b. Confidential Source Utilization: Three confidential sources 
vere utilized d'uring the periodp 

c# Infoimation Obtained Off-Post and/or Reported on Hon-Affiliated 
Civilians: None* 

d. Useful Information Obtained: A civilian emrplpyee^ identified 
earlier as being a possible security risk due to a reported episode of 
erratic and irrational behavior was removed from the employee rolls at 
Kcatinny after an October 197^ report by a source that he behaved 
irrationally dxuring a visit to the Installation's IE Anqy He^ilth Clinic, 

m 

'e# Operational Status: Bie PCO assigned to this ICIP is being re- 
leased from active duty in January 1975. An officer of the <502d MI Group 
Headquarters is assuming the PCO duties on an interim basis pending assign 
ment of a KJO- - Source recruitment efforts in the future wiUL be concen- 
trated on attempting to recruit sources who are single and have more exten 
fiive social contact in the Picatinny Arsenal and thus are better attuned 
to the activities of the Arsenal personnel. On 30 December 197^, the 
Quarterly Progress Briefing vas presented by the PLO to VAJ George Carper.t 
Chief, Security Office, PA. MAJ Caipenter at the briefijog e>5)ressed the 
desire of the command that the ICIP be continued at that loceition, 

f. Recommendation: Ihe- installation and activities are such in this 
case that we feel we can provide the support necessary withoxj^t the iLse of 
confidential sources. Based iipon the above, reccmaend the ICIP be - 
terminated. 
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IMIEKT CLOUD: (OACSI Approval - l6 Feb 72) 
a.. Location: US Army War College (USAVJC), Carlisle Barracks, PA 

Confidential Soirrce Utilization: Ihree confidential sources 

-were used d^Iring the period, 

> 

c. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Infomation Obtained: A sijitability investigation \^ch 
•was started in the previous period is still in progress and a sxibject 
intejrviev plus a polygraph exainination has been conducted on the original 

, subject, an enlisted man assigned to the USAWC staff. The suitability 
investigation, which involved allegations of aberrant sexual activity, 
has expanded to include several leads implicating three officers assigned 
or recently assigned to USAWC, The Commandant, USAWC, has requested 
suitability investigations on all personnel inrplicated in the allegations* 
^ A fonale civilian applicant applying to be rehired at USAWC has become the 

subject of a Icyalty/suitahility investigation triggered by infomation 
from sources* 

e. Operational Status: COL Albert H» SttJbblebine III, Cimiander, 
902d MI Group, visited USAWC for an orientation and courtesy call on the 
Commandant. An ICIP briefing was presented on 6 Jan 75 to LTC Richard 
H. Gray, Beputy Secretary for Logistics, USAWC, upon his selection as 
ICIP Coordinator, succeeding COL David T. Teberg. Ko foimal Quarterly 
Progress Briefing vas given MG DeWitt C. Smith, Jr, Commandant, USAEC, 
at his specific request. The PLO briefed MG Smith six times during the 
quarter on specific progress made in the special suitability investiga- 
tions in progress as described in d, above. Because of the frequency of 
these briefings, MJ Smith stated that a formal quarterly briefing was 
vnmecessEuy, M6 Smith indicated continued satisfaction with the ICIP 
and the strpport being provided by it. 

f. Recommendatiaa : Ihe installation etnd activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential soiorces. Based upon the above, recoaanend the ICIP be 
terminated. 
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DEPARTMENT OF THE ARMY 

OFFICE OF THE UNDER SECRETARY 
WASHINGTON. D.C 10310 



17 January 



1975 



MEHORANDUM FOR: VICE CHIEF OF STAFF, V.S^J^m\J^ ^\ 
SUBJECT; Internal Counterintelligence Program (ICIP) 




I have received and reviewed the latest quarterly report of ICIP 
operations during 1974 as requested. In 1972 the Under Secretary 
authorized a trial run of this subject program. Judging frotn this 
report, the program has grown considerably and includes installations 
that I did not appreciate were considered sensitive, A cursory review 
of the data presented suggests that in more than half the cases, no 
useful information was obtained. 

It would appear to me appropriate to review the results of this 
experiment to date in order to establish that the program is in fact 
of such a value that it should be continued in the future. 

I would therefore appreciate a detailed report documenting all of 
the benefits, information, etc, that have been obtained through this 
program over the last two years. It would also be helpful to have a 
statement for each listed installation of the sensitive character of 
the mission that necessitates an ICIP operation. Finally, I would 
appreciate an indication of your subjective judgment as to how many 
of the issues that arose from these ICIP efforts would not have other- 
wise come to our attention* 




Inclosure 
Memo, 29 Nov 74, 
Subj: ICIP Operations 



Herman R. Staudt 
Under Secretary of the Army 
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MENT OF THE ARMY 

, ^ QFFICE OF THE CHIEF OF STAFF 
^^^\\ ^ ' WASHINGTON. O.C. 20310 



29 November 1974 



MEMORANDUM FOR: UND 




Setary of the army 



SUBJECT: Internal Counterintelligence Program (ICIP) Operations (U) 



Im (U) Reference Is coade to memorandum^ Under Secretary of the Armyi 
dated B February 1972^ subject as above* 

2/Ui6) During the third quarter of CY 1974, the ICIP at Edgewood 
Arsenal Maryland (CANAL LOOP) was combined with the Aberdeen Proving 
Ground ICIP (GONDOLA STAR). The nickname GONDOLA STAR was retained. 

sXluG^ With the subsidence of anti-military activity at Fort Lewis, 
Washington and in the absence of a specific on-post threat, the Com- 
manding General, 9th Infantry Division requested that the Fort Lewis 
ICIP (CENTAUR RACE) be terminated. This ICIP was inactivated on 22 Aug 
74. During the same time frame, LENS HOLDER, a new ICIP developed at 
White Sands Missile Range was approved on 7 Aug 74. With the implemen- 
tation of this ICIP, the total number of active ICIP operations at the 
close of the qtiarter was 19* Brief status reports are attached. 

4/U)(-€4 After briefing you on 25 September 1974 on the status of this 
prbgram, the Assistant Chief of Staff for Intelligence personally re- 
viewed and revalidated each on-going operation. Each operation will be 
revalidated on an annual basis hereafter. Additionally^ MG Aaron has 
Initiated a systematic review of all source dossiers to insure that all 
sources possess sufficient maturity and stability to enable them to 
function efficiently and effectively in ICIP operations. 



1 Incl 
as (Q 



lAL) 



WALTER T. KERWIN, JR. 
General, United States Army 
Vice Chiefiof Staff 
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SCHEDULE OF EXECUTIVE ORDER 11652 /W 
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■MAJ £ber3Ole/56074 




ACTIvH SHEET 



WTWOt NUM©CR 



SUBJECT 



Internal Counterintelligence Program (ICIP) 



DAMT-DOI-C 



l5USPtt*S£ 



DATE 

20 November 1974 



ACTION RCOiHRCO 



To obtain approval of the quarterly ICIP report 



MewoftANOUm for rccorD. ^Dt*c»6« brit/tjf th* rfgairmmmntt hackgr^mJ and aetmn taken vr rmcommetdeJ. Mu*t he Mvfficitntty dttaiUJ to 
fk9 action mttkomt i to ui M to piimr voarcca. ) 



1. BACKGROUM) : By memorandum, dated 8 February 1972 i£EEM-I^B_£) , the Under Secretary 
of the Army requested the Vice Chief of Staff (VCSA), US Army, to provide quarterly 
reports on all ICIP operations^ 

2. DISCUSSION : Inclosure 1 to ilREEU_IM_A is a memorandum for the VGSA's signature 
forwarding the quarterly report for the quarter ending 30 September 1974 to the Under 
Secretary of the Array, HREEW TAR A forwards to the VCSA the memorandum for the Under 
Secretary of the Army* 

3» RECOMMENDATION ; That the memorandum to the VCSA at hrrfm tar a be approved and 
signed by the ACSI. 
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DEPARTMEN^r OF THE ARMY 

OFFICE OF THE ASSmAl^T CHIEF OF STAFF FOR INTELLIGENCE 

WASH I NGTO N . D.C, 203 1 0 




REPLY TO 
ATTENTION O^i 



DAMI-DOI-C 



2 9 mv 1974 



MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations 



1. Reference Under Secretary of the Army memorandtim, dated 8 Februar 
1972, subject as above, 

2. At the request of the Under Secretary of the Army, on 25 Septembe; 
1974, I briefed him on status of this program. At that time, he ex- 
pressed reservations about operational control within the program and 
its recent rapid growth. He wanted assurance that the progran:. was 
carefully monitored. 

3. On 4 October 1974, I personally reviewed and revalidated each 
operation and have arranged for a systematic review of all source 
dossiers. 

4# Recommend your approval and signature of the attached memorandum 
which transmits the report required by the cited reference. 

5. Coordination; None required. 



1 Incl 
as 



HAROLD R. AARON 
Major General, GS 
ACofS for Intelligence 



2 9 NOV 1974 



} 



APPROVED - VCS;>J. 

Assist.;.:-.! to the Director 
of x:.z A::>:y Staff 
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ICE OF^ THE CHIEF OF STAFF 
WASHINGTON. D.C Z0310 



29 November 1974 




MEMORANDUM FOR: tJNDp^<SlETARY OF THE ARMY 

SUBJECT: Internal Counterintelligence Program (ICIP) Operations (U) 



1* (U) Reference is made to memorandumj Under Secretary of the Army, 
dated 8 February 1972, subject as above, 

2,''*to< During the third quarter of CY 1974, the ICIP at Edc;ewood 
Arseml Maryland (CANAL LOOP) was combined with the Aberdeen Proving 
Ground ICIP (GONDOLA STAR). The nickname GONDOLA STAR was retained. 

S^lpwttfc With the subsidence of anti-military activity at Fort Lewis, 
Washington and in the absence of a specific on-post threat, the Com- 
manding General, 9th Infantry Division requested that the Fort Lewis 
ICIP (CENTAUR RACE) be terminated. This ICIP was inactivated on 22 Aug 
74« During the same ticoe frame, LENS HOLDER, a new ICIP developed at 
White Sands Missile Range was approved on 7 Aug 74, With the implemen- 
tation of this ICIP, the total number of active ICIP operations at the 
close ofythe quarter was 19* Brief status reports are attached. 

4# After briefing you on 25 September 1974 on the status of this 

program, the Assistant Chief of Staff for Intelligence personally re- 
viewed and revalidated each on*going operation. Each operation will be 
revalidated on an annual basis hereafter. Additionally, MG Aaron has 
initiated a systematic review of all source dossiers to insure that all 
sources possess sufficient maturity and stability to enable them to 
function efficiently and effectively in ICIP operations. 



1 Incl 
as (CONFIDENTIAL) 




WALTER "T. KERVHN, JR. 
General, United States Army 
Vice Chief of Staff 
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DEMilTMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY iNTELLlGENCE AGENCY 
FORT MEADE, MARYLAND 2075S 



Til 0 



(J 



Quarterly Reporting of Internal Counterintelligence iProgram 
(ICIP) Operations (u) 



HQJDA (MMI-DOI-C) 
WASH DC 20310 



^ljyu<i^ Several significant changes occurred in indivld-aal Internal 
^^^iritqrintelligence Program (ICIP) operations diiring the third quarter 
of CY 197^. Among these was the combination of the ICIP at Edigewood 
Arsenal, Maiyland (CANAL LOOP)^ with the Aberdeen Proving Grouad ICIP 
(GONDOLA STAR) on 1? July 197^» The nickname GONDOLA STAR was retained 
for the resulting consolidated ICIP which will realize scsne savings in 
administrative requirements and pennit a more effective utilisation of 
availably manpower. 

The Comanding General, 9th Infantiy Division, and Headquarters, 
iwlSj Washington, requested that the Fort Levis ICIP be teminated 
due Jfco the sixb siding of the level of anti -military activities at that 
post and the absence of a specific on-post threat. With the concurrence 
of the Comanding General^ FORSCOM, the ICIP was inactivated on 22 August 
197^ • ■ The White Sands Missile Range ICIP^ which had been requested in 
the previo\is quarter, was approved on 7 August 197^. Spotting and assess- 
ment for potential sources continues. With the implementation of the 
White Sands Missile Range ICIP, the total number of active ICIP opera- 
tions at the close of the quarter is I9. 




Since the 1 July 197^ organization of the US Anoy Intelligence 
Agenby, the 902d MI Group and the 525th MI Group have both experienced a 
reduction in personnel authorizations at all levels to include some 
Resident Offices which were initially established for the purpose of 
strpporting an approved ICIP project. The reductions are impacting on 
some areas, especially isolated installations "where servicing by both 
the Project Liaison Officer (PLC) and Project Case Officer (PCO) 
threatens to escalate TDY costs. In an effort to find a solution, the 
525th MI GroTip has consolidated the functions of the PLO and the PCO by 
having the PLO perform duties for both. This measure has been put into 
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SUBJECT: Quarterly Reporting of Internal Counterintelligence I^ogram 

(ICIP) Operations (U) 

effect at Sierra Army Depot^ Dugway Proving Ground^ and IfeatiU,a 
Arrty Depot, The 902d MI Group has experienced difficulty in m£tdntain- 
ing PLOs full-time at Seneca Army Depot and Picatinny Arsenal, During 
the reporting period, PIOs at Carlisle Barracks, Fort Ritchie, and Fort 
Monmouth all spent a considerable amount of time on TDY and in support 
of other counterintelligence duties. Local Field Office Commanders 
are making efforts to assign their personnel to duties according to 
assigned priorities, but the current shortages are sloping somei-rfiat 
on-going operations and hampering the development of the newly 
established ICIPs. 

4f lOe^ Currently an in-depth review of each ICIP is heing made with 
air^dbjective of deteimining the effectiveness of each operation. The 
necessity of continuing or recommending tennlnatlon of each ICIIP and 
possible improvements which can be made are also goals of this revali- 
dation program. 

5. (u) Brief status reports for each of the active 19 ICIP operations 
are attached as inclosures* 

FOR mE-.COMMAITOER: 



19 Incl 




as 



Chief 



Intelligence Division 
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DEPARTMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 207S5 



• 1 J OCT 1974 

Quarterly Reporting of Internal Counterintelligence Frogram 
(ICIP) OperationB (U) 



Wm (ZMMI-SQI-C) 

HASH DC 2C310 




Several •Ignlflcant Changes occurred In individual Internal 
cJaq^afterlntelligence Pjxsgram (ICIP) operatlans during the third quarter 
of CS 197^< Amon^ these vas the cotriination of the ICIP at Edge-oood 
Arsenal^ Karyland (C^AL L(X)P), with the AherHeen Proving Ground ICIP 
(£50Mi»I/. ST/\S) on 17 July l$7k. The nickname STPJi was retained 

for the resultirxg consolidated ICIP -which vdll realize acme savings In 
adid.nlstrati\'^ re<iiiirea:ents and pemlt Pi iDore effective utilisation of 
I vailabi^Eianpo^.^er . 




Ohe Ccnmanding General, 9th Infantiy Di vision, and Headquarters, 
Fort LewiB, Washington, requested that the Fort Lervde ICIP be teimtnated 
due to the siib siding of the level of anti-militaiy activities at that 
poist and the absence of a specific on -post threat* With the concurrence 
of the Cocsaanding General, F0R3COM, the ICIP was inactivated on ?2 August 
197J^;. ate i-aiite Sands Miasile Range ICIP, ^ch had been requested in 
the pre-^douB quarter, vas approved on 7 August 197^*. Spotting and assess- 
nent for jKitential sources continues* With the implementation of the 
White Bands Missile Bange ICIP, the total ntedber of active ICIP opera- 
tions a^ the close of the quarter is 19* 

3A^I«^ Since the 1 July I97U organization of the US Azbqt InteUl^eoee 
Agency, the 902d Kt Group and tbe 5Z^th HI Groiq> have both experienced a 
reduction in personnel au^H^tione at all levels to include seme 
Besldent Offices vfalch were Inildally eetabU^ed for the purpose of 
supporting an approved ICIP project, Ibe reduetlcns aft lighting on 
soBSfi areas, especially isolated Installations lAere servicing by both 
the Project Maison Officer (PLO) and Project Case Officer (PCO) 
threatens to escalate TUi costs* In an effort to find a solution, the 
$2?th MI Grovp has oonsolidated the An^tions of the PLO and the PCO by 
having the Pl£) perform duties for both* Tts±B Amsore has been put into 
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•ffect at Siena Axnor Depots I^ugvay Pmving Orousd^ and OaatiXLa 
kmg^ Hepab* Iba KX Gm^ has «xperienc«d difficult In malnt^- 
lag FLOb fttLL«>tl» at Seneea Amy Depot and Ploatlzsny Arsenal. Ihuing 
the reporting period^ 710s at Carlisle Barracks, Tbrt BitdtLie, and Fort 
Moazaoath all spent a eonsidenS^le asfiunt of tlra on Wi and In siqpport 
of other couBtarlntftni.fcence dnties. Loeal Field Office CcBsciaDders 
ai-e mklog efforts to assign their peanwmiel to duties aooordlog to 
BMigoei. parioarltlaBg but the current tfiortages are Blowing soneifhat 
ock-^cdng operati<:m6 and hasswring the developnent of the newly 
establltibed ISZPs. 

an in-depth review of each ICIP is being coade wilij 
anwj}4^tive of detemining the effectiveness of each operation. The 
neaessity of continuing or recoDSDexiding tenaination of ea^ ICIP and 
possible iDixrovmients which ean be usade are also goals of this revali- 
dation program* 

5- (U) Brief statm reports for each of the active 19 ICIP operations 
are attached as inclosures* 

FOR IHE COMKANDER: 



19 Incl L. ST£HIH1JS 

as Chief 

Intelligence Division 



CABAL ROPE: (OACSI Approval - 1? Dec 73) 



a. Location: Headquarters ^ US Army Communications Command and 
nth Signal Groi^), Fort Huachucaj AZ, 

"b^ Confidential Source Uti3-ization; Hot applicable, 

c, Infoimtion Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d, Usefiil Information Obtained: Investigative data and assessment 
infonnation on newly recruited sources. 

e, Operational Status: One confidential source in the 11th 
Signal Group Crypto Facility -who had been recruited in April 197^ was 
terminated when he lost his placement and access. He also is near the 
completion of his federal service, A second confidential source re- 
cruited in May 197^ in the Coismunications Electronics Engineering • 
Installation Agency (CEEIA), Hq^ US Anny Communications Command (USACC) 
was teiminated when continued assessment and evaluation revealed pre- 
viously tmknown personal and professional problems. Spotting and 
assessing actions are now under way to recruit new confidential sources 
for the operation. The CMAL ROPE PLO presented a Quarterly Progress 
Report on the ICIP to Mr John Haiorana, Chief, Hiysical Security^ USACC, 
Ft Huachuca, on 27 September 197^. The security official indicated to 
the PLO that USACC was satisfied with the ICIP, 




CMARY EFFORT: (OACSI Ajyproval - l6 Feb 72) 



a. Location: Fort Ritchie ^ MD 

"b. Confidential Source Utilization: Three sources vere used 
during the reporting period* 

c- Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians : None. 

d. Useful Information Obtained: Three potential confidential 
sources are current under assessment. Adverse suitability infoma- 
tion alleging moral misconduct on the part of a civiian employee with 
a SECRET clearance was reported. The Deputy Chief of Staffs Intelli- 
gence and Security J Fort Ritchie 5 and the Provost Marshal have been 
notified and are monitoring the employee's activities. An enlrLsted 
man with a TOP SECRET clearance and assigned to the Automatic Message 
Processing Systems (AMPS) Branch , Teleconmiunications Directorate ^ 
Site "R", for temporaiy duty, displayed an abnormal interest in fire- 
anas, explosives, and poisons* He also displayed somewhat abnormal 
behavior traits • The individual's access has been suspended ttanporarily 
pending a psychiatric evaluation, 

e* Operational Status: Twenty-two official sources and Ik liaison 
soTirces are contacted on a frequent basis in addition to the three 
confidential sources • The PLO presented the Quarterly Progress Report 
to the supported command on 12 September 197^* Ihe following were 
present at the briefing: COL Harold G. deMoya, Commander, Fort Ritchie; 
LTC Ar]yn R, Madsen, Director, Telecommunications, Fort Ritchie; Mr, 
Joseph J. Csirroll, Chief, Intelligence and Security, US Army Ccammunica- 
tions Command- CON US and HQ, Fort Ritchie; CPT Lawrence Brogsui, 
Commander J^ Fort Ritchie Field Office, 902d MI Group; and CW2 Benjamin 
Struchen, HQ, 902d MI Group. 




3. J<CT CANARY STOHE: (OACSI Approval - l8 Jul 73) 



a. Location: Dugway Proving Ground, (DPG-), UT 

b. Confidential Source Utilization: Two confidential soujrces were 
utilized during the period. 

c. Infoiination Obtained Off-post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Assessment information and 
investigative data used for potential confidential sources, MiLnor 
suitability infoimation on the drinking habits of three DPG employees 
was reported. The Installation Seciirity Officer has been appraised of 
the information and will continue to monitor the behavior of t]ie 
employees in condng weeks. 

e. Operational Status: Tv;o confidential sources were recruited 
during the reporting period and are being provided training and 
orientation. On 9 September 197^? a new PLO/PCO was assigned to the 
ICIP and the Dugway Proving Ground Resident Office, The new PLO/PCO 
has assumed control of both the newly recruited confidential sources 
tised in the operation and has been engaged in thorough orientation of 
his new duties. On 29 August 197^^ LTC Andrew J. Armstrong, Acting 
Commander, DPG^ was briefed by the former PLO in the presence of MAJ 
Trevor E, Bissey, Commander, San Francisco Field Office^ 525th MI Group, 
and Mr. Clinton E. Bair, Intelligence Officer, Security Div> BPG. 

LTC Armstrong provided the initial ICIP briefing to the new DPj 
Commander, COL Adalbert F. Toepel, Jr.j, on 9 September 197^. Ihe ICIP 
PLO and LTC Henry F. Kale, Director of Security, DPG, will pro'vide a 
more detailed briefing to the new Commander at a later date. 
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Cmjlii: FiATE: (OACSI Approval - l8 Sep 73) 



a. location: Seneca Anny Depot, Romulus, NY 

b. Confidential Source Utilization; Kot applicable 

c. Information Obtained Off -Post and/or Reported on Kon-Af filiated 
Civilians : None 

d. Useful Infomation Obtained: Investigative data on prospective 
sources » 

e. Operational Status: Coverage of the Directorate for Special 
Weapons (DS\0 presentl^^ is maintained "by use of two conventional, 
sources. Tvo additior-al prospective sources, "both of vhor: are B.$zigned 
to the military police guard force, are presently under assessrient. 
Prolonged absence of the PLO during this period due to leave ar.d TDY 
travel to other locations hacpGred effective development and recr^jit- 
ment of new sources. The PLO has idaitified a total of four individual 
for possible use as conventional sources in support of the operation. 
It is the goal of the Fort Monmouth "ield Office Cc^^rianier to recrijii 
an additional three or four sources by the end of the calendar year. 
COL Light 3 Seneca Army Depot Comrriander ^ has instructed the PLO to use 
extreme care in the recruitment of sources and expressed his desire 
that the TCI? be developed very slovly. T\o Quarterly Progress 
Briefing was given during -che period since zhere were no significant 
items of information reported* The PLC' was .on extended TDY for most 

of the nionth of Sep'ca^ber. 




SEP - 5 i537 




C.-J^TOi^ ROSTER: (OACSI Approval - 8 Mar 7^) 



a. Location: Unatilla Amy Depot Activity (UMDA), Kermistonj 
Oregon 

"b. Confidential Source Utilization: One confidential source was 
utilized during this period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None . 

d. Useful Information Obtained: Information received on the 
possible theft and a sale of weapons from UMDA has resulted in all 
weapons being placed in an area -under twenty-four hour guard. A 
construction project has been started to build a centralized weapons 
storage area, A$ a result of a request for aerial photographs of UhDA 
being received by the depot , procedures have been established whereby 
aUL questionable requests for inforriation -^111 be routed through the 
PiiO of the iCIP. 

e. Operational Status: One confidential source was recruited 
during the reporting period. Seven other potential sources, fo'ar of 
whom are guairds on various shifts at UI^5DA, are also under assessmen* 
and preliirdnaiy investigation. On 17 Septeicber 197^^ the PLO briefed 
the Commander 3 UMD.h, LIC Daniel VJ, Doty on the progress of the ICIF 
during the quarter. The briefing consisted of a review of MI activities 
directed toward improving the security of IMDA, LTC Doty indicated he 
was generally veil satisfied with the program and the support rendered* 
It became evident during the quarter that UNDA's mission will be one of 
a long-term storage of conventional and toxic munitions. Although the 
work force is still unstable, target areas within the UMDA organizatiorjal 
structxire have been identified and potential sources '.dthin each area 
are now under assessment. Liaison contacts with other Federal agencies 
and civilian law enforcement agencies are being developed as part of an 
early warrdng net around U>iDA, 



DEGRADED UNCLASSIFIED 





CAEJVAS TAX: (OACSI Approval - 8 Mar 7^) 



Location: Sierra Arinjr Depot (SIAD), Herlong^ CA 



"b, Confxdjential Soxirce Utilization: Not applicable, 

c. Infomation Ol^tained Off -Post and/or Reported on Non-Affiliated 
Civilians : None 

d. Useful Information Obtained: Investigative data on prospective 
confidential sources, 

e» Operational Status: Overall progress in this ICIP has "been 
extremely slow due to the non-availability of a PLO. The PLO assigned 
in June 197^ which was reported in the previous Quarterly Report -was 
not continued on station. A decision was made to combine the PIX) and 
Project Case Officer (PCO) functions in this ICIP* Continued develop- 
ment of the operation can "be expected as soon as a PLO/PCO is on station. 
On 15 August 197^? the Quarterly Briefing was presented to the supported 
ccamtand* Those in attendance were: COL Eohert Hawlfe, CDR, SI^UDj LTC 
Bernard Render, Dep CDR, SIAD; ¥AJ John Jolleyj PM/Secitrity Officer; 
SIAD; ILT Wayne Heringer^ Intelligence Officer, SIAD; and Mr, Anthony 
Tomabene^ Asst Intelligence Officer, SIAD. LTC Clifford Fry, USAB^TA 
Liaison Officer to HQ, Army Materiel Commsmd, ailso attended the briefing, 
COL Hawlk, SIAD Ccnmiander, expressed his support for the concept of the 
operation and added that support would he provided the SIAD Resident 
Office Mhen it was established. 






Yi) CANTIHA ARCH: (OACSI Approval - 12 Dec 73) 

a. Location: US Army Air Defense Center and Fort Bliss 
(USAADCEEfFT), TX 

Confidential Source Utilization; Four confidential soiirces 
vvere utilized during the period, 

c. Infomation Obtained Off- Post and/or Beported on Non-Affiliated 
Civilians: Not applicable. 

d* Useful Information Obtained: Infomation was reported on a 
person assigned to Fort Bliss with a security clearance who resides in 
Mexico and wa^ allegedly dealing in gold and silver. The report was 
provided to the Directorate of Secxirity {DSEC) and to the Crijninal 
Investigation Division (CID) for further investigation* As a result 
of this report, the supported command now requires that all personnel 
holding a security clearance and residing in Mexico report this fact^ 
along with their address. The DSEC now maintains a roster of eiLL such 
personnel, 

e. Operational Status: !Hie prospective confidential source in 

the Emergency Operations Center who was under assessment during' the 
last reporting peilod was recruited on k September 197^- US Army 

Cafflmunications Coamnand Agency Fort Bliss Telecommunications Center 
presently is being covered through the liaison efforts of the I'roject 
Liaison Officer (PLO), but efforts are being made to recruit a confi- 
dential source there in the future. On 20 September 197^, the ICIP PLO 
presented a Quarterly Status Report on CARTINA AKCIi to CPT James 
Stevens, Acting DSEC, USAADCErJFT, Ft Bliss, Speaking for the Commander 
the Acting DSEC indicated that the operation seems to be progressing in 
a satisfactory manner. He had no other coamaents, recomendations or 
expressed problem areas, A new DSEC wi3_l be appointed in the near 
future and will be briefed on the operation after he assumes his duties 
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8p TPl CENSUS TIME: (OACSI Approval - 5 Feb jh) 



a. ijocation: Pentagon TelecoHlaiunications Center (PTC), US Aiujy 
Cotoiminications Caramand {USACC)^ The Pentagon^ Washington, DC 

b. Confidential Source Utilization: One source was used during 
the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-Affiliated 
Civilians: None 

d. Useful Information Obtained: Investigative leads for possible 
confidential sources » 

e. Operational Status: As part of his training, the one confiden- 
tial source used in this ICIP was given test EEI and tasked to provide 
names of other potential sources. Three other potential sources, all 
in the Operations Division^ PTC^ are currently under assessment » If 
these sources are successfully recruited, the depth of coverage of the 
target area will be improved considerably. The PLO provided the 
Quarterly Progress Briefing on 26 August 197^ to COL Joseph Adinaro, 
Conunander, PTCj and Mr* D. E. Thcanpson, Deputy Commander^ PTC, Both 
the Commander and the Deputy Commander, PTC^ indicated satisfaction 
■with the support rendered by the ICIP and the progress of its develop- 
ment to date. 



r 



9. CmTAUR SAX£ : >-10AGSI Approval - ih Dec 73) 




a. location: IB Axxny Mobility Equipment Research and Development 
Center (MERDC), Fort Belvoir, VA 



"b. Confidential Source Utilization: Not applicable, 

c» Information Obtained Off- Post and/or Reported on Kon-A]rfiliated 
Civilians: Not applicable. 

d. Useful Infomation Obtained: Investigative data on prospective 
sources. 

e. Operational Status: This ICIP coverage to date has been made 
by conventional sources have access to the target areas and liaison 
contacts. Efforts are being made by the Pentagon CI Force/Wational 
Capital Region Field Office to revitalize this ICIP. To provide a 
wider target coverage of MERDC, 'three potential confidential sources 

are presently under assessment. The PLO presented the Quarterly Progress 
Briefing to Mr. Leslie L. Askew, Security Manager, MERDC^ on 28 August 
197^. The Commander and the MERDC staff continue to provide siQjport for 
the ICIP and render all possible assistance for its continued development. 





10 




CMTAVO KID: (OACSI Approval - l8 Oct 73) 



a. Location: Harry Diamond LeLboratories, Washington, DC 
b» Confidential Source Utilization: Not applicable, 

c. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on potential 
sources. 

e. Operational Status: The Pentagon Counterintelligence Force/ 
National Capital Region Field Office (PCF/NCR FO), 902d MI Qro'iip, which 
is charged with the conduct of this ICIP is engaged in an intensive 
review and revltali zation program for the operation. At present, two 
individuals ^o are employed in the Harry Diamond Laboratories, one in 
the Engineering/Reserve Support Division, and one in the Relocation/ 
Planning G-roup are under assessment as potential confidential sources. 
The PLO presented the Quarterly Progress Briefing on 23 August 197^ to 
COL D. W. Einselj Jr., Camjnander , Harry Diamond Laboratories^ -and Mr* 
Joseph Schnieder, Security Manager. Both the Commander and the 
Security Manager continue to siipport the ICIP strongly and provide 
cooperation necessaiy for its development- 




J07 



^S^CUKTRAL TAXI: (OACSI Approval - l6 Feb 72) 

a. Location: Headquarters, US Anqy Electronics CQDmand (ECOM), 
Fort Monmouth, Sew Jersey 

b. Confidential Source Utilization; Five confidential sources 
were utilized during the period, 

c. Infoimation Obtained Off -Post and/or Reported on IJon-Af filiated 
CiviMans : None 

d. Usefxil Information Obtained: A source reported that a civilian 
employee at Fort Monmouth was stealing US Goveminent property. The 
information was passed to the Fort Monmouth CID for further investiga- 
tion. Another source reported that an employee in the ECOM Dixectorate 
of Research, Development, and Engineering was planning non-official 
travel to Finland and the Soviet l^on. Further details are being 
sought on the lead, A civilian physicist in the Electronics Technology 
and Devices Laboratory at ECOM received unsolicited correspondence from 
an organization calling itself the Arab Projects and Development, 
Beiratj Lebanon, The employee promptly notified the proper security 
authorities and requested permission to respond to the letter* He was 
granted permission by the US Am^ Materiel Command, answered the initial 
letter and received a reply in September 197^* Investigation to date 
has revealed little infonnation concerning Arab Projects and Development 
but the assets in the ICIP will continue to monitor future activity* 

e* Operational Status: In addition "to the fli/e confidential sources 

being contacted regularly in this ICIP^ thirteen conventional EOiirces 
provide additional coverage of ECOM target areas. Among four employees 
presently being assessed as possible sources, one has been dropped from 
ftirther consideration due to refusal to cooperate in the progrojn* There 
are three remaining under active consideration. The PLO presented the 
Quarterly Progress Briefing on 30 September 197^ to COL John Sajnderson, 
Security Officer, ECOM, and ICIP Project Coordinator for ECOM* COL 
Sanderson indicated coxnmand satisfaction with the type of infoxmation 
and support rendered by this ICIP. 
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CENTUBY SQUAD: (OACSI Approval - 3 Oct 73) 



a. Location: US Avxn^ Management Systems Siipport Agency (USAl^SA), 
She Pentagon, Washington, IJC 

1), Confidential Soxirce Utilization: One confidential soiurce vas 
utilized during the penod. 

c. Infoi!mation Obtained Off -Post and/or Reported on Non-Affiliated 

Civilians ; None • 

d. Useful Information Obtained: Hone* 

e. Operational Status: Only one confidential source has been 
recruited to date in this operation. The PCO has been devoting most of 
the meeting periods to further training ajid testing of this source. 

In addition to training ^ the source is "being tasked to provide names 
and leads for additional possible sources* Two other einployees of the 
Operations Division, USAMSSA, are being evaluated as potential sources. 
The Quarterly Briefing of the stroported caminand was presented hy the 
PLO on 18 September 197^ to Mr. John R. Bjork, Security Manager, USAMSSA, 
The Director and his security staff continue to support the operation 
fully and have offered every assistance to aid in its development • 




20^ 



^#1^ GONDOLA FLAG: (OACSI Appiroval - 22 Apr jh) 

a. Location: US Anny Electronic Proving Gro^ind (USAPEG), Fort 
Huachuca, AZ 

b. Confidential Source Utilization: Not applicable. 

c. Infonnation Obtained Off -Post ajid/or Reported on Non-Affiliated 
CivHians : None 

d. Usefxil Infoimation Obtained: Additional investigative data on 
a prospective confidential source. 

e. Operational Status: The prospective source, located in the 
Electromagnetic Branch, USAEPG, is in the final stages of assessment 
and recruitment is expected during the next reporting period. Efforts 
to spot and recruit sources in this comparatively new ICIP were some- 
vtva.t hampered by the transfer of the PIO during the period. On 27 
September 197^^, the PLO gave the Quarterly Progress Report to Mr. 
Henry 0. Dupes, Director of Security, USAEPG, Ft Huachuca, AZ, who 
stated that the Commander, USAEPG, vas satisfied with the progress of 
the ICIP to date. 



"0 
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im/Hj^ GONDOLA STAR; (OACSI Approval - 17 Fe"b 72) 



a. Location; Aberdeen Proving Ground (APG), MD 

Confidential Soiirce Utilization: Eight confidential sonrces 
were used during the reporting period, 

c. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians: Hone 

d. Useful Information Obtained: A report of an employee "who 

travelled to Poland with his two sons triggered a request for an investi- 
gation by the strpported coimnand of the e3arployee's foreign travel and 
extent of his foreign connections when it was learned that he plans to 
send his eldest son to Poland on some type of foreign exchange program* 
Another excroloyee planned travel to Czechoslovakia in Aijig 'jk^ but post- 
poned his trip to 1975 when he was hospitalized. Ttie siipported command 
does not desire an investigation immediately , but has requested con- 
tinued monitoring by the ICIP. A man and wife physicist team have had 
their access to classified infortaation suspended while an investigation 
is conducted concerning their alleged loose moral conduct aa:3dabuse of 
alcohol, A confidential source reported that a cipher lock installed on 
a door to a Data Processing Office of the US Amy Test and Evaluation 
Coamand (TECOM), APG, had been altered so the door could be opened 
without using the ccanibination. Investigation revealed that the lock 
had been installed and made operational to chec]^ for possible defects 
and sxibsequently disconnected. The lock was disconnected pending in- 
stallation of a telephone at the door for use by persons not having the 
ccanbination in order to call for escort- The telephone has now been 
installed and the cipher lock has been re-connected, 

e» Operational Status: Itoring the reporting period^ limited 
progress was made in increasing IGIP support to the serviced activities 
since duties not dLrectly related to the ICIP required the greatest 
portion of the PLO's time. One confidential source was terminated due 
to loss of placement and access. One confidential source with placement 
in Edgewood Arsenal was recruited. Three other potential sources are 
still under assessment. On 25 September 197^? COL Alvin D. Ubgerleider, 
newly assigned Commander, APG, was given both the initial ICIP Briefing 
and the Quarterly Progress Briefing* Mr. Harry A. Mencke, Installation 
Intelligence Officer (IIO), APG, was present for both briefings. The 
PLC gave a Quarterly Progress Briefing on 26 September 197^ to COL Kenneth 
L. Stahl, Commander^ Edgewood Arsenal, APG, and MAJ Walter W» Stansberryj 
Chief of Security^ Edgewood Arsenal.'' 

REGRADED UNCLASoiRED 
ON cpp '5 133? 
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GOJ^G SILK: (OACSI Approval - l6 Feb 72) 

Location: Picatximy Arsenal (PA), ArrQament CcMnand, US Aimy 

Materiel Coronandj Dover^ NJ 

b. Confidential Source Utilization; Three confidential so"urces 
were used during the period* 

c, Infomation Obtained Off -Post aaid/or Reported on Non-Affiliated 
Civilians : Kone 

d# Useful Infoimation Obtained: A source reported that a PA 
ersplayee frequently used a siibstance which appeared to be a narcotic 
during duty hours, then left his work area to sleep in parked cari^. 
The infomation was passed to the PA security officials with a recommen- 
dation that a 1 i Tn5 ted investigation be conducted. Another PA employee 
of the Amnmnition Developnent and Engineering Directorate (ADED) vas 
reported to be under the care of a psychiatrist. Investigation re- 
vealed that the PA Civilian Personnel Office and the employee's super- 
visors were aware of the problan* Althou^n the employee continues to 
have access to classified defense infonnation^ his workload has been 
significantly reduced and all of his activities at ADED are closely 
supervised. A confidential source reported that ccanbinations on adja- 
cent security containers in the Nuclear Development and Engineering 
Directorate were set in numerical sequence, a practice in contravention 
of security regulations. Security officials were briefed on the weak- 
ness and have taken corrective action. 

e* Operational Status: A new PLO has assumed duties \rho has devoted 
much of his efforts acquiring area knowledge, establishing source rapport 
and acquiring on-the-job experience* Due to a personnel shortage, the 
PLO no longer is able to spend his full time with the supported command, 
but the commander of the Fort Haaailton Resident Office perfoms the PLO 
duty on a TDY basis. 'Biis will serve to make spotting and assessing 
of future sources difficult. On 20 September 197^, the PLO presented 
the Quarterly Progress Briefing to MAJ George Carpenter, Chief, Security 
Office, PA. MAJ Carpenter indicated during the briefing that the 
command was satisfied with the service provided by the ICIP, 




REGRADED UNCLASSlFieb 
ON SEP 5 ;397. 
BY CDR USAINSCOy F01/PO 
AUTri Para 1-603 DOD 5200.1 R 

2 a 



16IUW) LAMARD MOOD: (OACSI Approval - 22 Dec 71) 



a. Location: Defense Language Institute, East Coast (DLIEC)^ 
Anacostia Naval Aimex, Washington^ DC 

b» Confidential Source Utilization: None 

c. Infomation Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians : Hone 

d. Useful Information Obtained: Investigative data on a potential 
confidential source. 

e. Operational Status: As reported previously, DLIEC is being 
phased out during Fiscal Year 1975 in preparation for its move to DLOTC, 
Presidio of Monterey, OA. For that reason, a concerted effort is not 
being made to recruit large numbers of sources, although at present 

one potential source is being assessed. The move to the Presidio of 
Monterey will be c^rpleted by 1 Jul 75. security records have 

been shipped to DLIWC, The PLO presented the Quarterly Progress 
Briefing in the ICIP to CPT Richard W. Pederson, Security Officer, 
DLIEC, on l6 September 197h^ She Canimandant and the Security Manager 
continue to provide cooperation and no problems exist at this time. 



) LENIENT CLOUD: (OACSI Approval - l6 Jeb 12) 

a. Location: US Amor War CoJiege (USAWC), Carlisle Barracks, PA 

"b. Coirfldential Soiirce Utilization: Three confidential sources 
-were used during the reporting period. 

c. Infomation Obtained Off -Post and/or Reported on Hcaa- Affiliated 

Civilians: None 

d. Useful Information Obtained: Numerous reports were made on 

USAWC personnel during the period^ primarily on suitability, but 
ranging from drug abuse to aberrant sexual activity. Five military 
policemen were apprehended for narcotics abuse; their security 
clearances were suspended and they were removed from sensitive duties. 
Of the total of 13 suitability cases reported during the period, 
security clearances were suspended for 6; investigations have been 
requested for U; 1 individual was dismissed from USAIC; 1 has been 
reassigned^ and the activities of the one remaining are being monitored. 
With the addition of the US Aimy Mlitaiy History Hesearch Collection 
to USAWC^ both the ICIP PLO ajid the Ft Ritchie Field Office personnel 
have provided security support and assistance in the fonn of a Counter- 
intelligence Survey and identification of secturity veaicnesses and 
deficiencies, 

e. Operational Status: The PLO served as Acting U5AWC Security 
Manager d\rcing a three-week absence of the incmbent and has now 
established at least one after duty hotars CI inspection per week with 
the approval of COL D. T. Teberg, ICIP Coordinator. On 5 August 197^, 
Mj DeWitt C. Smith, Jr.^ Commandant, USAV7C, was provided his initial 
ICIP briefing. Following that briefing, MG Smith requested that he be 
briefed on significant developments of the operation at least monthly 
rather than quarterly, M> Smith was given a second briefing on 30 
Aug 7^. The PLO presented an initial ICIP briefing to COL William M. 
Whitesel, Deputy Commanding Officer, Carlisle Barracks, on 3 September 
197^ 



REGRADED U^-.'C^.Ar^'^i^^-'ED 
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imS HOLDER: (OACSI Approval - 7 Atig 7^) 



a. Location: White Sands Missile Range (WSMR), KM 
"b. Confidential Source Utilization: Hot applicable 

c. Information O'btained Off- Post and/or Reported on Kon- Affiliated 
Civilians: Not applicable 

d. Usef\a Infomation Obtained; Initial spotting and assessment 
actions are taMng place, 

e. Operational Status: During the processing of applicants for 
Mr, the FLO has identified two potential sources for this ICIP, which 
is the most recently implemented operation. The ICI? PK) briefed MG 
Robert J, Proudfoot, Cammanding General^ WSMR, on the implementation 
of the ICIP on 16 September 197^» MG Proudfoot verbaOly approved the 
operation which had been requested by his predecessor, MG Sweeney. 

MG Proudfoot stated that he desired a progress briefing on the ICIP 
in two or three months, LTC Carl I. Davis, Chief of Security, WSMR; 
and Mr, William F. Arket, Chief, Intelligence Div, VJSMR, also attended 
the briefing* 
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LENTIL MONKEY: (OACSI Approval - 26 Oct 71 ) 



a. Location: Defense Language Institute West Coast (DLIWC), 
Presidio of Monterey, CA 

b. Confidential Source Utilization: Nine confidential sources 
were utilized during the period. 

c. Information Obtained Off -Post and/or Reported on I^on -Affiliated 
Civilians : None 

d. Useful Information Obtained: The Czech "Pen-Pal" incident and 

the visit of a Polish national with his brother^ a DLIV?C instructor^ 
reported in the last period, are still under investigation. Informa- 
tion concerning a new '^pen-psCL" relationship was reported, this one 
involved a US Air Force student. The airman exchanged several letters 
with a Polish citizen and sent him money for the purchase of Polish 
magazines* The Polish citizen commented in his letters that he believes 
the letters are being checked by Polish officials, since one was 
received in an opened condition* Information on this incident has been 
passed to the Air Force. Infomaation surfaced that an instructor of 
the Polish Language Department has a radio transmitter at his residence 
is presently being investigated. Another report that unauthorized 
radio transmissions were being heard in the Fort Ord area is being 
evaluated by the National Security Agency (NSA), Two Soviet citizens, 
allegedly language instructors for the Soviet Crovemment^ visited DLIWC 
on a State Department sponsored trip. The State Department did not 
provide an escort and the visitors were able to visit the Russian 
Language Department unescorted. The DLIWC Security Officer has taken 
steps to prevent a recurrence of this type of incident and especially 
to insxire that all visitors are properly escorted* Suitability infoima- 
tion concerning student personnel continued to be reported and was 
passed to the appropriate authorities. Information received from 
another government investigative agency and amplified by the ICIP 
sources indicates that the Arabic Trade Mission located in San Francisco 
is gathering data on DLXWC Arabic students. During a class visit to 
the Arabic Trade Mission, DLIWC Arabic students were required to sign 
a guest register, listing their names and addresses. The reason for 
the register was allegedly so that additional printed information could 
be sent to the students. The students were also given ajiti-Israel 
propaganda. 

e. Operational Status: Five confidential sources were termnated 
during the period due to graduation. Reduction of case officer personnel 
on the project to one full-time and one part-time case officer may make 
it necessary to limit the nuniber of confidential sources handled to five. 



BY CDR USAINSCOM 
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At present ;j I'our confidential sottrces are active; two potential 
sources J including one instructor j are under assessment. In the 
f^iture> confidential sources -will l^e recruited on a staggered basis, 
with no more than two sources recruited in any one quarter. This 
wi3-l prevent the loss of several sources at one time due to gradua- 
tion. The H/} presented the Quarterly Progress Report on 19 Sep 7^ 
to LTC Max -Newman, Secretary , DUWC; MA J Richard Erickson, Security 
Officer, DUWC; and CPT Edward N. JanecM, Caramanderj Fort Ord Field 
Office J 525th MI Group. LTC Nevffiian expressed appreciation for 
information furnished through the project and requested that briefing 
he planned for mid-Octoher 197^ for the new incoming Director^ DUWC^ 
COL Eoenig. 
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27 September 1974 



KEKSANDIM POfi THE BECOBD 

SUBJECT I ICIP Bri«fliig for ltad«r Sftcret^ry of the Axtsf (U) 



fim 25 September 1974 HG Aam briefed Mr. Beimo SUudt, on the 
ICIP^ Mr* Steudt enpreseed reeenrttieiift aboot operetlowl control within 
the pr^rea and raticarn abotit the evdden rapid growth* He wanted atsur- 
ancea that the prograsa was carefully oonltored preclodliQ; the possibility 
for efla>arra0fliBent* 

Gctttral Aaron aaslgned tha following tasks to USADTTA through 
u* Leslie Hime^ the USAIRIA representative at the aeeting. 

a. Prepare all Che operations plans for review| General Aaron will 
personally re*validate each plan* 

b. Prepare source dossiers for review* Gensral Aaron wants to be able 
to personally be assured thaC all sources are of attch nuiturlty and stability 
that they would not cause any embarrsssiaent to the Aisiy, 

3* Jlfi^ General Aaron vlll personnlly validate and approve all future 
operations plans and will assume coonand and control of the program. Only 
essential plans will be approved and permitted to contlnve. General Aaron 
did not consider the operation at the Var College to be essential* 

4» (U) Operations plans and dossiers will be reviewed on 4 October 1974* 



8ICHABy~EBEKS0I£ 
Majcr, CS 



Mi 



ACTifthTSHEET 




Internal Counterintelligence Prograin (ICIP) Operations 


DAMT-DOI-C 


6 August 1974 



ACTtON RCOiMACO 



To obtain approval of the quarterly ICIP report. 

MrMOfWNDUH FOR KCCORD. f Dc«crf(« frn*/?/ fh^ fq^rMmantt hQckfroanJ and actmit laArvr «r ratOnirt**ru/*J. Mu»t hm wfficUntlf datailtd ie idtrUify 
ik» acfm Brdibovt ito iii j a A» olA«r «airpe«. J 



1, BACKGROUND : 

a- By memorandum, dated 8 February 1972 (ORANGE TAB B>- the Under Secretary of 
the Array requested the Vice Chief of Staff (VCSA), US Army, provide quarterly reports 
on all (ICIP) operations. 

b* This is the ninfcth such quarterly report. 



c. The quarterly report of current operations for the quarter ending 31 M^^h 

1974 is at (mmfi TAB G). ^ r\ / 



2. DISCUSSION: 



9. Tnr-iocfn- p 1 m OR AM^F TAT^ A is a memorandum for the VCSA's signature forwarding 
the quarterly report to the Under Secretary of the Array. 

b. nRA^jGF TAK A frtruarHg to the VCSA the memorandum and ICIP Quarterly Report. 

3. RECOMMENDATION : That the memorandum to the VCSA at flRANfiR TAB A be approved and 
signed by the ACSI. 



(Continue on plain bond) 



tMffn-ICATION& 



PRIM ^Roas 



TTES □ NO j i 



VES Q NO □ 



COORDINATtOKS 



APPROVALS 




OFFICE 



NA«fE 



PHONE 



ACSI 



DlSPATChEO IDTG) 



5H0V A»t>|TIONiLCOOfiD|)tAT|ON ON REVERSE SIDE Oil COUT I l»t)IT lOK SHECT 



MAJ PIGNATO/77017/th ^\ C tC^p^^^^S^i ^ 




ACS! F0RM2S, 13 S«p7l 
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DEPARTMENT OF THE ARMY 

OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 

WASHINGTON, D,C. 20310 



ATTENTrON OPi DAMI-DOI-C 



8 1 MC 



MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 



SUBJECT: Internal Counterintelligence Program (ICIP) Operations 



1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above* 

Recommend your approval and signature of the attached memorandum 
which transmits the report required by the cited reference, 

3. Coordination: None required* 




1 Incl HAROLD R. AARON 

as Major General, GS 

ACofS for Intelligence 



£j. AUG 




of t:ie Arfny ^-.-t'? 



Regreded UNCLASSIFIED when 
separated ironi cii/^i^ifi^^.tA 
inclosures „ 

MAJ Pignato/77017 



DAM-DOI-C 



KEMORAiroiBl PORt VICE CHIEF OF STAFF, WITED STATES ARKY 
SUBJECTS Intetitftl Counterintelligence Pregraa (ICIP) Operations 



1. Reference Under Secretary of the Army meiiaorandum, dated 8 February 
1972^ subject as above. 

2. Seceaoend your apprc»val and signature of the attached meooranduro 
vhlch transmits the report required by the cited reference « 

3» Coordination: None required* 



I Incl HAROLD R. AARON 

as Major General » GS 

ACofS for Intelligence 



Rec-^-^rrri n^^^LACSI'^"^:> when 

. i . ; 7 J MAJ Pignato/7701 7 



HEMOEAMDUM FCSt: UHDER SBCBEti^a OF THE ARffiT 

SUBJECT: Internal Counter late Ulgence Prograo (ICIP) Operations (U) 



1* (V) Reference Is wde to &eiBoraDdt«» IMer Secretary of tbe Anay, 
dated 8 February 1972, subject as above « 

2i*H«^ Progress In the second quarter of CT 197A In tbe ICIP was 
chancterlsed by a ela^ble increase in the msaber of Confidential Sources 
utilised in tbe various ICIPs* Thirty-six Confidential Sources have been 
recruited^ an increase from 27 in the preceding quarter. One request for 
an ICIP was received during the period vhlch requested ICIP coverage at 
tbe Vhite Sands Missile Range ^ White Sands^ N^ir Mexico. Brief status re- 
ports are attached » 




31 jm^ As Army raorganlxatlon results in some shifts of facilities to 
other locations, tbe consolidation of ICIP operations continues in the 
interest of i&ore efficient ssnagement and administration* The ICIP 
LAHDLESS TIME (U), which formerly supported the Philadelphia Facility 
of the US Azmy Electronics Coinnand, has been consolidated with the ICIP 
CENTRAL TAXI (U), which supports Electronics Comand at Fort Honacuth, 
Hew Jersey. A similar revised plan is being written In which the ICIP 
CANAL LOOP (U) at £dgewood Arsenal » Maryland, will be co^ined with the 
Aberdeen Proving Ground ICIP 00tQ)0LA STAR (U). Including these consoli- 
dations, there were 19 ICIP operations active at the close ol; the period. 
The White Sands Missile £ange ICIP, for which i&plefflentation is expected 
early in the next quarter, will brln£ this total to 20 • 




^Kn^F^ As I mentioned to you In my stes^randms of 30 April 74, the 
primary value of ICIP operations is in their potential for early waminp 
and detecting internal security weakness avid security threats to the 
supported coraraand* Inamach as these operations are a form of intensified 
security watchfulness » negative reports In thcoGselves are frequently of 
value to a comander In planning for security requlreiwnts of a given 
Installation or activity. 



REGRAOED aNCLASSiHEb'' 
ON SEP -5 1997 

BY CDR USAINSCOM FOJ/PO 
AUTH Para 1-603 DOD 5200 1R 
1 Incl FRED C. WEYAND 

as General, United States Array 

., ... . . DAMI-DO Vice Chief of Staff 



.... -1. IT. • - '. f ~- '1~ I \ - 1 * 1 





DEPARTMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 



MIIA-OP-0 

SUBJECT: Quarterly Reporting of Internal Counterintelligence Program 

(ICIP) (derations (U) 



HQDA CDAMI-DOI-C) 
WASH DC 20310 



l-lp)fG^ Progress in the second quarter of CY 1974 in the ICIP was 
characterized by a sizeable increase in the number of Confidential 
Sources utilized in the various ICIPs, Thirty-six Confidential 
Sources have been recruited^ an increase from 27 in the preceding 
quarter. One request for an ICIP was received during the period which 
requested ICIP coverage at the KTiite Sands Missile Ran^e^ \vhite Sands j 
New Mexico. 

2.(M)fC5 As Army reorganization results in some shifts of facilities to 
otner locations, the consolidation of ICIP operations continues in the 
interest of more efficient management and administration. The ICIP 
yVNDLESS TIME (U) , which formerly supported the Philadelphia Facility 
of the US Army Electronics Command, has been consolidated with the ICIP 
CENTRAL TAXI (U) , which supports Electronics Command at Fort Monmouth, 
New Jersey. A similar revised plan is being written in which the ICIP 
CANAL LOOP (U) at Edgeivood Arsenal, Mar>'land, will be co.mbined with the 
Aberdeen Proving Ground ICIP GONDOLA STAR (U) * Including these con- 
solidations, there were 19 ICIP operations active at the close of the 
period. The Wliite Sands Missile Range ICIP, for which implementation is 
expected early in the next quarter^ will bring this total to 20, 

Significant progress in the operations at Sierra and Umatilla 
Ariny Depots is expected during the coming quarter. The Project Liaison 
Officer arrived at Sierra Army Depot on 19 June 1974. Two prospective 
sources, spotted during TDY trips to the installation by personnel 
from the San Francisco Field Office, are presently under assessment. 
A similar situation exists at the Umatilla Army Depot at Hermiston, Oregon. 
The Project* Liaison Officer became operational at that facility on 
50 June 1974, at the close of the quarter. TOY trips pending the 
assignment and arrival of the PLO have resulted in having 19 civilian 




MIIA-OP-0 

SUBJECT; Quarterly Reporting of Internal Counterintelligence Program 

(ICIP) Operations (U) 

employees of the Umatilla Depot under assessment as potential sources by 
the close of the reporting period. 

4, (U) Brief status reports for each of the active 19 ICIP operations 
are attached as inclosuresr 

« 

FOR THE COMMANDER: 



/ : 



19 Incl 

as 



EDWARD H. BORT 

Colonel, MI 

Chief, Operations Division 
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CANAL ROPE: (OACSI Approval - 17 Dec 73) 



a. Location: Headquarters, US Anny Communications Coinmand and 11th 
Signal Group, Fort Huschuca, AZ» 

b. Confidential Source Utilization; Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on potential 
sources, 

e. Operational Status: One confidential source was recruited in the 
11th Signal Group Crypto Facility on 17 April 1974, and a second confidential 
source was recruited in the Communications Electronics Engineering 
Installation Agency (CEEIA) , Headquarters, US Arm)" Communications Command 
(USACC) , on 20 May 1-74. Th'o additional sources in USACC are under 
assessment for possible recruitment in the next quarter. One CIRL surfaced 
by the ICIP is under assessment for possible exploitation as an OFCO. 

The CAN^AL ROPE PLO briefed Mr. R. FL Milligan, Office of the Assistant Chief 
of Staff for Intelligence and Security, USACC, on 28 May 74, on the status 
of the ICIP, Mr. MLlligan stated that USACC was pleased with the support 
being provided by this ICIF. 







CANARY EFFORT; (OACSI Approval ^ 16 Feb 72) 



a. Loca-tion: Fort Ritchie^ MD. 

b. Confidential Source Utilization: Three sources were used during the 
reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Inforination Obtained: Information developed on 15 US Army 

personnel involved in drug abuse-related incidents was passed to the ICIP 
Coordinator. Adverse suitability inforjfiation developed on a soldier assigned \^ 
to the Operations Company, Fort Ritchie. Tlie soldier, whose clearance was 
suspended, was transferred to Kimbrough Army Hospital, Fort Mcadc^ for 
psychiatric evaluation on 28 May 1974. Alleged moral misconduct on the part 
of a WAC was reported to the ICIP Coordinator* The supported command is 
monitoring the activities of the WAC to determine if an investigation is 
warranted. Information obtained on alleged threats against the lives of 
three Military Police investigators was provided the Fort Ritchie Comjuander 
and the ICIP Coordinator. The US Army Criminal Investigation Department 
Command (USACIDC) is conducting an investigation. 

e. Operational Status: In addition to the confidential sources used, 
three potential new sources are under assessnent. Twenty*one conventional 
sources and thirteen liaison sources are contacted on a regular basis. The 
Quarterly Progress Briefing, scheduled for 15 June 1D74, was postponed 
until July 1974 because the Fort Ritchie Comriander was not available. 
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3. ^ CAiNARY STONE: (OACSI Approval - 18 Jul 73) 



a. Location: Dugway Proving Ground, UT, 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

Useful Information Obtained: Investigative data on potential sources. 

e. Operational Status: Efforts continue to recruit confidential sources; 
at present eleven individuals are being assessed. An initial recruitment 
approach was made to one prospect during the period, but due to personal 
circumstances of the individual, recruitment coulu not be accomplished. Two 
of the CIRLs have been processed to the point v;here recruitr:crit can be 
attempted in the next quarter. On 3 Jun 74, the PLO brief c-J COL Robert A. 
Shade, Coinmander, Dugv*'ay Proving Ground, on the status of the operation. 
The briefing was also attended by COL Eric H. Vicler, Coruir^ndcr, llSth ;:I 
Group, LTC Henr>' F. Kale, Security Officer, Dugvay Provinc; Ground, an:! the 
SAIC, Fort Douglas Resident Office, 115th MI Group. COL Shade exprcssc-dj.is 
satisfaction with the progress of the ICIP. COL Shi;de retires on 1 Jul 74. 
LTC Andrew J. Armonstrbng, who will ser^-e as Acting CoiTLT-antlcr pendinc 
assignment of a new cojnriander, will be briefed by LTC Kale c:r*d the CA.Ai;; 
STONE PLO on the ICIP early in the next quarter. 



AU,H Para 1-603 DOD5200.1R 





CANINE PLATE: (OACSI Approval - 18 Sep 73) 
a. Location: Seneca Army Depot, Romulus, NY. 
b* Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/ or Reported on Non- Affiliated 
Civilians: None, 

d. Useful Information Obtained: Investigative data on prospective 
sources . 

e. Operational Status: Two conventional sources were recruited during 
the period and were given security training and general EEI. Two additional 
individuals are being assessed as potential sources; both have access to the 
Directorate for Special Weapons. The PLO presented the Quarterly Progress 
Briefing to COL Allen H» Light, Jr., Coi/unander, Seneca Army Depot,- on 21 
Jun 74. The Commander expressed his satisfaction with the progress of the 
ICIP and reiterated his previous desires that the ICIP be conducted in such 
a way to not cause any embarrassment to the Ani:y, specifically, he has 
cautioned the PLO to exercise care in the recruitnient of any sources used 

in the operation* He expressed his confidence in the conduct of the ICIP 
thus far. 






CANTINA ARCH: (OACSI Approval - 12 Dec 73) 



a. Location: US Army Air Defense Center and Fort Bliss (USAADCENFB) ^ TX» 

b. Confidential Source Utilization: Not applicable, 

c; Information Obtained Off-Post and/or Reported on Non-Affiliated 

Civilians: Not applicable. 

d* Useful Information Obtained: Investigative data on potential sources, 

e. Operational Status: Three confidential sources were successfully 
xecruited during the period. Two of the sources are in the Office of the 
Deputy Commandant for Combat and Training Developments and the third is in the 
Ballistic Missile Defense Department, both of which are on the prime targets 
list of the ICIP. An approach plan is being devised for a prospective source 
in the Emergency Operations Center. Two other individuals currently under 
assessment work in the Ballistic Missile Defense Department and the Tele- 
communications Center. The ICIP FLO briefed COL George Hamscher, Director 
of Security, USAADCENFB, on the status of CAI.TINA ARCII on 14 Jun 74. 
COL Ha-nscher has indicated a keen interest in the progress of the ICIP and 
is satisfied with the successful recruitment of sources during this period. 



REGRADED UNCLASSIFIED 
ON SEP -5 1997 
BY CDR USAINSCOM F01/PO 
AUTH Para 1-603 DOD 5200.1 R 




CANVAS TAX: (OACSl Approval - 8 Mar 74) 

a. Location: Sierra Army Depot (SIAD), Herlong, CA. 

b. Confidential Source Utilization: Not applicable. 

c; Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Investigative data on prospective 
confidential sources, 

e Operational Status: The project has been delayed in its initial 
stages duo to non-availability of a Project Liaison Officer. Pending arrival 
of the PLO, San Francisco Field Office personnel established liaison with the 
Conraander of SIAD and his staff and also initiated spotting and assessment 
actions for potential confidential sources. At present, two individuals are 
under assessment and preliminary investigations are being conducted on them. 
Tne PLO arrived on station on 19 Jun 74 and considerable operational progress 
is expected during the next quarter. 



7. CANYOX ROSTER: (OACSI Approval - 8 Mar 74) 




a. Locaticn: Umatilla Army Depot Activity, Hermiston, Oregon. 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None. 

d. Useful Information Obtained: Investigative data on potential 

conventional and confidential sources . 

e. Operational Status: Despite the absence of an established Resident 

Office at Umatilla or a PLO at the supported activity for the reporting 
period, considerable progress was made in establishing liaison contacts and 
spotting and assessing potential confidential sources. This has been 
accofnpl i shed by personnel fror.i the Fort Lewis Field Office performing TDY 
trips to the Umatilla Army Depot, At present nineteen civilian employees 
of the Depot are under assessuent. One CIRL has been approved for recruitment 
and a Lead Development Report has been submitted on a second one. The 
Commander, Fort Levis Field Office, contacted LTC Harold Echols, Comrjiander, 
Umatilla Anny Depot, on 11 Jun 74, to arrange for the first Quarterly 
Progress Briefing. The CorjriOnder stated he desired a briefing later after 
the ncv; PLO had sufficient time to become established. Tne PLO beca-'ne 
operatiojial on 30 Jun 74* 
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8. »^ CENSUS TIME: [OACSI Approval - 5 Feb 74) 

a. Location: Pentagon Teleconununi cations Center. 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable, 

d. Useful Information Obtained: Investigative data on prospective 
sources . 

e. Operational Status: One confidential source, assigned to the 
Operations Division, Pentagon Tel ecomniuni cat ions Center (PTC), was recruited 
during the reporting period. This source is being trained by the PCO and 
appears to have excellent potential for covering the target. Two other 
individuals, assigned as Communications Relay Operators, axe being assessed 
as potential confidential sources. Recruitment of either one or both of 
these sources will improve the coverage of the target area. The PTC Director 
is appreciative of the progress being r-adc in the ICIP and his .staff of 
security officials are completely cooperative. 
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CENTAUR RACE: (OACSI Approval - 30 Jul 73) 



a. Location: Ninth Infantry Division and Fort Lewis, WA. 

b. Confidential Source Utilization: Three confidential sources were 
utilized during the period* 

c. Information Obtained Off- Post and/or Reported on Non-Affiliated 
Civilians: None. 

d* Useful Information Obtained: A confidential source reported that a 
soldier assigned to the 9th AG Company, Fort Lewis^ Washington, exhibited signs 
of affluence beyond the normal financial capacity of a soldier in his 
grade. A limited investigation is being conducted* No significant counter- 
intelligence information was developed during the period, and all indications 
are that anti-military/dissident activity has subsided to a low level. 

e. Operational Status: Spotting and assessment of potential sources 
continues to be emphasized in an effort to improve the ICIP coverage. Three 
confidential sources were recruited during this period* In addition to these, 
twenty conventional sources are used, as well as six official liaison sources. 
>5ine individuals currently are under assessment for use as conventional or 
confidential sources. The Fort Lewis Field Office Commander presented a 
quarterly progress briefing on 21 Jun 74 to BG McFadden, Asst Division 
Coiisncnder, 9th Infantr>' Division, Fort Lewis, COL Kenneth Kocli, Chief of 
Staff, and LTC Roy Davis, AC of S, G2, 9th Inf Div, were also in attendance. 
The 9th Infantry Division Asst Commander and the AC of S, G2, are preparing 
to recommend to the Division Commander that CENTAUR RACE be terminated 
because of a lack of specific, identifiable targets. 
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CENTAUR SALE; (OACSI Approval - 14 Dec 73) 



a* Location: US Army Mobility Equipnient Research and Development 
Center, Fort Belvoir^ VA. 

b. Confidential Source Utilization: Not applicable. 

c- Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on prospective 
sources, 

e- Operational Status: Two conventional sources presently are being 
used in CnNTAUR SALE who have access to all target areas. Three other 
individuals are in various stages of assessment as potential sources; two 
of the prospects are in the Countermine/Counterintrusion Department, the 
third is in tJie System Engineering 5 Computer Support Office^ Computer 
Division. The PLC provided the Quarterly Progress Briefing on the ICIP 
to Mr. Leslie L. Askew^ Security Officer, US Army Mobility Equipment 
Research and Development Center (NiERDC), on 6 Jun 74. During the briefing, 
Special Agent Shawn M. Sandlin was introduced to Mr. Askev^ as the New PLO 
for the operation effective 1 Jul 74. 
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CENTAVO KID: (OACSJ Approval - IS Oct 73) 



a. Location: Harry Diamond Laboratories, Vi/ashington, D.C. 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on potential 
sources , 

Operational Status: A new PLO was appointed effective 14 Jun 74 
due to the PCS of the present PLO. A series of thefts have occurred at the 
Adelphi, Maryland, Harry Diamond Laboratories (ilDL) facility. Tne PLO 
provided some assistance to the Security Office and the Federal Bureau of 
Investigation (FBI) during its investigation. The results of the FBI 
investigation of the prime suspect were negative and no further action has 
been taken. Two individuals who are eiriploycd in the facilities are under 
assessment as potential confidential sources. The quarterly ICIP 
Progress Briefing was presented on 7 Jun 74 to the ICIP Coordinator and 
Security Officer, Mr, Alfred F, Schneder, and Mr. James H, Yeick, Asst 
Security Officer, HDL. The briefing was presented by the former PLO 
who introduced the new PLO to tiic IIDL security staff at the time* 
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12. « CENTRAL TAXI: COACSl Approval - 16 Feb 72) 



a* Location: Headquarters, US Army Electronics Command (ECOM) , Fort 
>Jonjiiouth> New Jersey. 

b. Confidential Source Utilization: One additional source was recruited, 

bringing the total utilized to five, 

c. Information Obtained Off -Post and/ or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: 

(1) An ECOM civilian employee regularly engages in foreign travel. This 
information was brought to the attention of the ICIP Coordinator purely as 

a matter of interest since the employee is not in violation of existing 
regulations and none of the travel has been made to a Soviet bloc country. 

(2) Another ECOM employee was arrested on 3 May 74 on a federal 

misdemeanor for her part in alleged forgery of US Government checks by the 
US Secret Service in Newark, New Jersey, The federal authorities released 
the eT:ployee because of her cooperation and set bail at $1,000. The 
informr-tion v;as passed to the ICIP Coordinator who irforip.ed the Provost 
Marshal's 0-fice and the CID. Removal of the individual's security 
clearance is pending. 

e. Operational Status: A revised Operations Plan was submitted during 
the period which consolidated ICIP LANDLESS Tlf^E with CENTRAL TAXI. Tne 
consolidation resulted from the closing of the ECOM Philadelphia Facility 

and its subsequent transfer to ECOM, Fort Monnouth, NJ. A new PLO assumed duties 
in May 74, In addition to the five confidential sources used in the ICIP, 
ten conventional sources are being used, and one prospective sources is under 
assessment. Target coverage by conventional sources has been expanded to 
cover the Avionics Laborator>^ Comptroller Office, and the Directorate of 
Procureir.ent and Production. The Fort Monmouth Field Office CoEmiander 
presented the Quarterly Progress Report Briefing to LTC Richard 0. Aamot, 
Chief, Security Officer, ECOM, on 4 June 1974. LTC Aamot stated that he 
is most pleased with the continuing progress and effectiveness of CENTRAL 
TAXI and the security support being provided to ECOM by the ICIP. All 
priority targets are covered fay conventional sources or by confidential 
sources. - - 





13* ^^i^ CENTURY SQUAD; (OACSI Approval - 3 Oct 73) 

a. Location: US Army Management Systems Support Agency (USA^JSSA) , 
the Pentagon, Washington^ D.C. 

b. Confidential Source Utilization: One confidential source was 
utilized during the period. 

c* Information Obtained Off- Post and/or Reported on Non- Affiliated 
Civilians: None. 

d- Useful Information Obtained: None, 

e. Operational Status: The confidential source has been provided with 
training instruction during this period. Source works during non-duty hours 
and surfaced no information of a counterintelligence interest during the 
reporting period. Two additional individuals currently under assessment as 
prospective sources, are expected to be recruited during the next period. 
Both are in the Operations Division, USA-ISSA; one is a Computer Operator, 
the other is a Coraputer Technician. Recruitment of either of tliese prospects 
will provide coverage of the primary target during* regular duty hours. 
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14, ^ . GONDOLA FLAG: (OACSI Approval - 22 Apr 74) 

a. Location: US Army Electronic Proving Ground (USAEPG), Fort 
Huachuca, AZ. 

b. Confidential Source Utilization: Not applicable- 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Limited investigative data on a 
potential source. 

e. Operational Status; Initial in:pleinentation efforts in this ICIP 
to date have been expended in establishing liaison contacts at USAEPG and 
conducting spotting and assessments of individuals who have placement and 
access in one of the prime target areas. One eiuployoe in the Electromagnetic 
Branch, USAEPG, is currently under assessment. Acquisition of several 
conventional sources is expected in the next quarter. The Commander., 
USAEPG, COL E. D. Downing, was provided the inpleiaentation briefing on 
GONUOLA FLAG on 7 May 74. 
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GONDOLA STAR: (OACSI Approval - 17 Feb 72) 



a. Location: Aberdeen Proving Ground (APG), MD. 

b. Confidential Source Utilization: Tvio sources were used during the 
reporting period. 

c- Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None, 

d. Useful Information Obtained; 

(1) A confidential source reported the possibility that classified 
information may have been coinproiTiised by having been published in an 
unclassified publication. A follow-up report established tJiat the 
information was not classified. 

(2) A conventional source reported that a civilian employee of the 
Behavioral Research Directorate, Human Engineering Laboratory (HHL) , Aberdeen 
Proving Ground, had some foreign professional contacts made in tJie line of 
duty. No unusual activity was reported^ however^ the situation is being 
monitored for unusual activity or interests. 

(5J A confidential source surfaced the possibility that A?G con- 
tractors were receiving unauthorized information pertaining to contracts 
bein£^ processed by the APG Procurement Directorate. Subsequent checks Kith 
APG authorities disclosed that the iiiforn:ation being disclosed was not only 
authorized, but it was in fact required to be disseminated by regulation* 

e. Operational Status: Tiiree conventional sources are presently under 
assessment as potential new sources to expand and improve the target coverage 
in this ICIP. the PLO has established several worthwhile contacts in the 
Ballistics Research Laboratoiy (BRL) and make the presence of ^!I better 
known in tiiis key target facility. No basic change in priority for ICIP 
coverage occurred in this current quarter, but coverage of the US Army 
Materiel Systems Analysis Agency (AMSM) will receive greater emphasis in the 
next quarter. On 20 Jun 74, COL Walter R. Harris, Commander, APG, and Mr- 
Harry A* Mencke^ Installation Intelligence Officer (IIO), APG, were given the 

-■Quarterly Progress Briefing on GONDOLA STAR, Both the APG Cominander and the 
APG 110 expressed strong and continuing interest in the ICIP and pledged their 
full support and cooperation. 






GONG SILK: (OACSI Approval - 16 Feb 72) 



a. Location; Picatinny Arsenal (PA), Dover, NJ 



b. Confidential Source Utilization; Three confidential sources were 
used during the reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Af filiated 
Civiliaiis: None, 

d. Useful Information Obtained: A confidential source reported 
suitability information concerning two PA einployees who were allegedly 
emotionally unstable and had bad tempers. Security officials at PA took 
appropriate action following the incidents* Another source reported that 
two employees at. PA were engaged in selling stolen merchandise* Initial 
information, in the form of hearsay, was too fragmentary; attempts are 
being made to obtain further details* As part of the effort to respond to 
EEI on Extremist Threat Against the US Anny, PA Security Office records 
were e^camined to identify PA employees born in Arabian countries. 
Biographical data on four such employees was subnutted in Agent Reports 
which were placed in appropriate dossiers of the individuals. The files 
search revealed nothing indicating connections with any known extremist 
activity. 

e. Operational Status: In addition to the three confidential sources, 
11 conventional sources are being met on a regular basis. Spotting and 
assessing activities, held in abeyance during April and May until PA 
employees had received Reduction in Force (RIF) notices, has now been 
resumed. In the course of the RIF 418 positions were deleted, and 

1^700 employees were affected. The PA Security Office has been clianging 
its manual document security procedures to the Controlled Accountable 
Document Inventory System (CADIS), a computerized systea of accountability. 
The 109th MI Group Security Assistance Prograr. representative and the PLC 
provided considerable assistance to PA in its preparation for CADIS. On 
3 Jun 74, the Quarterly Progress Briefing was presented by the PLO to 
MA.T George A. Carpenter, Chief, Security Office, PA, and Mr. John R. 
Gxeffe, Asst Chief of the PA Security Office. 
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17, ifer LANYARD MOOD: COACSI Approval - 22 Dec 71) . 

a. Location: Defense Language Institute, East Coast Branch (DLIEC) , 
Anacostia Naval Annex, Washington, D.C. 

•b. Confidential Source Utilization: None. Coverage is provided by 
conventional sources. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d Useful Information Obtained; Local Agency Checks and additional 
biographic information was submitted on eight instructors of Arabic origin 
The information is submitted in response to requirements of a USAINTC program 
concerning extremist threats against the Army. 

e Operational Status: DLIEC will begin movement to the Presidio of 
Monterey. CA, in July 1974. Permanent instructors are being offered an 
opportunity to relocate if they so desire; however, there has been no 
movement schedule established. Classes in session will continue at DLIb^ 
until they graduate, attenuating the move over the next year. The move will 
be completed by 1 Jul 75. Information pertaining to instructors of DLI1.C 
will be transferred to the PLO of the ICiP at DLTWC as the instructors 
transfer to the new location. On 5 Jur. 74, the PLO briefed LTC Matt.-iew T. 
Hendrickson. Coniraandant, DLIEC, providing the Quarterly Progress Brieiing. 
No problems exist at this time and the Commandant expressed his 
satisfaction with the ICIP. 
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18.V^5» LENIENT CLOUD: (OACSI Approval - 16 Feb 72} 

a. Location: US Army War College [USAWC), Carlisle tarracks, PA. 

b. Confidential Source Utilization; Three sources used during the 
reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: The investigation concerning the 
financial activities of the captain reported during the last quarter has 
been coinpleted except for a subject interview. Tlie officer was assigned 
to less sensitive duties on 6 May 74 and will be transferred to Indiantov;n 
Gap Military Reservation in Jul 74, A limited investigation v;as conducted 
on a soldier assigned to Carlisle Barracks for reported use of narcotics - 

Operational Status: In addition to the three confidential sources 
used in tJie operation, 35 conventional sources are contacted on a recurring 
basis* Target research provided to the Security Manager, USAl'/C, was 
sufficient justification for assignment of two full-time MiJitcry Police 
sentinels in Root Hall» an aid toward acconplishii-g a completely restricted 
access to the USAWC. Research is continuing on tiie best ways of restricting 
movement within Root Hall, to include surveys of electronic and 
mechanical equipnoent. Use of such equipment and reconfiguration of Root 
Hall is planned for Fiscal Year 1975. The PLO assisted in the preparation 
of security directives relative to the USAIVC Military Research Program 

(MRPJ in which student officers travel to foreign countries to cbta^ii 
information for their thesis. The PLO also coordinated with elements of 
the 902d MI Group concerning MRP travellers in respect to Army 
Regulation 381-lS. The PLO gave a Quarterly Progress Briefing to MG 
Franklin M. Davis, Jr., Coirjuandant, USAU'C, on 7 Jun 74. MG Davis indicated 
that he was very enthusiastic with the support received from LENIENT CLCUD 
and also that he expected the in-coming USAWC Comniandant, ^!G Del.'itt Clinton 
Smith, w^ould be as receptive toward continuation of the ICIP* 



ON SEP -5 1997 

AUTHPar^ 1-603 DOD 5200^^ j/^ 





a 



LENTIL MONKEY: (OACSI Approval 26 Oct 71) 

a. Location: Defense Language Institute West Coast (DLIl'vC) , 
Presidio of Monterey, CA. 

b. Confidential Source Utilization: Nine sources were utilized during 

* 

the period, 

c. Information Obtained Off-^Post and/ or Reported on Non- Affiliated 
Civilians: None. 

d. Useful Information Obtained: A confidential source reported a 
May 74 incident involving an approach made to Czech language students on a 
picnic to engage in a pen-pal relationship with residents of Czcchoslovoki 
Details of this latest incident and previous incidej:ts are being further 
investigated by the 902d MI Group and coordinated with the Federal Bureau 
of Investigation. An instructor in the Polish Language Departincnt was 
visited by his brother, a Polish national, who also attended a picnic 
with students and instructors of the Polish Language Department. Further 
inquiries are underway with other Federal Agencies concerning the visitor. 
Verbal information given to the DLIWC Security Office concemins the 
homosexual activities of a student was used as a partial basis for 
separation action. Sources provided valuable background and biographic 
data on DLIWC instructors born in foreign countries which noiv- have 
Communist Govemiaents. This information is used to update target data 
files on instructors who iraght be potential targets of hostile 
intelligence. 

e. Operational Status: Eleven conventional sources are currently 
used in the ICIP* During the quarter, five confidential sources were 
recruited while four were terminated because of their graduation. Source 
Lead and Development Reports have been prepared on two prospective 
sources and an additional seven new leads are undergoing initial 
investigation. The new recruitment efforts are being directed at Priority 
II Language Departments since present sources are located in Priority I 
language areas. The ICIP PLC presented the Quarterly Progress Briefing 

on 14 Jun 74 to COL John F. Hook, Commandant, DLIWC, ^^AJ Richard Erickson, 
Security Officer, DLIWC, and to. James R. Green, Asst Security Officer, 
DLIWC, COL Hook expressed his appreciation for the briefing and stated 
that he believed the Operation was achieving its objectives and had 
improved the security posture of DLIh'C, 
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TnoU NUMBER 


suejECT 

Internal Counterintelligence Program (ICIP) Operations 


OFFICE SYMBOL ISUSPEHSE 

DAMi-DOI-S 1 


DATE 

19 April 1974 


ACTION REOUIRCD 

To obtain approval of the quarterly ICIP report. 



MCHOfiANDUM FOR IKCORD. f Dtacrtbt brUffy th* rtqairmmmnt, hnkgro^d ond octhn takmn 9r t^commtniM, Jthiti safficigMiy dfiaUtd id9Kiifj 
ik* ocrtcMt mSikQmt rMMtn* to ofA«r warm* J 

1. BACKGROUND : 

a. By memorandum, dated 8 February 1972 (QBAHfiEJCA£-a) , the Under Secretary of 
the Army requested the Vice Chief of Staff (VCSA), US Army, provide quarterly reports 
on all (ICIP) operations • 

b. This is the eighth such quarterly report, 

c. The quarterly report of current operations for the quarter ending 31 March 
1974 is at ( ORANGE TAB C) . 

2, DISCUSSION : 

a» Ijiclosure 1 to ORANGE TAB A is a memorandum for the VCSAi s signature forward 
ing the quarterly report to the Under Secretary of the Army, 

b. ORANGE TAB A forwards to the VCSA the memorandum and ICIP Quarterly Report. 

3» R£C0>1MEHDAT10N : That the memorandum to the VCSA at O RANGE TAB A be approved and 
signed by the ACSI, 



(CijntLnue on plain bond) 



IM<»L»CAT»ONS 



CINFO 



YES □ NO □ 



P4IIM PftOOS 



¥tS □ NO □ 



ttUOCET 



yea □ NO □ 



COORDINATIONS 



APPROVALS 



OFFICE 
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PHONE 



INITIALS 



OATC 



BR 




Acsr ^ 



DtSPATCHED (DTO) 



SHOW ADDITIONAL CODA) IHAT lOH ON REVEfCE SIDE OR CONTINUATION SH££T 



ACTION OFpiccit (Namt, gradtt ph9ntamJ§tfsatarm) 

LTC STRai/77017 




SHLCIAL AC'lUNS BR 
RECORDS COPY 



ACSI FORM 28, 13 Sep 71 



WHEN SEPARATES FROM CLASSIFIED 
D<;>CUMENT 




OFFICE OF 




tTMENT OF THE ARMY 

CHIEF OF STAFF FOR INTELLIGENCE 
WASHINGTON. D.C. 20310 



ASSISTANT 



REPLY TO DAMI-DOl-S 

ATTENTION OFi ii«iA4. " 



26 APR iS/4 



HEMORMDUM FOR; VICE CHIEF OF STAFF, UNITED STATES ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations 



1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (Inclosure 2). 

2. Recommend your approval and signature of the memorandum at Inclo- 
sure 1 which transmits the report required by the cited reference. 



3. Coordination: None required. 



2 incl HAROLD R. AARON 

as Major General, GS 

ACofS for Intelligence 



SO APR 1974 

APPROVED " VCSA 

U. MiCHAEL F. S^^GELiViiRL 
' Major, CS 

Assistant Secretary 
the CGUCr^i Sli.'f' 
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seps:5tcd from clessiriai 
iftclosunes..' " . : . ^ 




LTC STROM/77017 /jl 



■I 




jEpartment of the army 

OFFICE OFTHE CHIEF OF STAFF 
WASHINC^TON, DvC. 2031O 



30 April 1974 



MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Internal Counter intelligence Program (ICIP) Operations (U) 




l^^jpf) Reference is made to memorandum. Under Secretary of the Army, 
dar^ B Febrtiary 1972, subject as above* 

2^f^0> The seventeen Internal Counterintelligence Progran (ICIP) 
Operations reported by memorandum to you last quarter remain active^ 
Three new operations submitted during the quarter covered by this 
report have been reviewed at DA and approved for implementation. The 
list of cutxent operations and narrative summary for the quarter end- 
ing 31 March 1974 are attached. Adjustments to ICIP operations will 
be made in the next quarterly report to conform with Army reorganiza- 
tio 



3. '^^J The primary value of ICIP operations is in their potential 
for early warning and detecting internal security weakness and security 
threats to the supported command. Inasmuch as these operations are 
a form of intensified security watchfulness, negative reports in them- 
selves are frequently of value to a commander in planning for security 
requirements of a given Installation or activity. 



2 Incl 
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FRED C. WEYA^ 

General, Uq^ed States Army 
Vice Chief of Staff 
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CtJ&aENT ICIF OPEJUTIONS 



ICIP 



CONVENl:lC»^iiL OONFIDENTIiJ 

Date approved sources sourcis 



Edgevood ATsemilv 

Fort HuAcliucMy 

ATlconu 

Fort Mtchltt 
Harjl&nd 

Dugwuy Proving Ground » 
UtAh 

S«neCii Arny Depots 
Km York 

Fort Bliss, 

Sierra Army Depot, 
Herlong, Ca 

Umatilla Amy Depot j 

Hermiston^ OR 

Telecom Center, 

Pentagon 

Fort LewiSf 
Washington 

Fort Belvoir, 
Virginia 

Hiirry Diwond huh^ 
tf4iShington, DC 

Fort Monmouth, 
New Jersey 



GikNAL LOOP 



C^AL ROfE 



CiiNAffif EFFOBT 



Canary stone 



CaNIHE pi^te 



C^NTIKa ARC!! 



cakvas Tax 



CANYON ROSTER 



CENSUS TIME 



CENTaUR Race 



CENTAUR SALE 



CENTAVO KID 



CENTRAL TAXI 



IXEMPT FROM GF^eijal PECJ-ASSfnaTlS^ 
EXEMPTION CATEGORY„_^^: 



1^ k .-Wt-if 



16 Feb 72 



17 Dec 73 



16 Feb 72 



18 Jul 73 



18 Sep 73 



12 Dec 73 



8 K&r 74 



8 M^r 74 



5 Feb 74 



30 Jul 73 



14 Dec 73 



18 Oct 73 



16 Feb 72 

J 



0 



0 



18 



0 



0 



0 



0 



0 



26 



0 
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0 



0 



0 



0 



0 



0 



LOCATION 



ICIP 



Mgmt Sjrs Spt Agency t 
PftTitagon 



CKNTUKY SQUxJ) 



Aberdeen Proving Grounds , GONDOU. STAR 



Plwtlnny Arsenal, 
Hew Jersey 

Electronics Comaand, 
Fhllttdelphite, Pa 



GONG SILK 



Defense Languttge Institute U^iriiiRL MOOD 
Washington, DC 



Army War College, 

Carlisle Barr^clcs, P^^ 



LENIENT CU-^UD 



Defense Li»nguiice Institute LEKT*IL HQI^Y 
Presidio of Monterey, Cr. 



ODKVEOTlONiJi CONFlDEOTliJ 
DATE APPROVED SOURCES SQUKCES 



3 Oct 73 



16 Feb 72 



16 Feb 72 



19 Jiin 72 



22 Dec 71 



16 Feb 72 



26 Oct 71 



0 



0 



11 



n 



11 



0 



TOTiiLS 



20 



20 



78 



26 



* Convenclon«il sources are those on»post sources which are met overtly and froir. which 
infonaation of a counterintelligence nature is elicited. 



ICIP Narrative Summary 

« 

There were no instances in which information on non-affiliated civilians 
was collected off post. 

Progress in the development of information of counterintelligence value 
is slow* All significant reporting during the quarter has come about 
through the use of confidential sources with critical placement and 
access; however, to date, only 10 of the 20 IClPs have confidential 
sources of information. Guidance has been provided the Intelligence 
field units to upgrade their efforts in the recruitment of confidential 
sources. The USAINTC has placed increased efforts on the use of conven- 
tional source contact by the Army counterintelligence units servicing in- 
stallations not employing formal IGIPs, This effort may provide indica- 
tions that such ICIP operations are warranted on the posts or installations. 
Emphasis on acquiring such conventional installation sources has been 
placed at Forts Rucker, Sheridan, Sill, Polk, Sam Houston^ and McClellan, 

Information of counterintelligence value developed during the 1st quarter 
of Cy 74 came from six of the 20 counterintelligence programs in operation. 
The significant information was concerned primarily with adverse suita-- 
bility and weaknesses in security practices. Typical of the information 
developed is that uncovered in the following two operations. Operation 
CANARY EFFORT developed information of adverse suitability on an Army 
captain, who eventually offered to resign from the Army and similar in- 
formation on a Military Police investigator who subsequently was reassigned 
less sensitive duties. Adverse suitability information considered of lesser 
significance was reported on 17 other individuals assigned to the Communica- 
tions Command, Ft. Ritichie, Md. Thirteen of these US Array personnel were 
involved in drug related activity. Operation CENTRAL TAXI revealed infor- 
mation concerning a highly placed employee in contact with foreign export 
companies, some of which are located within the Soviet Bloc. Poor security 
practices in several other instances at the Electronics Command have been 
brought to the attention of the Chief of Security, Ft. Monmouth. 

Progress has been made in simplifying the procedural steps which must be 
followed to implement an ICIP operation. The establishment of an umbrella 
or basic OFLAN which precludes the preparation of lengthy separate plans 
at the unit level was approved by OACSI, This action was considered ap- 
propriate as all ICIP plans have sufficient common elements to permit 
utilization of a single basic plan. Operations plans will, in the future, 
be "fleshed out" by appropriate detailed annexes* This procedural change 
will significantly reduce the time from requestor to the time when the 
approved plan can be implemented. 

The Army reorganizarion has caused two ICIPs to be combined with existing 
ICIPs. At the end of the reporting period, there was a total of 20 opera- 
tions including one pending approval. It is planned that two additional 

2^? 



ICIP plans will be submitted for approval during the second quarter 1974. 

Supported cotnmanders continue to express their support for the program 
and their satisfaction with the results. The ICIP operations will be 
continued for their original stated purposes. 
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CURRENT ICIP OPERATIONS 

ICIP *CONVENTIONAL 
LOCATION HICKNAME DATE APPROVED SOURCES 

Edgewood Arsenal, CANAL LOOP 16 Feb 72 0 

Maryland 

Fort Huachuca» CANAL ROPE 17 Dec 73 0 

Arizona 

Fort Ritchie, CANARY EFFORT 16 Feb 72 18 

Maryland 

Dugway Proving Ground, CANARY STONE 18 Jul 73 0 

Utah 

Seneca Army Depot, CANINE PLATE 18 Sep 73 0 

New York 

Fort Bliss, CANTINA ARCH 12 Dec 73 0 

Texas 

Sierra Amy Depot, CANVAS TAX 8 Mar 74 0 

Her long, OA 

Umatilla Army Depot, CANYON ROSTER 8 Mar 74 0 

Hermiston, OR 

Telecom Center, CENSUS TIME 5 Feb 74 0 

Pentagon 

Fort Lewis, CENTAUR RACE 30 Jul 73 26 

Washington 

Fort Belvoir, CENTAUR SALE 14 Dec 73 0 

Virginia 

Harry Diamond Lab, CENTAVO KID 18 Oct 73 0 

Washington, DC 

Fort Monmouth, CENTRAL TAXI 16 Feb 72 9 

New Jersey 

CUiiified hy^^.mk-M-^-^^—^ ' S/^'^^^M-OU-'^.^ 

EXEMPT Fwm [^reL\j§in^^«s >S7?P^ W> ^ ^i,, 

SCHEDULE OF EXECtftiVJS ilrf2 ' 25 / ^^^^Sten^'^^M.^ 

EXEMPTION CATECOnV--.- — 5?Oo 

DECLASSIFY ON-^^ll Jecember_19|p^-_-___- "'^ 



GONFIDENTI 
SOURCE S 



0 



0 



0 



0 



0 



CURRENT ICIP OPERATIONS (cont) 



LOCATION 



ICIP 

NICKNAME 



Mgmt Sys Spt Agency, 
Pentagon 

Aberdeen Proving Grounds, 
Maryland 

Plcatinny Arsenal, 
New Jersey 

Electronics Coimnand, 
Philadelphia, PA 



CENTURY SQUAD 



GONDOLA STAR 



GONG SILK 



LANDLESS TIME 



Defense Language Institute LANYARD MOOD 
Washington, DC 



Army War College, 

Carlisle Barracks, PA 



LENIENT CLOUD 



Defense Language Institute LENTIL MONKEY 
Presidio of Monterey « CA 



CONVENTIONAL CONFIDENTIA 
DATE APPROVED SOURCES SOURCES 



3 Oct 73 



16 Feb 72 



16 Teb 72 



19 Jan 72 



22 Dec 71 



16 Feb 72 



26 Oct 71 



0 



0 



11 



11 



TOTALS 



20 



20 



78 



26 



* Conventional sources are those on-post sources which are met overtly and from which 
Infonoation of a counterintelligence nature is elicited. 
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ICIP Narrative Summary 

There were no instances in which information on non-affiliated civilians 
was collected off post. 

Progress in the developcaent of information of counterintelligence value 
is slow. All significant reporting during the quarter has come about 
through the use of confidential sources with critical placement and 
d^ccess; however, to date» only 10 of the 20 ICIPs have confidential 
sources of information. Guidance has been provided the Intelligence 
field units to upgrade their efforts in the recruitment of confidential 
sources. The USAINTC has placed increased efforts on the use of conven- 
tional source contact by the Army counterintelligence units servicing in- 
stallations not employing formal ICIPs. This effort may provide indica- 
tions that such ICIP operations are warranted on the posts or installations. 
Emphasis on acquiring such conventional installation sources has been 
placed at Forts Rucker, Sheridan, Sill^ Folk, Sam Houston^ and McClellan. 

Information of counterintelligence value developed during the 1st quarter 

of CY 74 came from six of the 20 counterintelligence programs in operation. 
The significant information was concerned primarily with adverse suita- 
bility and weaknesses in security practices* Typical of the information 
developed is that uncovered in the following two operations. Operation 
CANARY EFFORT developed information of adverse suitability on an Army 
captain, who eventually offered to resign from the Army and similar in- 
formation on a Military Police investigator who subsequently was reassigned 
less sensitive duties. Adverse suitability Information considered of lesser 
significance was reported on 17 other individuals assigned to the Communica- 
tions Command, Ft. Ritichie, Md. Thirteen of these US Army personnel were 
involved in drug related activity. Operation CENTRAL TAXI revealed infor- 
mation concerning a highly placed employee in contact with foreign export 
companies, some of which are located within the Soviet Bloc. Poor security 
practices in several other instances at the Electronics Command have been 
brought to the attention of the Chief of Security, Ft* Monmouth. 

Progress has been made in simplifying the procedural steps which must be 
followed to implement an ICIP operation. The establishment of an umbrella 
or basic OPLAN which precludes the preparation of lengthy separate plans 
at the unit level was approved by OACSl. This action was considered ap- 
propriate as all ICIP plans have sufficient common elements to permit 
utilization of a single basic plan* Operations plans will, in the future, 
be "fleshed out" by appropriate detailed annexes. This procedural change 
will significantly reduce the time from requestor to the time when the 
approved plan can be u&plemented. 

The Army reorganization has caused two IClPs to be combined with existing 
ICIPs. At the end of the reporting period, there was a total of 20 opera- 
tions including one pending approval* It is planned that two additional 
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ICIP plans will be submitted for approval during the second quarter 1974, 

Supported commanders continue to express their support for the program 
and their satisfaction with the results. The ICIP operations will be 
continued for their original stated purposes. 
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PARTMCNT OF THE ARMY 



ICDO-OP 



SUBJECT: Quarterly Keporting of Internal Counterintelligence 

Program (ICIP) Operations (u) 




CY ^ih* The accession rate dropped frotta six requests in the pre^rious 
quarter to three for the reported quarter. Hov/ever, additional requests 
are anticipated during the next reporting period. In addition. Installa- 
tion Source Programs are being established at appropriate locations and 
may result in changes to ICIP operations if significant information is 
developed. These operations have, been established at Forts Rucker^ 
Sheridajij Pollt, Sill^ Sajn Houston and McClellan» 

2.^*f^ Much of the credit for the significant infomation developed 
can he attributed to the increased use of Conventional Sources to 
supplement the coverage provided by Confidential Sources, A large per- 
centage of the sources mentioned as being under assessment in the inclo- 
sures will be initially recruited as Conventional Sources controlled by 
the Project liaison Officers. When their training has progressed to the 
point "Where their reliability is established and their production becomes 
substantial, they can be transferred to confidentlaJ_ status -under the 
control of Project Case Officers. This approach is expected to increase 
the quantity and quality of production in established operations, A 
monthly operational status report system was initiated during the quarter 
T^^ich will pro'/ide a continuing overview to insure that each operation 
is productive in relation to the manhours and funds expended and is not 
being continued merely for the sake of having an operation on the books, 

3* J(C) Difficulties are being experienced in the implementation of the 
approved operations at Sierra and Umatilla Army Depots* Iheir isolated 
locations require that a Project Liaison Officer be stationed at each. 
Two volunteer CWOs were found among the assets of the 115th MI Group, but 
OPO disapproved their contemplated assignment because both were nearing 
20 years service and were not to be retained on duty. Emergency requi- 
sitions are at MI Branch , and a candidate for Sierra has been nominated 




ICDO-OP 

SUBJECT: Quarterly Reporting of Internal Counterintelligence 

Prograjn (ICIP) Operations (U) 



to arrive o/a 15 June 197^ • The status of the Itoatilla fill is not 
known. In the meantmej the MI presence is manifested by regular TIPf 
visits to each installation. Individual inclosures were therefore 
not prepared on these installations. 



for the last time, Biese operations are being absorbed into GOJSDOLA 
STAR and CENTEIAL TAXI as a result io; Army reorganization. In the case 
of CAKAL lOOP, administration and jmnagement will be simplified. At 
the end of the reporting period, there was a net gain of two for a 
total of 19. operations, including the Electronic Proving Ground, Fort 
Huachuca, which is pending approval. There are two 3mown gains during 
the second {Quarter of CY 7^? not including any operations which will be 
generated as a result of the proposed letter by the CGj US Army Communi- 
cations Coimnand - CONUS, x-Thich is addressed in the CAWAEY EFFORT inclosure* 

FOR THE COMMANDER: 




The inclosures on GAML LOOP and LAWLESS TIME are submitted 



18 Incl 



JESSE JOY, JR. 



as 



/ 



; Colonel, GS 

^ Deputy Chief of Staff, Operations 






CMAL LOOP: (OACSI Approval - l6 Feb 72) 

a. Location: Etigewood Arsenal, Edgewood, M> 

b. Confidential Source Utildsation: Five sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-Affiliated 
Civilians; None 



on 



d. Useful Information Obtained: Sources provided additional leads 



b6 USAE officer, -which will be utilized in tha 



liuaited investigation now undervray. 

e. Operational Status: Ihree additional sources are under assess- 
ment, and emphasis was placed on increasing contact with official sources 
during the reporting period* A study of targets covered under this opera- 
tion was made "by the Installation Intelligence Officer, Aberdeen Proving 
Ground, the Chief of Sectirity, Edgewood, and the Project Liaison Officer. 
It was agreed that all current targets have the highest priority under 
the ICIP* A reviewed OPL/^ is being prepared to consolidate the opera- 
tion's at iiid^ewood and Aberdeen, This "vri-ll relieve the adniinistrative 
burden of reporting on two separate operations, and is logical since 
the two posts are considered as a single entity. 
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Confidential Source Utilization: Not applicable 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians; Kot applLcable 

d. Useful Infomation Obtained: Investigative data on potential 
sources. 

Operational Status: The recruitment of two sources in the 11th 
Signal Gp Crypto Facility^ the priiaary concern of the ACofS, Intelli- 
gence and Security^ will "be accomplished upon the receipt of MC results • 
A source is under assessment in the Coramunications-Electronics Engineer- 
ing Installation Agency. COL Vega, the ACofS, IS, is pleased with the 
s\3pport rendered to date. 
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• CAI^AKY EFFORT: (OACSI Approval - l6 Feb 72) 



a. Location: Fort Ritclaie, MD 

b. Confidential Source Utilization: Btiree sotirces were iised 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-af filiated 
Civilians : None 

d. Useful Infoimation Obtained: Adverse suitability information 
was developed on a Military Police investigator and resulted in his 
relief froni investigative duties and assignment to less sensitive duties. 
A request for an investigation was forwarded to USAIWTG. Similar infor- 
mation was developed on a US Amy Captain being considered for sensitive 
duties in the Alternate Joint Coaanuni cations Center (AJCC)* Prior to 
the subuission of a request for investigation to ^JSAINTC, the officer 
becatae involved with law enforcement agencies and^ after counseling^ 
offered to resign from the Army, Infomation on drug abuse related 
incidents involving 13 US Aisny personnel was developed^ and passed to the 
ICIP Coordinator, This is a decrease in the number of incidents from 
the previous q^jarter, and the Post Commander and ICIP Coordinator credit 
the ICIP operation and increased liaison between the Project Liaison 
Officer and the Provost Marshal vTith contributing to the decrease. 

The CG and c/S of US Araty Communications Command-CONUS were also given 
an ICIP briefing during the period. BG Redman advised that he had been 
made a-^are of the achievements of the ICIP at Fort Ritchie and v^as 
planning to request coverage of sensitive installations within his 
command. Additional details are contained in the attached Quarterly 
Progress Report (AKHEX A). 

e. Operational Status: In addition to the Confidential Sources, 
contact was maintained with 18 casual and nine liaison so'jrces during 
the period. The favorable attitude of the Commander and the ICIP 
Coordinator are reflected in attachment. 




1 Incl 



as 



..P-ftRT'irMT OF THE ARiMY 
Fort Ritchie Field Office 
109th Military Intel liaence Group 
Fort Ritchie, Haryland 21719 

ICGP-B-FR 29 flarch 1974 

QUARTERLY PROGRESS REPORT NUMBER 2_ 

Period January 1974 thru March 1974 

"WARNING NOTICE: SENSITIVE SOURCES AMD METHODS INVOLVED" 

SUBJECT: Operation CANARY EFFORT (U) 

a. On 25 February 1974, the US Army Intellinence ConTmand (IfSAINTC) 
Internal Counterintellinence Proaram (ICIP) Brief ina was presented to 
BG Albert Redman, Jr., Commander, US Army Communications Conmand - CONUS 
and Mr. Kenneth L. Alexander, HAC, nS-14, Chief of Staff. US Ari^y 
CorTHTiuni cations Command - CO-IUS, Fort Ritchie. The aforementioned brief- 
inc!» presented by the Pro.iect Liaison Officer (PLO), Operation CAiNARY 
EFFORT, vras enthusiastically received by BG Redman and Mr, Alexander. 
Both 3G Redman and Mr. Alexander were knowledgeable that an ICIP v/as 
in effect at Fort R,itchie and indicated that the ICIP had received 
many laudable conTnents. EG Red^nan indicated a desire to have the 
ICIP proqran expanded to include sensitive installations within his 
command. The follovnng personnel were in attendance at the aforementioned 
briefing: 

BG Albert Redrnan, Jr., Commander, US Army Communications 
Command - CONUS, Fort Ritchie, 

Mr. Kenneth L^ Alexander, DAC, GS-14, Chief of Staff, US Army 
Communications Comroand - CONUS, Fort Ritchie* 

Mr. Joseph J, Carroll, DAC, GS-14, Assistant Chief of Staff, 
Intel lioence and Security, US Army Correnuni cations Command - COnUS and 
Headquarters, Fort Ritchie. 

MAJ Robert L. Brooks, MI, Comander, Fort Ritchie Field Office, 
109th Military Intelligence Group, Fort Ritchie, 

A formal briefing, per se, was not presented durinn the 
reporting period of 15 October 1973 to 15 December 1973. The Quarterly 
Prooress Briefinn presented on 29 March 1974, included the aforementioned 
oeriod as well as the period of January 1974 thru March 197^. The 
Quarterly Proqress Briefing v/as presented on 29 March 1974 at the 
request of COL Janes A, Manninn, Commander, Fort Ritchie, as CHL Manninn 
felt the briefinq should be presented at the end of the reportinn period 



ICGP-B-FR 

SUBJECT: Operation CANARY EFFORT (U) 



29 March 1974 



as ooposed to 15 March 1974, as stipulated by existinq USAIMTC 
renulations. Althouah the formal briefing was presented on 29 March 
1974, continual/constant liaison ms maintained with appropriate 
individuals briefed on the ICIP prior to the formal briefing. The 
followina briefed personnel v/ere present on 29 March 1974, at which time 
the Quarterly Progress Brief i no was presented: 



Ritchie. 



COL James A. Manning, b6 



Armor, Cornmander, Fort 



COL Harold G. de Moya,|_b6 
Fort Ritchie. 



Infantry, Deputy Commander, 



LTC Arlyn R. Madsen J b6 



Siqnal Corps, fli rector. 



Telecommunications Directorate, Fort Ritchie. 

Mr. Joseph J. Carroll, DAC, GS-14, Assistant Chief of Staff, 

Intelligence and Security, US Arny Connunications Comniand - CONUS and 
Headquarters, Fort Ritchie. Mr. Carroll is the ICIP Coordinator, 
Operation CANARY EFFORT. 



RECAPITULATIQH OF OPFRATIOMAL PROGRESS DURING THE PERIOD; 



a. Dyrinn reporting period, Spotting and Assessment for 
Confidential Sources with placement and access continued. 

b. Daily liaison was maintained with the Assistant Chief of 

Staff, Intelligence and Security, tJS Army Communications Command - 
CONUS and Headquarters, Fort Ritchie and/or a briefed menber of 
the aforementioned office. 

C- Periodic, if Jiot daily, liaison v/as maintained with 
16 individuals assigned key positions within the Fort Ritchie 
military coinmunity* Af oremGntioned individuals, considered 
Casual/Official Sources , include the Director, Tel ecomi^uni cations 
Directorate, the Provost Marshal, Military Police Investigations, 
Company Commanders, and other appropriate personnel. 

d. Periodic/continual liaison was maintained with appropriate 
federal, state and local agencies. 

e. During reportinn period a total of 31 Agent Reports were 
submitted concerning 19 individuals assigned to Fort Ritchie occupying 
either sensitive positions and/or hnvino security clearances. The 
aforementioned Agent Reports forv/arded adverse suitability 
information. 
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f. On 4 January 1974, a draft letter was prepared for the 
Assistant Chief of Staff, Intellioence and Security, US Army 
Communications Command - COMUS and Headquarters, Fort Ritchie, to 
be used by the aforementioned individual /office in requesting 
exDansion of the ICIP v/ithin the US Amy CoTr^munications Comand - 
COJUIS. The aforementioned letter (draft) was v/ell received and 
approoriate staffing was initiated. On 26 March 1974* COL Antonio 
Veaa, GS, Assistant Chief of Staffs Intelligence and Security, 
US Arny Communications Cormand, Fort Huachuca, Arizona, discussed 
nroposed ICIP expansion with Mr. Carroll and indicated strono 
interest in the proposal, COL Veqa reportedly infomed Mr. Carroll 
that the letter from Fort Ritchie would be enthusiastically 
received at Fort Huachuca and that COL Veqa would reconrmend that 
the request for ICIP expansion be aoproved and forwarded, in the 
form of a formal request, to the Office of the Assistant Chief of Staff 
for Intelligence* Oepartrr^ent of the Amy. -Ir. Carroll indicated to 
undersioned PLO that the aforementioned letter would leave Fort 



Ritchie by 8 April 1974. 

g. Upon termination of the Quarterly Proqress Sriefinq, 29 
(•'arch 1974, COL Manninn and Mr. Carroll expressed their appreciation 

and enthusiasm for the ICIP at Fort Ritchie. Comments for acco-npl ishments 
rendered durinq the^ reporting period were laudatory, to say the least. 
COL Mar.ninq indicated his desire to continue the ICIP at Fort 
Ritchie as he believed it's contribution toward enhancinq the 
security posture of Fort Ritchie and the Alternate Joint Communications 
Center (AJCC) was invaluable. Both COL Manninn and Mr. Carroll desired 
that the existinq ICIP at Fort Ritchie continue "uninterrupted" despite 
any reorqanizational chanqes anticipated by USAIMTC. Mr. Carroll 
stated that he did not desire to see any personnel channes in as far as 
the PLO v/as concerned as he was "inrriensily satisfied" with the 
present PLO both professionally and personally. ?!r. Carroll added, 
that for the first tine since his assinnnent to Fort Ritchie in 
1971 » he was totally satisfied with the ICIP in it's entirety. 

h. COL Mannino and Mr. Carroll further expressed their appreciation 
of SAEDA brief inqs presented to a total of 583 personnel » both military 
and civilian, on 28 March 1974, by the PLO. 

3. SIGrilFICAriT COUMTERriTELLIGENCE IMFORMATIOM DEVELOPED : 

a. As previously stated, a total of 31 Aqent Reports {OA Form 341) 

were submitted concerninq 19 individuals^ US Army personnel, assiqned to 
the US Army Communications Command * CONUS and For.t THtchie, Afore- 
mentioned Aqent Reports, sutMnitted by the PLO, fon^arded adverse 
suitability information. Of the aforementioned 31 Agent Reports » a total 
of 15 Aqent Reports viere submitted concerning 13 US Army personnel 
involved in druq abuse related incidents. A total of 17 Aqent l^eports 
concerninq five US Army personnel were submitted in reuard to adverse 
suitability inf_pn!iation. ^ 262 
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b. On 4 February 1974, PLO was notified of an aliened threat 

on the life of the Commander, 572d Military Police Company (Security), 
Fort Ritchie. The threat, in forn of an aliened 510,000 "contract", 
was allenedly sponsored by either He Mau Mau or the Black Liberation 
Army. Contact v/as effected with appropriate military and civilian 
aaencies and reported infornation was fon^arded in form of a Spot 
Report as v/ell as a follow-up Aoent Renort. Both COL Manning and 
Mr. Carroll expressed appreciation for the timely and effective manner 
in which the aforementioned incident was handled by the PLO. 

c. In yet another case, adverse suitability information was 
surfaced concerninq a fomer Military Police Investinator assiqned 
to Fort Ritchie. The aforementioned individual v^as relieved of MPI 
duties and assiqned less sensitive duties. Adverse suitability 
information was qleaned from official records and Official Sources 
and broupht to the attention of Mr. Carroll. Ilr. Carroll, in turn, 
requested an investigation of the individual from USAINTC. 

d. In still another instance, adverse suitability information 

v/as surfaced concerninq a US Amy Captain who was beim considered 
for a sensitive position both at Fort Ritchie and the AJCC. Adverse 
suitability information was qleaned from official records and 
Official Sources an/1 brounht to the attention of both COL Manniinq 
and Mr. Carroll. Prior to an investioation being requested by 
Mr. Carroll, the individual concerned aoain became involved with 
law enforcement aqencics and, after counsel linn by COL Manning 
offered to resian from the US Arriy, The aforementioned incident 
was particularly delicate as the individual concerned was a Graduate 
of the US f'lilitary Academy and possessed a distinquished combat 
record in the Republic of Vietnam. COL Manninn and Mr. Carroll both 
expressed conplete satisfaction in the manner in which the PLO 
brounht the adverse suitability information to their attention and 
concurred with PLO in recommendations offered. 



e. While druo abuse, per se, is not within the investiqative 

purview of IISAIHTC, the issue does involve suitability of the 
individuals concerned to hold security clearances and occupy 
sensitive positions. Upon recient of adverse information, irmiediate 
action was taken to notify the ICIP Coordinator, Ooeration CAftARY 
EFFORT, Mr* Joseph J. Carroll; the Conmander, Fort Ritchie; and the 
director. Telecommunications Directorate, if applicable. In addition 
to the aforementioned, action v^as taken to disseminate information, 
criminal in nature, to the appropriate military and civilian 
authorities. COL Manninc? and Mr* Carroll both expressed satisfaction 
in the decrease of druq abuse related incidents durinn reportinn period and 
voiced belief that the marked decrease was laroely due to the enhanced 
liaison between the PLO and the Office of the Provost ?!arshaU 
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f. Information concernina both military and civilian nersonnel 
ossianed to US Army Comnunications Conmand • CO"/US and Fort Ritchie, 
and on whom Aoent Reports have been submitted^ by both the PLO and 
Pro.lect Case Officer (PCO), are duly reflected in !:onthly Status 
Reports (MSR) for the months of February and "arch 1974. Paragraphs 
2.e. and 3. a. of this reoort contain statistics concerninq Aqents 
Reports submitted only by the PLO* • 

q. Covert Sources within the (1^H^9X EFFORT taraet area continue 
to report adverse suitability in-'^omation concerninn both US Army and 
Pepartnient of the Amy personnel assigned to Fort Ritchie and the 

4, ^ C0T-!EnT5, REMARKS, AMD PECO^V-^E^'.nATlOMS : 

a. It is stronaly reconmenr^ed that, in the event personnel 
chanqes are anticipated in the forthcoming reorganization, aporopriate 
and responsible USAINTC personnel effect contact with COl fianninq and/or 
Mr. Carroll prior to im'tiatina such chances. If nochinn else, the 
aforementioned recommended action should be accomplished as a "natter 

of courtesy". 

b. PLO and PCO continue to enjoy an excellent professional and 
personal working relationship, PLO and FCO indeed work and function as 
a team. PLO continues to enjoy an excellent professional and personal 
working relationship with his counterparts, liaison contacts, and Casual/ 
Official Sources. 

c. It is envisioned that, once the Fort Ritchie Field Office increases 
it's personnel strength, and once the ad:ninistrative requirements levied on 
the PLO either diminish or stabilize, the PLO will become increasinqly 
effective/productive and be permitted to support the supported commander 

in the m?cnner intented'by the ICIP, i. e, in the "true spirit" of the 
prociram. The ultimate coal of the ICIP and, hence* the PLO, is to afford 
the Commander, Fort Ritchie, with coveraqe desired, i, e. , enhancement of 
the security posture of Fort Ritchie and the AJCC by means not locally 
available the Commander. ^ 




GARY L. PEISEN 
CW4, USA 

Project Liaison Officer 





a. Location: Dugway Proving Ground., UT 



"b. Confidential Source Utilization: Wot applicable 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians: Not applicable 

d. Useful Information Obtained: Investigative data on potential 
sources. 

e. Operational Status: Deseret Test Center, the original organi- 
zatioHj has "been disestablished and the functions assumed hy IXigway, 
necessitating a realignment of targets* The Project Liaison Officer 
has established excellent liaison vith the Commander and Security 
Officer, As of the end of the reporting period, 12 potential soxtrces 
with proper placement 'v/ere under assessment. Production is e:cpected 
during the next quarter. 





CMINE PLATE: (OACSI Approval - l3 Sep 73) 



a. Location: Seneca Army Depot^ Romuliis, NY 

ti. Confidential Source Utilisation: Not applicable 

4 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : IJone 

d» Useful InfoiiDation Obtained: Limited investigative data on 
prospective sotxrces, 

e. Operational Status: This operation has been developing slowJy 
at tlie specific desires of the commander. He has directed that no on- 
post record, or file checks be conducted on potential sources for fear 
that they or the operation will be comproirn sei> However^ he has 
suggested that any prospective source approached who is in doubt of the 
Project Liaison Officer's "bona fides be instructed to telephone him 
privately. Four potential sources have been identified and siibjected 
to police and FBI checks ^ and vdU "be recruited -when favorable assessmen 
is concluded. 
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CAIJTINA ARCSi: (OACSI Approval - 22 Dec 73) 



a. Location: US Ani^y Air Defense Center and Ft Bliss^ TX 

Confidential Source Utilization: Not applicable 

c. Information Obtained Off -post and/or Reported on liTon-affiliated 
Civilians: Not applicaible 

d< Usefial Information Obtained: Investigative data on potential 
sources • 

e. Operational Status: Coznplete cooperation is being received from 
the DSEC, who is the ICIP Coordinator. Two sources are ready for recruit- 
ment and five are under assessment. Two were assessed and rejected be- 
cause of suitability inToiination developed- Production can be expected 
during the second quarter of OT 7^. The DSEC is being kep* abreast of 
developments and is satisfied with the progress to date. 
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CENSUS TIME: (OACSI Approval - 5 Feb 7^) 
a. Location: Pentagon Telecoanmnni cations Center 



HUM 



"b. Confidential Source Utilization: Not applicable 

c. Infomation Obtained Off -post and/or Reported on Non-affiliated 
Civilians: Not applicable 

d. Useful Infoniiation Obtained: Investigative data on praspective 
sources, 

e# Operational Status: This operation has not been completely 
imploaented due to the lack of recruited sources. Two are cuz'rently 
under assessment and, if acceptable or amenable to recruitment, should 
begin to provide information duiing the ecming quarter. The Director 
and his security officials continue to be ccfflipletely cooperative and 
appreciative of the development of the operation. 
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^ CEIJTAUR RACE: (OACSI Approval - 30 Jul 73) 



, Location: Ninth Infantry Division and Fort Le-wis, WA 



b. Confidential Soxirce Utilization: None 

Information Obtained Off -post and/or Reported on TJon-affiliated 
Civlliaas : None 



d* Useful Infoimation ObtainGd: 
activity ^by the m.fe of SP4 



A 



b6 



conventional source reported 
courtmaaTtialed on 17 Jan 7^ 



for illegal distribution of literature on post. (Agent Report attached 
at AHHEX A.) There were two instances of distribution of such litera- 
ture on the post during the period reported on. The FBI continues to 
provide information on military personnel vjho engage in aati-;idlitary 
activity off-post. 



e • Operational Status : b6 



transferred to Leavenworth and then 
released from confinement and the service during the period^ is allegedly 
returning to or already in Tacoana, WA, He is escpected to continue his 
anti-jnilitary activ ities, bu t the FB I is in a position to prov ide continu- 
ing coverage. Both b6 and I b6 | are expected to assist | b6 ~| in his 



activities • Securi"ty officials at Fort Lewis indicate that tiis minor 
activity has no apparent affect on troop morale or efficiency. This is 

confirmed by contacts with 26 conventional sources during the peilod. 
Eighteen additional individuals are under assessment for use as either 
confidential or conventional sources. The civilian deputy to the G2 
advised the CI Div, DCSI, FORSCOM, that he was pleased with -w^iat was being 
provided. 
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AGENT REPORT 

For Uftr of thU iom^ fM 3d-]7(C); AR 3ai-)30; pnpanmnt OQcncy >■ tti* O^flc* of »Hv AfF^rtonl Oilof of Staff (or fnl«lllg*nce. 



1. NAMt Of SU»JEa 0« TfTlE Of INCrtHHT 

MJTI-I-'ILIT/lRY/DISSIDENT acti^tities 


2. PAU SUkMimo 


CoT.ipaiiy A, 3/39th Inf , 9th Inf Div 
Fort Levri-s, VJashingtoxi 


* 


* 



4. ME^Xr Of flNO^S 



b6 



(CASUAL source) On 31 January 197h, PFC . 

Company A^ 3/39th Infantry, 9th Infantry Division, Port Lewis, Wach^.ngtcn, 
was interviewed by the undersigned j at the Fort LevriLs Field Office, 115th 
Military Intellipence Group, Fort Lewis, regarding SUBJECT, and stated 
substantially as follows; 



Tsfo of 



b6 



b6 



b6 



aiKi PFC b6 



_ friends, PVT^ ^ 

both members Of the 3/39th Infantry, collected approximately"^ 75 .00 

fnaiL Source ^ s platoon on 31 Januarj^ 197hm The money was' collected for 
b6 |s wife, A substantial number of persons in Coripany A, 3/ 39th I nfantry 



are highly disgruntled with the US Aittv for the stiff sentence 
as a result of his recent court-mar tiai at Fort Lewis, 



b6 received 



AGENT'S NOTES: 



b6 



a former member of Company A, 3/39th 

Infantry, Fort Lewis, was given a Special Court-Kartial on l6 January 197ii, 
for the unauthorized distribution of literature at Fort Lewis, VJashin£];ton. 



* > 



S. TYPtD NAM£ AND OlOANUATiON Off VECtAt ACEK1 

ROBffiT T. JQJKIkS, ll5th MI Gp (LE) 




4. &iOMrAik;fi€ Of SMCiAi aGe*^ 



\ ^3 r WnACCS WP AGO EOIIM J4t. 1 PJH 47. WHIO* MAT *t USCi>. 




CENTAUR SAIE: .(OACSI Approval - ih Dec 73) 

a. Location: US Anny Mobility Equipment Research and Developaent 

Center, Ft Belvoir, VA 

b. Confidential Source Utilization: Not applicable 

c. Infomation Obtained Off -post and/or Reported on Non-affiliated 
Civilians: Not applicable 



d. Useful Infonaation Obtained: SSG | b6 ^ i°entioned 

in the previous report, went AWOL and was dropped from the rolls as a 
deserter* He was not reported as a Knowledgeable AWOL. A contractor 
enrplpyee was caught taking unauthorized photographs on post. Examina- 
tion of the developed photos indicated nothing of security interest, 
and MEHDC authorities plan no fturther action. 

e. Operational Status: The relationship with MEEDC security 
officials continues to be excellent. The Project Liaison Officer (PLO) 
has been hajirpered by having to function in the saane capacity at Hariy 
Diamond Laboratories (HDL), However, he has identified 10 prospective 
sources and appropriate checks are being conducted. A separate PLO will 
be assigned to HDL and will allow the CENTAUR SALE PLO to function 
full*-tiBe , 
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CEWTAVO KLD: (OACSI Approval - 18 Oct 73) 



a. Location; Haxiy Diajuond Laboratories , Washington, DC 

b. Confidential Source Utilization: Not applicable 

c. Infoimation Obtained Off -post and/or Reported on Kon-Sii^filiated 
Ci-vilians: Not applicable 

d* Useful Infomation Obtained: Agent Reports on an Israeli -bom 
employee which satisfy requirements in a IBAIISTC program concerning 
extremist threats against the Am^y, 

e. Operational Status: This operation has been sojne"what hampered 
by the reluctance of the Security Officer to cooperate with the Project 
Liaison Officer (PLO), The PLO has been also reqiiired to function in 
that capacity for CENTAUR SALE. A separate PLO for CENTAVO KID has been 
assigned and documented with a securil^ badge. By working "With the more 
receptive Assistant Security Officer, who is expected to take over from 
his chief when the latter retires this year^ it is hoped that progress 
will be made. The staff in the Personnel Office cooperate fully, so that 
identification and selection of potential sources should begin shortlj-. 




n 




Confidential Source Utilization; One additional source was 
recruited, bringing the total utilized to foiir* 

c. Infoimation Obtained Off-post and/or Reported on Non-affiliated 
Civilians : None, 

d. Useful Infomation Obtained: 

(1) A civilian employee continues to drink to excess; the matter 
vd.ll be discussed with his supervisor by the ICIP Coordinator. 

(2) Another employee is in contact with foreign export companies, 
but the fact that some are in the Soviet Bloc has heretofore been untocvm 
to ECOM officials. Kie coordinator has asked that sources be tasked to 
provide additional details. 

(3) A civilian guard detailed to control access to a sensitive area 
has been absent from his post^ allowing personnel to come and go with 
identification not checked. He has been transferred to other duties, 

(k) A GS 15 scientist discussed SECRET information in a GSA cafe- 
teria -while on TDZ, He viU be counseled on proper security procedures^ 
since he will soon host a visiting Japanese student and may inadvertently 
release unauthorized information, (See ANKEX A) 

e. Operational Status: In addition to the confidential sources 
listed above 5 nine conventional sources were used during the period, 

two of whom contributed information on the guard and the talkative scien- 
tist. ECOM staff members continue to express appreciation for the infor- 
mation surfaced by the operation. LTC Richard 0, Aamot, Chief, Security 
Office, and ICIP Coordinator, has announced his intention of expressing 
in writing his appreciation to personnel involved in the ICIP for their 
contributions to the security of ECOM. Additional details are contained 
in attached Quarterly Progress Report. 
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.I^ARTMENT OF THE ARM\ 

/r' ■V-'r...:--V^4 FORT MONMOUTH FIELD OFFICE 

1C9TH MrUITAHY INTELLIGENCE GROUP 
P. O. BOX 176. EATONTOWN, NEW JERSEY 07724 




QUARTERUr PROGRESS HSPOKE IfJI-ffiER 16 
Period: 10 Decenber 1973 to 1 March 197^1 

vARiiiTiG rica:icE: sKRSiTivs SOURCES m> ^5Ei:H0Ds umLvsD r ^ 

SUBJECT: CEIfTRAL TAXI (U) 

Oa k t'larch 19T^> Quarterly Progress Report Number l6 was presented orally 
to iTC Richard 0. Aamot^ Chief, Security Office^ US Array Electronics 'Coamand 
(ECOM), Fort^ Monmouth^ New Jersey, in IffC Aamot's office; no others were pre- 
sent 




RECAPITULATION OF QPEKATIQNAL PROGRESS DURITJ-G TES PERIOD ; 

a* The prospective confidential source mentioned in Quarterly Pro^r^^ss. Re^ 
.port Number 15 (lC-B-075) vas recruited by the PCO on 10 January 197^ • (See 
CR-001-109-M0N, Subject: IC-B-075i .dated l6 January 197^). 

b« The naiae of the program has been c'nanged from the Counterintelligence 
Screening Program (CISP) '^o the Internal Counterintelligence Program (ICIP). 

c. Emphasis continues on spotting, assessing and recruiting conventional 
sources- IXxring the reporting period, the PLO recruited six additional con- 
ventional sources, A total of nine conventional sources have been recruited 
since November 1973i when the new conventional source program was impleraen- 
ted- The PLO is in the process of spotting and assessing four new conven- 
tional sources. 

d» The PLO has been alerted by DA that he will be transferred to USAREUR, 
Hopefully, a new PLO will be on station prior to the undersigned's de]>arture. 




SIGNIFICAUT COUJreERIKrElXIGENCE INFORMATION DEVELOPED 



a. On 9 January 197^^ It vas reported that Sherman Ray SHIELDS (see Quar- 
terly Progress Report Number I5) continued to consuTne alcoholic beveniges to 
excess. (CR-01i-109-MON, Subject: IC-B-072, dated 15 January 197^1). 

b> On 9 Janu ary 197^; it was reported that I b6 I DAC, GS- 



12, I b6 I Electronics Devices Branch, Components Section, oduction 

EnGineering Division, Directorate of Research, DeveloprDent and Engineering, 
ECOI'l, Fort Monmouth, New Jersey, was involved in foreign business transactions, 
to include transactions emanating from Soviet Bloc countries. (CR-011-109* 
,M0N, Subject: IC-B-O72, dated 13 January 197^) • Subsequent Investigation re- 
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vealed that I b6 [ had indicated on HIS latest Stateir-ent of Personal History 
that HE va3 invx>lved in foreign business transactions^ but failed to note 
HIS dealings with Soviet Bloc coixntries. Noteworthy is the fact that HIS 
mctber^ father and spouse were all bom in Poland • 

c- On 1 March 19 7^, Infonnatio n was received that John Randolph DICKER- 
SON> Sr.^ PAC, b6 | a US Government Security Guard e^iployed by 

ECOM was not carrying out HIS duties in a proper manner. DICKERSON ha4 been 
observed for over a two-year period at HIS nonual post at the entrance/exits 
to the Hexagon cafeteria* During this period, DICKERSON, who supposed to 
be checking personnel for proper identification and clearance^ was seen sleep- 
ingy wiping tables, working in the kitchen and operating the cafeteria cash 
register. (Asent Reports prepared by Jeroine A- Britton, 109th KI Group, re- 
garding DICKERSON, dated i >4arch 197^0 



d. On 1 y.arch 197^^ infoncatlon was received that | b6 



DAC, GS"15, I b6 I Cnief , Laser Technical Area,, Combat Sur^/eillance & . 

Tsirget Acquisition laboratory (CSTA), ECOM, Fort Monmouth, New Jersey, had 
taken a TDY trip to the Washington, D.C. area during the past 30 days. While 
in the Washington area^ FbS | accompanied by several others, vent to an AI-IC 
cafeteria and began discussing sensitive SECS ffi!! info rmation* It is unknown 
if uncleared personnel were able to listen tc | b6 f s conversation. (Agent 
Reportspre pared by Special Agent Jerome A* Britton, 109th MI Group, regard- 



ing 



b6 



dated 1 March^97^)- 



e. Information regarding | b6 | (see Quarterly Progress Re- 

port NuiLber 15) was passed to the Fort Monmouth Resident i^gency, U3ACIDC, for 
possible exploitation. 

h.yf9j CQ>g-IENr3, REMARKS AMD RSCa>S^NDATI0K3 ; 

a. Reference paragraphs 2a and 2c above: UPC Aamot expressed deep satis- 
faction with CZr^TRAL TAXI's progress, and urged that personnel involved in 
the program continue their aggressiveness. 

b. Reference paragraph 3a above; LTC Aamot will talk to SHIELDS' super- 
visor. 

c. Referen ce para graph 3b above: ITC Aamot requested additional informa- 



tion regarding ! b6 |as it is developed. AaiQOt already has briefed the ECOtA 
Chief of Staff on | b6 | aad would be most appreciative if we can surface add- 
itional details. 

d. Reference paragraph 3c above; LTC Aaniot advised the PiX) that EICKERSON 
will be relieved from HIS pest and transferred to another position with de- 
creased responsibilities • 



DEGRADED UNCLASSlREb 
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e. Reference paxagrapix 3^ above: UC Aaia ot contacted the Director of the 
CSTA laboratory and informed hira thai b6 had been orerheard discusjsing SE- 
CRET inforaation In an unauthorized area- Aaznot will confront | b6 j vith the 
saiDe lnfon:::ation, v ithout "b eing specific so as not to compromise our source. 
The j^^ent Repo rt on| b6 ^ ould be of inore importance than superficially in- 
dicated because l b6 | is sponsorinK a Japanese exchange scientist vho only is 

is capable of inadver- 



b6 



cleared for access to COI'lFlDil^TlAL material, and 
tentlv nassing SECRET data to the Japanese scientist • The verbal counseling 
by Aamot sho uld neg ate such an eventuality and result in increased security 



awareness on 



b6 



s peuTt 



f. Reference paragraphs 2c and 3^ and 3d above: The Agent Reports on b6 



b6 l and DICKERSOK were especially significant because they represent the 
first reporting by conventional sources since implenientatioa of the conven- 
tional source prograra in Koveinber 1973* This data vas obtained on just the 
second ccnta ct with the sources and indicates a very proicising future for 
toe overall program- 

g- GEIrTRAL TAXI target coverage is presently as follows; 

(1) Research, Development and Engineering Directorate: Confidential 
Sources IC-B-OT^ and IC-B-073. 

(2) Directorate of Product Assurance: Confidential Source IC-B-07lt. 



(3) Maintenance Directorate: Conventional Sources 



b7(d) 



and I b7(d) 



(k) Corabat Surveillance and Target A cquis ition laboratory : Ccnfiden- 



tial Source IC-B-075 and Conventional Source | b7(d) 



(5) Electronics Technology and Devices Laboratory: Conventional Source 



b7(cl) 



and 



(6) Electronic Warfare Laborato.ry: Conventional Sources b7(d) 



b7(d) 



b7(d) 



Source 



(7) Research and Developiuent Technical Support Activity: Conventional 



b7(d) 



(8) Directorate of l^anagement Infornation Systems: Confidential Source 
IC-B-058j upon his transfer from ECOM/Philadelphia to Fort Monaouth. 



Source 



(9) Co nntunicat ions /Automatic Data Processing Laboratory: Conventional 



b7(d) [ 



2?^ 




h- TXiture plans relative to nev target areas are to recruit sources in 
the following ECOM activities vhich are presently void of source coverage: 
Avionics Laboratory; Directorate Of Procureiaent and Production; Directorate 
of y^teriel Kanageisent , upon its relocation from Philadelphia to Fort Mon- 
couth; Comptrollerj and Directorate of Plans, Training and Force Develop- 
Esent . 

i. A total of 11 CEInTRAL TAXI A^ent Reports, consisting cf 19 leads were 
prepared by the PCO and FLO diiring the reporting period. 




PLO, CEIJTRAI. TAXI 




^77 




Pentagon 



b. Confidential Soui^e Utilization: One source was recruited 
during the period. 

Cm Infoiroation Obtained Off -post and/or Repoirted on Ifon-J3tf filiated 
Civilians : None 

d. Useful Infoimtion Obtained: None 

e. Operational Status: The source is still in the traijxlng 
jiiase, but can be expected to begin satisfying EEI during the next 
reporting period. Twenty-one prospective sources have been s^ibjected 
to file reviews, lACs, NACs and assessment, and can be activated as 
required. The Director and the Security Manager continue to provide 
the cooperation necessary in the development of this operation. During 
the quarterly briefing, the Director stated that sensitive inrrormation 
discussed in his office was becoming consnon Itnowledge within the agency 
and felt that this infomation was either released by someone without 
authorization or that his office was technically monitored. He requested 
that a technical inspection of his office be provided, and was assured 
that an inspection would be conducted in the near fut-are. A ccmplete 
inspection was coDipleted on 5 Apr 7^ with negative results. 




1 




"H^- GONDOLA STAK: (OACSI Approval - 17 Feb 72) 
a* Location: Aberdeen Proving Ground, MD 



Confidential Source Utilization: Two sources we3?e used 



during tlae reporting period, 

c. Infoimtion Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Information Obtained: Investigative data on potential 
soTorces, 

e. Operational Status: A review of installation targets indicates 
that the highest priority should be given the Ballistics Research 
Laboratory (BRL)» One of the above sources is assigned to BRL, and 
three conventional sources are now under assessment to expand the cover- 
age* Two additional conventional sources are under assessment in other 
target activities. The Project Liaison Officer has been assisting in 
preparation of the Sensitive Activity Vulnerability Estimate (SAVE) at 
Aberdeen since February. This has given him an opportunity to make 
additional useful contacts and identify areas such as BRL which need 
additional source coverage. 
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.^.^^x^NG SILK: (OACSI Approval - l6 Feb 72) 
a. location: Picatiniay Arsenal^ Dover, NJ 



b. Confidential Source Utilization: One source was tertna.nateci 
during the period, leaving a total of two* 

c. Information Obtained Off -post and/or Reported on Non-ai'filiated 
Civilians : None 

d. Useful Infortnation Obtained: As a result of inforcoation provided 
by a source, the Commander and Security Officer were made aware of ex- 
cessive absenteeism by a GS 11 Engineer, The eniployee's absence and 
irrational behavior were known to the Civilian Personnel Office but not 
staffed. As a result, procedures have been changed so that such informa- 
tion will be reported to the Security Officer, Another engineer, a GS 
12, allegedly takes bets from fellow enrployees in excess of $100 and 
"lays them off" with unidentified individuals off -post* Anotl:.er engineer, 
a GS 11, is offering ptofegraphic equipment for sale to fellow employees 

at about 6o% of cost, most of it admittedly "hot," This infoimation, 
■which coiild conceivably be exploited by HOIS came to the source as a 
target of opportunity. The ICIP Coordinator has requested further infor- 
mation be developed before requests for investigation are submitted to 
USAEJTC, 

e. Operational Status: Eleven of the 12 potential convertional 
sources mentioned in the previous quarterly report have been contacted, 
and 10 were amenable to recruitment. The Uth was agreeable, but did 
not consider that he had the proper placement. He identified the build- 
ing in his directorate which was the location of the most sensitive 
activities, and recommended two individuals as possible sources. He 

has been briefed on the necessity of remaining silent about the operation. 
The Project Liaison Officer has been requested to assist in fi;ture SAEDA 
lectures, and expects to acquire additional potential sources from among 
the "waUic-ins" who nomally surface after such lectures. The Comraander 
has taken an interest in the operation and requested the expanded coverage 
■which will be provided by the u^e of conventional sources. Termination 
of the source was necessitated because of a RTF -vdiich reduced him from a 
GS 11 to a GS 7, affecting his production as a source. He was also 
transferred to a less sensitive area, ending his placement. 





l^Ji:^k^r^^ ECME: (OACSI Approval - I9 Jan 72) 

/a. Location: Hiiladelphia Facility, US Amry Electronics Coramajid 

"b. Conridential Source Utiliz^ation; One sovrce -was contacted 
during the reporting period, 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None 

d. Useful Infoimatiotj Obtained: Mone. 

e. Operational Status: The soiirce was met in New Jersey and stated 
that he was* to be officially transferred to Ft Monroouth on 11 14ar, 
From a practical standpoint, this signifies the deroise of lAHDIESS TBS, 
A revised CENTRAL TAXI OPIAK wiH include the functions transferred from 
Philadelphia to Ft Moiunouth^ and will identify the Management Informa- 
tion Services Branch, to which this source is assigned^ as a target 
area. This source will "be carried during the next reporting period 
under CH^TRAL TAXI* 
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16, ^y^^ lAMARD MOOD: (OACSI Approval - 22 Dec 71) 

a» Location: Defense Language Institute^ East Coast Branch 

Anacostia Naval Annex, Washington, DC 

b* Confidential Soiirce Utilization: Nonej coverage is provided, 
"by conventional sources* 

c« Information Obtained. Off -post and/or Eeported on Non- affiliated 
Civilians: None 

d. Useful Infonnation Obtained: Agent Eeports on eight Arabian 
instructors which satisfies requirements of a USAINTC program concerning 
extremist threats against the Amiy* 

e. Operational Status: During the reporting period, word was 
received that the headquarters and school would begin a move to the 
Presidio of Monterey, CA, after 1 July* However, all classes which are 
in session on that date will continue here until graduation. It will 
therefore be necessary to continue this operation until the move by 
attrition is completed, while LEIITIL MOKKSV' will increase coverage 
accordingly. 




17. ^ lENIEKT CLOUD: (OACSI Approval - l6 Feb 72) 

a» Location: US kias^j War College^ Carlisle Barracks, PA 

"b. Confidential Source Utilization: Fotir sources used dioring 
the reporting period. 

c. Information Obtained Off -post and/or Reported on Non- affiliated 
Civilians : None 

d. Useful Information Obtained: Ibe limited investigation on the 
captain displaying ttnexplained affluence is not yet complete. A 

Hungarian-bom NOG was identified as not having completely accounted 
for foreign visits and relatives. The requested investigation has been 
completed and is being returned to AWC, The questionable areas appear 

to have been satisfactorily resolved* 

e. Operational Status: Ihe CG, AWC continues to express his com- 
plete satisfaction with the operation. Conventional Sources continue 

to provide infonnation to supplement that provided by the Coniridential 
Sources, The nev Deputy CG was briefed dxiring the period and expressed 
reservations concerning the operation. It can only be hoped that the 

Coinniandant's enthusiasm for the operation will serve to overc(2me this 
attitude. 





Presidio of Monterey, CA 



b. Confidential Source Utilization: Four sources were triiilized 
during the period. 

c. Information Obtedned Off -post and/or Reported on Kon~«if filiated 
Civilians : None 

d. Useful Infoiniation Obtained: Another incident involvjlng pen- 
pals in Czechoslovakia was surfaced^ although it took place during the 
summer of 1973. It involved unidentified ethnic Czechs at the SOKOL 
Hall in San Mateo, CA and tvo unidentified vrAC members of the Army 
Sec\u?ity Agency who graduated in Sep 73» ODCSI, USAREUR has been re- 
quested to pass this infoimatlon to ASA security authorities in USAREUR 
and provide the identity of the perpetrators and the names of the Czech 
pen-pals » Five individuals involved in the illegal use of dnigs were 
identified and appropriate notifications made. One of these ms alleged 
to have admitted using heroin* 

e. Operational Status: The Commandaait, Defense Language Institute , 

was present for the quarterly briefing and vas extremely receptive to 
the program* He expects to move his staff to the West Coast hy Sep 7^^. 
There are U conventional sources employed, and eight additional students 
have been identified as prohable confidential sources. Both the Comman- 
dant and Security Officer have expressed appreciation for the enhancement 
of the installation's security posture as a result of the ICIP and 
attendant CI strpport. 
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Internal Counterintelligence Program (ICIP) Operations 


OFFICE syueoL 
DAMl-DO:r.S 




DATE 

28 Janu^iiy 1974 



ACTION RSOUIRCO 

To obtain approval of the quarterly ICIP report 



MCMDRANOUM ron RCCORO, (Dttcrib* ^fwff/ !&• wmqa'tnmmM, h^kgnund ^nd a<thn taken or neomwenJt^, MuU <W ttf/TtcitMllj^ dtt^i'M Ip iJmtdifj 
ik^ ocHom mitkpmt neomrm othtr 9oarcM.} 

1. BACKGROUND : 

a By memorandum dated 8 February 1972 (YELLOW TAB B) the Under Secretary of the 
Army requested the Vice Chief of Staff (VCSA), US Army, provide quarterly reports 
on all (ICIP) operations- 

b» This is the seventh such quarterly report, 
c. USAINTC input is at YFJiTiOW TAB fl. 

2. DISCUSSION ; 

A. At the direction of the VCSA, 2 November 1973, the term Internal Counterin- 
telligence Program (ICIP) replaced the term Aggressive Counterintelligence Program, 
(ACIP) . 

b. vFT.T.rM TAR A f orwards to the VCSA the ICIP Quarterly Report ending 31 December 
1973 for the Under Secretary of the Army* 

3. RECOMMENDATION t That the memorandum to the VCSA at .YEIJ^QW TAB JL be approved and 
signed. 



(Continue on pXaiA bdnd) 
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LTC STROM/77017 



ACSI FOftM28, 13 Sep 71 
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DAMl-DOl-^S 0 1 1974 



MEMORANDUM FOR: VICE CHIEF OF STAFF, UMITED STATES ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations 



1* Reference Under Secretary of the Army memoranduia, dated 8 February 
1972, subject as above (Inclosure 2). 

2. Recommend your approval and signature of the meraorandum at Inclo- 
sure 1 which transmits the report required by the cited reference, 

3. Coordination: None required* 



1} 



Incl 

1« Memo for USofA 
w/attachment 

2- Memo for VCSA, 8 Feb 72 



HAROLD R, AARON 
Major General, 6S 
AGofS for Intelligence 



o 



15 Feb 74 



. 1 J'' 



APPROVED - VCSA. (Memo to USofA 
hand carried) . 




. AMistant Secretary of 
the General Staff 
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■ irhin wipflTOt e d from 



tQBJLCTi Internal OamU£riJxU{\ 1 igfflo^ Pzrggm: (ICIP) Operatixin;^ (U) 



dated 8 F^iira&XT 1972, asbject ae a!xm?« 

tioifC ri$»or-U3d fcy oticci'anilu^ to you l£:.;.t quxj^tcr rtisain activ-. lIx 
Dfciw cjrtspatioiii. ssutsalttfci during tht lail- quio'tei* iitvc bv^n 2'(. vit..\r-oc- a 
DA mil approved for iiuplwnc^ntCLtiori. Th^. rcpcrt of cjituiI op'„:'-uuiyi:w 




for/v^rli" waraii;g civi dtit^ctin^' iUit-croal iru^uoieL,- ;;.u.' »u-e'jri 

thr£ifi-tL, -U-- tiii. bappcr-t^.^ cuui:^iiric. Ia£:;/j;dch cl^ tiiL;;:^- opurutit.:-- circ •:. 

r4«j-iii'<uuori.tw of a giv-ui; ini^tftllcU.:^!. or activity m 



1 Inca 



Vict 



-= ... f 



V 




CURHEKT ICIP OPERf^TIONS 



* 



ICIV 

LOCATICy HlCKNo«E 

EdgewMxi ArMoalp CABaL LOOP 

Fort RuachttcA, C^KaL ROPE 

rare Klt^ta, C^HAST EFFOD 

Dugvay, Proving Croimd, C^HaHY STOHE 

Vtuh 

S«MCA Arny D«p(»t» CANIHE FUT£ 

Fort BllM» CMTIHa aRCK 
Texas 

Fort Lewis » CEHTAUR IAC£ 
Washington 

Fort Bfelvoir, CENTAUR Std£ 
Virginia 

H*rry Di^nond L*ib, CENTaVO KID 
Washington > DC 

Fort HoisDOuth, CEMTRAL T^I 

New Jersey 

us^sa, cehtusy squad 

Pentagon 

Aberdeen Proving Groimds, GOSO^SLa. STaR 
Maryland 

Picatlony Ars«o«l, CaUK* SIUC 

New Jersey 

Electrmlct Coneiand, LANDLESS, TIME 

Philadelphia, 

Paraisylvanltt . .-^ 

/ '' i 
ClRSsified by f^A^Jl^-J^^'L} 

EXEMPT FROM GENERAL DE€LA£S!7lf-^.TlOM 
SCHEDULE OF EXECUTIVE ORDER 11652 

EXEMPTION CATEGORYj.-^ ^. 

DECLASSIFY mJ/.-J^Si^U}^'^-LL/l 



AIT&OVED 



NUMBER CONFI- 
DENTIAL SOVSCES 



16 Feb 72 



17 Dec 73 



16 Feb 72 



18 Jul 73 



18 Sep 73 



12 Dec 73 



30 Jul 73 



14 Dec 73 



18 Oct 73 



16 Feb 72 



3 0«t 73 



16 Feb 72 



16 Feb 72 



19 Jan 72 




C 



0 



0 



0 



0 



CURRENT ICIP OPERATIONS (cont) 



LOCATION 



ICIP 
NICKNAME 



DATE APPROVED 



NUMBER CONFI- 
DENTIAL SOURCES 



Defense Language Institute LANYARD MOOD 
Washington, DC 



22 Dec 71 



0 



Array War Col lege , 
Carlisle Barracks, 
Pennsylvania 



LENIENT CLOUD 



16 Feb 72 



4 



Defense Language Institute LENTIL MONKEY 
Presidio of Monterey, 
California 



26 Oct 71 



TOTALS 



17 



17 



25 



Off^post Information ; There were no instances in which information on non- 
affiliated civilians was collected off post. 

Information Obtained ; 

a. During the second quarter FY 74 the ICIP operations have received in- 
creased emphasis from the Intelligence Command and the supported commanders* 
The 17 operations, six of which are newly implemented, have been received with 
enthusiasm from the supported commands. None of the operations during this 
quarter indicated the existance of a hostile threat. 

b. Approximately 30 reports emanating from the ongoing operations and passed 
to the supported commanders concern personnel suitability and incidents. 

Continuance of Operations : The 17 ICIP operations are being continued for their 
original stated purpose. 





DEPARTMENT OF THE ARMY 
HEADOUARTERS ^ 
U S. ARMY INTELLJGENCE COMMAND 
FORT MEADE. MARYLAND 

C 9 JAf; 1974 
ICDO-OP 

SUBJECI: Q;uarterly Reporting of Internal Counterintelligence 

Program (ICIP) Operations (u) 



HQDA (nAKL-DOI-S) 
WASH DC 20310 




Tbere has "been positive improvement in the Internal Counter- 
intelligence Program (iCIP) during the second quarter FT 197^. The 
positive improvement has resulted from Command emphasis placed on making 
the individual operations viable and productive. The briefings con- 
ducted by the Intelligence Cammand and the Group Commanders* visits 
have contributed immeasurably to understanding, acceptance aad coopera- 
tion in the ICIP by the supported Commanders and their staffs* V/ith 
this impetus and assignment of aggressive Project Liaison and Contact 
Officers, the operations are beginning to produce the counterintelligence 
infomation that meet and satisfy the objectives of this program. 
Criminal and security information gleaned as an adjTinct of tlie program 
activity have been ftirnished the appropriate Arn^y authorities for their 
actipn. y 

2, During the reporting period, there have been six additional 

ICIP operations approved of which three vere implemented and the other 
three are scheduled for implementation during- Januaiy 197^. This brings 
the total nimiber of operations to 17 for the program. 



3» JJfi^ III addition to Quarterly Status report. Progress Reports are 
inclosed for in depth information concerning the individual operations. 
These reports not only reflect the progress accomplished during the report- 
ing period, but the positive attitude that now prevails at all levels. 



REGRADED UWCLAS£!F!ED 

ON SEP -5 1997^^^ 

BY CDR USAlNSSOiVl FOf/PO 
AUTH para 1-603- DOD 5200.1 R 



ClcKE^Jjcd by „..,.hC^BSy.MS^//^fKC7.^ 

sue::.::: to G^:■^?^^ r": v.v:7icav.o^ 

I ... A-i.-c---::-:-: :. . • i:: v v/o yzab 




0 9 JAfi 1974 



ICDO'-OP 

SUBJECT: Quarterly Reporting of Internal CounterinteJOigence 

Prograia (ICIP) Operations (U) 

This aggressive attitude is expected to result in increased productivity 
with each quarter. EauaJJy important, the ICIP is eacpected to continue 
to proj^ect a favoreible image of counterintelligence through professional 
accomplishments and service to the supported commands-. 

FOE THE COMMANDER: 



32 Incl 

1-17* Quarterly Status Rpts 
18-32. QuarterOy Progress Rpts 




Deputy Chief of Staff , Operations 
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1. H^K*CAHAL LOOP: (OACSI Approval - l6 Feb 72) 

a. Location: Edgewood Arsenal, Edgewoodj MD 

b. Confidential Source Utilization: Five sources were utilized 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None , 

d» Useful Infonaation Obt ained: Two Agent Reports dated 13 Dec 73* 
siabject: [ b6 [ submitted. 

e. Operational Status: The assignment of a replacement Project 
Liaison Officer will enhance the planned recruitment of additional 
sources both here and at Aberdeen Proving Ground. 



REGRADED UiVJCUSSlFIED 
ON SEP ^5 

BYCDR USAINSC0}(fl'fl)1/P0 
AUTH Para 1-603 DOD6200.1R 



ClCTs:^:.-^ kv j^3C>^S...i}S.UAJj.C- H 




CMAl ROPE: (OACSI Approval - I7 Dec 73) 

a. Location: Headquarters, US Amy Cantiunieations Camnand and 
nth Signal Group, Ft Huachuca, AZ 

b. Confidential Source Utilization: Not applicable. 

c. Infoimation Obtained Off -post and/or Reported on Non-affiliated 
Civilians: Not applicable. 

d» Useful Infonnation Obtained: Not applicable. 

e» Operational Status: iBiplementation by the field element 
directed on 21 December 1973 is expected to be actioned in January 197^- 



Clccdf-n^ by DCSO^S.-U^^JL/ZC 
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CANABY EFFORT: (OACSI Approval - l6 Fet 72) 



a. Location: Fort Eitchie, MD 

Confidential Source Utilization: Three Confidential Sources 
were utilized during the reporting period. Additionally, one Conventional 
Source has been coded and v/as utilized during the reporting period. 

c . Information Obtained .Of f -post and/or Reported on Non-affiliated 
Civilians : None . 

d. Useful Infomation Obtained: Twenty- two Agent Reports were 
submitted pertaining to incidents and adverse suitability information 

regarding Army personnel assigned to the US Army Communications 
Command - CONI^ and Fort Ritchie. Several individuals were identified 
as being involved in drug abuse or drug abuse incidents. Appropriate 
Fort Ritchie staff personnel and CID were notified. Activities of these 
individuals will be monitored for development of specific suiLtability 
infoimation, since the majority have access to the Alternate Joint 
Catmnunications Center. A senior KCO assigned to communications was 
identified as being in debt. 

e. Operational Status: An experienced Project Liaison Officer was 
assigned the operation on 15 October 1973 suad is now well esiiablished* 
Ttie Fort Ritchie conanander expressed his gratitude at the accompli siaments 
rendered during the reporting period. The Commanding General, US Array 
Communications Coramand - COKTJS has expressed his desire that the 
operation continue in effect to enhance the security of his command. 



-DEGRADED U^5CLASS^FIED 
ON SEP -5 }997 
BY CDH USAINSCQM FOl/PO 
AUTH Para 1-603 DOD 5200 1R 
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CANAEY STOiqE: (OACSI Approval - l8 Jul 73) 



a. Location: Deseret Test Center, Dugway Proving Grotmd, UT 

b» Confidential Source Utilization: Not applicable 

c. Infoimation Cbtained Off -post and/or Reported on JSon-af filiated 
Civilians: Hot applicable. 

d» Useful Information Obtained: Not applicable 

e. Operational Status: With the arrival of the Project Liaison 

Officer on station on 1 Deconber 1973 ^ and the finalization of the 
Intraservice Support Agreement, this operation can be expected to be- 
come operationaJL during the ccxning quarter. 






5^ 




CANINE PLATE: (OACSI Approval - l8 Sep 73) 



a. Location: Seneca Amy Depot, Eomulus, KY 

b. Confidontial Soxirce Utilization; JSoxxe utilized during the 
reporting period. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None ♦ 

d. Useful Infonaation Obtained: Hot applicable. 

e. Operational Status: Hie Ccmmander was briefed on the implemen- 
tation of the operation on 17 November 1973 • Sources are exi)ected to 
be recimted and reporting during the third quarter of FY 74,. 



regradEd unclassified 
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6. CMTBJA AKCH: (QACSI Approval - 12 Dec 73) 

a. Location: US Annjr Air Defense Center and Fort Bliss ^ TX 
1). Confidtrjtial Source Utilization: ISot applicable 

c. Information Obtained Off -post and/or fieported on Non-affiliated 
Civilians: Kone, 

d. Useful Infoxination Obtained: Not applicable, 

e. Operational Status: Inrplementation by the field element 
directed on 21 Deceaiiber is expected to be accanplished in JanuEoy 197^» 



r-: — — ''.*.'•.'*' - - . . - 
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7* ^{Cy CEKXAUR RACE: (OACSI Approval - 30 Jtd 73) 



a. Location: Hiath Infantry Division and Fort L^fwis, WA 

"fa. Confideritial Source TxtiUzation: Biis operation ctirrently has 
no Confidential Sources, 

c. Infomation Obtained Off -post and/or Reported on Hon -affiliated 
Civilians : Ncue • . ' ' 

d. Useful Information Obtained: Conventional Sources have reported 
damage to signal equipment and to a helicopter. Both incidents are still 
under investigation to determine whether the damage was intentional or 
accidental. Infonnation was also obtained on the distrihution of anti- 
military/dissident literature at Fort Lewis. 



e« Operational Status: Ihe Impending courtmartial of SPi; _b6 



b6 [ for illegal distrihution of literature on-post has increased the 
tempo of anti -military activity at Fort Lewis. Lead Development data 
on prospective Confidential Sources is expected by mid- January 197^- 
In the meantime, coverage is provided by U Conventional Sources, with 
another 12 under assessment. 



para V603 u 




I 
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CMTAUR SALE: (OACSI Approval - l4 Dec 73) 



a. Location: US Army Mobility Equipment Eesearcti and Development 
Center, Fort Eelvoir, VA 

"b^ Confidential Source Utilization: Not applicable. 

c. Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians; Not applicable, 

" d. Useful Inforsnation Obtained: During this period three Agent 



Rep orts we re produced. These reports are as f oll ows: [ b6 

> ^^POB: I 



b6 



^ ^ report 

subndtted 26 October 19733 concerned suitability due to indel:rtediies s ^ 



SSG b6 



b6 


1, DPOB: 


b6 






, CIV 


1 b6 


I report subndtted 


5 November 1973, 


concerned suitability due 


to alcohol 


irinking problems ;[ 


b6 


DPOB: 


b6 


b6 


SSAN b6 


, report submitted 21 Koveinber 1973, 



developed "by the Project Liaison Officer pending formal apprcrval of the 
Operations ELan* 



e* Operational Status: Formal ijnplementation by the field element 
directed on 21 Deceniber 1973 is expected to "be accon5>lished in Jsuiuaiy 
1974, 



SEP -5 j937 
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CrniAYO KID; (OACSI Approval - l8 Oct 73) 



a. location: Hariy Diamond L^iboratorieSj Washington^ DCJ 



Confidential Soiirce Utilization: None utilized during the 
reporting penod. 

Information Obtained Off -post and/or Reported on Non-affiliated 
Civilians : None . 



d. Useful Information Obtained: One Agent Report was pix>duced on 
suitability infomiation developed onT b6 I D POB: 

b6 



CIV b6 



b6 



e. Operational Status: The Commander was advised on 12 November 
1973 that the operation was being Implemented, However, soux'ce recaruit- 
ment is not expected until the next reporting period. 



AUTIH Para 1^03 OOD520o7r 
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CEHTRAL TAXI: (OACSI Approval - l6 Feb 72} 



a* Location: Headquarters^ US Army Electronics ComiiLand, 

Port Monmoutli, MJ 

b. Confidential Sotirce Utilization: Three such sources were 
used during the reporting period, 

c. Infomation Obtained Off -post and/or Reported on Non-Eiffiliated 
Civilians : Hone , 

d. Useful Information Obtained: A US Artry truck has "been observed 
delivering unidentified ajrbicles each week to a civilian residence in a 
hearty town; a civilian employee has a drinking problem Id the extent 
that he has come to work inebriated. A civilian en^iloyee is allegedly 
involved in narcotics traffic. 

e. Operational Status: Above items of infoxtaation were passed to 
the appropriate officials at Fort Monmouth- The operation has been 
revitalized. The confidential sources have "been reactivated hy the 
newly assigned Project Control Officer ^ and the ftroject Liaison Officer 
has recruited three conventional sources; txiro in the Electronics Warfare 
Laboratory, ECCM's most sensitive activity and one in the Maintenance 
Directorate where the majority of the ECOM security violations originate. 
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CEKTURI SQUAD: (QACSI Approval - 3 Oct 73) 

a. Location: IB Army ManageBent Systems Support Agency, Hie 

Pentagon 

hm Confidential Source Iftilization: Not applicable. 

c. Infozmation Cfbtained Off -post and/or Reported on Ncn-affiliated 
Civilians : None . 

. d« Useful Information Obtained: Hot applicable, 

64 Operational Status: The Security Officer and his assistant were 
advised on 5 Noveanber 1973 that the operation had "been approved for 
iJD(iplementation» Ten individiials have been identified as potential 
Confidentieil Sources, and requests for Local and National Agency Checks 
have heen initiated. Recimtment of these individuals will depend on 
the investigative results. The files of 17 civilian employees have also 
"been reviewed and records checks have been req.uested. 



REGPADED UMCL^.GSIFED 



ON SEP .5 



AUTH Para 1-603 DOD 5200.18 
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12. GOMDOIA STAS: (OACSI Approval - 17 FeTo 72) 

a. location: Aberdeen Proving Ground, MD 

•b. Confidential Source UtiOlzation: Two sources were used during 
I the reporting period* 

i c . Information Obtained Off-post and/or Reported on Non-af fixated 

I Civilians: Kone, 

d. Useful Information Ctotained: None. 

e Operational Status: The recently assigned Project Liaison 
Officer, vho also handles the operation at Edgewood Arsenal, has served 
tvo previous tours at Aberdeen, and his contacts needed to spot and 
assess the additional Confidential Sources required for this operation 
have -been re-established. Edgewood is a siib-post of Aberdeen, and it 
^Jea^s^Ssable to revise t?e GONDOLA ST.^ OPLAI^ to include CAK^-L lOOP, 
A single Project Control Officer handles the sources at both posts 
and the Aberdeen Installation Intelligence Officer, who is the ICIP 
Coordinator, functions also for Edgewood. 



1 
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14. ^ LMOLESS TDffi: (OACSI Approval - 19 Jan 72) 

a. Location: PMladelphia Facility, US Arxny ElectronJ.cs Conmand 

b. Conf:^aential Source Otilizatioa: Jne source was contacted 
during the reporting period. 

c. Information Obtained Off -post and/or Reported on Non -affiliated 
Civilians : None . 

d. Useful Information Obtained; None, 

e. Operational Status: .The single source available in this 
operation moved to a newly-purchased house near Fort Itomouth shortly 
before Christmas and he is commuting to Pbiaadelphia . At the present 
time, source is employed in the Management Information Sendees 
Directorate, which is not included in the designated target areas of 
the Fort Monmouth operation. Retention of source depends upon his 
projected transfer in March 1974 to duties at Fort Monmoutti. 




STmrp.cr TH r^mM DECLAF^'f'CATFON 

AUT0P.Ti\7]CALLY DCWNGFcADED AT TWO YEAR 
INTERVALS 



15 • ffi) LfiNYARD moit: (OACSI Approval - 22 Dec 71) 

a. location: Defense Language Institute East Coast Branch 

Anacostia Naval Axmex, War^uington, DC 

t)# Confidential Source Utilization: None; coverage is provided by 
conventional sources, 

c# Information Obtained Off -post and/or Reported on Non-affiliated 
CivlliaxLS : None • 



d. Useful Information Cfbtained: None, 



• e. Operational Status: This facility has changed from the previous 
utilization of contract schools scattered throughout the Vrashington area 
to a more traditionaJ. self-contained facility with seven language depart- 
Eients and its own instructors. A revised operation plan reflecting this 
structure and placing emphasis on the utilization of confidential as well 
as conventional sources has been prepared and will be forwarded under 
separate cover* 



i: 
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16. '^i^imism CLOUD: (OACSI Approval - 1^ Feb 72) 

a. locaticm: US Army War College, Carlisle Barracks, PA 

■b. Confidential Source Utilization: Fovu: STich sovirces i-rere used 
dtiring the reporting period. 

c. Inforoation Obtained Off-post and/or Reported on Kon-af filiated 
Civilians: None* 

d Useful Information Obtained: Infonnation was developed indicating 
a captain has exhibited unexplained affluence, vhldi served as basis for 
initiating an investigation. 

e. Operational Status: Ihe Project Liaison Officer has developed 31 
conventional sources, whose information has identified a number of 
security wealmesses. The Commandant has been made aware of this situa- 
tion and has established additional security safeguards. The Milatajy 
History Research Collection, a tenant agency, has been added ,to the last 
of target activities. 



REGRADED UX'CLASSfFIED 

' SEP c- 
L:y CDR US/\TNSi!c?9a?oi/PO 
AUTH Para 1-603 DOD 5200.1 R 






lENTIL MOHKEI: (OACSI Approval - 26 Oct 71) 



a# Location: Defense Langiiage Institute West Coast Branch 

Presidio of Monterey, CA 



Confidential Souirce Utilization: One source was oised as of 
the beginning of the reporting period, Ihree additional sources were 
added during the period. 

c. Infoimation Obtained Off -post and/or Reported on Kon-af filiated 
Civilians : None • 



d. Useful Infonaation Obtained: A Czech class made a field trip 
to the same San Francisco restaurant mentioned in status report for the 
second quarter of CY 73« There was no repetition of the l-^ay 73 incident. 
Comnrunist literature was found in the post gyionasiuia. Improper proce- 
dures were used in a briefing with a SECRET classification. This infor- 
mation was passed to appropriate staff personnel, 

e» Operational Status: The lead Bank of prospective souixies stands 
at 68 MI students. Twelve have been selected as prospective conven- 
tional sources and eight for confidential sources. The continued SAEDA 
briefings of class monitors has increased the security awareness of the 
students 5 and incidents which went \mreported in the past are now being 
broiigh t to the attention of the proper authorities. 



Cla2£:ficd hy :JX>SOt>S USAjjJ^^C^ 
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-DEPARTMENT OF TH:: ARMY 

MCADOUARTf-ft»- 10»TH MlLITAkV INTCLUICiCKCE GROUP 

FORT MEAOE, MAj;/uASO 207^1* 



SUBJECT: Quarterly ProBress Reports (QPR) and Quarterly Status Reports 

(QSR) (U) 



Conmiander 

United States Amy Intelligence Command 

Am: ICDO-OP 

Tort Meade. Maryland 20755 



1. (U> Forv;arded herewith are ten Quarterly Progress ?.eport<.; (QFR) 
and ten OuP.rterlv Status Reports (OSK) for the period 15 Septenber J973 
to 15 Decer-bor 1973 for the fciiowii^g Internal Counterintellicence 
Prograr. (ICXP) Projects: 

a. C/_NAL LOOP (U) 

b. go:':dola star (U) 

C. C/CU:iE PLATE (U) 
r.lI^^TAVO KID (U) 

cen'tral taxi (U) 



GO:^G SILK (U) 

■ 

].A>JyARO MOOD (U) 
h. CENTAUR SALE (U) 
1, cmMY EFFORT (U) 
j. LENIENT CLOUD (U) 



REGRADfeD-UNCUSSiFiEO 



Para 1-603 DOD S2C0.1R 



2(lA<*^ Project accomplishnients are contained in individual QPRs ; hou^ 
ever, specific attention is invited to the following projects:: 



a. CANAL LOOP (U) and GONDOLA STAR (U) : The new Project Liaison 
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ICGP-B-SP ' 

SUBJECT; Quarterly Progress Reports CQPR) and Quarterly Status Reports 

(QSR) 

Officer (PLO) is on station and the nev.' Project Control Officer (PCO) has 
reactivated seven dormant sources. This Group will reconmend combining 
these two operations in vie^-; of organizational chan^^cs in the mission and 
functions of Edgcwcod Arsenal and Aberdeen Prcvin;^ Ground, 

b. CANINE PLATE (U) : During the reporting period, formal approval 
of the Operation Plan (OPlan) was received from the Office of the Assist- 
ant Chief of Staff, Intelligence (OACSI), Department of the Army, and the 
Commander, Seneca Army Depor was briefed. A PLO is assigned and the pro- 
gram is being implemented based on ground work previously initiated. 

c. CENTAVO KID (U) : During the reporting period OACSI approval of 
the OPlan vras received and the Commander, Harry Diamond Laboratory was 
briefed regarding the project. A PLO has been assigned and the program 
has been implemented. Sources are under consideration. 

d. CENTRAL TAXI (U) and LANDLESS TIME (U> r The CESTPJ^ TAXI (U) 
OPlan is under revision and should be coribined with LANDLESS TI>tE (U) . 
This action is recomnjended in view of the deactivation next year of the 
Electronics Command, Philadelphia (ECOM/P) and transfer of its functions 
to Fort ^cinmouth (ECOM/M}* As a result of the on-goin^r, drawdown, trans- 
fer of functions and necessary termination of all but the one Confidential 
Source who is moving to Fort Monmouth > no DPR or QSPv will be submitted 
for Operation LANDLESS TIME (U) . 

e* GON^G SILK (U) : The newly assigned GREAT SKILL (U) PCO has re- 
activated the three dormant Confidential Sources and broadened his base. 

f. LA.\YARD MOOD (U) : ICIP Support to the Defense Language Institute, 
East Coast (DLIEC) has a new PLO designated, and the revised OPlan sub- 
mitted to your headquarters for approval* 

g. CEMTAUR SALE (U) : OACSI approval of the OPlan was received on 

14 December 1973. The Conunander, ^lobilxty iiiquipment Research and Develop- 
ment Center (HERDC) elected to be briefed in January 1974. A PLC has 
been designated and is presently active in the overt aspects of the pro- 
gram, 

h. CA15ARY EFFORT (U) : The project in support of USACOH-CONUS and 
Fort Ritchie is the best example of what the ICIP can accomplish when 

aggressively pursued by all personnel involved. Specific attention is 
invited to the CANARY EFFORT (U) QPR and QSR. I have directed that 
CANARY EFFORT (U) serve as the pilot operation for all ICIP operations 
conducted by the 109th Ml Group. A new PLO has been recently assigned. 
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i, LE^^IENT CLOuD (U) : The Military history Research Collection 
(MHRC) » at the request cf the CoiiLT;ir.canz , US Arrr.y Cclieee (USA^'C) 

has been added tc tlie Lr?-'IT.-^T CLOUH (I.*) T.-ir^et J-ist. 3nf or~.'=.tion devel- 
oped by the PLO has led to the initiation oi backj^round investigations 
concerning two individuals assigned to USAWC. TWo Conventional Sources 
have been coded during the reporting period. 

3»^^P^ The following items constitute group-wide accomplishments which 
have significantly improved all aspects of the IGIP: 

a* Operational control of the ICIP has been returned to Field Office 
control and energized there- A Special Operations Letter of Instruction 
(LOI) has been published which will constitute 109th MI Group policy and 
procedures regarding the ICIP. I have placed great Coinuand Interest 
throughout the quarter on the program and stressed the importance of the 
ICIP during the recent 109th MI Group Con-L-aanders* Conference. I will 
continue to emphasize this program during niy periodic visits to all sub- 
ordinate elements. Additionally, I have personally briefed a nurnber of 
commanders of supported activities and their security managers concerning 
ICIP, This quarter ve have placed first priority on the ICl? program and 
results have been satisfactory. More will be accorriplished . 

b. Action has been taken to fully coordinate the provisions cf eivist 
ing ICIP OPlans with the provisions of USAI::TC and l09th Ml Group OPlans 
109-73, 110-73, and 111-73. Simultaneously, all ICIP OPlans will be re- 
vised and updated on a programmed basis. The object is to better our' 
product and expand our base, 

* 

c» My staff has worked closely with your Special Operations person- 
nel in the formulation of an ICIP Monthly Operational Status Report which 
is designed to update and replace the QSH and QPR. 

d. GREAT SKILL (U) Personnel have been assigned and are operation- 
ally active as PCOs* All dormant Confidential Sources have been reacti- 
vated and are being retrained and redirected in line with increased 
standards of professionalism. More sources are being considered. 

e. A Conventional Source Program is being developed to augment and 
support existing Confidential Sources* 

f» Guidance has been fomulated and disstiminated directing subordin- 
ate commanders to evaluate supported installations and activities for 
potential ICIP implementation. 
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A, The preceding actions have resulted in the hienest level of 

roduct ivi tv since the ICIP vas reac civau^c i :i luc 1^ y 1 . I 



pr 



air. 



confident that continued eiaphasis upon iCiP by ail personnel will 
result in significant, demonstrable enhanceinent of the security 
posture of supported activities and installations. 



0- ^Cj^Oi^^ 



20 Incls CHARLES THOMA:^:^ 

as (1 cy ea) Colonel, MI 

Commanding 
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CARLISLE RARTI'^.CnS LIAISON OFFICE 
109th MILITARY lOTELLIGENCE GROUP 
CARLISLE BARRACKS, PA 17013 

QUARTERLY PROGRESS REPORT NUMBER 



Period 12 October 1973 to 18 December 1973 




SUBJECT: OPERATION LOIENT CLOUD (U) 



1. (U) CIRCUMSTANCES : At 0900, 18 December 1973, Major Franklin M, Davis, Jr., 
Command atit, US Army War College, (USAWC), Carlisle Barracks, PA, 17013, 
received the quarterly briefing concerning significant itetns of interest 
within the target areas defined by Installation Counterintelligence Prograii 
(ICIP), LENIENT CLOUB, from Special Agent John A. Nolan III, Project Liaison 
Officer, (PLO), No other persons were present during the briefing. 




RECAPITULATION OF OPERATIONAL- PROGRESS DURING THE PERIOD: 



a. Operational and administrative control of ICIP LENIENT CLOUD was 
placed in Field Office Commander, (FOC), Fort Ritchie Field Office (FRFO), 
109th MI Group. 

(1) Such operational control caused PLO^to be responsible for the conduct 
of SAEDA Briefings, Two SAEDA briefings were presented to a total of 560 
military and civilian personnel on the installation on 1 November 1973, 
Presentation of such briefings allowed greater exposure of PLO to military 
and civilian personnel as a representative of USAINTC; allowed PLO to 
include himself among those persons continuously present on the installation 
capable of resolution of security related problems; and greatly enhenced 

PLO' s accessibility to records and personnel on the installation ancl vise versa. 

(2) On 24 October 1973, MAJ Robert L. Brooks, FOC, FRFO, visited Carlisle 

Barracks for an orientation, which included meetings with the Directors, and 
tours» of Strategic Studies Institute, Operations Group, Military History 
Research Collection (MHRC), USAWC Library', USAWC itself and USACC-C facility, 
Carlisle Barracks, 



(3) On 11 December 1973, COL Charles E. Thomann, Commanding Officer, 
109th MI Group, accompanied by MAJ Brooks, visited Carlisle Barrack:; for an 
orientation and in addition to an office call on General Davis, received a 
tour through those facilities in paragraph 2a(2) above, with the exception 
of MHRC, 



(4) As a result of the visit by COL Thomann and MAJ Brooks^ a comprehensive 
paper is presently being prepared with a view toward reducing the administrative 
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time, especially in regard to security clearance procedures, involved in hiring 
of civilian professors and consultants at Strategic Studies Institute, possibly 
through USAINTC assets • 



(3) An additional result of the visits by COL Thomann and MAJ Brooks 
was an appreciation of the physical plant, the functions and the key personnel 

of target areas defined within ICIP LENIEKT CLOUD. 

b. In response to General Davis' request of 23 October 1973, approval 

vas sought for the addition of >IHRC to the target list of those organisations 
and facilities covered by Project LENIENT CLOUD. 

(1) On lA No\'ember 1973, approval was granted by letter from Coinmanding 
Officer, USAIOTC, to add MHRC to the target list. 

(2) Since 1 April 1973, target operational research for operatiDnal data 
relative to MHRC has been conducted and has thus far resulted in the submission 
of two Agent Reports detailing security procedures In effect at MHRC and two 
Agent Reports concerning persons assigned to MHRC. 

(3) Spotting and assessment of potential assets has not thus far resulted 
in the submission of any formal, coinprehensive Lead and Development Reports; 

however, daily to weekly contact has been established with three individuals 
presently identified as casual sources, within >IHRC. 

(4) As a result of contact with casual sources within MHRC, a formal 
written request for counterintelligence technical services was submitted to 
HQ, 902rid MI Group and subsequently completed by elements of the AJCC Field 
Office, 902nd MI Group, Fort Ritchie, MD. The services resulted in an appre- 
ciation on the part of MHRC administrative personnel of the benefits; which 
accrue to the facility by such technical services. By virtue of the established 
reluctance on the part of HOL George S* Pappas as regards the need for counter- 
intelligence services, the basis for request of the ser\^ices primarily con- 
cerned the safeguarding of valuable manuscripts, weapons, uniforms and other 
exhibits maintained in MHRC. At this point in time, such emphasis establishes, 
in the mind of the Director, a compatability between academic and liistorical 
prespectives and counterintelligence services. 

c. During the reporting period, in-depth spotting and assessment potential 

assets for utilization, has resulted in submission of seven Lead and Develop- 
ment Reports, 

d. To date, a total of twenty-nine casual sources, with whom daily to 
weekly contact had been maintained ^ have been utilized. As a result of 
utilization, two casual sources have^coded as Source 9002 and Source 9003. 

e. Establishment of the PLC as a quasi-of f icially assigned assistant to 
the USAWG Security Manager, and who has a capability of providing a liaison 
conduit to USAIKTC as an adjunct to such duties, has resulted in; 
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(1) Casual and conventional sources providing information which they 
would normally not have occasion to report officially due to periodically 
vagarious requirements of military administrative procedures. 

(2) Causing the PLO to be queried relative to organizations with which 
ineinbers of the USAWC Staff and Faculty deal. Such queries have resulted in 
very rapid resolution of requests for characterization^ in two cases, through 
OPT B. A. Oullette, Special Investigations Branch, 109th m Group, and 
establishment of the PLO, in the view of the Staff and Faculty members, as 

a viable contact for intelligence related matters, 

* 

(3) Causing requests for all classified and unclassified military 
information to be routinely channelled through the USASn'C Security Office, as 
opposed to the previous "hit or miss", manner in which each department of USMC 
validated the requestor's authenticity* Further results include an established 
procedure whereby the List of Collectors of Unclassified Military Information 
(LHCUMI) is reviewed and has caused the submission of three letters to the 
appropriate agency at ACSI, when organizations/individuals have appeared in 
the. LHCUMI document. 

t 

SJGNIFICAKT COUNTERINTELLIGENCE INFORMATION DEVELOPED: 




a. As a result of contact with a casual source in the administrative 
section of MHRC, a request for a background investigation of SGT 



b6 



b6 1 MIIRC has been submitted, through USAINTC channels, and is being 
conducted by PLO» Estimated date of completion of the initial portion of 
the investigation Is 5 January 1974, dependent upon availability of sources 
who may be able to resolve derogatory information which has arisen. 

b. As a result of inquiries by PLO, contact with conventional and casual 

sources on the installation, and in concert with information developed through 
confidential sources, "a req uest for anoth er investigation into the financial 
and moral background of CPTI b6 L assigned to Department of Command 



and Management, USAWC, has been initiated to be resolvad by USAIKTC elements. 
To date, one Agent Report has been submitted to SIB, 109th MI Group, for 
forwarding to USAINTC, as background, prior to the submission of the request 
for investigation through the Deputy for Plans, Training and Security, 
Carlisle Barracks - 



c. As a result of information supplied by casual sources, PLO i.s 

currently attempting to ascertain the true identity and purpose of a Mr. fnu 



b6 



i who has been "gate-crashing" parties and other social affairs at 



Carlisle Barracks, at which times he wears either a social or military name- 
tag , Local agency checks on Carlisle Barracks reveal that no individual by 
the name of | b6 | is assigned or employed at the installation. 

d. An individual, subsequently coded, volunteered information in 
interviev? and sworn statement, relative to narcotics availability and use on 
Carlisle Barracks, as background information relative to the operation of 

-3- 
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the installation, and wj^^ch contained allegations relative to an individual 
assigned to Carlisle Barracks in possession of a TOP SECRET security clearance. 
To date, nine Agent Reports, Subject; Availability and use of Narcotics on 
Carlisle Barracks, PA 1973 and a Memorandum for the Record, Subject; Infor- 
mation and Circumstances Relative to Drugs on Carlisle Barracks, have been 
subndtted. 

4. ^«s3^ COMMENTS, REMARKS AND RECOMMENDATIONS : 

a. General Davis commented that he appreciated the presence oj: a full 
time PLC, \^ose integration into both the official and social functioning 
of the installation has been such as to provide much iDore effective coverage 
than had previously been experienced. General Davis queried PLO relative 

to the PLO serving as the Security Manager, USAWC during the impending leave 
of the Security "Manager during the latter two weeks in January 1974, and was 
assured that the PLO would so scrvo^ without any substantial reduction in 
coverage. Further, the assumption of the Security Manager's duties for two 
weeks could only serve to cement the acceptability of the PLO as the assistant 
to the Security Manager. 

b. General Davis was receptive to the PLO*s suggestion that a consider- 
ation be given for a formal request for a penetration test of the USAWC, 

subsequent to the full impletnentation of additional security safeguards 
presently being substituted for systems previously determined to be inadequate. 
Formal request will probably be forthcoming in late January, 1974, when 
construction is completed. 



General Dr,vis was also receptive to a- recommendation that consider- 
ation be given for up-grading the security posture of Root Hall, which houses 
USAWC, in respect to limiting access to the building and effectively reducing 
the threat posed by a sta:'-behind* 




DHN A. NOLAN III 
LO, LENIENT CLOUD 



REGRADED UNCLASSIFIED 
ON 




AUTH Para 1-603 DOD 5200.1 R 




ICGF-F-OR 



jepX'rtment of'^the army 

FORT ORD FIELD OFFICE 
U5TH MILITARY INTELLIGENCE GROUP 
FORT ORD, CALIFORNIA 9 3941 



'J 



11 December 1973 



QUARTERLY PROGRESS REPORT NUMBER K 
For the Period 1 October to 31 December 1973 

i 

TJATililliG iiOTICE -: ETilSlTlVH ZmZtZZZ SSAS t:Z?::QDS IJJYOLYED 

r 

S1]BJECT: Operation LEKTIL KOHKEY (U) 

1. (U) CIRCDilSTANCES ; 

a* At 1030 hours on A December 1973, a briefing on the progress of 
LEKTIL MOK^EY was conducted at the Fort Ord Field Office, 115th Kiilitary 
Intelligence Group, Fort Ord, California^ Attending vere: 

■ 

Colonel Eric K» Vieler, Coimaander, 115th Military Intelligence Group 
Major Jair.es H. Donnelly, Coic^iander^ Fort Ord Field Office 
CW2 James E, McKinley, Project Liaison Officer, LEI^TIL KOHKEY 

b» Betveen 1^.30 and 1500 hours, Deceiriber, a similar brief inr: vas 
held in the office of the Cominandant, Defense Language Institute, West 
Coast (IfLlV.^C), Presidio of Monterey, California. Persons present vere: 

Colonel John F* Hook, Commandant, DLIWC 

Colonel Zric H. Vieler 

Kajor Kichard Srickson, Security Officer, DLIWC 
Major James H, Donnelly 
CW2^"a2!es E, KcKinley 

f 




RECAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD: 



a. The On-Post Liaison Operation ; A total of 80 students, who vere 
Class and Section l-bnitors, received individual SAEDA briefings in this 
operation. Included in this total vere four monitors who received second 
briefings, and five vho received third briefings. Intelligence-trfiined 
students vere also contacted and reminded of their professional respon- 
sibility to report anything of intelligence interest, 

b. The Conventional Soiorce Operation ; 

(l) At the start of the quarter this operation had 20 prospective 
sources. Eight more were selected during this period, giving the operation 
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a total of 28 prospective sources. Inforjnation produced by this oper- 
ation exceeded that of any previous quarter since the project was 
reactivated in Kovember 1971. 

(2) Colonel Hook and Major Erickson were not briefed on the following: 



(a) During the reporting period the Lead Bank was expanded frora 42 to 
68 MI students* Tvelve new Leads were selected as prospective Conven- 
tional Sources; however, four were later dropped because of academic 
difficulties with the language being studied* 

(b) On 24 October 1973, this operation acquired a prospective source 

who is a DA civilian employee of the Systems Development Agency, Defense 
Language Institute, Presidio of Monterey. This individual was formerly 
Confidential Source IC-D-.310 of the 112th 1-iilitary Intelligence Group. 

■ 

c. The Confidential Source Operation ; When the quarter began, this 
operation had eight prospective sources* One was recruited on 11 October 
1973, four are still under assessment, and three have been dropped as 
unsuitable. Seven additional leads are presently being screened for 
possible dei^elopraent as sources. Colonel Hook and Major Erickson were 
not briefed on the following: ,^ /" 

■ 

(1) Lead and Development Reports have been forwarded for four prospec- 
tive sources » Recruitment of one of these sources is awaiting Headquarters 
I3SAIKTC approval of the approach plan. 

(2) The seven new Leads were selected to cover the Chinese (l), 
Czech (l), Hungarian (l), Polish (l), Russian (2), and Japanese (1). 



3. JS^ SIGI]IFICA^;T COUNTERIKTELLIGrKCE INFORIIATION DSmCPED : 

a* Information was developed concerning the visit of a DLIViC Czech 
class to the Europa Restaurant, 2769 Lombard Street, San Francisco, CA, 

on 2 and 9 November 1973. A Confidential Source reported in Key 1973 
that the owner of this restaurant had encouraged C:&ech language students 
to establish "pen-pal" correspondence with three young fersales in Czecho- 
slovakia* The class visited the restaurant as scheduled, but no farther 
attempts to recruit "pen-pals" were noted, 

b. A student reported that members of his Russian language class 
proposed a class visit of the Russian Consulate in San Francisco, Since 
the trip was not being planned for the immediate future, nothing further 
developed concerning this proposal. 
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c* Confidential Source IC-F-081 reported on Czechoslovakian publi- 
cations available to his class wnich contained Com-Tiunist propaganda, 

d. A student provided a copy of a booklet published by the Central 
Conmittee for Conscientious Objectors, which he had received in the ciail. 
Numerous copies of this saiae booklet have been received by miJ.itary 
>• . personnel at Fort Ord. 

4, (U) CQi^iENTS, RK-i/J^KSy AND REC0rJ-Sr3DATI0.'iS : The briefing ended with 
no questions by the attending parties. Colonel Hook expressed his apprec- 
iation for the effort expended in the conduct of the Internal Coiinter- 
. intelligence Program, and was veiy pleased with the progress that had 
been made. 



JAl'iES H. DOHKELLY 
Major, MI 
ConuTianding 
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Period 1$ October 1973 to 15 December 1973 



SUBJECT: Operation CA1.'ARY EFFOHT (U) 




CIRCUMSTAMCES; 



a. Although a formal briefing per se has not been presented diiring 
reporting period, continual liaison has been effected and maintained with 
individuals briefed on the Countsrintelligence Screening Program (CI3P), 
Operation CAtJARI EFFORT, at Fort .Ritchie » Continual/constant liaison 
has been effected and maintained with the follovri.ng briefed individuals; 



COL James A, Manning ^ | b6 



] Armor, Cojnmanderj Fort Ritchie • 



COL Daniel T, Larkin J b6 



] MFC, Deputy Cornmander, Tort 



Ritchie and Deputy Chief of Staff, Intelligence and Security, US Arrry 
Communications Cormand - C015US and Fort Ritchie, 



LTC Arlyn R, Kadsen, 
Fort Ritchie. 



b6 



SC* Director, TelecoTimunications* 



CWU Earl K. Osborne, [ 



b6 



Coummnications Corfimand *• COIJIIS and Fort Ritchie, 



] USA, COIISEC Officer, US Army 



b6 



J Deputy Assistant 



Mr. Joseph J. Carroll, DAG, GS-13, 

Chief of Staff, Intelligence and Security, US Arirry Coimi.unications 
Command - C0^^U3 and Fort Ritchie^ Carroll is presently the CAMARI EFrcRT 
CISP Coordinator, Fort Ritchie, 



b6 



■ 

Chief, Security 



Mr, Charles H. Koonts, DAC, GS-12, 

Division, Deputy Chief of Staff, Intelligence and Security, US Amy 
Communications Coranand ^ COirjS and Fort Ritchie. 



b6 



Chief, Intelligence 



Mr. -Alliain A. Kent, DAC, GS-11, 

Division, Deputy Chief of Staff, Intelligence and Security, US Anny 

CoiTEnuni cations Corn-iand - COIIUS and Fort Ritchie, 



b» On 19 November 1973, COL Charles E. Thomann, Commander, 109th 

Military Intelligence Group and LTC Leland J 4 Holland, Deputy Co::-jnander, 
109th Military Intelligence Group, visited F ort Pdtchie an d effected 
personal contact vrLth 5G Albert Redman, Jr., b6 [ Corcnander, US 

Amy Coranunications Command - C0HU3, Fort Ritchie » BU Kecinan acknowledged 
that he was aware of the existence of a CISP at Fort Ritchie, EG Redran 

- • • Cdr, lOpth Ij Grcm 
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further indicated a general kno;:ledge of the aforer^ntioned program 
as sponsored/directed by the US Arm^'- Intelligence Comrnand (USAINTG). 
Undersigned Project Liaison Officer (PLO) was tasked with presenting 
an approximate ten minute informal briefing of the CIS? in general. 




2* 1^ RECAPITUIATIOK OF OPERATIONAL PROGRSSS DURI?jG Tlffi PERIOD : 

a* CWU Gaiy L. Peisen was assigned as the PLO for Fort Ritchie 
on 10 October 1973 and became operational on 1$ , October 1973d Introduct* 

ion'" to essential personnel was effected without difficulty and no 
apparant operational difficulties are fcreseeno Four key personnel at 
Fort .Ritchie were briefed on the CISP and executed required Security 
Oaths. Formerly briefed individuals with no placement and access due to 
assignment changes were debriefed and executed reqijired Debriefing 
Statements. Overt liaison contacts were initiated and maintained 
with both military and appropriate civilian asencie::^ and individuals 
during the reporting period. COL Manning, Coimnander, Fort Ritchie, 
eaqpressed a keen interest in the CISP at Fort Ritchie and projected 
a sense of gratitude for acconplishments rendered d^oring the 
reporting period. COL Manning further stated that he had every intention 
of continuing the CISP at Fort Ritchie as he believed it's contribution 
to enhancing the security posture of Fort Ritchie and the Alternate 
Joint Coiririiunications Center (AJCC), Site *'R", was invaluable r 

• b. During reporting period a total of 22 Agent Reports (DA Form 

3i|l) were submitted by PLO pertaining to incidents and adverse si'oitability 
information concerning US Arn^'' personnel assigned to the US Anry 
Communications Command - COlvUS and Fort Ritchie » The majority of the 
aforementioned Agent Reports cited US Arir^'^ personnel having access to 
the AJCC, Site "R", Fort Ritchie. 

c. During reporting period Conventional Sources vjere vetted and 
provided reportable information concerning adverse suitability inforr.ation 
regarding US krvy personnel assigned to sensitive duties at Fort Ritchie. 
One Conventional Source was assigned a Key Sheet Identification Code 
and provided reportable information. 

d* Spotting and Assessment for Confidential Sources with placement and 
access continues. 

SIGNIFICAHT COUrlTSRINTELLIGENCE IKFCgll-aTION DrA^ELOPSD : 

a. As previously stated, a total of 22 Agent Reports (DA Form 
3I4I) were submitted by PLO pertaining to incidents and adverse suitability 

infor/nation concerning US Arjr:y personnel assigned to the US Ariny Con-irpjnications 
Command - C0i^U3 and Fort Ritchie. The majority of the aforementioned 
reports concerned US Army personnel, assigned to sensitive positions at 
Fort Ritchie, allegedly involved in drug abuse or drug abuse incidents. 
VTiile drug abuse per se is not \^thin the investigative pui^^iew of vJSAIJ.'TC 
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the issue dees involve suitability of the individuals concerned to 
hold secxirity clearances and occupy sensitive positions. Upon 
receipt of the aforeirientioned adverse infonnation, immediate 
action was taken to notify the CANARY EFFORT CISP Coordinator, the 
Commander^ Fort Ritchie, and the Director, Telecoirjirunications, if 
applicable* In addition to the aforementioned, action was initiated 
to disseminate information criminal in nature to the appropriate 
military and civilian authorities. In one case, liaison vrith 
a Conventional Source, disclosed that a mejnber of the US Army assigned 
to Fort Ritchie, was experiencing adverse financial difficulties « 
Aforementioned information was brought to the attention of the 
CANARY EFFORT CISP Coordinator and resulted in serviced coirjnand 
haying requested a Suitability Investigation frojn USAHTTC concerning 
the individual involved* 



b . SSG I b6 I Operations Coiripany , 

US Anry Conmiunications Coinmand - CONUS ana Kort kitchie, with duty 
as a Teletype Repairr^, TelecoFJmnications Directorate, was reported 
as having questionable financial habits, i, e,, indebtedness. Infonnation 
contained in submitted Agent Report was reported to CAMARY EFFORT CISP 
Coordinator, the Commander, Fort Ritchie, and the Director, Tele- 
communi cations e The Project Control Officer (PCO) and PLO will continue • 
to monitor the aforementioned situation closely and report significant 
findings via aopropriate Agent Report and to CAMSI EFfX^RT CiSr Coordinalcr. 

c» Covert Sources within CANARY EFFORT target area continue to 
report information concerning drug and alcohol abuse by merubers of the 
US Arjry at Fort Ritchie and the AJCCe Covert Sources have also reported 
adverse suitability information, i* e., financial and moral indiscretion, 
involving both US Amy .Jid Department of the Amy personnel at Fort 
Ritchie and the AJCG» Monitoring will continue© 

CQMtlEt^^TS, RS-MARKS, km RSCOtC-E!}DATIO!lS ; 

a. It is Envisioned that a formal Quarterly Briefing will be presented 
to BG Redman, COL 1-Ianning, LTC Madsen, Mr. Carroll, and I-ir. Kent in early 
January 197lio The aforementioned is deemed appropriate as this PLC* did 
not become operational luitil l5 October 1973 and there is no record of 
a formal Quarterly Briefing having been presented concerning Operation 
CAls'ARI EFFORT since 8 January 1973* The aforementioned proposed briefing 
will be held in abeyance until such time it is deemed appropriate, >.dth 
USAINTC approval, to present BG Redman with the approved USAINTC CISP 
briefing, if applicable. The reader should also consider current 
instructions issued by Headquarters, 109th Military Intelligence Group, 
to the effect that ACIP coverage be expanded to include US Arn;>' 
Comrnunications Command - COIJUS elements not thus far included in the 
current operations plan coveming CANARY EFFDRT. 




REGRADED UNCLASSiPlEO 
ON SEP -5 1937 

BY CDR USAIhiSCOM FO 1/PO 
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ICGP-B-FR . . 2$ December 197,3 

SUBJECT: Operation CAKAKi ii.i'rUUl \.u; 

K Pin ard PCO enioy an excellent working relationship as does 
b* rUJ ana ruu enju/ « ^^^+.^^+0 anH Conventional Sources* 

not locally availalaie the Commanders 





gary(J. psisen 

CWii, USA 

Project Liaison Officer 
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DEPARTMENT OF THE ARMY 

FORT MONMOUTH FIELD OFFICE 
I09TH MILITARY INTELLIGENCE GROUP 
P.O. BOX 176. EATONTOVVN. NEW JERSEY 07724 

QUARTERLY PROGRESS Ec20RT NUMBER 15 
Period: 1 S-spteaiber 1973 to 10 December 1973 



WARHIKG NOTICE: snKSTTIVE SOURCES AND IffiTHODS DIVOLVED 

suBJScrr: ceijtral taxi (u) 



On 10 Deceaiber 1973, Qufirterly Progress Report Nmiber 15 was presented orally* 



1*(U) CIPXUl-^^ANCSS: 




to ISC Richard 0. Aaaiot, Chief, Security Office, US Army Electronics Consaand 
(ECOM), Fort Monmouth, New Jersey, in LTC Aamot^s officej no others vera present* 

RSCAPirmTlON OF 0F5RATK)NAL PROGRESS DlgPl^ TH5 PERIOD ; 

a* The Lead and Development Report mentioned in Qaarterly Progresis Report Num- 
bers 13 and 14 (lC-B-075 (T) ) was approved by the US Army Intelligence Coniraand. 
Recruitrs^nt of this prospective confidential source has been delayed, hovcvftr, 
due to his heavy travel schedule. The Project Liaison Officer reci>ntly arranged 
a meeting between the PLO, the Project Control Officer and this prospective 
source, 'which will take place on 12 Deceniber 1973* ffi-s recruitment will be effect- 
ed at this time* 

■ 

bf The new TCO is now on station and has re-contacted all CEJJTRAL TAXI confi- 
dential sources at least two tiniss* The sources promised their continued coop- 
eration with the new PCO. 



c. The nBjne of the program has been changed from Aggressive Coxmterintelligence 
Prograsa (AGIP) to Counterintelligence Screening Frograri (CISP)» 

d. Emphasis continues on spotting, assessing and recruiting conventional sources* 
A vigorous spotting and assessing effort was implemented by the PLO during the 
reporting period* The names of nine prospective conventional sources weJ^^^ for- 
warded by the Fort I-fonTOUth Field Office on 23 October 1973 to the 109th IG Group 
Headquarters requesting contact approval* Approval was granted, and to date, the 
PLO has contacted and recruited three of these sources. 

e* Due to the move of ECOM/Philadelphia to Fort >!onmouth, the mission of the 
BCOM/Philadelphia GISP will be incorporated into CSNTRAL TAXI. 



SIGHIFICAI.T COUNTERBTIELLEEKCE IMPORMATE)K USVELOPED: 



a. On 2 Novenber 1973» information was received that 




]( see 



Quarterly Progress Report Kimbers 11, 12 and 13) was separated from Government 





flEGRADED UNCLASSIFED 
.-S 



Service and is no longer an employee at EOOM, Fort Monmouth. (CH-O9-1O9-K0N, re 
IC-B-072^ dated 6 November 1973) • 



b« On 2 Novesiber 1973> infoiTiation v/aa received that | b6 [ (see 
Quarterly Progress Report Nis5ri>ers 11 and 12) allegedly continues to be involved 
in narcotics traffic. (CR-C9-109-1-J)H, re IC-B-072, dated 6 Nove3i>er 1973)* 

c# On 2 November 1973, inforciation was received that a US Array truck had been 
seen delivering unidentified articles on a \yeekly basis to a residence on Vic- 
tor Avenue, V^est Long Branch, NJ, for approximately five months. This inforrnation 
K&8 passed to CID, Fort Itorcnouth, for possible e:q)loitation* (CS-09-lO?-]S0ii, re 
IC-B-072, dated 6 November 1973)* 

d. On 5 Decenber 1973, information yas received t hat Ray Shields, Later deter- 
mined to be Sherman Ray Shields, -DAC, | b6 "| GS-11, Electronics Technician, 
Electronics Devices Branchy Production Engineerirjg Division, Directorate of Re- 
search, Develoffinent and Engineering, ECOM, Fort Konmouth, was a heavy drinker of 
alcoholic beverages* An exajnple of Shields' drinking problem v;as cited* On one 
occasion Shields came to work inebriated, and after being confronted by his 
superviaor, proceeded to urinate all over himself. (CR-10-109-K0i'«, re IC-B-072, 
dated 7 December 1973; and Agent Reports by Special Agents Jerome A. Britton 
and JDharles Grantham re Sherman Ray SHIELDS). 

coi-n^rrs, rsmarks and rsoom>sndatiohs: 




a« Reference paragraphs 2a, 2b and 2d above: LTC Aamt e:xpressed deep satis- 
faction \Ath the progress of C3IJTRAL TAXI. He also stated that he intended on 
officially commending everyone connected with* the CS^^iTRAL TAXI CISP prior to his 
retirement in inid-1974* 

b. Reference paragraph 2d above: Of the three conventional sources recruited, 
two are employees of the Electronic Warfare Laboratory, ECOK^s niost sensitive 
activity and previously void of source coverage; the third conventional source 
is employed with the Maintenance Directorate, originator of the majority of 3G0M' 
security violations, also previously without source coverage. 

c. Reference pai^agraph 3b above: LTC Aajnot was advised that llkJ Quintarelli, 
Fort Honmo uth Field O ffice Commander, and the FLO v/ill pass the information 
concerning ! b6 [ niiAgAH continued connection with narcotics to an appro- 
priate agency. 

d. Reference paragraph 3d above: LTC Aamot stated that he would handle the 
matter with utaost discretion* 
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JEROl-E A. BRITTON 
USA 

PLO, CEiJTRAL ThYl 
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D^ARTMENT OF THE ARMY 

FORT MEADE FIELD OFFICE. 109th MILITARY SNTELLIGENCE GROUP 

FORT MEADE. MARYLAND 20755 



ICGF-B-FM 



19 December 1973 



SUBJECT: Operation GONDOLA STAR (U) 



WARNING NOTICE: SENSIin'E SOURCE AND >IETHODS INVOLVED 



QUARTERLY PROGRESS REPORT NUMBER 
Period 15 September 1973 to 15 December 1973 

1. (U) CIRCm^JSTANCES : On 29 November 1973, LTC Leroy Is^alton, Chief of 
Security, Aberdeen Proving Ground, (APG), MD was given the initial ICIP 
briefing and a progress report by the undersigneds ,Mr, Harry A- Hencke, 
Installation Intelligence Officer, APG and CPT Charles Lightner, Deputy 
Commander, Fort Meade Field Office, 109th MI Group, Fort Meade, MD were 
present. On 5 December 1973, COL Walter R, Harris, Commanding Officer, 
APG was given a progress report; Mr. Mencke was also present at this 
meeting. 




2. ^'Sh RECAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD: 

a. This operation was inactive from the early spping of 1973 to 

October 1973, The Project Control Officer was reassigned during the 
spring of 1973 and the position was vacant until October 1973, The 
Project Liaison Officer retired in July 1973 and this position was 
vacant until November 1973. Both the new PCO and ^LO are now in place 
and actively pursuing this operation* 

■ 

b. Operation GONDOLA STAR (U) has t^^o active covert Sources. The 
PCO has recontacted each Source and started a period of building rapport 
between the Source, PCO and Military Intelligence. During this period, 
the PCO is also concentrating on verifying placement and access, operational 
training and assigning current EEI. Initially, both Sources appear to be 
responding well to the PCO. 

3. (U) SIGNIFICAOT COUNTERINTELLIGENCE INFORMATION DEVELOPED: No signifi- 
cant counterintelligence information was developed during the reported period- 

COMMENTS, REMARKS, AND RECOMMENDATIONS: 

a. Subject OPLAN is currently under revision. Strong consideration 
is currently being given to the consolidation of operations GONDOLA STAR (U) 
and CANAL LOOP (U) since Aberdeen Proving Ground and Edge-wood Arsenal con- 
solidated into one installation on 1 July 1971* A status report will be 

CLASSIFIED BV; r-V rC 

SCHEDULE OF JJ-i^CUTlVr o?i;}:R 11^02' " 
^ ^. ^^^^Aism 0:;:^^;^... 





submitted to Headquarters, 109th HI Group by 6 January 1974. 

b. This PLO has initially placed emphasis on re-establishing liaison 
and acquiring updated information in support of this operation. Liaison 
has been established with both the headquarters and security offices of 
Aberdeen Proving Ground and Edgewood area, Aberdeen Proving Ground. 
Liaison is also in effect with both Military Police offices, the local 
FBI office, state police and the Harford County Sheriff's Office. Effort 
will be given to the development of additional Confidential and Conventional 
Sources during the next quarters. This PLO has served two pervious tours 

of duty at Aberdeen Proving Ground and is a native of Harford County; 
consequently, much personal liaison was already established when this PLO 
was assigned, 

c, COL Harris, LTC Walton and Mr. Mencke have expressed strong 
interest in the support available through ICIP and have offered their full 
cooperation. 




RICHARD L. -^REID^R -^^^ 
Project Liaison Officer 
Briefer 






\^RTMENT OF THE ARM > 

' FORT MONMOUTH FIELD OFFICE 
109TH MILITARY INTELLIGENCE GROUP 
P. O- BOX 176, EATONTOWN. NEW JERSEY 0772>4w 

QUARTERLY rROGKESS REPORT ^i^rf/^^^A'^Q^ 'i'S/f^, 



Period: 1 5epteTn"ber 1973 to 30 KoveT?.ter 1973 
SUBJECT: Operation GOIIG SUi: (U) 



1ft 




6 Decetiiber 1973f Quarterly Progress Report' KuJiroer 1^ was presented 
orally to COL Joi.'athan L» Holnan, Connander, rictatinn.y Arsenal (PA), Dover* 
liew Jersey, and to Kr, John ^, Greffe, DaC, Chief, Secuiity Office, PA, Grcffe 
Is the CI3P Coordinator for PA» The "briefing was included in a liaison visit 
made by COL Charles E. Thonann, Conr.ander, 109th Military Intelll^^ence Gioup, 
Fort George G. Meade, Maryland, The primary purpose of this liaison visit was 
for COL ThoTriann to explain to COL Holinan the Tr.ethodologj; and purpose of the 
CISP, and to discuss conventional source litaitations imposed by COL iiolTran during 
Quarterly Progress Report Briefing ^3 on 6 September 1973- Other 3 0'?th HI Group 
representatives in attendance were LTC Glenn E. Vorn£;ind, CoTr.mander, liorthern Area 
Control Office? KAJ Nicholas F. Cuintarelli, CoTamander, Fort Monmouth Field 
Office- YJJ Hugh Fitspa trick, Assistant Group Operations Officer i and WOl Lugone 
H, McNally, Project Liaison Officer. PA. 



■M 



RECAPITULATICir OF 0P2HATICKAL TROOF^SZ BU?J!iG Tr.E PERIOD: 



a» When briefed on the CISP on 6 Septeubor 1973 \refexfcnce Quarterly Process 
Report #13) f COL Kolman expressed apprehension over the establif^hment of a 
conventional source program on his installation* As a result, he inposed the 
requirement that the names of all potential sources be coordinated in advance 
Kith his Security Officer, Mr. Greffe. Greffe h^ad later stated that initially 
he would want to coordinate the selection of all conventional sources directly 
with COL Holman, Because there was a question ,as to the advisability* of 
taking such action » PLO was instructed to begin spotting and assessin-^ potential 
conventional sources? to complete the necessary investi^-tive checks op. those 
individuals selected? but to hold contact in abeyance until the linsitations Irapcsed 
by COL HolFian could be resolved. During the reporting period, PLO selected and 
completed the investigative chec^is on 12 civilian einployses vithir. the target area 
at PA» Since initiation of the checks, one of the individuals has retired fron 
government employment, and his file has been eliminated, PLO has formulated a 
conventional source contact approach plan, and has coordinated it with the 
Coumander, Fort Monmouth Field Office. 

b. The new Project Control Officer is now on station and has recontacted 
all GONG SILK confidential sources. The sources pledfjed their continued suppcrt 
to the new PCO. 




3\yw SIGNIPICAKT_COUNTSRINTELLIGEi;CE INF0RMATI02I DEVELOPED: 



3^> 



'■■'J 



ip,Kc:^■r'.r-:■■^l7^'-^r'^rKX\^■^.r^.'V from c}::!zkal d"::as5i:ic/.v:3i; 



a. On 4 Septernbor 1973, an eniployee of the Aeroballistics Branch, 
En{;ineerin6 Science Division, pBltnan Kesearch Laboratory, PA, visited the 
Security Office and stated that he believed that another employee possibly was 
tampering with equip:r.ent in the wind tunnel, FLO interviewed this unsolicited 
source on 5 Septer;ber 1973 and on 20 Septeziber 1973 when he returned to relat'e 
further information. Additionally, a co-vorker visited PLO on 21 Septenbc-r 1973i 
at the apparant enc-»uragenient of the Ir.dividual who made the- initial visit. 
These visits were recorded in Agent Reports, Subjectt Possible Ta^npering; of 
Equipment in ^'ind Tunnel, Engineering Science Division, Aerob2.11i5tics branch, 
Experiment Evaluation Section, Feltman Research Laboratory, Picationy Arsenal, 
Dovei; Kew Jersey 07801, signed by PLO and dated: ^ September. 1973» phase 
designation (OFFICI/X SOLACE); 6 Septeruber 1973, F^ase designation (K13C£LLA1';ZX:US) i 
20 September 1973, phase designation (.MISCZLLAIJEOUS) ; and 2k September 19?3f 
T>hase designation f H ISCSL lJulECUS) . Re lated r eports were Agent Report, Subject: 
b6 I CIV,r~b6 I DPOB: I b6 I 




dated 4 September 1973, phase designation (201 FILE CHECK), signed by Thonas ?, 
Ciccarelll, 109th MI Group; and Agent Report, Subject! SWSTZ, Andrew J,, CIV, 
! b6 \ DPOEj 2 July 1920, Franklin, Hew Jersey, dated 10 Septeiriber 1973i 

phase desl^atlon (201 FILE CHECK), signed by PLO. Information contained in all 
reports was provided to the Security Office, PA, 

b. On 5 Nove^iber 1973» a telephone call was received by the Ctffice of the 
Ariuy Materiel Command, Project Manager for Selected Ainr.unitlon, PA, from an 
Individual who desired information regarding names and addresses of US Ammunition 
contractors^ After telling the caller that he would check into the request and 
return the call, the enployee receiving the call obtained the name and address of 
the caller and reported the matter to the Security Office, PA, Initial inquiries 
were made by the PLC and the 109th MI Group SECA? representafflvo and the re5;ult5 
of the inquiry were relayed to the Security Office, ?A» The inquiry is reported 
In Agent Report, Subject: Request for List of Hunitions Contractors in the United 
Statesi^ dated 6 November 1973, phase designation (KISCELLAfJEOUS), signed by PLC, 

COKKSNTS, REMARflS, AMD RSCO^IT-iENSATIOHS; 

a. COL Holman obviously recalled the details of the last briefing, and indicated 
that he had given thought to a conventional source program at PA, His attitude 
was that although he was unaware of any threat, and did not feel that there -was a 
threat, it would do no harm to have this preventive detection program inplGnienteds 
therefore, he readily recocmended that the conventional source pro^rar^ be^rin, 
COL Thoaann gave an in-Kiepth explanation of how the 109th Military Intelligence 
Group could be of assistance in the CISP and other fields, and COL Holtr^n was 
impressed with tho discussion and felt certain that those in Military Intelligance 
were the experts in the field. COL Holman was assured that before an individual 
would be selected as a potential conventional source, an extensive background chec!c 
would be completed and that ciature judgment would be employed throu£;hout the oper- 
ation. It was mutually agreed that the nanes of prospoctive conventional sources 
would be verbally cleared through Mr, Greife, but that no list would be provided 
or maintained by the Security Office, COL Holman requested that if a "flap" appeared 
imtainent during a contact, that he be iTTinedlately notified by PLC so that he could 
contact the individual and placate, hin- CCL Holr.an was assured that this would 
be the procedure. ffT: ^ ■ ^ ^ f] '^"^ S 

REGRADED U>'CL|"^"'"^ 
ON SEP 

BY CDR USAINSCO;^ i-0 1/PO 
AUTH Para 1-603 DOD 5200.1 R 




Both COL Kolniatfand Kr. Greffe appeared hlghly^ pleased with the 
command visit, and to have a proper aw-^reness of the CI3P. FLO has:; been 
given permission to initiate contact with the prospective conventional sources 
hy HQ., 109th Kl Group. Contacts will be effected cn a deliberate '"one-by-one" 
basis comnjencing mid December 1973. Because of this coiaciand vioit, PLO feels 
that the obstacles have been removed and the operation can progress smootlily. 



Cys Furnt 

HACO 

PCO 

PLO, PA 




EUGEKE H. KcliALLY ' 
WOl, USA 

Project Liaison Officer 





DEE^TMENT OF THE ARMY 
rORT M£ADe FIELD OFFICE. I09tH MIUITABY INTELLIGENCE GROUP 

FORT MEAOE. MARYLAND 20755 



RE6RADED UNCLASSIFIED 19 December 1973 

ON SEP -5 

SUBJECT: Operation CANAL LOOP <pj^ CDR USAirviSCOM FOI/PO 

AUTH Pafa 1-603 DOD 5200.1R 



QUARTERLY PROGRESS REPORT NUMBER 
Period 15 September 1973 to 15 December 1973 

I, (U) CIRCUMSTANCES: On 29 November 1973 LTC Leroy Walton, Chief of 
Security, Aberdeen Proving Ground, (APG) , MD was given the initial ICIP 
briefing and a progress report by the undersigned. Mr. Harry A. Mencke, 
Installation Intelligence Officer, APG and CPT Charles Llghtner, Deputy 
Commander, Fort Meade Field Office, 109th MI Group, Fort Meade, MD were 
present at the briefing. On 5 December 1973 COL Walter R. Harris, Com- 
manding Officer, APG was given a progress report; Mr* Mencke was also 
present at this meeting. 



RECAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD: 



a. This operation was inactive from the early spring of 1973 to 
October 1973. The Project Control Officer was reassigned during the 
spring of 1973 'and the position was vacant until October 1973, The 
Project Liaison Officer retired in July 1973 and this position was 
vacant until November 1973. Both the new PCD and PLO are now in place 
and actively pursuing this operation, 

b. Operation CANAL LOOP (U) has five active covert Sources. The 
PCO has recontacted each source and started a period of building rapport 
between Source, PCO, and Military Intelligence. During this period, the 
PCO is concentrating on verifying placement and access, operational train- 
ing, and assigning current EEI. All Sources initially appear to be re- 
sponding well to the PCO. 

3. (U) SIGNIFICANT COUNTERINTELLIGENCE INFORMATION DE\^LO?ED: No signifi- 
cant counterintelligence information was developed during the reported period. 



4. 




COMl-IENTS, REMRKS, AND RECOMMENDATION: 



a. Subject OPLAN is currently under revision. Strong consideration 

is currently being given to the consolidation of Operations GONDOLA STAR(U) 
and CANAL LOOP (U) since Aberdeen Proving Ground and Edgewood Arsenal 
consolidated into one installation on 1 July 1971. A status report will 




CLASSIFIED FA": r.- '-^ 

FROM oi;:i:^AL D2c:.A3Sir:cAiiD:: 
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be submitted to Headquarters, 109th MI Group by 6 January 1974. 



b. This PLO has initially placed emphasis on re-establishing liaison 
and acquiring updated information in support of this operation. Liaison 
has been established with both the headquarters and security offices of 
Aberdeen Proving Ground and Edgewood area, Aberdeen Proving Ground » 
Liaison is also in effect with both Military Police offices, local FBI 
office, state police and the Harford County Sheriff^s Office- Effort 
will be given to the development of additional Confidential and Conven- 
tional Source during the next quarters- This PLO has served two previous 
tours of duty at Aberdeen Proving Ground and is a native of Harford County; 
consequently, much personal liasion was already established when this PLO 
was assigned, 

c. COL Harris, LTC Walton and Mr. Hencke have expressed strong in- 
terest in the support available through ICIP and have offered their full 
cooperation. 

d. COL Kenneth L. Stahl was assigned as the Commanding Officer, 
Edgewood Area, APG in September 1973* Since he had not been given the 
initial ICIP briefing, he was not given a progress report on 21 December 
1973. 



r 







ICGP-H/PCF-SOS 13 December 1973 

SUBJECT: CENTURY SQUAD (U) 



REGRADED XT^XXT ^^^''^ 

OPi SEP -5 i99? 
BY CDR USAir.SCOM F01/PO 
AUTH Para 1-503 DOD 5200.1 R 

1. ^"y^ Reference letter, USATNTC, ICDO-OP, 15 October 1973, subject: 
Aggtessiv^ Counterintelligence Program (C). 

2. Recapitulation of Operational Frogre$s: 

a» Official Military Personnel Files (OMPF) for ten (10) individuals 

appearing to meet the criteria for recruitment as a confidential source 
have been received from The Adjutant General's Office (TAGO). Meticulous 
review of these files is currently in progress- - 

b. Loccil and National Agency Checks concerning these individuals 
have been requested through channels established by the Liaison Branch, 
902d MI Group. It is anticipated that the results of these checks will 
be forthcoming during the next reporting period* 

c- Files maintained by the Civilian Personnel Office, The Pentagon, 

were examined concerning 17 individuals assigned to the target agency. 
Evaluation of the data contained in these files continues. Concurrently 
with this vetting process. Local and National Agency Checks were requested. 
It is anticipated that the results of the checks will be received during 
the next reporting period. 

d. Additional identifying data on selected individuals assigned to 
the target agency has been submitted to the Investigative Records 
Repository, This information should resolve the problems encountered 
in dossier retrieval. 

e. Attached as an inclosure is a report of counterintelligence 
inspection conducted at the target agency troS)!^ October to 5 November 1973» 




Commander 

United States Army Intelligence Command 

•»-v ATTN: ICDO-OP 

Fort Meade, Maryland 20755 



REPORT OF COUNTERINTELLIGEKCE INSPECTION 
' ■ " OF 

• United States Amy Kanegenient Systems Support Agency 

Room BD 1028, The Pentagon 

■ 

SECTION I. .INTRODUCTION 

1. An announced counterintenigence inspection of the United States Army 
Management Systems Support Agency (US/CmSSA) , Room BD 1028, The Pentagon 
was conducted during the period 29 October through 5 November 1973, by the 
following Special Agents of the Pentagon Counterintelligence Force, 902d 
Military Intelligence Group: 

• 

William H. J. Count 
George M. Vaughn, 

2. Captain James K. Clements » Security Manager, acted as contact for and 
assisted in coordinating the activities of the inspection* 

3. The last counterintelligence service was conducted during the period- 
21 to 25 August 1972. ' 

/ SECTION II. SCOPE 

4. This inspection included an examination of the degree of compliance with 
DOD Information Security Program Regulation 5220. IR and AR 380-5 of the 
following offices of USA!«**5SA: ^ 

Headquarters » Management and Administrative Support Group 

Scientific Systems Division 
Systems Development Division 
Operations Division 

5. USAMSSA has on hand approximately 850 SECRET docuTOnts and approximately 
20 linear feet of CONFIDENTIAL material. No TOP SECRET documents are main- 
tained within the USAt-ISSA. 

SECTION III. FINDINGS AND RECOMMENDATIONS 

r 

6. There are no uncorrected or repeated findings* 

7. Current Findings: -No major deficiencies or shortcomings were noted durin 
the Inspection. Minor administrative deficiencies v;ere corrected on the spot 

8. Physical Security: Only those aspects of physical security relating to 
classified storage v/ere inspected in conjunction with this service. 

Four of the containers utilized for the storage of classified material do not 
meet the minimum requirements set forth in paragraphs 5-101 and 5-102, DOD 
Information Security Program Regulation 5200JR. USAI-ISSA has requisitioned 
approved security containers to replace the unapproved containers. The 
unapproved containers are under 24-hoi.'r observation by USAMSSA personnel. 



, . • - /l^ SECTION IV, COMMENTS 

9. The overdll security posture of the serviced area 1s excellent* The 
USAKSSA Security Education Program is considered adequate* IncoFning 
personnel are briefed concerning the handling, storage, and transmission 

of classified information. In addition, all personnel are given a periodic 
review to determine their compliance with existing security regulations. 
USAM5SA is currently revising its existing SOP to enhance the overall 
security posture. Reproduction of classified material is held to a minimum 
consistent with operational necessity. A copy of the restrictions imposed 
on reproduction of classified material is posted near the reproduction 
machine. The USAiSSSA requires a 100% monthly i-nventory of all SECRET docu- 
' ments recorded on the Division Log* Additionally, the USAMSSA requires 
a doublecheck of each item of equipment within the individual offices and 
that DAS Form 11 (doublecheck List) be signed and maintained on a daily 
working basis. The duty officer is required to carry numerous keys during 
his after duty checks. Master keys would better serve this purpose. The 
Pentagon Custodial Engineers have such master keys and arrangements could 
be made with them to obtain master keys for. the offices within- the unit. 
The USAMSSA needs to implement a preventive-maintenance program on its 
security, containers, as handles on several security containers are loose. 

SECTION V. EXIT BRIEFING 

10. All aspects of this service were discussed during an exit briefing on 
5 November 1973 with Captain James L Clements, Security Manager. 
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13 Decenr.ber ],973 



Ql•^HTERLI HIOGRESS R2P0RT m-'^ER 1 

Period : 25 Octcter 1973 to 13 Decenber 1973 

WARNllJG liOTICE: SENSITIVE SOURCES AIW NiETHODS IKVOLVTiD 

SUBJECT: Opteration lanyard Kood 

lA^^^W CjgCiy_STANC55 : 

On 25 October 1973, OPLAN Lanyard Mood was fonrally re-actiyated in a 
visit to MAJ Clyde Bryant, Security Officer, Defense 'languare Institute 
East Coast (DLIEC), by KftJ D.N, Kappel, Conmander V/FO* CVo Clarence 
Barker, Liaison Officer, V*TO: and CW2 Guy J, Battiste II, Project Liaison 
Officer (PLO), DLI2C. On 3C October 1973, PLO briefed Sry^-t on the 
CISP. It was agreed that the briefing of the Co-n^^-ander , DLJSC, shc\:ld le 
delayed until the Oplan was re^/ritten and a positive ap^rc^.ch to the 
program was developed* To date, all n-eetinirs with Bryant have been to 
further that purpose. 



RBCAPITITL^.TION OF OPSRATIO^;AL H?0GHES3 DlTRILTr TlE Pr>IOD: 



Screening of personnel at DLIEC has begun fos the purpose of identifying 
those individuals istiose backgrounds and/or activities might fall v;ithin the 
scope of the EEI in the Oplan, as well ar, these individuals who may be 
considered orosnective sources in the future. 

w 

3. ^ _5I0_h:i_FICA]v'T^ C0l'j,-Tjr(I!TTSLLIGE!:C3 INrOF ^l'.TJQ-J D?/3L0_?~.D : 




The re-'/ised Oplan for Lanyard Mood was subr-itted to Headq;:artcTs, 
109th KI Group on 5 December 1973* Pendinfr approval of the O^lan, the PLO 
will continue lajT.r^ the ^^roundwork for the operation at DLI^i^G, an.i zzre^rrl.nr 
personnel files to determine those personnel ^^ho irirht be of operations! 
interest* The fonr.al briefing of the Corrrr.ander, DLI5C, has net been 
scheduled, but a target date for the briefing is within the first t*.-o we-ks 
Of January 1974. DUEC has proven in the past to be a successful CIS? tar^ret. 



J ■ • . • •• 'J 



1 1 I 
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and can be as productl-<re in the future if anproached properly. The 
structure of DLIEC, being divided into seoarate departments for each 
language, results in the departnienta becoming cliques of persons from 
similar backgrounds or countries, and therefore the instructors have little 
contact with parsons outside their own department. This creates a more 
delicate situation than normal, and rreans that the operation must be 
approached slowly and positively, as rushing into soirething might result in 
a case of bad judgement and turn the situation from delicate to explosive 




CW2, MI 

Project Liaison Officer 



• DlCPARTI-^i^JT C? THE ARIIY 
SYRACUSE-SSiiECA FIELD OFx'ICS 
109TH MILJl-viiY iivTELLIGilCS GilCUP 
PO BOX 73 SYRACUSi: NFvi YORK 13201 

ICGP-B-SY ^1 December 1973 

QUARTERLY PROGRESS REPORT NUISER 1 
^Period 1 October 1973 to 31 December 1973 

SUBJECT: 'Operation CAN1!^S PIATE (U) 





l.VLW* CIRCUl^TANCES: On 16 November 1973, an initial .briefing Kasi given 
concei^iing the CISP at Seneca Ariny Depot, Romulus, New York, 1i+5A1> code 
named CANINE PIATE. Present for the briefing were COL Allen H. Light, Jr., 
Depot GoiCTander; MAJ Keel L* VJeaver, forrier Syracuse-Seneca Field Office 
Connander; OPT Denis F. Ausflug, present FO Corrjiander; and Z\il Francis L. 
KcGinn, Jr., CAiOfE PUTE Project Liaison Officer* 

2(^^J»S* RSCAPITIjUTIGw OF OPERATIOMAL PROGRESS DURING THE P~£rtIOD: In the 
bniefing of 16 Ncveinber, COL Light was informed of the intent and a:ir^ of 
CANINE PUTS, reference tIFR, 6 Deceir.ber 1973, re: CAiJINE PIATE. No other 
overt activity has taken place. See paragraph 4 below for additional remarks. 

3r (U) SIGiJIPICAMT COUNTERINTELLrGENCE BTFOFiI^IATlON DEVELOPED: None. 



% 



COiOlSN-TS, RS-jiaKS, AND RECG1HI52JDATIOH5: The p.-oject liaiscn officer 
hl^'been on station since December 1972. Ln the past year, through 
associations formed at social activities at the Seneca Arj:^.^ Depot Officers 
Club, the only area in which the FLO has sufficient reason for contact 
vdth depot personnel, three or four likely pro5pects:"for conventional 
sources have been spotted^ An approach will be made as soon as one very 
significant problem has been resolved. It is almost certain, because of the 
very high degree of security consciousness of depot personnel, that any 
approach by the PLO v;ill be treated vdth suspicion and reported to the 
depot security officials a$ a possible penetration atteinpt, or as a test 
of their SAFJ)A reporting, system. This is directly against the wishes of 
COL Light, who wants knowledge of CA:iI:iE PL^TS; to be confined to himself. 
This leads to the conclusion- that all prospective sources, at the tijae of 
recruitment, must be directed to ask COL Light any questions they inay have 
concerning the PIO's veracity. This would reveal the identity of the sources 

01 assi fed by ^:f.££^.s^S,.d:.:ij::X,!^. 



EXE?1?T FROM GENERAL EECLASSIFICATIO:! 

SCiii:DUL£ OF EXECUTIVE OHDl'H 11652 



33^ 



BXC>:?riO:i CATEGORY..;^ 



1 




to the Depot Conrnancer. The chances of having the project revealed ^Ith 
subsequent emoarras.sment to the Depot Conir^incier and to the ?09th i-J Gro"^ 
are too likely to be ignored. Disclosure of the identity of conv4tior:i 
sources, when necen.ary, does not apv.ear to contravene existing re-^uJav4s- 

-f '-"^^^P^i^' to confidential sources although dik'cio .'ure 
uLimtJ p'n ''""^ permission of the Corrander, 

^ti li' r of this matter will be held on 14 Dec^nber )973 




FIELD OFFICE COIii-lAIfflSR 
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PARTMENT OF THE ARMY 

v^.O-T^ HEADQUARTERS 115TH ^^'^L^TARY INTELLIGENCE GROUP 
'4 PRESIDIO OF SAN FRANOSCO, CALIFORNIA 94129 

^^&^^>^^>-<>^ REPLY TO ATTENTION OF: 

ICGP-F-SO 1^ Decerr.ber 1973 

• QUARTERLY PROGEESS BEPORT KUI^R 1 . 
For the Period 10 Septcober 73 to 10 Lece^^ber 73 
SUWBCT: ICIP CENTAUR BACE (u) SENSiTiVE Sniiv;:[:^ j [^iy/jj^ INVOLVED 

iS^TSi CIECU^EIAKCES: On 5 Decemljer 1973, ^^AJ Glen E, Robinson, Fort 
Lewis Field Office Coaisander, briefed LTC Homer Pickens, ACofS, 9th Infantry 
Division and Fort Lewis, representative of the CoF.nanding General, 9th Infan- 
try Division and Fort Le-A-is, on the progress of Internal Counterintelligence 
Progiajn jClCE?) CEfJTAUR RACE. 

RECAPITULATIOH OF OPERATIOIJAL PROGRESS DURD3G THE PERIOD: 

a. A study concemins insertion of sources into the Fort Lc^is nilitary 
comitrunity has been completed and results will be forwarded by separate corres- 
pondence. ' 

■ 

bi Aggressive ccrecning, spotting, ar.d assessment of Installation con- 
ventional sources and potential Confidential Sources is continuing and has 
been expanded to include all targets on Fort Lewis, 

Ihe first Source Lead and Development Keport (SLDB) for ICIP CSITAUR 
RACE will- be prepared and submitted within 30 days. 

A^*7 SIGNIFICANT C0U5ITERINTSLLIGEI;CS INFOFJ-'ATTOII DEVELOPED; Ihere has 
been no significant counterintelligence information developed through the 
ICIP to^ate due to the lack of forinally recruited sources. 

COI-^'lZINTS , RSJ-l^RJS, AlH) RECOMI-SITDATIOr^S ; LTC Pickens, ACofS, 9th 
Infantry Division and Fort Lewis^ continues to have an interest in ICIP 
CENTAUR RACE, and has cooperated with Fort Lewis Field Office to the fullest 
extent. It is the desire of the CGi7in»andin^ General, 9th Infantry Division 
and Fort Lewis » not to be present for briefings unless significant counter- 
intelligence information is to be discussed. 




,,C6OO>.CS0 -5 1995 



EUGEK5 F. OVERHOLT 

MAJ, ta 

Acting Operations Officer 
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3 December 1973 



CLlvTAUR SAIE 



Period 13 October 1973 to 28 lioveinber 1973 



1. 



CU) CIRCUMSTANCES: 



On 28 November 1973, CW3 Janes Harnish, Project Liaison Officer (tLO), 
MERDC, provided Colonel Tehno R. Hukkala, Connander, MiiP.DC, Leslie L, Askew, 
Security Officer, h'EillX:, and Edna T. Payne, As-istant Security Officer, JdirvDC, 
with the 2nd Quarterly CISP Briefing, The briefing was presented one week 
earlier than projected due to the uncertainty of the Commander's pre-holidr,y 
December schedule* The briefing was well received with no problems encount- 
ered. 



2-* 




3. 



RECAPITUL\TICIi OF OPE :ATiCKAL PROGRESS DURING THE PEnXCD: 



Six perspective Sources were spotted during this period. 

IGUIFICAMT CCUI;T£RIi?T£LLlG^:^:CS I:;F: .:^M\T].C?^ DEVIiiLCPED ; 
During this period three A f^ent Reports V7ere produced » These reports were 




as follov/s : I b6 



, DP03: 



b6 



b6 



SSG 



indebt edness; 
"b6 I CIV 



I report submitted '^6 Octob er 1973, concerned suitrnbility duct to 

~~~~~ , PDCB: 



b6 



b6 



b6 



ability due to alcohol drinking problem; b6 



b6 



reoort submitted 5 November 1973. concerned suit- 

J DPCB: 



ss:i b6 



concerned a /threatening telephone call* 



b6 



report" submitted 21 November 1973, 



A. 



At the present time there is no approved CPl-AN available for this pfo- 
ject at the Washington Field Office, The next Quarterly Briefing of the 
CormiTcvnder, MSr.DC, will be within the first two weeks of March 1974, and 
will realign the briefing schedule, H^.IDC is a good CISP tarr;et, and bos 
the potential for a successful project, hovrever the PLO*s time en site is 
limited due to being PLO at another installation also. To be more effective 
I-IEPwDC must be a full time project* 



Extir.p'ilcji c;:t::_ory;- -----^ 

Declassify on:£ ^Ciil.i'^/.'r.'iir, 




CV/3 

Project Liaison. Of ficer 
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SEP 5,1^ , 
BY usA^N3c^)^^F£H^PA 




3 Decenber 1973 



QUARTERLY PROGRESS REPORT NUMBER 2 

SUDJiCT: CENTAVO KID 

Period 12 October 1973 to 12 Iiovembcr 1973 

WARiili^G KOTiCE-SEKSlTiVE SGURGES AND luETlIGDS INVOLVED 
1. .' (u) ci:;cu:sTA>:czs : 

On 12 November 1973» the Coiwaander, HarryDlaiaond Laboratories(HDL), 

wae briefed on the revised CEKTAVO KID OPLAI^, Present the briefing were. 
Colonel Bavid W, Einseli Coiani'inder, HDL, Major D,N» Kappel, Comnc.nder, WFO, 
109th MI Group» Major Thoizias R. Mooney, Executive Officer^ HDL, C-tJ3 Jnmes 
E, Hcrnish, PLC, Alfred F, Schneider, Security Officer, HDL, and J'-mes H. 
Yelcky As?iistant Security Officer, HDL, Due to the close proxiraity be- 
tween this briefing and the December Quarterly Briefing, both were com- 
bined* The briefing was well received and no problems v/ere encountered. 
The next Quarterly Srlefing will be delivered within the first tv.»o v?eeks 
of March 1974, and will realign the briefing schedule. 



2. VTdBJ.RECAPITULATIOH OF OPE.lATTON-iL PIIOG.'^ESS DU.IlHG THB PCIli.OD: 




Since the approved and revised OPLAK has been available, six potential 
Sources are undergoing Local Agency Checks. A problem in cooperation as in- 
dicated in Quarterly Progress Report i:uniber 1 within the HDL Security 
Office has been resolved and cooperation fron the Security Office has im- 




siGNiFXC.iirr couivTs:?>i;:telligsnce i^if(-:i!i.ti( >: D£VELcrzi> : 

One'' Agent Report was produced during; this periodas follov:E: L.M-2:RS, 
Guillermo B., DPCB: 29 January 1935, Buenos Aires, Argentina, CIV | b6 1 | 



b6 I report submitted 19 October 1973, concerned suitability infor- 



mation, 

4, (U) COMIiSHTS, REMARKS, AI;D RECO:L»iSI;DATI0M3 

None • 



[ilrcn ca'iC-;. ory:. — *m 

sdfy Qx\:Ji'jXXri6U^Xi^u .. 




JAMES £. IIARI^'ISH 
CW3 

Project Liaison Officer 
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PARTMEMTOF THE ARMY 

FORT CARSON FIELD OFFICE 
115TH MILITARY INTELLICEWCE GROUP 
COLORADO SPRINGS, COLORADO 80901 



ICGP-F-CA 



10 Daceinber 1973 



QUARTERLY PROGRESS REPORT HUMBER 
PEillOD: 11 September 1973 to 10 December 1973 



SUBJECT; Operation CajriAry Stone (U) 

l:(^^ ^CLlCl3^STAKCSS - 

Effective 1 December 1973, the Dugway Proving Ground Resident Office 
vas established and became operational* SFC Pete A* Gonzales (?L0) has 
been assigned to the Dugway ^sident Office, 



To date, the P^^O h.HS not been 
assigned to Operation Canary Stone, therefore, no progress bri»=ifing vas 
presented to the Coranander, Dugway Proving Ground, pertaining to the pa*t 
quarter's activities, 

2. (U) REOAPIT'JUTION Oi*^ OPERATIONAL PR0GRS5S DURING P;:r.iOD , 

No operational assets were utilized during the reporting period. 

3. (U) SIC:.-IFICAh"T COUIvTEHINTEILIGZi.'C?: IKFORI-IATICN Ig\rEL0P5D > 

None has been developed during the reporting period. 



4. (U) CO>3-l£NT5, REh:ARK3, Ar-ip R£G0M:-:5vDATI0NS , 



The Dugway Resident Office is located in Room 2204, Building 5^34> 

Dugway Proving Ground, IXigway, Utah. The Intraservice Support AgreeiTient 
between tha ll5th Group and Dug^i^/ay iVoving Ground has been finalised 
and is in the process of being signed by ap^jropriate unit representatives 
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LTC, KI^ 
Comma ndin!=: 
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THIS MUST REMAIN TOP DOCUMENT 



DOSSIER NO. ZFOiiQ^ ^ 



Vol A of 7 Vols 



As of Sep 65 all material included 

TBate} 

in this file confonns with DA policies currently 
in effect. 



/ ^.J^Zfj 18 Sep 85 

SignatureT (Date Signed} 



(Printed Name] (Grade) 



Pl^^^lpi^ lor Mellon 

Crtt*rt» UP AR S81-10 ^ 



THIS MUST REMAIN TOP DOCUMENT 



lA (HQ) Forro 2214 
(1 Sep 78) 



Replaces MIIA Fm 315, 1 Jun 75, which may be 
used until supplies are exhausced. 

3f2 



COHTENTS 



mm> for VCSA {ram IBofA, SDBJ: ICIP 21 Jaa 1$ 

name thru VCSl for DBofA, SOBJi ICIP li Feb 7S 

1st Ihd to TJBAHJTA, Approval of CANTHl RIDE 7 Mar 7^ 

Ltr froa USAIMTA, Evaluation of Selected 28 75 
IhatallatlonB in Panama Canal Zone 

Quarterly Report, lat Qtr, CT 7$ 27 May 75 

Ltr to WhPj APGapprovlng continuation of 11 Ji^il 75 
QONDOLA. StiR 

Ltr to Cdr, PCF, disapproving OPlan 1 Atjg 75 

Quarterly Rpt, 2nd Qtr, CT 75 16 Sop 75 

1st Ind to U3AINTA, Approval of revised 15 S<sp 75 

OPLAIi CANARY Z?F3RT 

Quarterly ?.pt, 3d itr, C" 75 -^"^ ^^ 

y.eno for Record, Sx^t^i ICi? C/'-LM^Y ilF'rJRl ?1 I^r: 75 

Msg to IS.A i'-.U" on proposed ICi? 19 Nov 75 

Lf to USAINfTA, Quarterly Reports 17 Dec 75 
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ICIP'S T£..Hi-IlNAT3Ii, AS OF FEb ?5 



1. CAiJiiL liOPE 



2. CANARY STONE 



- US Arry Communications Comnand, Ft Huachuca, AZ 

- Dugway Proving Ground, UT 



3. CATiliU ARCH - OS Ariny Air Defense Center, Ft bliss, TX 

km CAiiYON Ti^STiiiR - Linlfitiila Amy Depot Activity, iierriiston, Oregon 



5, CErfTALR SALE 



uS Arny Mobility Kquit^ment heser.rch and Develor" 
ment Center, Ft Belvoir, V/ 



6, CLilTRil lAXI - USArFiy Electronics Commsnd, Ft MoniTiOUth, NJ 



7. CEifTUHY SQUAD 



US Arr-.y Xanegenent i^yste-iS Support Activity, 
The Pentagon, Washington, DC 



6* JjNT'ULA rUiu - US Arcny ::*leclrcnic£ Proving Grounci, Ft huachuca, PI 
9» Lj"i"3YA?:) rcOB - Defense Languat^e Institute East Coast, Wash, ^lavy Yard 



10, LEND TONE 



- ?ic£tinny Arsenal ArmaTents '^-on'vsnd, Dover, \v 



!!• LE:;IENT cloud - us Amy War Coliegej Carlisle .-arracks, 
12* GOrJDOLA Sl'AR - Reinstated for 6 Months. 
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MHZ-DOe QuartcrVf ICIF BJfrportu (Q) 

ATTK: MIA -SO ITC Heend Wmjb/56159 

FT NODE » 20755 

Eftfer«Ke, w«««ge» DUII-DflB^ 03211S2 Dec 75. 

Attacked for ycwr flics U • copy of the ZHFORftnOK MDiaB&KDCM to the lloder 
try of tho Atagr (looo inclosnreo) «hlcb forvorded Mnoortee of the oIdc on- 
folof cans JCTt opozotLoM as attelctad lij ifoor tuMidqMrtora. no •wnry pertalniog 
to a pr^oaod XCIP hf the Mth HI Gyoup 1p eoyport of USIiSk voa not Included in this 
ontaLuioa. 0poo loceipt of a rcopooac to ttie above rofereneed weaage. a dec la ion 
vlll be flodc vhethoT to laelotle tliot op ac o tl oa la the wmst qoerterly report. 

lo otaff log tbo Qoartarly KIP Xoport vltblo CUCSZ, tbe Actiog Director of 
Xotelligeace O|pexotiona ooted that matf of the aoaoarlea of on^solog actioea contained 
too w^nj detaita of ladlvldual character/b«bavlor laauea. la future atiarterly reporta^ 
aaltability-tTpc lafomatloo pertalDlog to lodlTldaala covered by tbci ICIF project 
abould be cither ellalooted or auonarleed la general coevnta. 

4. Ob a aeperate Mtter, ^o the ACSI reinstated the ICir CCmHJLL SmR in 

July 1975» he lodlcated he vould rerelew the ICIP lo air nootha to detetvlne if 
algnlflcant infonatlon had beeo developed to iiarraot contlouation olF the prelect. 
It is re^[ucated that your headquarters conduct a review of this ICIP anci furnish 
pour coneota oed recoBBOodatio&a to thla office by 9 January 1975. 



FOR THE DISECTQB Of IHmLlGENCE OPEFAXICX^S; 



Ih^Q: U - 

1 Incl I. A. SFIRITO 

Colonel, GS 
Chief, BDMIirr Divlaioo 
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ft M Acn ^wiAU imva, nt the absence of dhaiuc armt- 

€Via|i«€£ m HJft It IS OliricDLT TO SITCBMINE HjaCH USAfiEUR 



0a mt^ PWICTS NC£7 THE tiUTISlA AND SCFIKITION OF 
"mit^P tl OACiI» Bl TUS iCCAtfi, TKE rOLLOHlT«6 
«P|i^TlO«5 AfiE SESCilBESa 




^feiruttl TOKSKI ICIP DEVELOP EZlf AN£> lMi>i.£H£VT£D BAS£]) 
' 1|£r > yjifitt E IH SUPPORT OF DET USASA FIELD ST A AUGSBURG, 



lEi IXMBACH , FtC* THE OPLAN HAS APPROVED BY CDR, USASA 
jii MjM ^9 AND BY OPCSI, USAJtEUR ON 15 jUL ?5. THE ICIP IS ^^ 
\i Ss EAELT STA€ES OF lMPHMiMTATIO?i AND HJilLE A NIMbER OF COU^lTER- 



trrcu.i«o)cE becRuithent leads have beek developed, no formal 

HEcRUlTHOtT Of cOt4FlD£vTlAL SOURCES HAS in B££X kCQOtlP usHLU 



C B« CSOUP fiANDt CI PROJECT BASED UPON REF F AKD € IIIVOLVIKC 
IBAlNTA RECgUlTHEwT OF STERILE SOURCES !« c^US FOR IN- 

C 

SERTlOv l^7T0 9bTH ARTY BDE,USAR£US FOR COLLECTION OF COUNTER* 
C SUBVERSION AMD COUNTERSABOTACE INfO« THE END OF US P{V0LVOfE»?T 



4. 



^^f« VIEIN^ AND TKE CONCOMITANT SJU8P i»IClEASE XN 5UBVG|SI0N/ 
' ;%BOTAC£ INC IDSHTS VlfiTUAUT CLiitiHAIEB THE NEtS lOft THESE 



rC ^^URCES* NORHAL AHRniOlt J1A3 RESULTED & ONE AINAiMm CROUP 

K- JUnd Source ^sareus mho is ^^crrentlx HiMDLED as a casual 

>EFI1(SIVE COUMtlRESPIONACE SOWCE* 
O C> certain SHILEi ICIP IHPLEHENTED IN I9li UiTHiN 

CERTAIN KEY STAFF OFFICES AT HQ. USAREUR IN A*i EFFORT TO J2i>?TlFY 

■ C 

REGRADED UiJCIASSIFjED 
G ON "5 1997 

BY CDR USA(WSC0,^/1 FOI/PO " 
AUTH PARA 1-603 DoD 5200. 1-R 



' ^ - 




^^^^^^ 



■D 



- / ; / 



? 








1f<fi A Act If Jtl£b CntAIH »1U MAS 

iijirl^M #L*« rot twt^Mm jpPBOvAi which ciu. in* 



ABSB ESS m SttSPCcTU MIS TifBUT AajT^ST HQ 





D* cAS£ffi££: TALfKTt KSCCNT DIVELOPMEKTS IN B£KLIN BASQ) 
Orcfl^ft Hi»r£ S£VCAL£D INTIMSE mSSEST Bl SIS IN || A 
4P£CX4L FO^ES iMiT STATIONED IN klST BQUlt* HOfitffO^ SIS 

CASE orriciss have disclosed surnciDiT knohlebcc or bet a to 

BAISE THE WSSIBILITT Of A _»UCCESSf UL SJS PENTEnUlIOM Of BET 
K BASIB CM A lEMEST »T C»K» ..A,£eil€EP| ^ OPISA-^ 




THIS 





«»Maat7 «iS TtfUcl 






6 




m»m.mm tm can' 

E. cAfiBiN AL rU«ff t^BEBUN OrcO* S BABE AUO BEyEALEZ: KED9 

UPGRADED 0«l>SaB^D - 
SEP -5 1997 








0 mntZSt fli Hi M^lH ACTI?lTlES/PEaSOWia OBVIOUS EFFORTS 




fWETRATlON. Bl ^ HAS BEEw TA3«I) 



^^.2H GeKiU ift TBUm AS A d ^iSVlCE^ THOSE 

9CS4»lBli IP i^AlA U SVtA, WITH THE 

%m^f xn. e9fi%iatu detenshe couktesespionage 

riDi AS THE lESULT OF SEMOnSTRATED OS 

RCAT5*IN AU CASES^ APPSOPBIATE COHHANI^ESS 

tflii IM THE FEBCEIVED HOIS THREAT AND HAVE EITHER 
OONCUBBEL HITH THE ci N£UTBALl2iTI0N PUN# 



Vy; THE OP UK PERTAINING 10 CARELESS TOKEN IS BEIN'C FOR- 
%RDEIj TO V^UR OFFICE FOR APPROVAL^ QUARTERLY STATUS REPORTS 
ALSO WILL BE FURNISHEB ^ 

^ (U; REaUEST YOUR cOMME>?TS AS WHETHER EITHER OF THOSE PRO- 
JECTS KESCRIBEI; IV PARA ii> iMD Of SUPRA MEET THE CRITERIA FOR 
ICIP AVL THUS R£aUlR£ ACSI APPROVAL* 



5» (U) FlttTHER RE^iUEST JpETAILES CUlfiME RECARDINC OACSI ICIP 



/ 



PSo^iaEs 



' Viifii (U) ODCSI, USARXUR* ACTION OFTIC^ IS 1 
^ AEAGB^I(SO>, |CI 7S»^ CAUTO^EVOCOH t7421» 
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ROUTINC AND TRAHSMTTAL SUP 




LTC fUEXDLB 



MUUKKf 



Pile 



P«r our foMCCT 29 Dec 75# Attached le the 



of ICIP Statue report from, USARBDR, (toe of onr 
p»opl« i«« eXrm the eoj^ dtirli« » visit to Ar] 
H«U Station. 




Do NOT «*c cy« iopi M ■ K£a»0 «tf ttwrov 



JA Peanett 
j^e Aot Seet^ SOD 
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lABASC 
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' (0) Attached at Incloeure 1 i.% the first Quarterly Status Report ^ 
for the period ending 15 October 1975. 

Tour attention is invited to potential source B58r78& referred 
to in paragraph 5. Appropriate coordination vill be effected by the 
66th Hilitary Intelligence Group, this Command and your Headquarters 
before utilisation is effected* 
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€6th mittaiy t«itftUl9C!ce Croup 
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JHI-K-CE, 1-75* 1 toy 1975 



. b. AEASB-CUSO). OTG 1 ST £402 July 197S» ICZP 

2. (U) Tilts Is the first ICIP Quarterly St«tus Report. In accordftnc« idth 
references, covcrtn^ the period ending 15 Octot>er 1975. 



Gsneral : 



a. Activity at ttte taroet U In tho dravdov:^ stage, pmiinq auto- 
cation in early 1976 uncer the LA FAIRC VITE Program. Sine* 1 July 1$7S. 
personnel r^mning has been reduced to about 50 percent of previous target 
strength; ROtt {torsonnel have bs&o reassigned to USASAFS . /Ujgsburg . In 
Juno 1975 » cn official release tras tsde by letter to the Buergenscistcr 
(i^or) of Rii..'>ach, which provided details of tlie withdrawal. Portions of 
thft letter Kcra r^jportedly published in ar&a newspapers. A copy of the 
EftQlish tr^iiMsUtion of thQ letter to the nayor's office is attached as 
Incl0£ur« I . 

■ . r 

b. Contrary to the letter 1ncl05iire..1t appears that sane tarc&t 
personnel In excess of tlic progr&sncd Approximately seven (7) Individuals 
iriio irill oalntafn uid guard tha autraated site, my r^isialn In th^d area 
for varytos periods ep to 1 July 1976* Tliose Include all personnel vho 
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are scheduled for OEROS or ETS In nf76 as funding Is not available for two 
PCS Hoves In a single fiscal year. No figures were available at the time 
«f the QSS preMrttion as to how tany personnel would be affected , nor had 
It been det^n^Mbd t^t would be thoir duties durin9 the appnulmate perio( 
1 fiarch-30 
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_ eftiwifcatloiw site {6913th USAF 

tocalcd f|^0^HK area" Is scheduled to close at i 
tt^tbwated; 90 ttSftF personnel will ronaln 
|e jlilbeiidlid the Freech and fkindoswehr s1i 





4, The sevai or els^t personnel scheduled to remain at the target 
iMfnmcfitl^ will ba billeted at the top of ftount Hoherbogen, in a newly 
tructod buildfa9» adjacent to the present operational area.. The sonior 
Vldual will be an HCO» si^de E6 or E7, who will probably luive one cf 
sapervlsory coRmunlcations equlpoent maintenance H0S*5. Other personnel 
l^tatlomd there will be equlpcaent and antenna array repair and maintenance 
specialists and guards. All personnel will be single or unaccionpanied. 
1^ the wltlns of this report, none of the pennancnt party had been selected 



•SI 




Operational ^'dtters: 



a. St9.M-F laakes a reconnaissance of the Rlmbach area approxiniately 
ttice a Btonth. The sightings usually involve travel along the PRA per1i%ter 
roading leading north and south out of Rlmbach. Perlneter roads of PRAs, 
excluding Autobahnen, are off limits to S!tH-F vehicles. On 3 June 1974, 
« SraJ')-r velTiicTe was disabled on the access road leading to the tart}et 
operational s1te» isell within a PRA, and was assisted by a Chief Warrant 
Officer assigned to the target, who was not aware of tlw correct PRA 
boundary. There have been no SfOt-F detentions 1n the area, and none are 
likely, since the closest Military Police are located at Hohenfels Training 
Area (STA). 80 kilometers away. 






b6 



b. In l-brchll975. during a liaison visit wItbJSfiJ 
ccaaander, the PLO was edvised that MAJl t 



b6 



rd Otfuroa. 



before a board 



| had been transferred to Rains tei n • FRG arter appearing 
to face c 



charges of homosexuality. 




Ircported a possible SAEDA 

fo: 



c. In April 1975, SP4 | b6 , 

Incident (^up Case 75«061P): during the subsequent investigation It was 
detcmlned she had reported to Field Office Augsburg a similar approach 
by the sane Indlvlthial « year earlier * "hroet p ersonnel were dubious as 
to the veracity of statanents Bade by ) b6 \ who was transferred to 
U5ASAFS, Augsburg on 1 August 1975. 
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d. In Kay 1975> HAJ Douma advised the PLO that sotne of the target 
personnel had a tendency to talk too openly about their jobs In public, 
and that his solution had been constant reiteration to unit personnel 
on the dangers of loose talk, flo specifics were provided on individuals 
concerned. The PLO did not press for details as he considered It a 
coRoand matter. HW Oouoa believed the security posture of the target 
was steadily In^rovlng. 

e. The preliminary Investigation of | b6 l cont1nuedj_however,- 
lA lOM key <hie to the lack of credible specific allegations. I b6 ~] 
operates the Itoherfoogen Restaurant, situated near the target adinlnl strati ve 
«r«B. He allegedly travels regularly to CSSR to visit relatives and to 
intend dog shows. Target personnel patronize the res taurant regularly. 
inrlMirlly because of Us convenient location. 1 b6 ( was never reliably 
reported to have shorn undue curiosity about target operations and per- 
'sonalltles, but rernalns, nevertheless, well-lnforrood becaus e of ov erheard 
conversations of target personnel -customers. In June1ig7S Jb6 | told 

the PLO he was not looking forward to the departure of the wnarfcans be- 
cause he would have to "put up" vrlth local Gennan custofne rs, who were much 
wre troublescino than target personnel. In October 1975. 1 b6 I reaoarked 
to Douma that he had mad e sever al trips to Augsburg to negotiate the 
purchase of a tfivem there. I b6 | said he Intended to sell the Ifoherbogcn 
Restaurant and move to Augsburg, where he will open a tave rn/restaurant 
two kllojiToters froR» the "ASA kaseme," Activity of I b6 I wlll continue 
to be monitored In the Rimbach area, and If he irovcs to Augsburg, he 
should be made a target of continuing Interest by Field Office Augsburg. 

• 

In July 1975, CPT (Chap) [ b6 [ Protestant Chaplain at 

irrA> advised that an Individual assignca to trie target had sought his 
spiritual guidance as a result of extreme enK>tional anxiety, due to his/ 
her involve.-nent with a group 6^ USA SA perso nnel vvho were engaged in satanIc 
religious practices at the target. I b6 [revealed no details nor Identi- 
ties, due to the scnsltlvl^ of cooinunlcatlons to a chaplain, however, the 
Identity of the Individual Involved Is believed to have been established 
(see para 4J, below). 

' " ' gT nth July 1975 » twb target pfer^onntfTappl led f or Military Intelli- 
gence duties in ACGP-97. One tSP5 1 Dt> was assisted In 
coinpletlon of required fornK and processl nQ/lnterview Is In progress. 

The other Individual (SP4 l p will not be able to apply until 

Deceraber 1975, when he has 12 roonths rcnalning to DEROS. tie expects to be 
transferred to USASAFS, Augsburg prior to that tliae and has been advised 
to Initiate his processing at Field Office Augsburg. 
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h. In July 1976, USASAFS, Augsburg recuested a tiencv cticcks on th e 
German national Intended spouse 4ind rela tives of $ P4L 
Subsequently, during a subject Interview JT^ 



b6 



b6 



stated that hH fiancee 

liad conUct* tfanwQh an acquaintance, with I b6 | . a photographer/ 

reporter for ft Furth-lm-Wald newspaper and that he suspected | b6 [ was 
recei ving money frtw the CSSR for photographs of facilities in the Rimbach 
•r«e. I b6 ^I had m specific reason to back up his sus picion and said 
It MS ceoism "imnrledge among Urget personnel . (jj 
of a bilateral m/KAn Inveslloatlon in 1973 and 197 



mmer •f fw urget 




Auctions of possible Intelligence activity 
""ilil-sald iM personally wt suspi cious o f fnu 



lu'as iJie subject 
wring ivhich none 
substantiated.) 
a former 



b6 




•s Club' in Koetrting. 




Is curious as to the status of US installations at Rir.ibach and 

Amty service as a method of gaining 
s to iBtormatlon frooi US Forces manbers who patronize his esta blishment 
l and his activity was previously known to KI/HAO during the 
Itivestlgitlon and not determined to warrant further investigation. 
It d noo-'DoD affiliated uS citizen.) 

1, In Jul:y 1975> USA SftEi Ai gsburg requ ested agency checks in 
Kaetzting on l bS fand Or J b6 t who were friendly with target 

personnel and vrtio had beconte knovyiedgedble of classified defense inforvia- 
tfonasa result of this relationship. There «#as no Indication any of 
the ["be Is had attempted to elicit defense Information* Agency checks 



fai led to reveal any derooatory Infomatton concerning the b6 "I fomlly; 
Ije lv;as a practicing dentist In Koetzting, In early iSig isi 1975, 



Or. 

KM 



b6 




and her 



Douma advised the PLO that I n early 1975, SP4 

dependent husband J b6 L a US citizen, had att&apted to establish 

t Gerraan^/^inerlcan CI ub betweo ntarget personnel and the local ctumcjnlties. 
In this connection, the )b6 f s mentioned being ac<)ua1nted with a dentist 
in Koetzting, nfl. Hothlng of consequence ever .can^*^-pX IJje attistpt to 
form an organization. Later, date unknown, Oouma was advised by Conmnder, 
Forward Oper ations Dattallon, Augsburg (his supervisor) of a report that 
""be lhad dis cussed class ified 1nfon.iat1on with German acquaintances. 



n an intcirvlew of I b6 _|by Douma. she aJibltted having discussed 

details of lA FAIRE VITE with her husband in early 197S> a nd to have 
mentioned the project In the presence of one I be I , a Geman 



national acitualntance residing In Munich. I be | t«s su bsequen tly given 
ft written reprimand In connection with the compnHisise. I b6 I mentioned 



nothing about any otiier German acquaintances, and denied ccmpraalsing any 
classified Inforctation to any other foreign nationals. Ko Information 
was nada available to Douraa when he was tasked by his higher headquarters 
to investigate the Incident, as to the identity of the Genoan acquaintances 
who were sup posed to have received the classified defense Information. 
I b6 [departed the target on 19 July 1975 for OKUS and separation 

frocn active duty. 



REGRADED UWCLASSlFiED 
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TJUWECT; Internal Coantcrlntelliyence Program (ICIP) 



be 




j , In August 1 975 . «AJ Douaia advised the PLO that SP^ 

Attached to the target from the SOiid ASA Group as t Czech linguist voice 
InteK^t S^-clallst {il&62LCX)» h&d exhibited severe mental trauma Inme 
^lately fblloying the departure of • close fetnale acquaintance fro.ii the 
taroat on 30 june 197S» an d had been pla ced on extended leave status. 
3fi__J consulted CFT (Chap) ! l at IfTA and the USASAFS Augsburg 

slaff cliaplain, but had allegedly declined psychiatric counselling. On 
Imm* retura froa leave* her ac cess to classified i&aterlal was to.be sus- 
_ VIA VaaoA could iirectr^^^ Ito receive counsel H "9. *s he was 
concerned atNMt ber eiaotional stability. 1 ■>6 \ had a DEROS of 
teeitar IS75. 



1 




t. is Jlii9USt 1975. the PL O advis ed HAJ Oouma that a German agency 
^lii rtported a US soldier nanedQEJwas trafficking in drugs in 
"^iMlitiog. After the PL O provi ded de scriptive data obtaine d fi-oro a FRS 
"ipB^. flpuu Identified [jflJ as SP4 l ^ \ a fcissian- 

11n9u1st Voice Intercept Spe cial 1st > att ached from the 502d ASA Group. 
Oquhb Mas ret^ested to watch! ^6 Inactivities closely and pass any 

infomation to CID at HTA. L_ TOEROS Is June 1976» putting him 

In the category of those mentioned in paragraph 3b» above, who may remain 
at the target without any specific duties. 

1, Tn September 1975, 6&8,786 (v;ho Is undergoing preliminary source 
I assessment) advised that In approximately April 1975, a fcniale soldier 
traffic analyst assigned to tte target, whose name he c ould not rt-c all. 
i \* bad compromised a TOP SECRET/CRITIC/CODEHORD message to ( bs 

dependent and GS-2 clerk typist in the unit administrative office* 
had only a Confidential clearance. The conproaiise although known by the 
target consnander^was not reported to USASAFS, Augsburg, 

ID, Ko specific Information has been reported to indicate that 
Hostile Intelligence agencies are in contact with any target personnel. 




Source Activity: 



, a. One potential source (BS8*7&6), has been spotted at the target 

^< and is being assessed, nam traces are not yet cmp\ete. He Is scheduled 

for reassigmtient to USASAFS* Augsburg on approximately 15 Decanber 1S7S. 
p In accordance with paragraph 3b of reference a, a Lead Development Report 
Is being prc4>ared and will be forwarded separately, reconfuending his possil 
utilization as a defensive Installation source -In Augsburg. 

b. The lack of Idoitlflcation of any personnel who will make up the 
permanent party at the target has inhibited any neanlngful spotting/ 
assessing activity to date i 
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AEUMI-;j-CE 24 October 1975 

SUBJECT: Internal Counterlntelligcnee Prooraro (ICIP) 

6^^^ CoBiiisnts: . 

a. The PLO liKtoctrlnatcd for SI on 9 October 1975. Request 
Special Operations DetachoGnt determine if any Bt>re Quarterly Security 
Inspections are scheduled for target* and arrange for prior notification 
and coordination so ti>at the PLO my accoinpany the Inspecting team« Any 
Imlsht fia1n£«d into security problcta areas not evident from routine 
liaison contacts would be of great value to the PLO in acconiplisiKrnent of. 
Ms sfsslon. 

The PLO has reported that he Is unable to pursue a more 
aggressive approach iflth the target coinmdnder concerning identities 
of. personnel «1)0 will remain at the target, without arousing suspicion 
at to his true m>tives. Request Special Operations Detachment att&Ttpt / 
to identify U>ase Individuals as soon as the detenr.ination is niade. 

c; The short period remaining of continued operations at the target 
raises the question as to whether th^ praiect wo uld ba justified Jt. tJ^at 
Ration in the ^pno term/ As presently visualized, according to avail- 
wle ihfoni)at1on« any source recruited at the target would be priinarily 
reporting on six or seven other personnel, with vrfioni he is living In a 
veiy close* restrictive environment. It can be expected the inajority of 
the Information reported will be of an adverse suitability nature* 
Further, it can be expected that with target autoMtion* Hostile Intel! 1- 
gence efforts at the target will take a lotver priority Inasmuch as product 
expolltation through the hur.ian exploitable factor will no longer be 
present. TUe Ccnriander, USASAFS, Augsburg raised sorae of these points 
v*en reference a v/as staffed through his office." 

■ Ml I II I I I — I iMl I I- - ■■ - 
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*;;e "Mjurwse cf this letter is to acvirt: you, :*rui ti.eriri'ore ciii /tiiuci<*crt 
oi^Sir/ivi' ^f^ici'l -nci faurinp^y^iccffi, of .'t pr.^Jwrtfcd cu.hife ir* the U5 
ili^tsjy ivtturti oretei»ce in tne caat-uuit;, of ::ix3»c:<> i-our»v fio.;trL.^^eri, 
Lir . th*. riurroanding area. 

^^'^- iht -vc^erScan cilitaiy co::i::^unity in Liiir arvii ri'^** cjr.F.i:-ts jf elejitats 
►f- t^th itrie Cnited i'tat^s Am* wkI tiie uniue-J ».tate;. Air t\rco, *s kcII as 
I Vigr.ificant nur-ber of wiv«^- and ceT>orui»/nt ciiiluren. 'ihe total A£erit«in 
>opu2itic.n currtr.tiy is just o'vor three i.uijcrcii /^eople. 

Ca'*.:;encint in Auirust 1975j the Aoiericar. co;:j.iur.it> vixj. cecrcuse in lize, 
itt Uife lor£cst :^j:>rivy oi' our people ciup. j t in^i on or ;*i>ouL 1 liovtiibor 

t> ^ece-ub^r r^spjctiveiy* jfy 1 r.arch IVYc- ti.-rre :»iil be approxiiLiitel^' 
even i^:> AnJo* nersannol £ri probably no wivr: :;nu cnilcren rei^;-.iri.T^ in the 
Tea. Vhey v;iil live in a LI Ari;^* o>nca f-iciiit/ on to-; r.oufit noJierbo^en 
on I'-ckraein nid^e). 

:'y»it> trar.bf crr.iHli'jn is Uic result of a pr:> -rtVAViOa tcchjiical chun^e in 
[.he .^^uerican caT«.iiUnication£ fui.ction locateu in thit- area* 

j. At t.'ily tixe^ ar»a vitK Lhis firj. ounceueritj :>lca£^e accept persc^nal 
rctituce, as v.eli «s that of the bS *irii;^/ -ir*:i the Lb Air Force, for the 
:r,c err t Ji:di::£ .'*na .van:.t;. v.r.ic- J'a55 been t-raciously cxtrriuei to the 
n.rricjr. r.iiit.'Tv forcer .liM t«:*;ir fiauili^:; .ov»*r Uici^e ^lany years by 
i'ou^ tJie iiij.oach Co::T«ur.ity ^yfrici.il ::tAff, .-ino ti.«» entire cuiur.uriity of 
.ijtb:.c:j. ..e t.lll co ill that -.e c.^in to ir^urc tw.'it the 53;;<ll force 
'^■.:^.ix\\rxi^ continues to appreciate :-.na Jiein s^aintain tue relctti:>n5hip tn«t 
e r.-.vc enjoyed. 



n.lLf:/.iii- iAjUJi 
KAJ, 1.1 

1/iLitHriVJion Coordinator 
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To Mdviee UaUttPR of the Quarterly Bcport requtreiattnt for ICIP 

l^)|e} Zb m maiui* of 880 M0M8«s between DSytBDR and US^im, HB6 2B02« 
ipS J«i n ttr tM2, 01115«0Z Jul 75 CBU) > <BC8I» DSUtBJE resa«sted 
ilStbittee U cCM>riliiatlitg vlCdt CBR« USiS^ a JxmftOKAH of an ICIF In support of 
Wtk field SMtimi* Attg;ribws» II6« The 08181 approiped the proposed Opetatlons 



mdtm for Becord prepared by fo 
, Otttlinee tbe ACSX*a etated policy 
plane for the ICIP. 



r ICIP action officer^ dated 
regarding his validation o£ all 



ie a Meohoraxidum to the Vice Chief of Staff fron the Under Secret 
lines the requirenent for quarterly reports on the ICIP. 



4t jy^ 

l{ui^ 9I8CD88I(H: 

n/u)(^ The UBLSBOR proposed ICIP in support of the USkSk Field Station in 
Augsburg aerks the first extension of the program overseas* there is no indication 
that the ACS! has validated the ORAN for the project. 

b. (Of) This action advises DS^REOR by message of the ACSI's policy on the ICIP 
and requests the OPIAM be forwarded for ACSI revietf* The aessage further advises of 
ti&e quarterly report requirement to the Under Secretary* 



3. (D) KBCCMQNDiTION: That the Acting Director of Operations sign tbe message 
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ACS FOItM a, 13 $«p 71 




CCNFXDEMTXAL 



01 03 




r 



NO 



»A ilAXHJC//»At1I->0H// 



CMCUSAHEUR HCI»£LBCti; 6ERnANY//AEA6B-a// 



IIIP6: OK USAIRTA FT REAK N»//niIA-SO// 




SUB J: XNTCItNAL COUNTCRINTELLICEttCC PffOCRAft nCIP> CU> 



A. USAREUR nS6 M17SSZ JUN 7S (SSO MESSAGE) 



S. USAINTA nS6 ClIS<tEJZ JUL 7S (SSO MESSAGE) 



c 



mCUSSION n£ KLLARS/nR KELLY. 31 NOV 75 



REFS A Ml 8 PERTAIN TO AK ICIP FOR THE USASA FIEL5 



STATION^ AUGSBURGi FRC tiHICH INMCATES CfiR USASA HA» APP<?OVEfi AN 
OPLAN PREPARED BY (»{> M fiP. »URINC REF C IIR KELLY BRIEFE]> flG 
»ILLAR» ON BACrSROUND Ml SPECIAL CONTROLS PERTINENT TO ICIP- 



ifj-fiaf IN CIGHT 0/^YOUR POSSIBLE ENTRY INTO TME ICIP FIELD-. THE 
FOLLOWING INFORHATION IS FURNISHED AS BACKGROUHJ*- CUJ 

A. <Uy TME PRESENT ICIP <FORRERLY KNOWN AS ACIP> IS A CI 
SERVICE TO VARIOUS SENSITIVE INSTALLATIONS IN CONUS UNDER USAINTA 'S 
nONITORSHIP AND CONDUCTED BY TME TWO CONUS HI GROUPS- SINCE THE 
PROGRAn HAS BEEN PRinARlLY A CI SERVICE CONDUCTED BY USAINTA > THERE 
as NO DETAILED ARHY-WIDE GUIDANCE ON ICIP- THE NEMLY PUBLISHED 





DEGRADED UNCUSSiRED 



LTC HAENDLE/DAHI-DOH/StlS'l/S DEC 7S 





NO 

Alf 3»l-2P nEKTIONS ICIP A? A CI SERVICE BUT 90ES NOT CONTAI^J POLICY 
OR PROCEDURAL SPCCiriCS. 



a FEB 72, THE UN»ER SECRETARY OF THE ARflY MRECTE» THAT flUARTERLY 
KEPORTS OM THE XCZP BE FURMISHES HIS OFFICE BASES UPON HIS COMCERN 
AT THE TZttE FOR COHPLIANCE WITH THE VARIOUS &09 AN» »A SIRECTIVES 
PERTAINIMC TO THE PROTECTION OF MON-AFFILIATED US CITIZENS ANJ> 
ORCANIZATIONS- THESE QUARTERLY REPORTS HAVE BEEN REGULARLY 
FURNISHES StNCE riARCH Wd- 



USAINTA THAT ICIPS BOULS BE CONSUCTES ONLY AT THE HOST SENSITIVE 
INSTALLATIONS OR ACTIVITIES. HE PERSONALLY REVIEfcSES THE EXISTINC 
PROJECTS AK^ SIRECTES THAT THEIR NUrtBER BE RESUCES FRO« M TO ft^ 
LATER REINSTATING ONE ON AN INTERin BASIS- HE ALSO ASSURES THE 
UNiER SECRETARY OF THE ARflY THAT HE UOULS PERSONALLY APPROVE ALL 
NEfe' USAIHTA ICIP PROJECTS. 

aOie^ THE PROPOSES ICIP IN SUPPORT OF THE USASA FIELS STATION IK 
FR6 tfOULS EXTENS THE PROGRAM OUTSISE CONUS FOR THE FIRST TlflE. IN 
VIEW OF THE ACSI'S COnniTHENT TO THE UHSER SECRETARY, ARttY-KISE 




BY BEBORAMSUn TO THE VICE CHIEF OF STAFF- ARHY, SATES 




IN SEPTEnOER THE ACSI ESTABLISHES POLICY FOR 




03 D3 



RR RR 




V- 



NO 

PROCEDURES NEE» BE ESTABLISHED WHEREBY PROPOSED ICIPS ARE (?EVIEHE1> 

AND APPROVED BY THE ACSI AND tfUARTERLY REPORTS OF ON-COING ICIPS 
ARE PURNXSHCD THE UNDER SECRETARY- 



«^rVT» If YOU STILL WISH TO PROCEED ¥ITH THE ICIP IN SUPPORT OF THE 
USASA flELD STATION, IT IS REQUESTED THAT A COPY OF THE FINALIZED 
«PLAN BE POmiAfrDED FOR ACSI RCVIEH^ ATTN; DAfTI-DOH. AFTER ACSI 
APPROVAL^ INSTRUCTIONS AND FORRAT FOR THE tfUARTERLY REPORT yiLL BE 
•URNISHED ALONG KTH SAHPLES OF PREVIOUS REPORTING. XGDS-POOS 







/COPY FURNISHED:^ 



DATE;. 



2 0 JUN B7S 




— M V WWII tt^/«# 

DnMI-r ' y^.^ fjJf._ 
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B. ilK IG r-iPlCTlO" Ttlli WAi GUZRIIl OVERALL 
ALTK0R1T\ FOa CO"-LcTl-a iCi?- UiArTA UAS TTORIiCL' THAT 
AR ici-ii**, CI r^V::S, iUr-iRVlSiOr A'^i CQ-'TROL ^ChA? llD IS 
AT OACSl FOR AffJ.OVAL k^l i.irLail^!TATlOt?, A"x, THIS AK -ILL 
PROVILi: ^^iC^^^AS^' ALiI-.0.-.I'-ATlO*' FOR ICI?» 

C. rXLwr'b Ai R~F, A?. AC>.UISITI0- A^':. STORAGE 

OF I-FO CO-X-«T-i^ ••0--A?rlLlATE:L FZ7i50-:S A^'i: ORi^A'-lZATlO'lS 
inOiiLL £1 CO -ilLlRi-L . 

i. A-i r-?0 iLv-LG?LL Ti^i B^COw-S GFCO OH APPEAIti TO 
LAVi OF CO L;;?i.CITA'BL1 ?OTl"T-Ir.L SLOULI, oZ REPOETEL ThSU 

* ■ 

OFCC c:-A^' :ELi. 

l, CU) This IS PF.EFARLL TO HI^'LEH AI,i.lTlO-'AL 



ASilSTA-CE AS RE^UlRLL. REiU-ST THIS 3- KEPT r'FORMEi, 
RE LEV_LOP.:l-TS TrllS ICIP* X£-S-».t*.5) 




SAKI-DOI-C 



27 September 1974 



MEIKIRAHDUH FOR THE K£COKD 



SUBJECT: 1CIP Briefing Eor Under Secretary q£ the Ansy (U) 

iKsWi^ On 25 September 1974 MG Aaroti briefed Mr. Heraan Staudt, on the 
tCU^ Mr* Staudt expressed reservations about operational control vithln 
the program and concern about the sudden rapid grovtb* He wanted assur* 
Ances that the prograsi was carefully sionitored precluding the possibility 
for enbarraaanent • 



General Aaron assigned the following tasks to USAINTA through 
HrT'Leslle Bime, the USAIMTA representative at the meeting. 

Si Prepare all the operations plans for review; General Aaron will 
personally re«-validate each plan. 

b» Prepare source dossiers for review* General Aaron wants to be able 
to personally be assured that all sources are of such maturity and stability 
that they would not cause any embarrasstnent to the Army. 

3. ^ General Aaron will personally validate and approve all future 
operations plans and will assume cozomand and control of the program. Only 
essential plans will be approved and pemitted to continue. General Aaron 
did not consider the operation at the War College to be essential. 

4. (U) Operations plans and dossiers will be reviewed on 4 October 1974. 




RICHARD EBERSOLE 
Major, GS 




frt« CTr.riJi. rt indrsures. 
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OSA,OCC/RCrt^/p£/13Jan72 



) 



• t 



8 F£5 



tsaausTssa raz ra?. vice aisr ot sxatf 

ltalt«d State* Axay 

« 

* 



Ott 4 aeeaa^Mkr 1971 70a foEvaTvi^ tA m a ncs^trer^Iun f ton the 
AMi^tmt Chief of StAff for lotellleencc, SVhJZCTi CounCftrtnt*!- 
fcllcy C^1^6ncev vUlch lafor/:ea .so »f the ACZl's decision 
t». VMrtlVEt« certain Axx^Mslve Ccuatcrlntelll«civre Pyopxh^ (ACI?) 
Oj>#ratloii3 . Attflche<I to th« turgor Andw th£ on«^r&tlon elm f'^r 
4)fte MCb operctlon* I hoVc revitverf thiit scnoran^lira sxxhi the ctt^^chcil 
yljm« and «lthou^,h.Z ^nprftclnte tho ccttsclcntiotia %tc^n vhich have 
>t»D tsVoo to esotire adherence to cttrrent p<»Ilcies in chia .^rc:, X 
WmBSxk coficome^ titut this pro^«xs nay b« pl^in; « la hlf.hl7 
wlnerable position* 



23d»C ©Ircctire 5200.27 aud the Ipplc^er-tlnt; Aray yollcj lci::rcr 
datod 1 Jun* 2971 l-^pose tvo rer.trictiotis ^'l«ich arc partlcu^irly 
ra^avoct tc tCl? o;>cratlons. First , thcj rc^^lre tnct zh-r^ t^t. 

povart or cthert^ca liaceptlvc c-jrv«lll£jice nr pi«o:.re*it-?i of 
dvllfcD orf:at)i=atIoft9 ' rttbeut thfr ?rlor Approval of th* Ch^lwa^* 
!>XCC Cac^ the Aeslst^.t SacreLazy of Hefenac CCon?t;oll£r j) . Tecocd 
they ;sroHltit cosir.nins So!) pc-roonr.si "tc attend ruLllc ^rl -iCiS " 
v;a<:tlj*^B. ceonatrotfocs, or cth<rr :>lT5l2Ar actlvltlaa fr^r thr^ 
jKitTOce of ficquirln? InTonatloti the collectlari of t/hlcS ia 
atitborl£o<! ' without kt prior approval ^ except in cr«r!»cnry sltca- 
ItionB. These prohibitions snply vhjst?jcr or vot th« forr«l ' tarj^st'*' 
cf tha operation Is afflliaCecJ with the Cepartrarnt of l>efcnse^ 
Alt&oiv^h tne ACfil If^tter approvlns the flrat reactlvate^I ACI? 
aparatlo9 Incorporatej? t'r.Mo rcacrlctlors by refcretice <pira?rrapb 
3a) « tha operatloA plan atul rd^t^J dockuenta c4[>vloualy asxkric 
fhat confitlectlal sources vorbln^ in tha oparatloo uy obtain aint 
report Information v^ilch they r^celre in the co^rAO of activities 
•if military lzistAllRtiono« Whlla tha plnn proMhlts ftxteoiUnr. 
tba collection affort ' Ulractly ' to non-T}oD penonnRl (psr^nreoh 
4a(a)) , atid vlille the iiCSI approval letter protilMts naklnp - 
DoD pcraomel tar^ata of off -post flarvciUasca. I vou3u aaacsa 
Oiat it ia entirely posalbla that In th^ course of tliclr off -nojjc 
actlyltiea coafi£entiaI aourcaa i4i:;bc obtain mmi report li;foraation 



OSA.OCC' 
Mr. Crecsie 





^REGRADEP UNCLASSIREO " 



ON 
A 



JR USAffviSCOM FOl/PO 
f f ABA 1-603 DoD fe200.1-R 




/ 



f • - 



— T 



Oft loii -affiliated civl31*nc* Althftuiih such activity iJl-ht v.oc In 
*11 cttixstlonfi ba loxtidacn by CoI> PlrecClTc 5200,27, It is cleariy 
o& the Isfircerline. and I therefor* feel it Is very iarpnrt'iRt th£t . 
thcfio opcraitlohfl b« closcily supervised snJ clo^tly controlled. 



In order to ■arto w laforrmd decision ^cut i^ethcr furthf^r 
fiontrolfi ore iiccc^Bary (IncltKUni: t>Ofi5ihJe T.r^iif^.r Secretary or Vli^ 
rcfv^ev of each cperctlon) * I vould appreciate your taLi;iH tbo 
CoUoifixis »tepe; 

X. teOnnlcs Ksrdi 31. 1972,. Z im^XiI liSro to 
recelTO c qoarCerly report coat^nin^ the follouln^ 

, inforttftion cm eneU ACI? oparetion ie pr>ftre90 at 
my tiv3ft ^rin^c the reporting psrlod. Date epprove^!. 
eodc-tizg:?, Icccticn. acsiber of eonfiuentlal «M>urc«s 

,liOed durlnp reporting perfod, ci^nber of Ir^stfitncefl 
is ^AdA inloraatlon ou uf^i^af filleted clvlllarft is 
obtained off -poot end reported, sitd & brief rtarrstlv^ 
etete^ei^t etcplcirln^ whether vseful lefor;:::Atlon vas 
cbtfilned durl53 the reportlr.3 period, vbecher tbe 
OperiitloQ 1« to be contisuei* ead if bo. vhy. Tbene 
Import;: 5»4y be Mbrdtted 10 ^rAys after the close of 
ttke eeler.dar ^^artcr %:fKli:i: they coveTr 



2« *Jith the Bccond quarterly reprrt* v^iich vlli 
bo cue Jviy 31 ♦ 1?72, 2 vocld like to receive ^ £vll 
, ';*su?yftx!; of chic oro^rtGa* Induclr;^ its t^J^jc tn t^ri^n 
r-f t>iDdtfclA(: Q<;i2ful Isfor^uitlon etui the ^cequacy of ihti^ 
c^a;,roL0 rh^.c!^ ^»a .'c been i3x>o3cl. K<>co75?Rndett9fia for 
roy £c«:tber i;ecesifc«ry controls shculd be Included. 



Keoceth E, ileLlcu 
Uader Secretary of tiac Azrsy 
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WASHINGTON. D.C. 20301 
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2 Decern] 
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•KMORAHDUM FOR TIIE COWANDRR, OS ARMY INTELLIGENCE AGENCY, 
BEPWW«i« GRORGE G. MEADE, MARYLAND 20755 




Subject: ICIP Coverage 

1. RSTePence is made to J3M-199l-7*» . dated 26 Novciflber 
"^W"*, subject Requeat for Internal Counterintelligence 
* Progran <tCIP) Coverage (C>. 

2. Subject program authorised by the reference is hereby 
rescinded. 

tliTJiR 0 • liRUCN 
Colonel, USA 
Director, 

Administrative Sei'Vices 








1 trf- 




Classified by Chief, ANMCC 
EXKrtPT FROM GENERAL DECLASSIFICATIQB. 
SCHEDULE OF EXECUTIVE ORDER II652 



EXEMPTION CATEGORY - Indefinite , 



■ ■- 





REMARKS 

!• 't^ The JC3 supoort portion cW the ICI? at 
Ft. Ritchie, has been cancelied\an response to 
a letter from the Director, Adnin ^rvices Div, JGS, 
dated 2 Dec 75, which recinded the earlier request 
for support* Koirfeyer. tl^e ^ ICI? c ontinues \q fii^pport 
Arny e^ ggnt^at^t>^ Kltchle , 

2. (U; The current Commander, 902d M Gp i$ review- 
ing all current ICIPs managed by his group^and 
anticioates furnishing recommendations in :terch 
regarding continuation of each project. 
iLfFOai (U) will be included in his review. 

SUBJECT TO ikm^^Kh r7.a^.s>?:iaTJ0i 
L^imkTxsm .o:. vr:. i: two vtAi 

Do NOT use of approve concurrenatt. 




L. A. SPIRITO 

COL, GS, Chief, KUMINT Division 
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ROL MG AND TRANSMITTAL SLIP 












COMCMHMlO** 




INITIAL^ 




DATE 






IMTIJUS 


MOTE AND 
HCTIfftll 


DATE 


rt« co«- 

VCftSATlOM 




INITIALS 


set MC 


DATE 





REMARKS 




FROM 

MERRILL T. 
Acting Director 
t / g<£itellia 

OPHONAL FORM 41 

AUGUST 19V7 

QSA mtR (41 CFR) 100-11 JB» 




OfO: 1173 0«:-Kn->a» iO«T-101 



4 



ROUTING AND TRANSMITTAL SLIP ^ 




> TA 

Mr Kelly 




^^^^"^"^ 

UMMriMHATlOH 

/. 


2 

MG Aaron 
















btcn 


pen con- 






SEE MC 


OKI 


sicmatum 


REMARKS 

1. Re: MG Aaron's question attached Ops hlf 
the individual who met with the JCS Security 
Officer was CWO Garry Peisen, FT* Ritchie RO, 
90?c MI Op, and not a representative of PCF as 
previously reported. A PCF representative 
escorted Peisen to the JCS Security Office but 
did not participate in the discussions. 

Hr« Guerrieri has still not determined if 

any sort of briefing will be required and will 
advise this office when a decision is reached* 

t>o NOT ixtt this form as a RECORD cf spprovak. conanrcnces. 
dnppgpDvobv clearances, end ^milar actions 


L- A, SPI.HITO, COL, GS 

Chief WOmi^ Division 3// 


DUE 

?S Nov 75 
7ii087 
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DEPARTMENT OF THE ARMY 

OP THE ASSISTANT CHIEF OP STAFF FOR IMTCL1.IGCNCE 
WASHINGTON. 2031D 



lUMI-DOH 
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MEMORANDUM FOR; MR» KELLY, ACTING DIRECTOR OF INTELLIGEITCE OFERATI^^Jj^^^^^ 



SURBCT: Discussions with JCS Security Officer on ICIP CANARY EFFORT 



^ ^•\^^r request of LTG Griioes^ Special Operations Detachiflent, 

% USAMTaV LTC Haendle from this office visited Mr. Guerrieri, Chief, 

Security Officej JCS on 20 Nov 75 to determine if he bad requested 
briefings for the Director of the Joint Staff and the J3, JCS. LTC 
Grimes had learned that the 902d MI Group was preparing to brief on the 
ICIF CANARY EFFORT at Fort Ritchie, MD and questioned the need for such 
briefings , 



2. V Mr. Guerrieri stated that he had learned in passing conversation 
with a iDember of the FCF that Artoy was providing ICIF support to Joint 
Activities at Fort Ritchie, MD. He was disturbed about the potential embar- 
rassment of such activities and stated he had not previously been avare of 
this type of support. Be had requested that various JCS offices be briefed. 
He read from a letter prepared by the Commander, Alternate National Military 
Command Center <AN^fCC) to the Commander, USAINTA, dated November 1974 which 
had requested ICIF support and indicated this request had not been cleared 
with either his predecessor or the J3, JCS. (This request was never for- 
warded to OACSI so far as can be determined). 



3V,eC) It was explained that an existing ICIP CANARY EFFORT in support 
of Army organizations at Fort Ritchie, MD had recently (Sep 75) been 
revalidated by the ACSI resulting from a reorganization of the supported 
command. Included in the revised OPLAN was overlapping support to the 
ANMCC and its Support Directorate* However, the ICIF^ which has been in 
existence for several years» was primarily in support of Army activities. 



txisten* 



Vi^f^) Mr. Guerrieri indicated he would prefer that no such operation 
existed in support of JCS activities at Fort Ritchie and would so recommend 
this to his supervisor, COL O'Brien, Director of Admin Services, JCS. It 




Y ,.-1-.-- 



i ■ — 



DAMI-DOH 

SUBJECT: DlscusBxons with JCS Security Officer on ICl? CANARY EFFORT 



vas agreed that a USAINIA representative vould brief Mr. Guerrieri and 
COL O'Brien at their convenience on ICIP CANARY EFFORT. Further that no 
higher representatives need be briefed unless it was determined to be 
necessary after the initial briefing, Mr, Guerrieri would inform DAMI-DOH 
when (or if) a briefing on the ICIP vas required. 




A. SPIRITO 
Colonel J 65 
Chief, HUMIST Division 




1 




r 

r 

r- 



^ 



MM>ft*»DM 10&: A. KBJLT. ACTIK DtKCIDR OF tSmLIGQICS ORSATIOMi? 
ttnUICT: OiscMtleoa vltli XS SftCtfrity Offie*r oa XCIT ft*B«R EFFORT 



^ BS^IRA. UC BMndU fxM thl* off left vlalted Mr. Cuftrrleri* Chtef. 

tftcarlty Office, JC8 on 20 9tn 75 to dotftrolaft If btt had rc^MVted 
fcrlttflngft for cho Director of chft Joint Staff and tha J3» JCS, LTC 
CclvM had loanod that tha 90Zd MI Croup vaa proparlng to bolaf on the 
KIP C^HAn IFIOXt at fort UtchiOp 19 and iiuaatlooad tha xmmd for aucb 
hrlaflau« 

2.^^^ Mr. Guarrlart atatod that ha had lm9Ti>md In paoalng converaatloti 
vlth a Mabor of tha fCP that ^tmy vaa providing ICIP aupport to Joint 
ActiTlclaa at Fort KltchiOy MD. B« vaa diaturbod about the potantial mbar- 
raaavant of auch activitioa and ttatad ha had ttot pravioualy baan avara of 
thla typa of aupport* Ba had ranuaatod that varloua JCS officea be briafad* 
Ba ra«d from a lattar praparad by tba Cp««aamlar» Mtamata Rational Military 
Coanand Cantar (AMCC) to tha CoflBflad«r» OSAimr.*, datad Movaaa^r 197A which 
had raquaatad IGtP aupport and lodlcatad thia raquaat had not baan claarad 
vlth aithar hia prodacaaaor or tha J3, JCS. (Thia raquatt vaa navar for* 
wardad to O^CSI ao far aa can ba datermiz&od). 

It ma axplalaod that an axiating ZCXP C^R^RT KFFOST in aupport 
of ^niy organlaationa at Fort Utchie. MD had rocantly (Sep 75) baan 
ravalidatad by tha ^C6l raaulting Cron a raorganiaation of tha aupportad 
coomand. Includad in the raviaad OPL^H vaa ovarlapping aupport to tha 
AWMCC and ita Support Oiractorato. Bovavar* tha ICIP^ vhicb haa been in 
•xlatnea for aavaral ymmn^ vaa prlaiarlly in ai^pport of Ancj activltiaa. 

^•^^6b Mr. Goarrlari indicatod ha vould prafar that aa aucb operation 
axiacod in aupport of JCS activltiaa at Fort Kltchia and vould ao racoonend 
thia to hia ai^arvlaor, COL 0*Brian» Siroctor of AdAln Sarvicaa^ JCS. It 





D^HX-DOH 

80BJ1CT: PUcuaiioos with JCS Sacurity Officer on ICIP C'H^ST KFFORT 



Mc agreed that • DS^IHTA rapraseBtativ* wpuld brief Kr. Cuarrlarl mni 
COL O'Brien at thalr eonvaaieiiea on JCTt CAK^KT IFfOXI. Further that no 
hti^r repreaantativea need h* briefed unleas it vat deterolned to ba 
Mceasary after the initial bri«fiag. Mr. Cuerrierl vould iafera OAHI-OOH 
«h*B (or if) a brief iat oa the ICIF vaa required. 



L. *. tPniTO 
Colonel, G8 

CM4f, Bmnrr Diviaion 



Cot f.f'f^''^^ 



hi^Ac tfji 2itRci c r jTH T/t^ 'S^^" c ^ iTy OFhfCc, 





Ik 



DAMI-DOH 2 i K^ .' 

MSHDRAHDUM FOR RECORD 
SUBJECT: ICIF C&HARY EFFORT 



1, (U) On 19 Hov 75, ISC Grimes USAIHIA requested that I visit a Mr, 
Guerrierl, Chief, JCS Security Office, lA688t The Pentagon to determine . 

M if Guerrieri had requested briefings on CAl^Y EFFORT for the Director 

of the JCS and J3. LTC Grimes indicated he had just learned the 902d 

^ ^ MI Gp was ginning up for these briefings which he considered unnecessary. 

' LTC Grimes advised the 902d MI Gp to hold up until infonsed otherwise* 

Mr* Guerrieri was not in his office on 19 Nov 75 and was not 
visited until 1430 hours, 20 Nov 75. In the meantime, the undersigned 
determined that a request for an KIP had been Initiated by the Cosomander, 
Alternate National Military Cosniand Center (ANHCC) to the Commander, 
^ USAINIA in November 1974. Correspondence between DSAINTA and the 902d MI 

Gp established that the existing ICIF CAMRY EFFORT could be expanded to 
provide coverage to the ANMCC. (None of this correspondence was discussed 
at QACSI level so far as could be determined). In the meantime the 902d 
determined that the OF IAN for CANARY EFFORT required revision due to a 
reorganization of the Supported Army Command. It was decided to add target 
coverage to the ANMCC as well as the AJCC, ANHCCSD, and ECIC, all at either 
Ft Ritchie (Site R) or Ft Detrick. The revised OFLAN was approved by the 
ACSI on 15 Sep 75. 

3. ^ftNb In conversation with Mr* Guerrieri, it was determined that he 
learned of the ICIP in passing during a conversation with a representative 
of the FCF. He was more than a little disturbed that no one in JCS, partlc* 
ularly the Security Office, was aware of the project. He reiterated at 
great length that he recognized the Army was merely responding to a 
legitimate request, prepared on JCS stationary, but that the potential for 
embarrassment from such an operation clearly disturbed him. The undersigned 
discussed briefly the fact that the Army ICIF in sitpport of Army activities 
at Ft Ritchie had existed for many years* Even though the ANMCC request 
for support occurred in 1974, the expansion of the Army Security service to 
Inclitde joint activities was not approved by the ACSI until Sep 75* 

REGnAOE'^ ^^^^ . --/Mgflffi^frrVf^ n fi r-r— ^ CATEGORY 



DAMI-DOH 



SUBJECT: ICIP CANARY EFFORT 

Further, from correspondence received at QACSI, the Indications were that 
the ICIP Btill supported Amy coninands in the niain^ but could be of assistance 
to the ANHCC if serious breeches of security were uncovered which affected 
joint activities in adjoining areas. Mr, Guerrieri reiterated his concern 
for the Privacy Act iiig)act upon such security operations and generally gave 
the Impression be was concerned that the ICIP would c^use his office head- 
aches in the future. He would prefer that no such operation supported JCS 
activities and would so reconx&end this to. his boss, COL O'Brien, USA, 
Director of Admin Services, JCS. 

4. (U) It vas agreed that a USAINTA representative would brief Mr. Guerrieri 
and COL O'Brien at such time as he preferred* No higher or other JCS repre- 
sentatives would be briefed unless it was decided to be necessary after the 
ialclal brief ing» Mr. Guerrieri will contact 0AHI-DOH to arrange for a 
briefing. 
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17 Nov 75 



To obtain approval of th e quarterly ICIP report 

1. (U) BackRround : By memorandum dated 8 February 1972 CEAB B)^ the Under Secretary 
of the Army requested that the VCSA provide a quarterly report on all ICIP operations. 



2. 



BlBCuasion: 



JtC||^ During the past quarter, the ICIP OPLAN at Fort Ritchie, KD was revised t) 
reflect target area realignment resulting from the reorganization of the US Army 
Comsnmications Command. The ACSI approved the revised OPLAN on 15 Sep 75. 



bV^JPH The Comoiander^ USASA approved en Operation Plan in July 1975 for an 
ICIP under the purview of DCSI, USAREUR and 66th MI Group at the Augsburg Field 
Station, OSASA, FRG. A separate staff action directs a message from the Acting 
Director of Operations, OACSI to DCSI, USAREUR to furnish the Operations Plan for this 
ICIP for ACSI validation. Information regarding this new ICIP is not included in the 
attached quarterly report* 

Recom ne ndation : That the memorand^^J ^B A be approved and signed. 
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During the pa^ quarter, five of the ongoing operations provided 
information vfaich aej^ed to enhance the security at the facilities con- 
cerned. Pers onnel par ticipating in ICIP operations at Harry Diamond 
Laboratories J Cy^rgiol iK and Fort Ritchie, Maryland, identified security 
hazards which required follov-up investigative action. 



23^(jC} With the revalidation of the ICIP at Aberdeen Proving Ground, 
Maryland in July 1975 for a period of six cdonths, the total number of 
active ICIPs in CONUS was raised to nine. The ICIP OPLAN at Fort Ritchie, 
Maryland was revised on 15 September 1975 to reflect target area realign- 
ment resulting from the reorganization of the US Army Communications 
Consnand* 



3. (U) Summaries of the nine on-^going CONUS ICIP operations are inclosed. 



9 Incl _ 

as ^'-"oiD n. Arsiou 

r.:'.;cr Gc r.crcc2, G3 



^^^^ ' 



AfLi -i^A X^-^ -^^^siant to the Director 

r -'-'^y±^:7^vrt-^<^^^^^ 5*8^ of tha Aray staff 



r n- ^^^^^ 




LTC Haendle/56159 
Typed by T. Shamblen 




1. tt^ CASARY EFFORT: (OACSl Revalidation - 4 Feb 75) 

a. Location: Fort Ritchie, HD 

b. Confidential Source Utilization: Three confidential sources 



Information Obtained or Reported on Non-Affiliated Civilians 



None 

d« Useful Information Obtained: 

(1) At an undetermined time vlthin the past year, the Pentagon 
Teleconmunlcatlons Center (PTC) requested that the Joint Chiefs of Staff 
(JCS) ConBiiunicattons Center provide the PTC with a magnetic tape con- 
taining test messages recorded by the Burroughs D825 Automated Message 
Procefislng System^ a system used by the JCS, in order for the PTC to 
devise a coding system which vould provide compatibility between the 
PTC's IBM 360/50 System and the Burroughs System used by the JCS. The 
JCS ComEminications Center could not provide the test message tape because 
of technical factors* This led to the Teleconminications Directorate, 
Site R, Ft Ritchie, receiving the tasking for the test tape preparation. 
A number of innocuous, unclassified messages were prepared by the conmu- 
nlcations personnel at Site R on a 2,500 foot reel of magnetic tape, which 
was sent to the PTC» where, because the messages were unclassified, it lay 
in open storage, unsecured, for about six weeks. During the processing 
which followed to make the two systems compatible, it was discovered that 
the tape also contained fragments of highly sensitive, classified messages 
which had been picked up from residual magnetism on the drums or reels of 
the Burroughs equipment when the test messages were recorded. A source 

of this ICIP reported this Information believing that a compromise could 
have occurred when the test tape was not secured. The information was 
reported to the Commander, US Army ConiDunications Center Operations Com- 
mand» who initiated an investigation of the incident which resulted in a 
change of security procedures for the hand ling/stor age of computer tapes, 
reels, and discs. Since the PTC is a secure area In itself, it is believed 
that the information in question had not been compromised. 

(2) During the reporting period, sources surfaced adverse suitability 
information on 47 individuals assigned to Fort Ritchie and the Alternate 
Joint Communications Center (AJCC) , Site R. In the majority of instances, 
the adverse suitability information dealt with drug abuse. Information 
was brought to the attention of the ICIP Coordinator of the supported 
command. Individuals concerned are being monitored, and an investigation 
was requested on one individual. 
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e» Operational Status: 

(1) The revised CANARY EFFORT Operations Plan which reflected target 
realignment resulting from reorganization o£ the DSACC into the 7th Signal 
CoDDiand vas approved by the ACSI on 15 September 1975* A request has been 
eubmitted for aesignipent of an additional Great Skills PCO to provide more 
adequate coverage of the increased target areas which have resulted from 
this reorganization, 

(2) On 1 July 1975» CPT Richard E. Graff, Project Liaison Officer 
(PLO)» CEKSUS TIME, vas introduced to OOL Donald E. Clark, Coomander^ 13SACC 
Operations Comnand* at the AJCC, Site R. COh Clark had been previously 
briefed on the ICIF on 18 March 1973, but the purpose of this loeetlng was 
to acquaint COL Clark with the ICIP CEI^SUS TIME which is conducted at the 
Pentagon TelecoBomunications Center (FTC), prior to his assumption of coia-* 
isand at the PTC. On 1 August 1975, the CENSUS TIME and CANARY EFFORT 
Project Liaison Officers briefed COL Clark at the USACC PTC on both of 
these ICIPs since both of theip involve USACC Operations Cocinand and its 
subordinate el&oents. 



(3) On 18 August 1975, the CANARY EFFORT PLO and COL Stubblebine, 
Conmander, 90Zd HI Group, visited the USACC East Coast Teleconifiunications 

Center (BCTC) , Ft Detrick, MD, for a facility briefing, since the facility 
is now being covered in the revised CANARY EFFORT OPLAN, The introductory 
briefing on the ICIP was presented to LIC Jackie L* Manbeck, Cosznander, 
USACC ECTC, and CW2 George S. Trivett, OIC, Security Division, USACC ECTC. 
The CDR, 902d MI Group, and the PLO also made a courtesy visit to COL J. A, 
Pastore, CDR, Fort Detrick. 

(4) On 27 August 1975, COL John S. Eberle, CDR, USACC Site R Tele- 
communications Center, was provided an introductory briefing on the ICIP 
CANARY EFFORT. 



(5) On 18 September 1975, the Quarterly Progress Briefing was pre- 
sented to the CDR, USACC Operations Conmand, COL Clark, at the USACC 
Operations Command, USACC PTC, Wash, DC, in conjunction vith the CENSUS 
TIME Quarterly Progress Briefing because of the intern-relationships of 
both ICIPs. 



(6) On 25 September 1975, the PLO presented the Quarterly Progress 
Briefing to the supported conmand with the following in attendance: 
COL Harold G. deMoya, CDR, Ft Ritchie; COL John Eberle, CDR, USACC 
Site R Telecoimunicationa Center; COL John J. Plosay, Jr., Deputy CDR, 
Fort Ritchie, and ACSI&S, 7th Signal Command. All of the above offi- 
cials expressed their appreciation and continued enthusiasm for the ICIP 
and made laudatory comments concerning the counterintelligence support 
rendered during the reporting period. 




CANINE PIATE: (QdCSI Revalidation - 4 Feb 75) 



a. Location; Seneca Amry Depot (S^D) Romulus, NY 

b. Confidential Source Utilization: None* 

c. InfonoatioD Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful InfoTToation Obtained: None. 

e. Operational Status: On 23 September 1973, COL Alden L. Cox, 
CoonaQder, Seneca Amy Depot, was given the ICIP Quarterly Progress 
Report which included the history of CANINE PLATE from its inception. 
COL Cox assumed command of Seneca Army Depot on 4 Sep 75 from recently 
promoted B6 Alan A, Nord. Vith the PLO now having full, unescorted 
access to Diirectorate for Special Weapons and the Special Weapons Storage 
Area, the prime target area, source recruitment has increased with six 
(6) conventional sources being used* Additionally, initial assessment 
was made of one potential source. With the favorable attitude toward 
ICIP operations evinced by COL Cox it is anticix>ated that development 

of the operation will continue, COL Cox stated that he was happy with 
present state of the operation; he did caution that under no circumstances 
did he want any "flap" over the program. 




3?/ 



3. ffli^^CANTER RIDE: (OACSI Approval - 4 Mar 75) 



a. Location: US Anny Missile Coamand (USAMICCW), Redstone Arsenal, 

AL 

b. Confidential Source Utilization; One 

c. Infomation Obtained or Reported on Non-Affiliated Civilians: 

None 

■ 

d. Useful Information Obtained: 

(1) Source continues to provide substantial information concerning 
eight of the persons who were subjects of the allegations which led to 
the request for the operation* Although Source has been unable to 
absolutely confirm or refute the allegations made, he has been able to 
develop associations with all of the individuals involved, to include 
being invited to social functions at which these persons were in attendance. 
Fragmentary information provided thus far has caused reason to doubt cer- 
tain of the allegations, but Investigation continues and further information 
will be reported as received, 

(2) Source continues to monitor the security posture of the target 
area, reporting security infractions, hazards and weaknesses as they occur » 
Source has reported a renewed practice of poor housekeeping, and a continued 
lack of coropartmentatlon, lack of control of production facilities, absence 
of control of hand baggage brought into and out of the target area, and 
possible compromise of the present badge system due to loss and improper 
exposure off«post« In an attempt to contribute to the security posture of 
the target area. Source, in his official capacity as the Administrative 
Technical Assistant to the Director, Advance Sensors Directorate (ASD) , 

has created and published a complete guide to current security regulations 
and policies* Copies of the publication were distributed throughout ASD 
with specific distribution to those persons involved with the storage, 
creation, or control of classified defense information. 

(3) Source is attempting to monitor the duty-hours activities of an 
individual of Jordanian birth presently employed in ASD as a DAC. This 
employee appears to be of possible CI interest because of his alleged 
enthusiastic involvement with other Arabic linguists and his reported 
recurring trips to New York City, ostensibly for the purpose of purchasing 
items for his off-duty business interests* 

e. Operational Status: 

(1) COL Arthur G. Lange, Jr., Chief of Staff, USAMICOU, was briefed 
on the information provided by Source during the 25-26 June meetings on 





18 July 1975 by the FIX) and on information provided during the 6-7 August 
meetings on 22 Aug 75 by the PLO. Information provided during the 17* 18 
September meetings will be provided to COL Lange during the next reporting 
period » COL Lange expressed his appreciation for the information pro* 
vlded, noted the security weaknesses developed , and indicated that he would 
examine ways to improve the security posture of USAMICOM* COL Lange was 
cautioned that corrective actions must be taken in such a manner as to 
protect the Source. 

(2) COL Axelsous former Deputy Director, US Amry Missile Research , 
Development and Experimental Laboratory (USAHRDEL) , retired on 31 Jul 75 
and vas replaced fay COL William F» Gojsza on 2 Sep 73 » The FLO briefed 
COL Gojsza on the background of the operation and the individuals involved 
on 25 Sep 75. M6 Vincent U. Ellis» USAMICOH Commander, vas succeeded by 
MG George E. Turnmeyer on I Oct 75, The PLO will brief MG Turnmeyer on 
the ICIP during the next reporting period after coordination has been 
conducted with COL Lange , CofS, USAMXCOM. 
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CANVAS TAX; (OACSI Revalidation - 4 Feb 75) 



a* Location; Sierra Army Depot (SIAD) , US Anpy Materiel Consnand, 
Her long, CA 

b. Confidential Source Utilization: One 

c. Infonnation Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: None 

e» (^rational Status: One confidential source was recruited during 
the reporting period. In addition, three conventional sources are 
currently being used to provide coverage in the target area. Ihe quarterly 
progress report to SIAD officials has been delayed until 28 October by the 
direction of the Conmander, 525tb Ml Group* The Comaander, SIAD, continues 
to be interested in suitability information especially about the illegal 
use of drugs among SIAD personnel and has requested the Project Liaison 
Officer to continue to emphasize such requirements to Sources. In addi- 
tion, the comroander was provided support to augment depot security during 
exercise Golden Gloves which terminated 29 September 1973. 






a. Location: pentagon Telecomunlcatioos Center (FTC), US Army 
Coamnmications Ccnomand (USAOC) » The Pentagon^ Washington^ DC 

Confidential Source Utilization: One 

c. Information Obtained or Reported on Hon-Af filiated Civilians; 

Hone 

d. Useful Information Obtained: The Conoander, PTC, has reassigned 
the civilian employee reported in the Fourth Quarter FY 1975 Quarterly 
Report as having questionable suitability characteristics and conduct to 
a new job within PTC requiring miniauib contact with classified infortoa* 
tion* Supervisors will continue to tnonitor his conduct and activities. 
An Army HCO assigned to PTC attempted to commit suicide by slashing his 
wrists. The HCO reportedly did so in a moment of deep despair and de- 
pression over personal and financial problems. Local police officers, 
investigating the suicide attempt, reported that the NCO denied being in 
financial straits and produced his wallet for the officer showing him 
about $2,000.00 in $100 denominations » The investigating officer observed 
a screen in the NCO's apartment, of the type believed to be used by mari- 
juana dealers. All information regarding the incident was provided FTC. 
The liCO's access has been suspended and the Security Officer of PTC has 
requested that a limited investigation be conducted. 

e. Operational Status: 

(1) On 18 July 1975, COL Donald E. Clark assumed comand of PTC. 
COL Clark formerly had been at Site R, Ft Ritchie, one of the primary 
targets of the ICIP CAIiAR? EFFORT. In his initial briefing on CENSUS 
TIME on 1 August 1975, COL Clark indicated to LTC Chad B, White, CDR, 
PCF/NCR Field Office, 902d MI Gp, that he desired to have an evaluation 
of the current security posture of PTC. During the period 8-12 August 
1975, a courtesy Security Vulnerability Analysis (SVA) was conducted and 
provided the supported command. 

(2) During the reporting period » PTC was directed by its higher head* 
quarters to comply with Army Regulation 50-5, Human Reliability Program, 
in conjunction with their storing of two«-man control items* The PTC 
Security Manager requested implementation assistance from the FLO. The 
PLO, by means of liaison with the US Army Nuclear and Chemical Surety 
Group, Fort Belvoir* VA, provided PTC with the requested direction and 
guidance. 
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(3) On 18 September 1975, the PLO presented the Quarterly Briefing 
on the progres of the ICIP to COL Clark, CDR, FIG, and Mr. Daniel E. 
Thompson, Technical Director, PlC. 
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6. ^T^i^^^^NTAVO KID: (OACSI Revalidation - 4 Feb 75) 

8> Location; Harry Diamond Laboratories (HDL), Washington, DC 



Confidential Source Utilization: None 
c. Information Obtained or Reported on Non-Affiliated Civilians: None 
d« Useful Inforoiation Obtained: 

(1) During the reporting period no additional information was developed 
since the previous quarter concerning the visits of the First Secretary > 
USSR Embassy* Vashington, DC to meetings of the Institute of Electrical and 
Electronics Engineers* a professional society for engineers, which were held 
in the HDL auditorium, COL Einsel, Commander, HDL, made a determination that 
the society could no longer hold meetings at HDL in order to preclude any 
potential security threat and any potential for a repeat of the incident. 

(2) The Security Officer* HDL, took several actions in response to 
recommendations contained in the Courtesy Security Inspection report sub- 
mitted during the last qxiarter. These included a pilot 100% inventory of 
SECRET material to determine feasibility of a complete inventory at HDL, 
guard force personnel were shifted to new areas and security routines were 
considerably tightened because of laxne&s; a study was completed or possible 
new badges for HDL and security lectures were presented. 

(3) On 5 and 17 Septetnber 1975, unidentified light aircraft flew 
over the test site, Woodbridge Research Facility (WRF), HDL, where a series 
of tests on foreign equipment under the ROUGE-EMORY program was in progress* 
In both instances the aircraft circled over the ROUGE^EbfORT test site for 
about 5*7 minutes. During the years WRF has been at its present location 
no known overflights of this type have been reported. The overflights are 
being investigated in coordination with the FBI. 

(4) On B Aug 75 a civilian employee* HDL, was referred to the PLO by 
the FBI. The employee claimed that she was being followed by members of 
the HDL Security Office, who were involved with a homosexual group at the 
Van Ness Avenues Facility* HDL. She named a number of persons at HDL as 
being involved in the group. After investigating her story the Commander* 
HDL, believed that she is suffering from psychiatric problems. The 
Commander plans to have employee visit a psychiatrist for a complete 
evaluation. 

e« Operational Status: 

(1) A final decision has not been reached by the Secretary of the 
Army on the creation of the Harry Diamond Developmental Center, a decision 




had been expected by the middle of September 1975. Criticism by a state 
congressional delegation to the move, which would result in the loss of 
1200 jobs in the state» has delayed a final decision. 

(2) On 17 September 1975, COL Thomas McGregor, Commander, HDL, who 
replaced COL Einsel, MAJ Kenneth Keller, HDL, and Mr. James F, Yeick, 
Security Officer, HDL were briefed on the quarterly progress of the ICIP, 
COL McGregory, an MI Officer showed considerable interest in the ICIP. It 
is expected that the excellent attitude toward the program that was shown 
by COL Eiasel will be continued by COL McGregor* 
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GOmXHA STAR: (ttCSI Revalidation - 11 Jul 75) 

a. Location: Aberdeen Proving Ground (AFG)» Aberdeen, MD 

b. Confidential Source Utilization: Eight confidential sources 

c. iDfonnation Obtained or Reported on Non-Affiliated Civilians: 
None. 

d. Useful Information Obtained: 

(1) Sources reported that on 13 August 1975, an unknown number of 
Svedish citizens visited the US Anny Ballistic Research Laboratories (BEL) 
The PLO determined that the visit had been fully coordinated with the 
proper officials. A Source reported on 26 Septeciber 1975 that seven 
Swedish citizens visited the DS Army Materiel Systems Analysis Activity 
(AMS&A), APG. The FLO determined that the visit had not been properly 
coordinated, but that AHSAA had taken steps to insure that the visitors 
vould not be given access to classified information until guidance was 
provided by BQ, US Ariny Materiel Comnand (AHC). 

(2) Sources reported three instances of foreign travel during the 
period. A civilian pharoiacologist employed at the Biomedical Laboratory, 
Edgevood Arsenal, attended the Sixth Congress of the International Union 
of Pharmacologists (lUFHAR) in Helsinki, Finland, held from 20 to 25 July 
1975 and attended a luncheon during the Congress hosted by a representative 
of the USSR. After the Congress, the employee took part in a five-day 
tour to Leningrad, USSR, sponsored by IUFHAR« This information is being 
exploited as a DOMEX lead. In another instance, a civilian employee of the 
Development and Engineering Directorate, £dgewood Arsenal, visited Poland 
and Czechoslovakia for about one month in June and July 1975. The employee 
and his spouse allegedly visited relatives in both countries* The employee 
will be debriefed by USAINTA. In the third instance, a civilian employee 
of the Human Engineering Laboratory (H£L^, APG, planned to take part in a 
National Geographic Society tour of the USSR in October 1975. The employee 
will be debriefed by USMlTtt after his return. 

(3) A source reported three instances of alien enlistees who were 
assigned to the Human Engineering Laboratory (REL) , APG. Follow-up action 
by the PLO determined that the Installation Intelligence Officer was aware 
of the status of the three, that they did not have security clearances and 
had no access to classified information. In the case of one of the 
enlistees who allegedly suffers from periods of amnesia, action was taken 
to deny him a security clearance. 
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(4) Source reported three instances of civilian employees of 
EdgewDod Arsenal and one employee of AH£AA, APG, who allegedly engaged 
in extramarital affairs vith other civilian employees. The situations 
are being discreetly monitored to determine if there is any substance 
to the allegations before investigations are conducted. An official 
source reported that an Army officer assigned to AHSAA was allegedly an 
alcoholic, was cohabitating with a female secretary of AMSAA and had 
engaged in sexual relations with an Israeli female captain assigned to 
act as the officer's interpreter during an Oct 74 TD7 trip to Israel. 
Follow-up' action disclosed that the officer had been transferred to the 
US Axnry Concepts Analysis Agency, A Summary of Information has been 
prepared and will be forwarded to that Agency. A source reported that 
a physical scientist employed tn the Chemical Laboratory, Edgewood Arsenal, 
displayed indications of mental and emotional instability. Follow-up by 
the FLO revealed that the employee had been directed to undergo a '^fitness 
for duty^' i^ysical examination which Includes a psychiatric evaluation. 



(5) An official source reported to the FLO rumors that a civilian 
employee of the BRL» AFG» was involved in difficulties with the police. 
Follow-up revealed that the Havre de Grace Police Department > Havre de 
Grace, MD has seven charges on file against the employee ranging from 
possession of marijuana to grand larceny and assault and battery. The 
employee is absent without leave. An investigation for suitability of 
the employee is underway* 

(6) A source reported that a high ranking civilian employee of the 
Human Engineering Laboratory (HEL) , APG, brought his eight-year old son 
in a controlled access area where a classified test was being conducted 
and remained overnight. The incident was reported to the APG Security 
Officer and the employee was admonished and counselled by his supervisor. 
The same source reported that within the HEL classified reports were 
being typed on one*tune typewriter ribbons and carbon that were not being 
handled as classified waste. The Security Officer^ HEL, has stopped the 
practice and these items are now being disposed of with the classified 
waste. Another source reported ten separate situations at AMS^ which 

constituted security hazards or violations. Brought to the attention of 
the AMS&A Security Officer, all have been corrected. 



e. Operational Status: 

(1) Following revalidation of the ICIP on 11 July 1975, both the FLO 
and the FCO concentrated their efforts on reactivating and expanding the 
ICIP. During the latter half of July, the six confidential sources which 
had been used previously were recontacted and reactivated, one ClfiL whose 




recruitment had been postponed when the project was suspended was recruited 
OD 5 Aug 73; a Source Lead Development Report on another CIRL was approved 
and this source was recruited on 4 Sep 75. These two sources were the first 
ones recruited in the US Army Materiel Systems Analysis Activity (AMS^) , 
a critical sensitive activity at APG, The PLO reestablished liaison contacts 
with local y state, and federal agencies in addition to loaintenance of 
contacts with ICI? coordinators and security officers of those activities 
receiving ICIP support at APG* The PLO also established new casual sources 
In critical at-eaa of the ICIF- supported activities at APG and vetted two new 
GIRLS who are under initial aasessnient. 

(2) On 22 Aug 75» CGL Kenneth L. Stahl, CDR» Edgewood Arsenal, was 
provided an up-date briefing by the FLO on the status of the ICIP and 
Informed that the ICIP would require revalidation in six months. COL Stahl 
paiDed OPT Vincent J« Falconlo, Security Officer^ Edgewood Arsenal, as the 

new ICIP Coordinator and requested that he be given the initial ICI? briefing* 
CPT Falccmlo was given the initial ICIP briefing and a status report on 
GCNDOLA. SIAR on 22 Aug 75* CGL Stahl advised that COL Burt Dall had been 
assigned as Deputy Comnandery Edgewood Arsenal, and requested that CUL Dall 
be given a briefing* 

(3) On 17 September 1975^ presented the initial ICIP briefing to COL 
Dall* In the absence of COL Stahl » who was on leave, COL Dall and CPT 
FalconlOy Edgewood Arsenal Security Officer, were also given the Quarterly 
Progress Briefing on 17 September 1975* 

(4) The FLO presented the Quarterly Progress Briefing to COL Alvin D. 
Ongerleider, Conmander, APG; and Mr. Harry A» Mencke, Installation 
Intelligence Off leer, APG* Both COL Stahl and COL Ungerleider expressed 
their pleasure that the CONDCSA ST^R ICIF had been reinstated by the ACSI 
for an additional six ntonths* 
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LENS HOLDER: (OACSl Revalidated - 4 Feb 75) 



a. Location: White Sands Missile Range (WSMR) , NM 

b. Confidential Source Otllizatlon: Two confidential sources were 
utilized during the reporting period* 



c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. UBeful Information Obtained: None 

e. Operational Status: One additional confidential source was 
recruited during the reporting period and one Individual is presently 
under assessment as a potential confidential source. On 30 September 
1975, the Project Liaison Officer presented the Quarterly Progress Report 
to M6 0. L» Tobiasouy Gommanding General^ VSMR. The following personnel 
were also present at the briefing: LTC Charles I. Davis, Chief, Security 
Office, WSMR; IZTC Arthur D. McQueen, Operations Officer, 525th MI Gp, 
CFT Marcel Hull, SAIC, Ft Bliss Resident Office, 325th MI Gp and GS-13 
William Arket, Chief Intelligence Division, WSMR^ Since MG Tobiason 
was unfamiliar with the Internal Counterintelligence Program (ICIP), the 
ICIF was explained in detail from its Initiation to the present at WSMR. 
MG Tobiason was pleased with the ICIF LENS HOLDER* 





LENTIL MONKEY: (OACSI Revalidation - 4 Feb 75) 



a. Location; Defense Language Institute (DLI) , Presidio of 
Monterey p CA 

b. Confidential Source Utilization: Bight (8) confidential sources 

c. Information Obtained or Reported on Hon-Af filiated Civilians: 

None 

d. Useful Information Obtained: 

(1) The temporary instructor in the Chinese -^Mandarin Department, 
previously reported in the 4th Quarter, FY 75 Quarterly Report« who 
questioned her students about their future duties and expressed her 
displeasure ac teaching Chinese to students to enable them to spy on 
the People's Republic of China, submitted her resignation on 4 September 
1975, Her last working day was 5 Septeiober and she departed the Presidio 
of Monterey area^ 

(2) The instructor in the German Language Department, previously 
reported in the 4th Quarter, FY 75 Quarterly Report, who travelled to 
Bast Germany without notifying the DLI Security Officer, has been 
officially admonished by the Chairman of the German Language Department. 
She was advised that any future disobedience of DLI Regulations will be 
punished with a 10 day suspension in accordance with Civil Service Regula- 
tions. 

(3) An ICIP source developed information that an instructor in the 
Russian Language Department is a former member of the Soviet Army's equiv* 
a lent to the US Amy Security Agency and that he had received special 
training in the English language while in the Soviet Army, This indlvi* 
dual left the Soviet Union in Apr 74 and was hired at DLI in Oct 74. This 
instructor was recently Joined by a former coworker in the Soviet Union* 
The new instructor left the Soviet Union in Apr 75 and was hired at DLI 

in Jul 75- These two individuals taught together at the Leningrad Herzen 
Pedagogical Institute in Leningrad, USSR in the late 1960s and early 1970s. 
Messages of inquiry concerning these individuals were sent to USARBUR and 
a request was sent to the S25th MI Group to conduct discreet checks on the 
first individual and the Civilian Personnel Office, DLI, submitted a NAC 
request on the second individual. 

e. Operational Status: 

(1) During the reporting period three sources were terminated due to 
their graduation and five sources were recruited. Four students and a 




Technical Language Assistant are presently being assessed^ 

(2) On 5 Sep 75, COL Samuel L, St^leton, who replaced COL Koenig 
as CoBBsandant of DLI, received his first Quarterly Briefing on ICIF 
I£NTII HONKEY. As a result of the briefing, COL Stapleton directed his 
security officer to prepare a videotape security lecture to be given to 
all students on their arrival at DLI* COL Stapleton further directed 
his security officer to closely coordinate the videotape with the Project 
Liaison Officer in order to insure coverage of all aspects of the security 
situation at DLI and to determine the most expeditious was to obtain 
background investigation for all instructors who have not previously had 
such investigations* The Security Officer was instructed to investigate 
the possibilities of having bring-up Investigations conducted on pre- 
viously checked instructors; in addition, he is to coordinate with the 
Civilian Personnel Office to initiate procedures whereby the hiring of 
new instructors trould be contingent on their receiving favorable security 
checks. In attendance with COL Stapleton at the Quarterly Briefing was 
MAJ Richard A. Erlckson, Security Officer^ DLI. 

(3) On 5 Sep 75, subsequent to the Quarterly Briefing, a visit was 
made to DLI by USAINTA personnel concerning the ICIP» The purpose of 
the visit was to acquaint the Incoming DLI Conmandant with some of the 
potential security problems at DLI which have arisen in the past from 
the varied, foreign backgrounds of the instructors and the fact that the 
students are destined for intelligence assignments. The Comoandant 
Indicated that he believed the ICIP would prove to be a valuable adjunct 
to the DLI security program and that he would support the program whole- 
heartedly. Key personnel in attendance were COL Stapleton j COL William 
F. Strobridge, CDR, 525th MI Group; UC Grimes, CDR, Special Operations 
Detachment, USAIim; MAJ Richard A, Erickson, Security Officer, DLI; and 
Mr. Jeretny H. Hughes, PLO. 
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l^^^K* DuLTing September 1975 > at the VoodbrLdge Research Facility 
(WR?57 Harry Diazoond LaboratoileB^ personnel conducted a series of 
classified tests on forelg^n equipment under the RODQE-EMORY PrDgram. 
Since HDL is suppoz-led by the ICIP CEKTAVO KID^ the Project Liaison 
Officer (PLO) provided assistance to WRF to determine times when the 
air space over UBF would be free of satellites. The storage area was 
checked for security and the FLO mde several suggestions concerning 
the camouflaging of the test material while it was in the open, WRF 
adopted the suggestions. Cb $ September^ a light aircraft identified 
only as a Piper Cherokee ll«0, flew over the test site at vhich the BOUQE- 
EMORY material was located, circling and hovering over the site fron 5-7 
minutes. On 17 September, an unidentified light aircraft again flew over 
the WHF, particularly circling over the area where the BODOE-EMOHT test 
equipment had been set ysp previously. Light aircraft noimally avoid the 
WRF because of the numerous antennas and towers at the Pkdlity, Ihu:dng 
the time WRF has been at its present location^ no known overflights of 
this type have been reported. The overfLj^hts are being investigated in 
coordination with the FBI. 

2.^''^rT The ICIP providing support to activities located at Edgewood 
Arsenal smd Aberdeen Proving Ground was reactivated during the reporting 
period as a result of revalidation action by the 0AC5I on IL July 1975> 
raising the total number of active iClPs in COKDS to nine. The ICIP OPLAN 
at fbx*t Ritchie was revised on 1^ September to reflect target area re- 
alignment resulting from reorganization of the DS knay Communications 
Command (IBACC). 

OSAINTA is monitoring an ICIP started on about 1 July 1975 at the 
Aimy Secuilty Agency (ASA) Augsberg Field Station, Fedeml Republic of 
Qezioany. USAIKTA revieved the opezstlons plan for the ICIP> coordinated 
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Internal Counterintelligence Program (ICIP) Operation 



11 September 1975 



CAH^RY EFFORT {f}) 

To furnish ACSI> TSA approval of subject OPIAN to CDR, TISAINTA, 

l^Sg^' ^B&CKGROPND : By letter dated 9 Septeniber 1975, subject as above (TAB B), the 
Dtir^or of Operations, USAINTA (MIIA-GPC-SO) forwarded to O^CSI (DAKI-DOH) for 
review, and approval, a revised operations plan for CANARY EFFORT (U) \Aich provides for 
continuation of the existing ICIF at Fort Ritchie, Maryland, Revision of the existing 
OFLAN vas necessitated by the reorgani cation and redesignatlon of the US Army Conmunica- 
tions Conmand (USACC) - CONUS as the 7th Signal ConiDand effective 1 July 1975. 



DISCDSSIOH 



a. Major changes in the revised OPIAK are as follows: 

(1) Realignment of target areas and increased coverage to the Telecommunications 
Directorate, the Alternate Joint ComQand Center (A JCC) , the Alternate National Military 
CozBDand Center (ANMCC), the Alternate National Command Center Support Directorate 
(ANMCCSD)» and the East Coast Teleconmunica tions Center (ECTC) • All are considered 
priority I for the purposes of counterintelligence support* The ECTC is located at 
Fort Detrick and the other activities are all at Fort Ritchie. 

(2) The Execution Phase of the revised OPIAN remains essentially unchanged except 
for the addition of a Project Case Officer (PCO) at Fort Detrick to assist in providing 
coverage for the ECTC» 

(3) The OPIAN provides that each source and individual involved in the conduct 
and control of the operation will sign a certificate stating that he has been briefed 
and understands the provisions and constraints imposed by AR 380-13* 

b. There is no significant change in the objectives of the OFLAN, 

3. (U) RECCMMENDATION : That the ACSl approve the revised OPIAN and sign the Ist 
Indorsement to the USAINTA letter at TAB A. 

(Continu* on plain bond) 
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MIIA-GPC-SO(SA) 



SUBJ>:cr: Internal Counterintelligence Procram (ICIP) Operation 

CANARY EFFORT (u) 



IJQPA (DA^^I-DOI-C/LTC ILAENDLK) 
WASH DC 20310 



1. 



t 

»- 




1^ '^^^ 'flie 1 July 1975 reorganisation and redesignation of the US 

Array/Commtmicationc Commanil (UGACC) * CONUS as the 7th Signal Command 
resulted in a realignment of tar^^et areas of the ICIP CANAKY EFFOKr (u) 
at Fort Ritchie, Maryland. Attached as inclosure 1 is a revised opera- 
tions plan for CANARY EFFORT (U) which providCG for continuation of the 
oxiGtinc ICIP and reflects the* changes brou^jht about hy this reorgani- 
sation . 



2 



hange i 



The new 7th Signal Coimnand roorf^anisation has necessitated a 
chanfee in the ndssion of the ICIP to provide increased coverage for 
the Alternate Joint Commcmcl Center (AJCC) and those activitiec desig- 
nated hy the CoMiandor^ 7th oi^nal Coinmand, as listed in paragraph 
beloWj and Annex A. There is no cignificant change in the objectives. 
The activities listed in Annex A will bo considered Priority I for 
purposes of counterintelli£^cnce support. The Execution Riasc of the 
revised OPLAM remains essentially unchanged except that an additional 
PCO will have a base of operations at Fort Dctrick, MD, to assist in 
providing coverage for the East Coast Telecoimnunications Center (ECTC), 
vj^ich is located at Fort Dctrick, Hie revised OPIAN provides that each 
source and individual involved in the conduct or control of the opera- 
tion will be thoroxichly briefed on the provisions and constraints of 
AR 38O-I3 and additionally will be required to sign a certificate stat- 
ing that they have been briefed and understand the limits imposed by 
AR 3BO.I3. 

i. (U) Four organi::ational charts which shov; the former and present 
command and staff organi"ation by line charts of the 7th Signal Command 

are attached as inclosure 2, Tliese charts illustrate the principal 
internal changes occurring as a result the 1 Jiul^ 1975 reorganization 
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MilA-GPC-SO(SA) 

SUBJECT: Internal Counterintelligence Profirajri (JGIP) Operation 

CAWARY EFFORT (U) 

ThQ Telecommunications Directorate, primary target for the 
present ICIP, '^as formerly iindcr the operational control of the 
Cotmuaiiderj Fort Ritchie. With tlie reorganization, the Telecommunica- 
tions Directorate, as well as ISACC Site R TelecommunicationG Center 
and all other USACC Telecommunici^tions Centers in COWS, arc under th- 
operational control of the newly established USACC Operations Cwmnand. 
In addition to the UKACC Operationr. Command elements indicated, the 
foUoirlng- additional activities will be supported by the rcvir.ed opera 
tions plan: 

a. Alternate National Military Command Center (ANMCC). 

f b. Alternate National Military Comm-'uid Center Support Directorate 

^ (ANWCCSD). 



c. East Coast Telecommunications Center (ECTC), 
5. (u) Recommend approval of revised plan at Inclosure 1, 
FOR THE COMMANDER: 




2 Incl /^A^IOH PATTAKOS 

i rector of Operations 
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Internal Counterintelligence Program (ICIF) (U) 



DAMI-DOH 



I 



OAT* 



3 Sep 75 



To obtain approval of the quarterly ICIP Report 




1. (U) Background : By memorandum dated 8 February 1972 (TAB B) the Under Secretary 
of J;he Amy requested that the VCSA provide a quarterly report on all ICIP operations. 

Discuss ion ; 

a. During the past quarter, in response to a request from the Commander Aberdeen 
Proving Ground, the ICIP which had been terminated at that installation was revalidated 
for six months* This operation will be reexamined during the first calendar quarter 
1976. 

b. Memorandum at TAB A provides the information required by the Under Secretary 
of the Army for the remaining eight ICIP operations, 

3, (U) Reconmenda t ion : That memorandum at TAB A be approved and signed. 
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MIIA-«PC-SO 



JUL 1 7 1975 



SUBJECT: Q;uarter2y Reporting of Internal Counterintelligence 

Program (ICIP) Operations (U) 



HqM (DAME-DOI-C) 
WASH DC 20310 



Three incidents of counterintelligence interest involving 
Soviets or persons tentatively identified as Soviets were reported 
\3pon during the fourth quarter of FT 1975. One such report was that 
a First Secretary of the USSR Embassy visited an auditorium in the 
Harry Diamond Laboratories (HDL)^ on two occasions to attend evening 
meetings of the Institute of Electrical and Electronics Engineers, 
Inc., (IEEE), a pTOfesslonal society for engineers* The Soviet 
official attended one IEEE meeting, but was refiised entrance to a 
second meeting. Although only unclassified matter is presented at 
tihese meetings, the potential security dangers are self evident. 
Details of the incident were reported to the FBI- 

Two other incidents involving persons tentatively identified 
as Soviets occurred in the Fort Ritchie area. The first report, which 
was in April 1975j concerned an individual bearing a strong reseinblance 
to a KGB member who paid an unusual amount of attention to a shipment 
of sensitive eqtiipinent destined for Fort Ritchie. The second incident 
concerned an individual assigned to Fort Ritchie who reported that a 
man representing himself as a contract einployee attending a DOD- 
sponsored conference in Pennsylvania claimed extensive contact with 
Soviets in Hagerstown, ^©. Although the latter incident occurred in 
1974 J because of the sensitivity of Ft Ritchie, both incidents have 
been reported to the FBI with a request for an investigation to include 
a determination if there is any relationship between the two incidents. 

Correspondence was siibmitted on the ICIP GONDOLA STAR at 
Aberdeen Proving Ground ^thlch was reported in the 3d Qtr, FT 75, as 
scheduled for termination, requesting that the Operation be reconsidered 
for continuation. Excluding this ICIP, there were eight active ICIPS 
at the close of the reporting period* 

Classified by . Cl^K^ i^S/i/A^ j/^ 
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MIIA-GPC-SO . X -n. 

SUBJECT: Quarterly Reporting of Internal Counterintellxgence 

Progi'am (ICIP) Operations (u) 

if. (U) Brief statxis reports for each ICIP operation reported upon 
are attached as inclosures. 



FOR THE COMMMffiER 



g jjicl ALBERT N. WEIHHAS 

^ Colonel, MI 

Director of Operations 
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DAMI-DOH 



1 a SU- 1975 



MEHORAHDUM XESU: VICE CHIEF OF STAFF, UNITED STATES ASHY 

FOR: vmn gfrirrrflnx or nm mn "o^^d by ^- '"375 

THE UNOER SECRETARY OF THE ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) (U) — INFOSMATION 

IffiHORAHDUM 



I - ■ 

I* 



1^ 



1. -ra^ During the past quarter^ three incidents surfaced as a result 
of KIP operations vhich involved known or suspected Soviets. One 
report concerned a USSR Embassy official vho visited an auditorium at 
the Harry Diamond Laboratories on two occasions^ to attend evening meet- 
ings of the Institute of Electrical and Electronics Engineers. The 
official attended one meetings but was denied entrance on a second 
occasion* The other two incidents occurred in the Fort Ritchie, HD 
area. One concerned a report of an individual bearing a strong 
resemblance to a KGB member vho was particularly concerned about a 
shipment of sensitive equipment destined for Fort Ritchie, while the 
other involved a man representing himself as a contract employee 
attending a DOD-sponsored conference in Pennsylvania, vho claimed 
extensivey^ontact with Soviets in Hagerstovn, MD* All three incidents 
were rct>orted to the FBI. 



2*^4^^ response to a request from the Commander, Aberdeen Proving 
Ground, HD, I have revalidated GONDOZA STAR for a six-month period. I 
plan to closely monitor the results of this operation, and will make a 
final determination in January 1976 as to whether or not it should 
continue. 

3^ 0^) Suionaries of the eight outgoing ICIP operations are inclosed. 
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Typed by G. Rivera 




CANARY EFFORT: (QACSI Revalidation - 4 Feb 75) 



a* Location: Fort Ritchie . HD. 

b. Confidential Source Utilization: Three confidential sources. 

c. Information obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None^ 

Useful Information Obtained: 

(1) Information vas surfaced pertaining to the alleged abuse of drugs 
on the part of seven (7) individuals assigned sensitive/critical duties. 
Additionally^ adverse suitability information concerning nine (9) individuals 
was reported. This information involved indebtedness^ alcohol abuse, moral 
improprieties and mental instability. As a result of the information 
furnished, four individuals had their access to classified information 
suspended; investigations vere requested on three Individuals; and the 
activities of the other individuals are being monitored* 

(2) Information was reported concerning an individual who resembled a 
suspected KGB member. The individual has paid an inordinate degree of 
attention to the activities of a US civilian firm and a sensitive ship- 
ment destined for Fort Ritchie. Another individual reported conversations 
that occurred in August 1974 in a bar in Waynesboro, PA where he learned 
that an individual believed to be a contract employee claimed to have 

had contacts with Soviets who worked in Hagerstown, MD. Both incidents 
were reported to the FBI with a request for investigation. 

e« Operational Status; 

(1) On 25 June 1975, the PLO briefed COL Harold G, deMoya, Cdr, 
Fort Ritchie, and COL John J. Plosay, Jr., Deputy Cdr, Fort Ritchie. 

(2) COL Donald £. Clark assumed command of the 7th Signal Command 
(which includes the Pentagon Telecoxmminicatlons Center) on 18 July 1975 
and was briefed on CANARY EFFORT. The 902d MI Group which is conducting 
the ICIF at Fort Ritchie prepared a revised operations plan reflecting 
changes in mission and target areas which resulted from the reorganization 
of the US Army Communications Command (USACC) into the 7th Signal Coranand. 
Prior to the reorganization. the Teleccmnunications Directorate, located at 
Site "R" and the primary target for the ICIP, was under the operational 
control of the Cdr, Fort Ritchie. Under the new organization, the 
Telecommunications Directorate, as well as the telecommunications centers 
throughout CONUS, are under the operational control of a new established 
activity, the USACC Operations Command. 






CMINE PIATE: (OACSI Revalidation - k Feb 75) 



a, Locatioji: Seneca Arwy Depot (SAD), Romiaus, NY 
"b. Confidential So^trce Utilization: None. 

c. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians : None • 

d. Useful Information Obtained: None. 

e. Operational Statiis: On 6 May 1975? COL Alan A. Nord, recently 
assigned as Camnander, Seneca Amy Depots vas provided an initial 
briefing on the ICIP Operation CANINE PIATE (U). COL Nord stated that 
he favored the expansion of the Operation and the PLO shoxild be allowed 
full., unescorted access to the Directorate for Special Weapons and the 
Special Weapons Storage Area. The last change -^uld permit spotting 
and assessing potential sources in areas not open previously to the 
PLO except by peripheral contact. During the reporting period, con- 
tact was made -with four conventional sources. Additionally, initial 
assesBioents were loade of two potential source s^ one in the Transporta- 
tion Division and one in the Directorate for Quality Assurance. The 
PLO has been involved with providing informal counterintelligence 
assistance to the Military Police Couipany responsible for the physical 
security of SATi. Since the initial briefing on the ICIP was presented 
to the Commander on 6 May 75, a subseqixent Quarterly Progress Report 
was not given. With the e:5)anded latitude and favorable attitude toward 
ICIP operations evinced by COL Nord it is anticipated that development 
of the operation will be accelerated. 





CAKTEH RIDE: (OACSI Approval - h Mar 75) 

'a. location: US Amy Missile Command (USAMICOK), Redstone 
Arsenal, AL 

"b. Confidential Soiirce Utilization: One. 

c. Infoxmtion Obtained Off -Post euid/or Reported on 3Jon -Affiliated 
Ci vilianB : None • 

d. Useful Infonaation Obtained: The ICIP confidential source 
provided siibstantial information on security weaknesses within the 

^' si5)ported camnand to include poor housekeeping practice, lack of 

f, • control of reproduction facilities, lack of proper control of area 

^ acces$, lAX security attitudes and possible ccMirpromise of secxurity 

W badges through continued loss. As a result of the information pro- 

vided by the source, the Director, US Aitqy Missile RD&E Lab, directed 
that poor housekeeping practices be corrected prior to 1 July 1975 
Bxibject to his personal inspection* Source will continue to monitor 
f. the security posture of the target area. Additional information has 

been obtained on the personalities involved in the previous investi- 
gation under provisions of AR 15-6 -v^ich led to the initiation of 
the operation for the insertion of a Confidential Source into the 
target area. Information provided has resulted in the initiation of 
credit checks and local agency checks to confirm or refute allegations. 



e» Operational Status: On l6 April 1975 > confidential source, a 
Military Intelligence warrant officer was inserted into the target area 
as an administrative officer. This source appears to be very well 
received within the target area and has provided substantial informa- 
tion to include information noted in paragraph Id above. His outgoing, 
friendly manner coupled with his professional intelligence background 
will increase the potential of the ICIP operation, COL Arthur G. Lange, 
Jr. 3 Chief of Staff, USAMICOM, was briefed on the implementation of the 
operation on 7 April 1975- He was subsequently briefed on 9 J'une and 
will be briefed subsequent to each meeting with the confidential source. 
The briefing given COL Lange after each meeting with the confidential 
source will be given in lieu of the Qxiarterly Progress Briefing since 
this will keep USAMICOM inforsned of the progress of the operation on a 
more current basis than ;rould be the case if briefing were confined to 
Quarterly Progress Reports. The PLC's briefing was well received by 
COL Lange, indicated that he would inform MG Ellis. 
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) CAMAS TAX: (OACSI Revalidation - h Feb 75) 



a* Location: Sierra Anny Depot {SIAD)^ US Array Materiel 
Command, Herlong, CA 

Confidential Source Utilization: None* 

c. Information Obtained Off-Post and/or fieported on Non-Affiliated 
Civilians : Hone, 

d« Useful Infonnation Obtained: None* 

e. Operational Status: Four conventional sources are currently 
being used to provide coverage in the Priority I Targets which are 
Exclusion Area I, Storage Area for Special Weapons; and Exclusion 
Area II, Maintenance and Calibration Facilities for Special Weapons. 
Recruiijaent of one confidential source is pending and a second poten- 
tial soui^e in Exclusion Area II is undergoing initial assessment. 
The QiuarterJy Progress Report was presented by the PIO on 3 Ju2y 1975 
to the following SIAD officials: COL Robert HawUt, Coimnander, SIAD; 
LTC Bernard Render, Dep CBR, SIAD; MA J John Jolley, Provost Marshal/ 
SecTjirity Officer, SIAD; CPT Wayne Herringerj Intelligence Officer^ 
SIAD; and Mr, Anthony Tomabene, Asst Intelligence Officer, SIAD* The 
CcBiimander, SIAD, requested that the PIO brief him on the nature of the 
EEI levied on sources in the ICIP. The Commander indicated that he is 
interested in determining if the remoteness of the area and the type 
of duty has any beeiring or influence on the number of suitability cases 
among SIAD personnel. The Cominander feels that there may be a number 
of suitability cases ainong his present personnel involving such factors 
as sexual promiscuity, alcohol or drug abuse, or excessive indebtedness. 
By identifying these individuals, the Commander will strive to reduce 
personnel problems at SIAD. COL HawUc indicated that he was satisfied 
with the progress being made in efforts to develop the ICIP and make 
it a more viable operation. 





CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 



a. Location: Pentagon Telecomnunications Center (PTC), US Army 
CoQBminlcations Conmand (DSACC) » The Pentagon^ Washington, DC 

b. Confidential Source Utilization: One. 

w 

c* Infomiation Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None, 

d. Useful Information Obtained: An ICIP source reported that a FTC 
civilian en^loyee's effeminate gestures and high pitched voice were respon- 
sible for office gossip that the employee was a homosexual. The employee, 
wbo is currently employed as a relay operator, was transferred from the 
coding and decoding section because he allegedly coded an obscene message 
that was to be sent to an overseas user. The ICIP source provided other 
information concerning possible security violations involving the etnployee. 
The employee's dossier was examined and it was noted that during a back- 
ground investigation conducted approximately ten months ago, there were 
recocvnendations that the employee not be considered for positions of trust 
and responsibility. Investigative efforts are continuing to verify or 
refute allegations concerning the employee. 

e» Operational Status; The reorganization of the US Army Communica- 
tions Command at Ft; Ritchie into the 7th Signal Conmand has had an effect 
on the operational status at the PTC. COL Clark, who has a positive atti- 
tude toward the ICIP assumed command of PTC in July, and was given a full 
progress report of this operation. All personalities in the operation 
have changed. In addition to the new commander who is amiable to the 
program, there is a new security manager, CPT Richard Pederson, who gave 
the program support previously when he was assigned to the Defense Language 
Institute, East Coast, Vashington, VC* A new PLO has also been assigned to 
the operation. With the above personnel changes and COL Clark's encouraging 
attitude, this ICIF is now afforded an excellent opportunity to expand and 
be more productive. 





CENTAVO KID: (OACSl Revalidation * 4 Feb 75) 



a» Locationc Harry Diamond Laboratories (HDL), Washington^ DC, 

b. Confidential Source Utilization: None. 

c. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians - None* 

d. Useful InformaCion Obtained: 

(1) It was reported that a First Secretary at the USSR Embassy in 
Washington^ DC had attended a meeting of the Institute of Electrical and 
Electronics Engineers, a professional society for engineers, which was 

held in the HDL auditorium. The subject matter presented during the evening 
was unclassif ied« When the Soviet official attempted to attend a second meet 
Ing of the society, he was denied entry. Both incidents were reported to the 
FBI. The Connjander, HDL was advised that the use of the auditorium by out- 
side groups would render it insecure until appropriate security checks were 
conducted. 

(2) The PLO noted and called to the attention of the HDL Security 
Officer several minor security problems during the period. These were 
either corrected on the spot, or recommendations for correction were made« 

e. Operational Status: The final report for the reorganization of 
HDL into the Harry Diamond Developmental Center (HDIX;) was submitted to 
Congress and the Secretary of the Army. It was expected that the 
Secretary of the Array would make a final decision by September 1975* The 
consolidation of various electronics facilities under the control of HDDC 
will make HDDC the prime center for electronics research and development 
in Department of the Army, If approved, the consolidation at HDL would 
begin in October 1976. COL Einsel, Cdr, is scheduled to depart HDL 
about September 1975. His replacement will be COL Richard H« Sawyer, 

who is now serving as the Commander of the Watervllet Arsenal, Watervliet, 
New York. On 11 June 1975, COL Einsel, Cdr, HDL, and Mr, James F. Yeick, 
Security Officer, HDL, were briefed on the quarterly progress of the ICIP. 





LENS H01J)ER: (OACSI Revalidation - 4 Feb 75) 
a* Location: Vhite Sands Missile Range (WSMR), NM. 

* 

b. Confidential Source Utilization: One confidential source was 
utilised during the reporting period* 

c* Information Obtained Off •Post and/or Reported on Non»Af filiated 
Civl liana : None . 

d. Useful Information Obtained: The following information on WSMR 
personnel reported by the confidential source in this ICIP was reported 
to the Cblefp Intelligence Division, WSMR> ^o took action as indicated: 

(1) A report to the Security Officer, Army Missile Test and Evalua- 
tion (ARMTE) Directorate that an ARKIE enq>loyee frequently left his 
security containctr open and unattended resulted in a special briefing 
on WSMR Regulation 380-5 (Security Regulation) for all ARMTE employees 
who also were required to sign certificates that they understood the 
requirements of the security regulation, 

(2) The civilian firm which contracts for security guards at WSMR 
permitted an enlisted man to work part-time as a guard in the Exclusion 
Area of TRASANA without having the proper security clearance for that 
area. The Security Office, WSMR> has now insured that the enlisted man 
has been processed for the proper clearance by the contractor, 

(3) Reports of several instances of laxity on the part of TRASANA 
security guards at night and instances of classified material left in 
in/out boxes after duty hours. The Security Officer took immediate 
action upon receiving this inforniation to re-orient guards and personnel 
on their security obligations » Source has reported a noticeable improve- 
ment in security since the earlier reports. 

(4) Reports of an Army Officer assigned to the Office of Missile 
Electronics Warfare (OMEW) who allegedly was misappropriating computer 
and electronics equipment to build his own con^uter at home were passed 
in a Summary of Information to the Sixth Region US Army Criminal Investi- 
gation Division Conmand for action by that agency. 

e. Operational Status: One confidential source was recruited early in 
the reporting period. A second confidential source is in the final stages 

of assessn^nt in the Office of Hissile Electronics Warfare. On 17 June 1975, 
the PLO presented the Quarterly Progress Report to HG R. J. Proudfoot, Com- 
manding General, WSMR. The following personnel were also present at the 
briefing; COL William Strobridge, Cdr, 525th MI Group, LTC Charles I. Davis 



Chief, Security Office, WSMR, and Mr. William F. Arket, Chief, Intelligence 
Division^ WSMR. Proudfoot indicated that he was pleased with the pro- 
gress of LENS HOU)ER and stated that WSMR needed this type of program. 
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LENTIL MONKEY: (OACSI Revalidation - 4 Feb 75) 



a. Location: Defense Language Institute (DLI) , Presidio of 
Monterey, CA« 

b» Confidential Source Utilization: Six (6) confidential sources. 

c* Infonaatlon Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained; 

(1) k Source in the Chlnese-Handarln Language Department furnished 
Information concerning a temporary Instructor of that department vho 
closely questioned her students about their knowledge of their future 
duties and expressed her displeasure at teaching Chinese to students 

to enable them to *'spy" on the People* s Republic of China* A DCII 
cheeky made to review the instructor's USAIRR Dossier, revealed no 
dossier in the files. The instructor who was born in Canton China and 
is a British citizen^ will not have her employment contract with DLI 
renewed when it expires in September 1975, 

(2) Information was reported concerning the travel of an instructor 
of the German Language Department to East Germany without the required 
notification to the DLI Security Officer. The DLI Security Officer 
plans to pertnit the instructor to perform the travel and upon return 

to DLI will question her concerning non-compliance with DLI regulations. 

(3) A Technical Language Assistant in the Russian Language Depart- 
ment reported a visitor to that Department in late Hay. The visitor 
requested copies of training material used in the Russian Dept, claiming 
he wanted it for training purposes in his reserve unit. The visitor 
was given two training exercises which were unclassified and taken 
largely from Russian language periodicals. The visitor, who was told 

to return later because additional material was not readily available 
did not return. Sufficient identifying data was not obtained on the 
visitor but an attempt is being made to obtain fuller identification. As 
a result of the incident the Director DLI, at a staff meeting placed 
special emphasis on the responsibilities of all staff members to be 
alert for unauthorized visitors. In addition, visitor requirements and 
restrictions were published and distributed throughout DLI. 
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BACKGROUND: Inclosure to TAB A is an operations plan for an ICIP submitted 
tnfcfnnally by the Pentagon Counterintelligence Force. The plan calls for an ICIP in 
the Q^CSI Conmunications Center. 

2. DISGUSSIC3N: While the Q&CSI Comnunicatlona Section is a sensitive element 

of (rCSI, it is extremely small and confined* Security vould be difficult to maintain 
as evidenced by the fact that several individuals in the QkCSl administrative office 
vere aware of the proposed ICXP» 

3. (D) SECOHHEND&TION : That the proposed ICIP be disapproved and the memorandum at 
Tkb A be signed and forvarded to the Comcoandery Pentagon Counterintelligence Force. 
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OPERATIONAL PUN 



SUBJECT: Operations Plan, Internal 



DATE: 



5 November 1974 



Counterintelligence Security 
Program, Office Chief of Staff 
for Intelligence, The Pentagon, 
Washington, DC 



PROJECT NO: 



REPORT NO: 



RfJERENCES: (U) 

a. Chapter 5, Section III, USAINTC Regulation 381-100, 1 March 197A (C) 
~ b." Chapter 2, USAIKTC Regulation 381-100-^1, 8 February 1974 (S) 

c» DOD Directive 5100.49, dated 3 December 1965 , Subject: Pentagon 
Counterintelligence Program, 

d. AR 381-115, dated 2 July 1969, Subject: Counterintelligence 
Investigative Agencies* 

e» AR 381-130, with changes 2-4, Subject: Counterintelligence 
Investigations, Supervision and Control. 

FM 30-17, dated January 1972, Subject: Counterintelligence 
Special Operations, 

g. FM 30-17A, dated February 1973, Subject: Counterintelligence 
Special Operations (C) . 

h. AR 380-13, dated 30 September 1974, Subject: Acquisition and 
Storage of Information Concerning Non -Affiliated Persons and 
Organizations. . 



a. Requirement : The mission of the OACSI, Administrative Office, 
Communications Section is to process incoming and outgoing mail; provide 
mail pick-up and delivery; world wide attache pouch support via coordi- 
nation with the State Department. The Coimnunlcations Section also main- 
tains a registered mail record; a TOP SECRET Control Office; and operates a 
NATO, SEATO and CENTO sub-registry. There are approximately twenty 
thousand messages per month up to and including collateral TOP SECRET 
handled by this section. 




1. 




MISSION: 




^* Oblgctive : This operation will provide the ACSI with a concen- 
trated, aggressive security service within the confines of the Pentagon 
Reservation, and will provide a fast factual reporting system of any im- 
minence of activities which would necessitate InaDcdiate coinmand action and 
possibly pose a direct threat to the security of OACSl Communications 
Section* In order to accomplish the objective of this operation, an 
effective and coordinated use of overt and covert counterintelligence 
sources and techniques will be implemented which are designed to detect, 
neutralize, and elitainate the following elements and factors which pose 
a direct threat to the security of the Conmunicatlons Sections. 

(1) Acts of espionage, sabotage^ or subversion. 

(2) Hostile foreign intelligence activities. 

(3) Disloyalty, disaffection, and other threats to the security 

of OACSI. 

(4) Character weakness, habits, or improper conduct which makes 
personnel assigned to the Communications Section vulnerable to coercion or 
blackmail* 

(5) Acts of the Communications Section personnel affiliated with 
anti-Army dissident organizations which seek to disrupt the maintenance of 
good order, discipline, and morale within the Pentagon. 

Base of Operations ; Special Operations Section, Pentagon Counter- 
intelligence Force/National Capital Region Field Office, 902d MI Group, 
Room ££ 800, The Pentagon, Washington, DC 20310. 



(4* 



PERSONNEL: 



C^ri^l'^CTtial Source Personnel : To be selected from personnel assigned 
to the Coitanunlcations Section, OACSI. 

b. US AiRMY Intelligence Personnel ; The following personnel of PCF/SCR 
Q O will function in the capacities Indicated: 

it ^cw (1) Project Officer: CPT Kenneth R. Schlag 

CO or *• 

•r ^ O (2) Project Control Officer (PCO) : CW2 Shawn M. Sandlin 

^^jr'^o (3) Alternate PCO: CW2 Leonard NMN Gross 

S '^5^ Project Liaison Officer (PLO) : CPT Kenneth R. Schlag 

i? S?if Alternate PLO: SFC George E. Perry 

^ V ir 3. (C) COVER AMD DOCUMENTATION: (SEE ANNEX A) 



I 

• a. The ICIP rroject Officer and PLC will funuclon In a completely 
overt manner* No attempt will be made to conceal their affiliation with 
military intelligence. 

The PCO will employ shallow cover in his contacts with confidential 
sources. He will not disclaim affiliation with US Army Intelligence » since 
to do otherwise would alarm prospective sources. 



(1) The ICIP will be implemented by using the coordinated employment 
of overt liaison contacts and confidential sDurce(s). Only confidential 
sources will be used in this operation due to the small size of the target 
area. 

(2) A concerted effort will be exerted towards the collection of 
information concerning military personnel assigned to the Communications 
Section. Collection will not extend to non-DoD personnel « In the event 
any Individual not affiliated with DoD is identified as posing a threat 
against the Cables Section » the provisions of reference h will apply and 
prompt coordination will be effected with the appropriate authority. 
Each individual and source involved in the conduct or control of the 
Operation will be briefed on current policies and constraints pertaining 

to counterintelligence activities as they concern persons and organizations 
not affiliated with DoD. reference h* 

(3) The PLC will be the point of contact .between the ACSI and FCF. 
The PLO will present to the ACSI or his designated representative, a 
quarterly briefing on the progress of the operation* In the event the 

PLO receives information requiring immediate action by OACSI, the information 
will be released to the ACSI and the Commander, 902d MI Group. Such 
information w4.11 be sanitized or otherwise protected to Insure continued 
operational viability and source utilization. 

(4) Specific EEI to be pursued are: 



(a) Determine the existance of espionage^ sabotage , or subversion 
within the target or directed against the target. 

(b) If espionage, sabotage, or subversion is known or suspected. 
Identify the perpetrators, the nature and scope of their activities, their 
methods of operation^ and the foreign or domestic organization controlling 
such activity* 

(c) Determine the prevalence of dissident activity within the target 
area, identify military or civilian personnel involved, and resolve whether 
such activity la supported or directed by elements outside the OACSI. 




EXECUTION: 



Concept of Operations : 




i 



<d) Detect and report adverse suitability lnforraation> 
foreign contacts by Cables Branch military members, and other 
significant matters which may be exploited by hostile Intelligence 
services. 

a. The following activities and types of individuals will be sub- 
jected to continuous and intensive counterintelligence coverage: 

(1) Known or suspected security risks. 

(2) Persons who are known or suspected to associate with persons 
\Aic are known or suspected members of hostile Intelligence or subversive 
organizations. 



c. Implementation : 

(1) Overt Phase: The overt phase will begin iiomediately upon 
approval of this plan. Close liaison will be maintained with selected 
OACSl Staff and security personnel. The PLO will be primarily responsible 
for the spotting and assessment of prospective confidential sources. The 
spotting will be continuous throughout the operation so as to assure an 
adequate bank of prospective sources for possible covert utilization. 
The PLO will conduct the overt functions as necessary to include invest- 
igative activities and quarterly briefings concerning the status of the 
ICIP, 



(2) Covert Phase: The covert phase will be the responsibility 
of the PCO with the assistance of the Alternate PCO, This phase will includ 
the exploitation of confidential sources who have been recruited from among 
the military personnel • The PCO is also responsible for vetting, recruit- 
ment , targeting^ trainings and disposition of confidential sources. The 
objective of this phase will be the development of, timely reporting of 
credible information relating to the detection, neutralization, or exploit- 
ation of factors or individuals who pose a direct threat to the security of 
the Cables Branch, and thus the United States. 




COMMUNICATIONS: (SEE ANNEX B) 



a. Communications between the Project Officer and FCO/PLO will be 
conducted almost exclusively through personal meetings; telephone will 
serve as an alternate. 

b. Primary connunicatlons with confidential sources will be through 
personal meetings at pre-selected safe sites in the Washington Metropolitan 
area, or the Pentagon * 

c» Alternate means of communications with confidential sources will 
be via US Mall, using Post Office boxes in the Arlington, Virginia area. 
A Post Office box may also be used by the confidential source, if circum- 
stances at his residence Indicate a possibility of other persons gaining 
access to his personal mail. 
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d. Qnergency means of connnunications from confidential sources to PCO 
will be by telephone to an existing unlisted telephone number located 
in the office of the Special Operations Section^ PCF/NCR. After duty hours» 
the confidential source will leave a message for the PCO at a telephone 
located in the PCF. This telephone is manned 24 hours a day, end night personm 
will be briefed concerning their actions should a source telephone and ask 
to speak to the PCO. The source will be asked to leave his name (cover name) 
and a telephone number where he may be reached. PCF night personnel will then 
immediately pass the information to the PCO, or If the PCO is unavailable the 
alternate PCO. From PCO to source, emergency communications will be by 
telephone call to sources home or office ^ as appropriate* 



TRAINING: 



Training of confidential sources will be continuing process and a 
portion of each meeting will be devoted to Instruction. Emphasis will 
be placed on security of the operation and the source and reporting 
procedures. Observation and description, targeting, and related subjects 
based on source's role will also be included. Each indivudual and source 
involved in the conduct of the operation will be briefed on current 
policies and constraints pertaining to counterintelligence operations 
and activities as they concern persons and organizations not affiliated 
with DOD, Reference h. The training administered to source (s) will be in 
the quantity necessary to develop the maximum information from the target 
comensurate with the previous intelligence and experience of source (&). 

FINANCE AND LOGISTICS: (SEE ANNEX C) 




b1 



B.iDt^ TERMINATION: (SEE ANNEX D) 



a. Confidential sources recruited under this plan will be terminated 
when their usefulness to the plan ceases, when they show indicators of 
insecure security practices which would jeopardize the operation, are no 
longer amenable to control, or when the operation Is terminated by proper 
authority. Circumstances under ^Ich termination is effected will deter- 
mine whether termination is with or without prejudice, 

b. The only commitments made to confidential sources employed in 
this operation will be assurance of personnel and job safety through 
anonymity, and of reimbursement of any legitimate expenses incurred during 
the operation. 



Knowledgeability of confidential sources will be limited to the 
following: 

(1) Name and physical description of the PCO and Alternate PCO. 

(2) Location of meeting ^ites as well as that of PCF. 

(3) Means of alternate and emergency contact with PCO: Namely the 
Post Office Box number (s) and the telephone number (a) where PCO may be 
contacted in the event of an emergency. 

(4) The approach method used by the PCO in his initial contact with 
confidential sources. 

d. As a control factor, confidential sources will be required to 
aign a statement evidencing their willingness to cooperate and attesting 
to the fact that all facets of security will be strictly adhered to. 
This will not be construed to be a contractual agreement* but will be 

used as a physhological instrument to enhance the security of the operation* 

e. Security considerations are contained in ANNEX E, 




COORDINATION AND LIAISON: 



Liaison with designated OACSI officials and other appropriate Pentagon 
Agencies will routinely be effected the PLO. 



10- (U) REPORTING: 



a. Formats for operational reports are contained In Chapter 5, Section 
III, USAINTC Regulation 381-100 (reference a.) 

b. Production reports will be in Agent Report Format* 
ANNEX A-Cover and Documentation {0 

ANNEX B-Communications (|?} 

ANNEX C-Finance and Logistics ^ 

ANNEX D-Termination <J^) 

ANNEX E-Security Considerations ^ 

ANNEX F-Knowledgeability List (U) 
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KENNETH R. SCHLAG 
PROJECT OFFICER 




ANNEX A - Cover* and Documentation 




ANNEX B - Cotnmunication 




unicatlon: 



a. Primary: The primary means of communication between the PCO and 

the source(s) will be personal meetings at selected safe sites in the Pentagon 
building or in the surrounding area of Northern Virginia or the District of 
Columbia. Personal meetings will be held to the absolute minimum consistent 
with operational requirements- Details of future meetings will be established 
at each meeting or through telephonic communication initiated by either the 
PCO or source (s) to previously exchanged telephone nimibets* 

b. Qnergency: To establish an unscheduled meeting on a priority basis. 
Source will call the PCO through an unlisted commercial number on the 
PCF/NCR FO call director. Source (s) will Identify himself through a pre- 
arranged code name (cover name) and ask to speak to the PCO, If the PCO is 

not in available at the time of the call, the message will be transmitted to the 
PCO by PCF personnel as soon as possible. The PCO, to establish an unschedul^ 
meeting with source(s)» will contact 80urce{s) by a pre-established telephone 
number in conformance with source(s} work schedule or off duty habits* 
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Indicated below are one or more statements which provide a briet 
rationale for the deletion of this page. 

Information has been withheld in its entirety in 
accordance with the following exemption (s) : 

5 use 552 (b)(1) 

It is not reasonable to segregate meaningful portions of the 
record for release . 



□ 



Information pertains solely to another individual with no 
reference to you and/or the subject of your request . 



Information originated with another government agency. It has 
been referred to them for review and direct response to you- 



Information originated with one or more government agencies. 
We are coordinating to determine the releasability of the 
information under their purview. Upon completion of our 
coordination, we will advise you of their decision. 
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AKNEX D Termination 

1p Termination of the operation: Termination will be accomplished 

base^/upon an objective evaluation of the effectiveness of continued 
utilization of source towards the accomplishment of the goals of this 
operation, with the final decision to terminate resting with OACSI, 
Department of t±ie Army, 



ly^"^ Termination of source(s) with prejudice: In the event source(s) 
violate basic security practices and are terminated for that reason, they 
will be prosecuted for violation of the appropriate statute or directive, 
should such an action be deemed feasible and advisable in connection with 
the nature of the violation and their activities in support of the oper- 
ation. Should prosecution be inadvisable, source (s) will be required to 
execute a debriefing statement, and detailed instructions will be given 
regarding the possible consequences should they reveal their MI affiliations 
and activities. 



3^-*'f^ Termination of source(s) without prejudice: Upon termination of 
thiy operation or at such time as source(s) are considered to be of no 
further value within the scope of this plan, and provided source (s) have 
committed no flagrant violations of security, they will be paid all out- 
standing reimbursable expenses incurred. A detailed security briefing con-- 
cemlng disclosure of information concerning their MI affiliations and 
activities will also be administered. If deemed advisable at the time 
of termination^ source(s) may be presented a properly sanitized letter of 
commendation /appreciation or other appropriate recognition for their co- 
opcratloj 




4. ^(9r Commitments: No commitments other than those relating to reim- 
bursement of legitimate operation expenses incurred during the course of 
the operation will be made. Source (s) will be given assurance of personal 
safety ^d protection of careers and reputations. 




Knowledgeabllity : Source(s), during the course of the operation 
will be knowledgeable of the following: 

a. PCO: by name and status as Special Agent, US Army Intelligence. 

b. Facilities: Source (s) will not be routinely exposed to facilities 
housing PCF during the course of their covert activities. However » the 
existence of FCF is coimnon knowledge throughout the Pentagon, and the 
likelihood that source(s) will, at a minimum» know the location of PCF is 
unavoidable. 



c. Modus Operandi: Source (s) will be exposed to modus operandi only 
in direct relation to the requirement levied by the PCO. 

d. Location of meeting sites. 

REGRADED UNCLASSFIBQans of alternate and emergency contact with PCO: Post Office 

ON ^ -8 7997 ^ ■ ^ ki-^ 

BY CDR USAINSCOM FOl/PO ^i/D-i 

AUTH PARA 1 -603 DoD •200.1 -R . ^^UWrl 




Box numbers and locations and telephone numbers 
In an emergency ► 



ANNEX E - Security Cousideratlons 



I. The activities engaged in by individuals assigned to OACSl which 

ma>''1?e considered to be disruptive of luilitary operations, contrary to 
i^ood order and discipline, and posing a threat to military security are 
unknown at this time. The number of military personnel engaged in activities 
relative to active and/or passive resistance to the military is also unknown. 

a- The intor-relationship of military and civilian community in 
the National Capital area is such that it can be expected to present a 
degree of security risk in that confidential SDurce(s) covert activities 
could be revealed through indiscretions on the part of source (s) in devia- 
ting from normal routine of activities normally associated with the work 
environment. This risk will be substantiaHy limited by extensive training 
of source(s) in the areas of personal security and operational security. 
Further, close monitoring of all activities of source(s) for the purpose of 
determining the presence of or lack of derogatory security indicators vill 
preclude unexpected security developments and will provide a means fay which 
souTre(s) may be further trained » guided, and controlled in their activities. 

b« Project Control Officer/Confidential Source relationship could be 
revealed inadvertently by the passive element of the military establishment ^ 
thus posing a threat to the security of the operation. This possibility 
will be reduced by close adherence to fundamentals of security in the 
conduct of personal meetings, telephone calls, and all other contacts between 
PCO and source(s). 

2}- frt* Ln the event that either source (s) or this operation are compro- 




mised% USAINTA will not confirm the existence of such an operation, the 
employment of source(s), or interest in organizations/personalities in- 
volved in alleged subversive activities. Should source(s) he compromised 
PCO vill immediately instruct source(s) to cease all operations; activity^ 
and will debrief in detail concerning all aspects of the possible compro- 
mise. Based upon an evaluation of the situation, source (s) may be termi- 
nated and the operation may be suspended pending an analysis of the com- 
promise and its ramifications. All sources so terminated will be adminis- 
tered the appropriate security debriefing. 



^ Security measures must assure: 

a* Strict need-to-know restructlons concerning the existence of this 
operation and the methods by which it is Implemented will be applied. A 
PCF Knowledgeabllity list will be maintained. {See ANNEX F) 

b. Briefings on the existence of this operation will be given only 
to the ACSI or his designated representative. 



«^«^'fl£^- Li, 
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ANNEX F - Knowledgeablllty List (U) 



1. LTC Byron W. Hunt 



Commander » PCF 



2. HAJ Kenneth G. Hetzel 



Operations Officer» PCF 



3. MSG Daniel W. Leber Jr 



Operations NCOIC» PCF 



4. CPT Kenneth R. Schlag 



PCF 



3* CW2 Shawn H. Sandlin 



PCF 



6. CU2 Leonard KMN GroBS 



PCF 



7. SFC George E- Perry 



PCF 





SHEET 



Retention of Internal Counterintelligence Program 
(ICIP) (U> 



DANI-DOH 



3 July 1975 



To respond to a request from the CoiDmander» AFG for continuation of ICIP. 




BACKGROUKP : During the last quarter^ calendar year 197A, the ACSl conducted 
ew of the ICIP, and based on the results of this review, he directed the terml* 
nation of 12 of the 19 on*going operations* The operations terminated were those which 
were less productive or conducted at installations of lesser sensitivity. Among the 
operations terminated was GC^DOIA STAR which had been conducted in the Aberdeen Proving 
Ground (APG)/Edgewood Arsenal (EA) area. At RED TAB B is a recoranendation from the 
Coanander« AFG indoraed by the Conroanderp Test and Evaluation Command (TECOM) and the 
Commander, Army Materiel Conmand, that the ICIP be continued at APG/EA. 

DISCUSSION ; 

a. The APG request advises that they recognize information developed in GONDOLA 
STAR has been of limited CI value in the past, however, they consider even negative 
reporting to be significant. The TECOM indorsement emphasizes the probable significant 
increase in travel during the Bicentennial period and the proximity of APG/EA to New 
York and Washington would make those facilities more vulnerable to hostile intelligence 
agencies, 

b. The ACSI reexamined the operation and advised that he would consider continuing 
the operation for a six^month trial period to determine if any more signlflcaTit inform 
nation can be developed to indicate a hostile threat to APG/EA, On 2 July 197 

Deputy HnHo^ ^frrftfirr nf ^^'^ Indorfieri tbi^ nrnn^c:^!. 




c. Letter at RED TAB A advise* the Coimnander, APG of the ACSI»s decision to 
continue the operation for another six months and then reassess its progress, 

3. (U) REGOtmENDATION ; That letter at RED TAB A be approved and signed. 

QBirfficd ACSI, DA 

EXEMPT FROM GENERAL DECLASSIFICAnOlf 
(Contt«ua« on plain boad) SCHEDULE OF EXECUTIVE ORDER 13652 
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SHpf *SDITtOI*L COOVIIITIOI PI C»EBE SIDE OICONTIMUATIOII SHEET 



ACTION omun fNaaw,gr^d;pia>m*aitd»i, 

R. EBERSOLE, MAJ/56074/jl 
ACSI FORM 28, 13S«p7l 
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- CONriDENflfr 
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DUil.DOB 



1 1 JUL 1975 



SUBJECT! BatMtlon of lottntAl C«unt«rinC«lllg«nc* Program (ICIP) ((J) 



4 



J- 



TH&Ut 



US Lrmj Mt«rlcl CiMind 
5001 BlMnlioMr AiNmus 
AUaftndrU^ Virglnls 22333 



CooMndcr 

US krmy T^Bt and Bvaluatlon Cooisand 
AterdMn Proving Ground » Maryland 21005 



■I 



TO: 



CcBUndar 

Ab«rdatn Proving Ground 
Maryland 21005 



1. <U) Raftrance laetar» STEAP-IM, aubjact as abova, 17 April 1975, 
vlxh f ndor»«Bant«, 



During tba pa«c aavaral yaart, tba ICIP affort has grown rapidly 
Unfwtunataly, aufflclant raiourcaa co conduct ttiaat oparatlons hava not 
alvaya baan available. In ordar to sake optinum uaa of these scarce, 
highly trained raaourcae» it bacana nacoiaary to conduct a total review 
of tha pregraa and naka adJuetMnta. . Tlila review revealed that GOraolA 
SIA£ wae a sargloal operation and I directed Ite tentlnatlon. 



RfiGRAOEUp -5 1997 ,^0 „ 



Classified by 



EXEMPT FROM GEXERAL DECL.\SSIFICATION 
SCHEDULE OF EXECUTIVE ORDER 11652 

EXEBiPnON CATEGORY 1 — — 

MolisSiFY ON.^^ December 200 5 
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WLK-POH ilJuL1975 

fUWlCT: lAttntlon of Int«r«l CouBt«rliit«lUf*Tte« Prograa <1C1P) (J) 

) (U) 1b light of your r«^*»t Chat tblB •juration b« contlnuad, «rd 
c«isl«»rlBt Kb* r«cc chat th« Cwaiiihr. UtkJWtk m ttwt 

wm Murc«* vlth ii^rvwd AccMS h«v* bMo r*cr«lt«d. I will r«v«ll<tace 
OOmXtU flMl f«r • •Ix-MDth p«rl«d. In Jasusry 1976« I vlll ««m«s the 
yr«trM« of thia opsrstlao aitd witl tbon d«t«nlM If «• vlll b« abU Co 
C«Rtla«« this •ff«rt. 



(sgd) HaroW R. Aaron 



HAROLD R. AARON 

Major General, GS 
ACois for Intelligence 



REGRADED UNCL^SSlFiEO 
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AMCSS (17 Apr 75) 2d Ind (U) 

SUBJECT: Retention of Internal Counterintelligence Frogram (ICIP) (U) 
29 April 1975 

HQ» US Arroy Materiel Command* 5001 Eisenhower Avenue, Alexandria, VA 22333 
29 April 1973 

TO: HQDA (DAMl) HASH DC 20310 

Forwarded for your consideration. This headquarters supports the requests 
and recommends favorable consideration be given to the continuation of the 
program. 

FOR THE CC»mANDER: 




ROBERT L. KIRWAN 
Brigadier General, USA 



I Chief of Staff 



I 



WARHlNfG NOTICE 
SENSITIVE UOaeffGENCE 
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AMSTE-SE {17 Apr 75} 1st Ind ^ 

SUBJECT: Retention of Internal Counterintelligence Program {ICIP)(U) 

Headquarters, U. S, Army Test and Evaluation Command, Aberdeen 
Proving Ground, Maryland 21005 %l APR B75 

TO: Commander, U. S. Army Materiel Command, ATTN: AMCSS, 
5001 Eisenhower Avenue, Alexandria, Virginia 22333 

1. (U) 1 recommend that GONDOl^ STAR be continued as an active 
counterintelligence operation in the Aberdeen Proving Ground area. 

2. The conditions set forth by the Commander of Aberdeen Proving 
Ground I feel support this' continued operation. The recently revised 
ACSl EEI reveals that the weapons, tanks, and chemical defense 
RDT&E conducted in the Aberdeen Proving Ground area^ to include 
Edgewood Arsenal, are of interest to Communist Bloc intelligence 
agents. With the advent of the Bicentennial year, Aberdeen Proving 
Ground will be open to significantly more tourists visits commencing 

On 14 June and extending throughout the Bicentennial period. During 
that year, the closeness of Aberdeen Proving Ground and Edgewood 
Arsenal to the New York City and Washington, DC areas make it vul- 
nerable to hostile intelligence gathering agencies and their desire to 
exploit the situation to secure EEL I conclude that security of USAAPG 
will be vulnerable and that ICIP will be of greater importance than 
ever during this coming period. I intend to maintain all normal in- 
ternal security measures and ICIP support on a continuing basis would 
be a valuable supplement to these measures. 



REGRADED UNCLASSIFIED 

BYCDR USAINSCOM FOI/PO 
AUTH PARA 1-603 DoD £200.1 -R 

WARIsriNG NO 

sensitiv^iItelligence 

SOURGpi^ND METHODS 
INii^'LVED 




CHARLES P. BROWN 
Major General, USA 
Commanding 



Classified by Cdr, USAINTA 
Exempt from General Declassification 
Schedule of EO 11652 
Exemption Category 2 
Declassify on 31 Dec 2005 
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DEPARTMENT OF THE ARMY 

U S ARMY ABERDEEN PROVING GROUND 
ABERDEEN PROVING GROUND, MARYLAND 21005 



smp-iN 



SUBJECT; Retention of Internal Counterintelligence Program (ICIP) (U) 



"Commander 

US Ara^y Test and Evaluation Command 




LIS headquarters has been advised by your Security Officer at a 
;ing held on 9 April 1975 that the Internal Counterintelligence Program 
for Aberdeen Proving Ground, Operation GONDOLA STAR (u), is scheduled for 
termination. It is understood that, the AMC Security Officer desires a 
review of the. impact of such an action upon this installation. 



m 



2- "^ftj^lt is recognized that specific information of counterintelligence 
value developed by Operation GOKDOLA STAR has been somewhat limited in 

the past; however, it must be acKnov/ledged that even negative reports are 
significant provided that effective coverage of critical target areas has 
been maintained. In some cases, reports received from ICIP sources have 
served as useful early warnings of developing situations on which cor- 
rective action could be promptly initiated. If this operation is termi- 
nated, the sensitivity and espionage potential of this installation would 
remain whereas one tool for building a strong security posture would be 
remove - 




The importance of Aberdeen Proving Ground as an espionage target 

is obvious. Research and testing programs generate information of world- 
wide intelligence interest, and scientific personnel have frequent contacts 
with foreign nationals. The diversified missions of several tenant activi- 
ties include projects which have been reported to have high priority among 
Soviet intelligence collectors. Therefore, ICIP support would be a useful 
suunlement to our normal internal security measures . 




h, It is recommended that GONDOLA STAR be continued as an active 
counterintelligence operation and strengthened with such resources as may 
be feasible. 



REGRADED UNCLASSIFIED 

ON SEP -5 1997 
BY CDR USAINSeOM FOI/PO 
AUTH PARA 1-603 DoD f 200.1 -R 

WARNING NOflCE 

sensitive^51Jtslli(2:nce 

SOURCES AJ^rl^ETtlODS INVOLVED 

/ ^6 





. \ 

ALVIN D, UNi 
Colonel, Armo 
Commanding 

Classified by Cmdr, USAINTA 

Exempt from General Declassification 

Schedule of EO II652 

Exemption Category 2 

Declassiiy on 3I Dec 2005. 
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-OWTROL NUMBEK 


SMuacT 

Internal Counterintelligence Program (ICIP) (U) 


OFFICE STMOOL ISUSPENSE 

EAMI-DOH 1 


OATK 

14 May 1975 


ACnOM RKQUMD 

To obtain approval of the quarterly ICIP report. 



B&CKGROUND: 



a. By laenoranduxD dated 8 February 1972' ( BLUE TAB B> , the Under Secretary of the 
Army requested that the VGSA» US Army, provide a quarterly report on all ICIP 
operations. 

b. A report covering the fourth quarter^ calendar year 1974 submitted in February 
1975 reflected the results of a review conducted by the ACSl. flE the 19 ongoing 
operations » 12 were identified for termination. 



DISCUSSION: 



a. During the past quarter. 11 operations were terminated* This leaves one 
operation pending termination. One new operation was approved by the ACSI on 4 March 
1975. This operation^ CANTER RIDE (U) at the US Army Missile Command, Redstone 
Arsenal, AL, raises the number of active ICIPs to eight at the close of the quarter. 

b. Memorandum at BLUE TAB A provides information required by the USofA. 

3* (") RECCMIENDATION : That memorandum at B LUE TAB A be approved and signed. 



EXE>!PT FROM GENERAL DECL-^SSIFICATlOl* 
SCH = :i>n.E OF EXECUTIVE OHDER 11652 

EXEMPTION CATEGORY 2 

yy^,^^]^ DECLASSIFY ON- 31 Dec 2Q05 

mm \ I Cpontir.u*- on pi <ur. bond') 



CINFO 



COORD kNATION$ 



rHONE 



BUDGET 



TC* □ NO Q 



APPROVAUS 




BR 



BY USAI^fSgg 



AzatliPa£a 4 1 ^ 



ACS r 



DISPATCHED |DT&^ 



SMOM A&D|T^DNALCDQV|NAT|0» ON tfvEfiSE SIDl OR CCRTlimATI0H SHUT 



ACTION QFTICSR ( MmM, gfod*^ phoM « 

MA J EBERSOLE/56074 
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VtfHFf^ SEPARATED FIK>M CLASSrrMt^ 
DOCUMENT 



DEPARTMENT OF THE ARMY 

OFFICE OF THE ASSISTANT CHIEF W STAFF FOR INTEUJCENCE 

WASHINGTON, D.C. 20310 



EAM-DOH 2 7 HAY 1975 



MEMORAHDUH THRU: VICE CHIEF OF STAFF, UNITED TTflTnr ^ TI HY MA^ 
rmi -WttSR S ECRETA» ¥-^-Ttt&-iaa<Y- KCTED-L'^A 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) — INFORMA.TICN 

MEMORANDUM . 

During the past quarter, action vas initiated to terminate 
12 ICIP operations that were considered to be relatively unproductive 
or located at less sensitive installations. Eleven operations have 
been terminated and the twelfth will be terminated in the near future. 

A new operation, CANTER RIDE, was initiated at the US Army 
Missile Coomiand, Redstone Arsenal, AL, raising the total number of 
acUve, operations to eight. 

3. \2B^ Three of the ongoing operations continue to provide infor** 
inatTon which serves to enhance security at the facilities concerned. 
LENTIL MONKEY, at the Defense Language Institute, continues to be 
the most active operation, surfacing security weaknesses involving 
both instructor and student personnel at that facility- 

4. (U) Status reports for each operation are inclosed. 



8 Incl _ HAROLD R. AARON 

(cag^MMrtSCT Major General, GS 

^ ' ACofS for Intelligence 



DAMI-ZA 



^ ^ -j-U p^B>^ ^ EXEMPTION CATEGOnV f 

^ ^ DECIJ^SSIFY ftv 31 December 2005 



EXEMPT FROM GENERAL DECLASSTFTCATICW 

scHj:nrLE of exeo'tive omKn ii€52 



44% Ebersole/74087/19 Hay 75 

^ Typed by J. Lukasik 



DEPARTMENT OF THE ARMY 

■ 



OmCC OF THE UNDU SeCKETAKT 



MG Harold R. Aaron 
ACofS for Intelligence 
Rm 2E464 
Pentagon 

Noted and returned. 



10 Jun 75 



R.P.S. 





DEPARTMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY lNTELt»GENCE AGENCY 
FORT MEADE, MARYLAND 2075& 




n 

1 7 A??. W5 



MEIA-SO 



SUBJECT: Quarterly Reporting of Internal Counterintelligence Program 

(ICIP) Operations (U) 



HQPA (DAfE-DOI-C) 
WASH DC 20310 



1, ifrl Internal Counterintelligence Program (ICIP) operations during 
the third quarter of FY 1975 were characterized by a large scale slow- 
down of activity in all operations as those operations selected for 
teimnation early in the quarter were phased out. By 31 March 1975, 
11 ICIPS, with supporting confidential sources, were teimnated and one 
additional ICIP is scheduled for termination. 

^» JP^^ Upon completion of the termination actions described above 5 

seven ICIK remained active. One new ICIP operation providing for insert 
of an agent in a covert status in the US ArB^ Missile Command (USAWICOM), 
Redstone Arsenal, AL, was approved on h March 1975. The USAMICOM opera- 
tion, vdiich has the nictoiajne CAHTER RIDE (u) raises the total of active 
ICIPS to eight at the close of the quarter. 

3. (U) Brief status reports for each ICIP operation reported upon, 

including both those teimnated and those continued, are attached as 
inclosures. 



FOR TKE CaM^3ANDER: 



20 Incl AIBERT N. WEIKHAS 



Director of Operations 



CS^^ S'^Si^'aas.ified by --^^^^I^l^- 



^ DECi-AroirY c:^ ^'i ..^^ U.-^a^.^^ 
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CANARY EFFORT: (OACSI Approval - l6 Feb 72) 



a» Locaticm: Fort Ritchie, MD 

Td. Confidential Source Utilisation: Three sources were used during 
the reporting period. 

c. Information Cfbtained Off -Post and/or Reported on Hon-AffilLated 
Civilians: None, 

d. Useful Information Obtained: Information surfaced pertaining 
to the xise of drugs and moral improprieties on the part of a civilian 
employee assigned to the Office of the Comptroller prompted a suitability 
investigation of the enqployee* The employee's access to classified in- 
fomation has been suspended. Adverse suitability information consist- 
ing of drug abiise, indebtedness, moral misconduct and mental instability 
on the part of six military policemen assigned at the Alternate Joint 
Coonsand Center and Fort Ritchie vas provided the Provost Marshal and the 
Director of Security, US Anr^ Ccamunications Command (USACC)* Investi- 
gations of the allegations are being made. Information reported on an 
Amy NCO assigned to the Engineering & Installation Office , USACC, 
alleging excessive gambling and unexplained affluence is being checked 
prior to requesting that a limi ted investigation be conducted. 

e. Operational Status: On l8 Mar 75, the PIO briefed COL Donald S. 
Clark, interim Directorj Teleccanmunications, on the ICIP. COL Clark is 
scheduled to become Commander, USACC Operations Command, after the re- 
organization of USACC on 1 Jul 75* On 20 March 1975, the PLO presented 
the Quarterly Briefing to COL Harold G. deMoya, Commander, Fort Ritchie, 
and COL John J, Plosay, Jr., Deputy Commander, Fort Ritchie. COL deMoya 
expressed his appreciation for the support provided by the ICIP at Fort 
Ritchie • 
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CAIOTE PIATE: (OACSI Approval - l8 Sep 73) 
a. Location: Seneca Army Depot (SAD), RceiuIus, NY. 
"b. Confidential SoTirce Utilization; None. 

c. Information Obtained Off-R>st and/or Reported on Non-Affiliated 
Civilians : None. 

d. Useful Infoaanation Obtained: None, 

e. Operational Status: On 13 Jan 75, COL Alan A. Nord assumed 
command of Seneca Aray Depot, Ihe Camnander^ 902d KE Group, had 
scheduled a briefing on the ICIP CANINE PLATE for COL Nord in mid-March 
1975. That briefing was cancelled and is now scheduled for the follow- 
ing quarter. Ope3rational progress has been stalemated during this re- 
porting period pending the briefing of the new Depot Commander, Subse- 
quent to ttiat btiefing, it is anticipated that development of the opera- 
tion can be accelerated. 






CAJTIER RIDE: (CACSI Approval - 4 Mar 75) 



a. Location: US Amy Missile Command (USAHICOM)^ Redstone Arsenal 
(RSA), AL. 

b* Confidential Source Utilization: None. 

c» Information Obtained 0££-Post and/or Reported on Non-Affiliated 
Civ il i ans : None • 

d* Useful Information Obtained: None» 

e» Operational Status: During the past year several significant 
security weaknesses surfaced at USAKICOM, prompting the USAHICOM Chief 
of Staff to request an ICIP operation at that facility. These weak- 
nesses included mishandling and loss of classified documents and alle- 
gations concerning suitability of some employees* Considering the 
sensitivity of the facility and the evident security weaknesses, a 
degree of urgency in initiating this operation was apparent. Unlike 
previous ICIP operations, the planning for this operation envisioned 
the use of a trained military intelligence warrant officer^ a ^'Great 
Skill" officer, as the principal confidential source in order to ex- 
pedite the initiation of this operation. The source has been selected 
for insertion in the target area (the US Army Missile Research, Develop- 
ment and Engineering Laboratory (USAMRDEL))^ and has been provided 
administrative and operational training to enable him to function in his 
cover capacity as an administrative officer. The source will be assigned 
in the target area in April 1975. On 14 March 1975, the Commander, Red- 
stone Resident Office, 902d Ml Group, briefed COL R, A. Axelson, Director, 
USAMEIDEL, Informing him that the requested counterintelligence special 
support had been approved on 4 Har 75 and it was proposed to insert an 
agent by mid-April 1975- 




AS3 



4. l UOy * CANVAS TAX: (OACSI Approval - 8 Mar 7^*) 



a» Location: Sierra AraQr Depot (SIAD), Herlong, CA. 

b. Confidential Source tJtillzation: None, 

c. Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians : Hone • 

d. Uaef^LL Infoimation Obtained: None* 

c. Operational Status: A new Project Liaison Officer (PLO) was 
assigned to this operation and arrived on station in January 1975 • The 
PLD iiill perform the functions of both the PLO and the Project Case 
Officer (PCO). Ihe PLO has been engaged in familiarization and orienta- 
tion with SIAD and will perfonn spotting and assessment of potential 
sources in the coniing weeks. On 20 March 1975» the Quarterly Briefing 
was presented by the PLO to the supported eorrmand, Ihose in attendance 
at the briefing were COL Rctoert HawHtj CDR, SIAD; LTC Bernard Render, 
Dep CDR, SIAD J and MAJ John Jolley^ Security Officer, SIAD, 



CENSUS TIME: (C«lCSI Approval - 5 Feb 74) 



a. Location: Pentagon Telecommunications Center (PTC), US Army 
Communl cat ions Caaiakand (USACC)^ The Pentagon^ Washington, DC, 

b. Confidential Source Utilisation: One source was used during 
the reporting period. 

c# Information Obtained Off -Post and/or Reported on Non-Affiliated 
Civilians: None* 

d« Useful Information Obtained: None, 

e« Operational Status: This operation is conducted by representa- 
tives of the Pentagon Counterintelligence Force (PCF). Early In the 
quarter, it was necessary to divert virtually the entire strength of 
PCF from their normal functions to a files screening project at the 
Counterintelligence Analysis Detachment and the Special Security Group, 
Both the PLO and PCO were assigned to the files screening project and 
were able to devote only a limited amount of time to this ICIP operation. 
This precluded any significant expansion or development of the ICIP. The 
supported command requested that an attempt be made to obtain information 
on several persons assigned to PTC suspected of drug abuse. Sources have 
failed to surface any concrete information to date in this connection. 
On 1 April 1975, the PLO presented the Quarterly Briefing to COL Joseph 
T. Adinaro, Commander, FTC. 






CENTAVO I 



(OACSI Approval - iS Oct 73) 



a. Location: Harry Diamond Laboratories (HDL), Washington, DC. 
b» Confidential Source Utilization; None. 

c. Information Obtained Off- Post and/or Reported on Non-Affiliated 
Civilians: None, 

d. Useful Infoimation Obtained: Investigation of allegations of 

ndscondXiCt on the part of a DAG enrployee of HDL -lAiile the employee was 
on TDY were inconclusive, but the HDL Sectirity Officer eind the employee's 
eugpervisor are continuing to laonitor the enrployee*s activities. The PLO 
called the attention of the HDL Security Officer to several minor se- 
curity problems during the period were corrected on the spot. 

e. Operational Status: During the period approximately kOO HDL 
personnel were iDOved from the HDL offices at Connecticut and Van Ness 
Avenues, NW, Wash, DC, to HDL facilities in White Oak, MD, The move 
is part of a reorganization and centralization of US Army electronics 
research facilities into one organization which will be named the 
Harry Diamond Developmental Center, On 5 March 1975 > the PLO presented 
the Quarterly Briefing to COL D. W, Einsel, Jr., Coomiander, HDL, and 
Mr, James F, Yeick, Security Officer, HDL. 





7, V^^^IENS HOLDER: {OACSI Approval - 7 At^g 7^) 




a. Location: White Sands Ifissile Range (WSMR), NW 

"b* Confidential Source Utilization: None. 

Information Ctotained Off -Post md/or Reported on Non-Affiliated 
Civilians: None. 

d* Useful InfozJnation Obtained: Bone 

Operational Status: The Project Liaison Officer (PLO) for this 
operation \*iH also perfoim the Project Case Officer (PCO) frmction 
lAien Sotxrce assets are obtained. One prospective source has been identi- 
fied in the Missile Electronic Warfare Technical Area (MEWTA), and re- 
cndtaent is planned for the next quarter. On 18 March 19753 the PLO 
presented the Quarterly Briefing to Mr. William F. -'Vrquette, Chief, 
Intelligence Div, WSMR» Mr. Arquette, speaMng for the Canmander, WSMR, 
eacpressed satisfaction vith the progress of the ICIP to date. 





8. f«y I£NTIL MONKEY; (OACSI Approval - 26 Oct 71) 



a. Location: Defense -Language Institute (DLl)> Presidio of 
Monterey, CA. 



"b. Confidential Source Utilization: Five confidential sources 
were utilized during the quarter » 

c. Information Obtained Off- Post and/or Beported on Non-Affiliated 
Civilians : None • 

d. Useful Infomation Obtained: 

(1) An instructor in the Chinese-Mandarin Language Dept may have 
bad contact vith personnel of the Peoples Eepiiblic of China during a 
business conference in Jan- 75» The instructor, who has several conunercial 
enterprises, allegedly attended a conference in Dallas ^ Texas, vhere the 
Chinese were present. An effort is being made to obtain further details. 



(2) Sources of the operation provided information vihich established 
the existence of contacts between an instructor of the Arabic Laxjguage 
Dept and officials of the Palestinian Liberation Organization. The in- 
structor, ^o is a US citizen^ a]J.egedly utilizes a Lebanese passport 
when he travels in the Middle East. Stmanaries of Infonnation containing 
details have been passed to the FBI and the Immigration and Naturaliza- 
tion Ser^dce. 



(3) 'Sources in the project surfaced a series of reports on a USA? 
student, v.tio, through his Czech language instructor, has socialized 
with citizens of Czechoslovakia* By U3AF regulations, the NCO vas to 
have reported promptly any contact with citizens of a Ccnaminist Bloc 
country. The NCO failed to make the necessary report. The infora^tion 
was passed to the OSI by Summaries of Information and the OSI is no* 
conducting an investigation of the USAF student* 

■ 

(h) Suitability information concerning DLI students was passed to 
the Security Officer, DLI. 

e. Operational Status: Of the five confidential sources u^ed in the 
operation, two were tenninated during the period due to their graduation. 
The remEdning three provide coverage in the Russian, Czech, and Serbo- 
Croatian Language Department, Prospective confidential sources are being 
assessed in the Russian, Czech, Polish, and Chinese-Mandarin Departments- 
In addition to the confidential sources, 21 conventional sources are pro- 
viding coverage in ten language departments. All sources are concentra- 
ted in the Priority I language departments* The PLO provided the Q,uarterly 
Briefing on 21 March 1975 .in the Office of the Director, DDI. Those 





attending the briefing ^^re COL Jaaies R. Koenig, Directors DLI- 
COL Avery Ray^ Deputy Director, DLI; and MAJ Richard Erickson, 
Security Officer, DLI. COL Koenig stated that he believed the infor- 
mation gained frcan the ICIP had "been particialarly helpful and had been 
largely responsible for several ccanmand letters pii)lished by DLI in an 
effort to iinprove internal security at DLI. The Director also stated 
that as a result of inJBb imation provided by the ICIP, the teaching 
texts and materials of all DLI courses are being reviewed to eliminate 
politically contentious materials from the langufige courses. 
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REMARKS 



The attached is foruarded for your information. This 
is the result of a 902nd HI Group reTiaw of five key 
facilities in tbe Canal Zone to determine if the 
security posture at any of the facilities warranted 
initiation of ICI? operations. After reviewing the 
package^ I concur with Uie USAIWTA recommendation that 
ICIP operations are not ^propriate* 



rao 




Do NOT UM IM» km M a RECORD of ttppTwab. omurrenccs, 

A. WIRITO, C«L, GS 
Chief, HUMINT Division 
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HEADQUARTERS 
U. S, AR»Y INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 
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2 6 Arft (375 



SUBJECT: Evaluation of Selected Installations an Panama Canal Zone (U) 



HQDA (MMI-DOI-C) 
WASH DC 20310 



During a I9 Feb 75 visit by the ACSI to the 902d MI Groijp, the 
902d^was tasked to explore the possibility of the need for an ICIP 
operation in the Panama Canal Zone. Hie 902d MI Group has tonducted a 
review of five key installations/units for evidence of past and present 
Hois threat indicators. 



2. > (Q^ Kie five installations/mLts -which were assessed are U70th KL 
Groy$ (tab a); 193d Infantiy Brigade (TAB B); ISASA Det, SOUT]iCOM, and 
i+oSth ASA Det (TAB C); Armed Forces Courier Station - Panama (TAB D)j 
J-2/3 Directorates' Warning and Operations Centers - SOUEHCOM (TAB E>. 
A threat assessment conmion to all activities, tinits, or insta.Ilations 
in the^anal Zone is attached as TAB F. 

3» \(yf Commanders of the installations concerned in each instance have 
statea that current counterintelligence support is adequate to maintain 
a proper security posture and an ICIP operation is not warranted at this 
time. The CamnEtnder, 902d MI Groi5> concurs in this position and reconmends 
that an ICIP operation not be initiated at any of the five units assessed. 
USAH'ITA also concurs in this reccMnmendation* 



6 Incl 

1-6. - TABS A thru F 
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470th MILITARY INTELLIGEHCE GROUP 



1. ^^^ ^gJERAL : The 470th Military Intelligence Group (MIGP) is a sub- 
ordinate unit of the 193d Infantry Brigade (Canal Zone). This unit con- 
fiistB of 67 military and 18 civilian personnel. There are 80 piirsonnel 
assigned to the Grotip Headquarters, Fort Amador (FA), Canal Zone (CZ) , 

on the Pacific side of the isthmus » and 5 stationed at the Atlantic Field 
Office, Building 214, Port Gulick (FG), 02, on the Atlantic side. Due to 
the importance and sensitivity of its mission, the 470th MIGP is considered 
a CEITICAL SENSITIfS activity. 

2. (U) HISTORY : The 470th MIGP was bom on 12 July 1944, as a Counter- 
intelligence Corps Detachment. It was first picked up on the Army's active 
duty roles on 31 July 1944» at the post of Quarry Heights, CZ. The 470th 
Intel Corps Detachment was redesignated and reorganized into an Intel Corps 
Group in September 1964, with a Security Service Detachment, the 508th MID 
In support of the 193d Infantry Brigade, the 610th MID, and the 471st MID 
in Puerto Rico* Two years later, in 1966, the unit was renamed the 470th 
MIGP, its present designation. 

MISSION: The mission of the 470th MIGP is to detect treason, sedi- 
tion, and disaffection; to detect, prevent, and neutralize espionage, sub- 
version, and sabotage directed against the United States Army, its personnel 
and installations; to conduct counterintelligence (CI) operations; and to 
collect intelligence through conduct of HUMUTT operations* 

4. (F01K>) SECURITY HISTORY/PRESENT SECURITY POSTURE : Building 47, FA, 
where the headquarters, 470th HIGP is located, is a two-story nasonry 
structure used for administrative office space. The 470th IflGP has a 
photographic laboratory located on the first floor of Building 46, a motor 
pool located in Buildings 96 and T95, a Liaison Office located at Build- 
ing 49, all at FA, and an Atlantic Field Office located at Building 214, 
Ft Gulick, CZ, A Counterintelligence Survey was conducted on the 470th 
MIGP on 12 December 1966, to establish basic security requirements. Sub- 
sequent CI inspections disclosed no major deviations from requirements 
established in the durvey* Security Assistance Visits are utilized by 
the 470th MIGP in maintaining a good security posture. There have been 

no acts of espionage, sabotage or subversion detected in the unit. 

5. (Jg:) , SECURITY SUPPORT ACTIVITIES : There are several US military and 
civilian activities in the CZ that render direct or indirect intelligence 
and CI support, external physical security support, security assistance, 
and police services to the 470th MIGP* These support activities augment 
the internal security procedures of the 470th MIGP and assist it in accom- 
plishing its mission. The units or activities which provide direct or 
indirect support to the 470th MIGP are as follows: 

KXi^:^^^^^^ REGRADED UNCUSSIFIED 
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a. Canal Zone field Office (CZFO) . 902d MIGP. Fort Anador. CZ: 
Conducts Persotmel Security Investigations (PSI) In the CZ. Provides C2 
based surveillance and counter-surveillance support operations. Provides 
Security Assistance services In support of the 470th MIGP s Klsaion. Con- 
ducts CI surveys. Inspections, technical surveys and inspections, SAEDA 
lectures, penetration inspections, »nd CI related advice and assistance 
in support of the Cro«qp*8 security objectives. 

b. Ihilted States Ar-v Security Aaency (DSASA) Detachaent -^JSSODTBCOM , 
Port Clayton fFC>. CZ i Provides advice and assistance on capabilities 
and llMtatlons of EH and SICIHT. Evaluates Intelligence requlrenents In 
terns of OSASA alsslon capabilities and maintains a continuous estlnate 
of the local OOPIOLOGXCAL situation. Provides CQMINT during contingency 
■tCuations. 

,.r *ltov<i1 iBtelllttence Service. FA. C2 i Provides Inforaatlon of intel- 
ligence iuad CI interest on local hostile activities and potential threat $ 
In functioning as a aember of the Deliadtatlon Coamittee. 

ii.r "office of Snecifll Inveetteatlons, US Air For ce. Hovard Air Force 
Base CZt Provides intelligence and CI infomatlon regarding hostile 
oTganisatlons and their activities as well as threat Infomatlon of in- 
terest. Functions as a local Bember of the Delimitation Coaaalttee. 

« 

e. Provost Marshal Office, 193d Infan try Brigade. FC. CZ; Assists 
in preventing unauthorized vehicle and personnel entry in and adjacent 
to DS Army Installations and structures in the CZ. Provides additional 
security guard and personnel restrainment force when required. Conducts 
Physical Security Surveys and Inspections. Maintains criiBlnal invest 1- 
gstion files for review and use during the conduct of PSIs. Assists in 
preventing overt acts of sabotage by having nobile and foot MllitaTy 
Poli ce Mtrols. 

f V r^<«.<n«1 T nvestigations Detachment. Coroaal. CZ i Provides Infor- 
I nation of intelligence interest uncovered during crininal Investigations. 

I Maintains files of all Investigations conducted which are available for 

II use during the conduct of PSIs or for intelligence purposes. 

g. Internal Security Office, Canal Zone Govem neot. Balboa HeiRhts, CZ 
Miiintains fUea which are available for review during the conduct of PSIe 
or for Intelligence purposes. Within the constraints of DA policies, pro- 
vides inforsmtion regarding Intelligence aatters of -utual benefit on OS. 
Pwunanian, Central and South Aiwricans, as a local security agency - 

t. ATL<g^i.t^n^ and naturalization Servi ce flM), District Court House. 
Ancon. C2: Provides inforaatlon regarding citizenship status on VS natu- 
" rali«4d ci tisens tOto are DOD-aff ilia ted and of intelligence interest or the 
subjects of PSIs. Provides possible threat inf oration of interest uncov- 
ered during normal IN functions. 



6. (D) 
NATION. 



THREAT: See 
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Tab F which is classified SECRET-NO FOREIGN DISSEMI- 



7. (U) COMMANDER'S EVALUATION : The 470th MI GP advised that current 
CI support rendered by the CZFO., 902d MI GP Is considered adequate in 
maintaining a good security posture. In' the event a problem develops 
which falls vithlo the purview of the Internal Counterintelligence Pro- 
gram or any other security siq^port operation, a request for that service 
will be submitted. 



of the flies of the Security Manager, 470th MI GP, as well as our own 
files, failed to disclose any history or current trend of bad security 
practices^ dlsaf fection* espionage, sabotage or subversion within the 
unit. Administrative security deficiencies found during the course of 
routine CI inspections had been corrected. The niain threats » as pointed 
out in paragraph 6 above, are external rather than internal in nature 
and are targeted against by the entire intelligence conmunity in the CZ« 
The commander clearly feels that current CI support rendered is adequate 
and has no desire for an ICIP operation at the present time- Based on 
the facts presented above, it Is believed that an ICIP operation is pre- 
sently neither warranted nor justified in the 470th MI GP. Recommend 
that an ICIP operation not be instituted in the 470th MI GP at this time. 




A detailed and minute search 





193D INFANTRY BRIGADE (CANAL ZONE) 




1. ^pfy- GENERAL ; Within the Headquarters, 193d Infantry Brigade (Canal 
Zone), Fort Amador (FA)» Canal Zone (CZ), and its subordinate units or 
elements, only the Brigade Connnand Group (BCG) , the Directorate of Intel- 
ligence (DINTED, the Directorate of Operations » Plan and Training (DOPT) , 
and the 470th Military Intelligence Group (MI 6P) » vere considered as 
falling In the category of CRITICAL SENSITIVE, BCG, DINTEL and DOPT are 
all located at Building 1» FA, and will be dealt with in this Tab. The 
470th HI GP la located at Building 47 » FA, and is addressed separately 
in Tab A. 



2^ (0) HISTORY ; On 1 July 1917, US Army personnel in the CZ were formed 
into a separate command and designated as the "Panama Canal Department". 
With the formation of a unified Caribbean Command in November 1947, the 
US Anny element in the CZ was designated the US Army Caribbean Command 
with its Headquarters located at Quarry Heights (QH), CZ. In 1949, the 
Headquarters was moved to FA, its present location. On 6 June 1963, the 
US Army Caribbean Command was redesignated the US Army Forces Southern 
Cosckand (USARSO), and remained so for 11 years. With the disestablish- 
ment of USARSO on 31 October 1974, the 193d Inf Bde assumed all command 
functions and was redesignated Headquarters, 193d Inf Bde (CZ) * 



3. (U) MISSIONS: 



a, BCG: The BCG, under the direction of the Commanding General, US 
Army Forces Command, (FOEISCOM), Atlanta, Georgia, conmiands all subordinate 
US Army units and activities in the CZ; maintains a combat-ready operational 
posture; provides support to the unified command as directed by CINCSO; and 
exercises operational control over USACC Agency-Panama* 

b. DIKTEL: The DINTEL, manages the collection, evaluation and proces- 
sing of information into intelligence and the establishment of required 
intelligence, counterintelligence (CI) and security programs in support 

of the installation command's mission. 



c. DOPT: The DOPT prepares, maintains and supervises the execution 
of policies and directives for the tactical security and defense of the 
Brigade^s area. Plans, directs and coordinates for the Commander all CZ 
defense operations required of the Brigade including joint operations. 
Monitors and reports operational readiness. Formulates and coordinates 
estimates, plans, policies and fxinctions pertaining to force structure, 
organization, equipment, and training of subordinate units. Supervises 
and coordinates reserve component matters within the Brigade. Advises 
on and supervises all Army Aviation matters. Supervises the activities 
of the Emergency Operations Center (£0C) » 

Cd^, 9c^^ 6^ .-^^^ /^l^'^f 
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4(U^e^ SECURITY HIS TORY /PRESENT SECURITY POSTURE : Building 1, FA, 
where the BOG, DINTEL, and the DOPT are located, is a three-story 
masonry structure used for administrative office space* Counterintel- 
ligence (CI) surveys were conducted on Building 1 in July 1961, and 
during the months of August and September 1970* At that tlmo» Building 
1 housed USAR50*S Coffloand Group» and G-3 offices, nov the BCG» 

DINTEL, and DOPT respectively. Subsequent CI Inspections have dis- 
closed no major deviations from the security requirements established 
in the CI surveys » Additionally » Security Assistance Visits are pre- 
sently being conducted on the activities as requested, vith. formal 
security Inspections for CI purposes scheduled locally for the remainder 
of Fiscal Year 75. There have been no acts of espionage , sabotage or 
subversion detected in the BCG, DlilTEL, or DOPT. 



5.WeQ- SECDRITY SUPPORT ACTIVITIES : There are several US military and 
civilian activities in the CZ that render direct or indirect intelligence 
and CI support, external physical security support, security assistance, 
and police services to the 193d Infantry Brigade (Canal Zone), These 
' support activities a^gxIlent the internal security procedures of the Brigade 
and assist it in accomplishing its mission. The units or activities 
v. which provide direct or Indirect support to the Brigade are as follows: 



a . Canal Zone Field Office (CZFO). 9Q2d MI GP> FA. CZ ; Conducts 
Personnel Security Investigations (PSI) in the CZ. Provides CZ based 
surveillance and counter-surveillance support operations- Provides 
Security Assistance services in support of the Brigade *s mission. Con- 
ducts CI surveys, inspections, technical surveys and Inspections, SAEDA 
lectures, penetration inspections, and CI related advice and assistance 
in support of the Group's security objectives. 

b. 470th Military IntelliRence Group, FA, CZ ; Provides intelligence 
operations and services to detect treason, sedition and disaffection and 
to detect, prevent and neutralize espionage, subversion and sabotage 
directed against the US Amy, its personnel and installations in the CZ. 
Conducts CI operations and collects Intelligence through conduct of 
HUMINT operations. 

c. United States Army Security Agency (USASA) Detachment-USSQUTHCOM, 
Fort Clayton (FC), CZ : Provides advice and assistance on capabilities 
and limitations of W and SIGINT. Evaluates intelligence requirements 

in terms of USASA mission capabilities and maintains a continuous esti- 
mate of the local CRYPTOLOGICAL situation. Provides COMINT during con- 
tingency situations. 

d. Naval Intelligence Service, FA> CZ ; Provides information of intel- 
ligence and CI Interest on local hostile activities and potential threats. 

e. Office of Special Investigations, US Air Force, Howard Air Force 
Base. CZ : Provides intelligence and CI information regarding hostile ^ 





CDKFiDD^TiAL 



organlxatlons and their activities as veil as threat Infonwtion of 
interest . 

f fiA Vrovoiit Marshal Office. 193d lofantry Brigade, FC, CZ; Assists 
In presenting wiauthorlied vehicle and personnel entry in and adjacent 
to US AiToy installations and structures In the CZ. Provides additional 
security guard and personnel restralnnent force when required. Conducts 
Physical Security Surveys and Inspections. Maintains crialnal invest i- 
eation files for review and use dnrtng the conduct of PSIs. Assists in 
preventing overt acts of sabotage hy having ■ohUe and foot MUitary 
Police patrols. 

(ITi ^^M^l^^^^t»«^ Tnyttsti pittQiis Petachaent. Coroaal , _CZ_t. Provides inf or 
■ationof intelligence interest uncovered during criainal investigations 
Maintains files of all investigations conducted lAlch are available for 
use during the conduct of PSIs or for intelligence purposes. 

h f /internal Security Office. Canal Zone Go vernment. Balboa HelRhts, CZ: 
^ Hftlntatos files which are available for review during the conduct of PSIs 

or for Intelligence purposes. Within the constraints of DA policies, pro- 
vides inforMtlon regarding Intelligence matters of mutual benefit on 
Panamanian » Central and South Americans as a local security agency. 




Aneoni^Z: Provides Infomation regarding citizenship status on US natu- 
ralized citizens who are DOD-affiliated and of intelligence interest or 
the subjects of PSIs. Provides possible threat information of Interest 
uncovered during normal IN functions. 

6. (U) THREAT ; See Tab F which Is cUssified SECRET-NO TOUEIGN DISSEMI- 
NATION . 

7. (u) COMMANDER'S EVALUATION ; The 193d Infantry Brigade (Canal Zone) 
advised that the current support rendered by the CZFO. 902d MI GP, is 
considered adequate in maintaining a good security posture for the Brigade. 
Should a problem arise which falls within the purview of the Internal 
Counterintelligence Program, or any other security support operation, a 
request for that service will be Initiated. 

g/uW cmCLDSIONS AND KECOMMENDATIOK ! To gather the information 
oecMsary to make a recommendation, a coiq>lete review of the files of 
the BCG, DINTEL, and DOPT was made. It was determined that there was 
no evidence of any security problems which could not be corrected by 
routine Cl support. The review did not disclose any trends which might 
lead to weakening of the security posture. Based on information and 
facts already stated, and the feainga of the coomander that his security 
posture is adequate, it is felt that at the present time, an ICIP opera- 
tion Is neither warranted nor justified. It is recomaended that an ICIP 
operation not be instituted at this time. 
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US ARIH SECURlTif AGENCY DETACHMENT SOUTHERN COMMAND 



AND 

408TH ABHI SECURITY AGENCY DETACHMENT 




GENERAL ; The US Army Security Agency Detachment Southern Com- 
ttand (USASABSC), which includes the 408th ASA Detachment is a subordinate 
unit of the US An&y Security Agency, Arlington Hall, Virginia j and is a 
tenant unit in support of the 193d Infantry Brigade (Canal Zone). USASADSC 
has its Headquarters in Building 220, Fort Clayton (FC) , CZ* Due to the 
extrofte sensitivity of Its mission » the USASADSC is considered a CRITICAL 
SENSITIVE activity. 
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2. (U) HISTORY : Headquarters » US Army Security Agency .Southern Consnand 
was established in the Canal Zone in June 1949* The headquarters was 
located in Building 220, FC, CZ, with an operational site located at 
Chiva Cbiva, CZ* On 31 March 1971, it was redesignated USASADSC, and 
the site et Chiva Chlva was closed. All operational functions were con- 
solidated in Building 220* With the redesignation, the 408th ASA Detach- 
ment was formed to enable the headquarters to assume its Increased tactical 




MISSIONS : 



a* USASADSC: The USASADSC operates as the senior USASA element in 
Latin America for coaanand and control purposes. Conducts liaison between 
local forces and USASA elements in the CZ and higher USASA Headquarters. 
Operates and maintains a CRITICC^fM terminal station, and coordinates 
and furnishes advice and assistance to US Military Forces in the CZ on 
capabilities and limitations of EW and SIGINT* Evaluates supported com- 
mand intelligence requirements In terms of USASA mission capabilities, 
and maintains a continuous estimate of the cryptologic situation » 

b. 408th ASA Pet : The 408th ASA Det. provides a separate US Army 
Brigade with direct communications intelligence (COMINT} during contin- 
gency situations and issues intelligence Information reports to SSO, 
Panama. Provides, within the limits of its capabilities, COMINT infor- 
mation to an ASA Battalion, Group, or Theater Headquarters in support 
of the national intelligence effort. 

■ 

4. (FOUO) SECURITY HISTORY/PRESENT SECURITY POSTURE ; The USASADSC 
and its subordinate unit> the 408th ASA Det^ .are administratively and 
operationally located in Building 220, FC, CZ. Counterintelligence 
Services support is primarily the responsibility of the Technical Services 
Activity (TSA), US Army Intelligence Agency (USAINTA), Fort Meade, Mary- 
land. Locally, the Canal Zone Field Office, (CZF0)» 902d Military Intel- 
ligence Group (MI GP) furnishes routine investigative support and emergency 
technical support. The last CI Inspection/Technical Service was conducted 
during December 1974 by TSA and disclosed no major security problems. A 
check of local files and those of USASADSC did not indicate any weakness 
in their security posture^ or trends which could lead to security weak- 
nesses. It was found that USASADSC, f^^Ja ^g j jfc fh eck and upgrade the 




integrity of their security program. There have been no acts of espionage, 
sabotage or subversion detected,*]^ the unit's history. 

5, (C) SECURITY SUPPORT ACTIViriES ;. There are several US military and 
civilian activities in the CZ that render direct or indirect intelligence 
and CI support^ external physical security support, security assistance, 
and police services to the OSASADSC. These support activities augoient the 
internal security procedurea of the Agency and assist it in accooplishlng 
its nlasion. The units or activities which provide direct or indirect 
support to the Agency are as follows; 

s/li Wo, 902d MI GP> Fort Aaador (FA). CZ : Conducts Personnel Security 
Investigations (FSI) In the CZ* Provides CZ based surveillance and counter- 
surveillance support operations. Provides Security Assistance services in 
support of the U5ASAD*s mission. Conducts CI surveys, inspections, technical 
surveys and inspections, SAEDA lectures, penetration Inspections, and CI 
related advice and assistance in support of the Agency's security objectives, 

b/<-j Oi70th Military IntelllRence Group, EA, CZ ; Provides intelligence 
operations and services to deccct treason, sedition and disaffection and to 
detect* prevent and neutralize espionage, subversion and sabotage directed 
against the US Amy, its personnel and installations in the CZ. Conducts 
CI operations and collects intelligence through conduct of HUMINT operations^ 

ci uj^val Intelligence Service, FA, CZ ; Provides information of intel- 
ligencband CI Interest on local hostile activities and potential threats.^ 

tffice of Special Inveatigations. US Air Force. Howard Air Force 
: Provides intelligence and 01 Information regarding hostile orgati'; 
zatlons and their activities as well as threat information of interest. 

ei u)provost Marshal Office. 193d Infantry Brigade, FC> CZ ; Assists in 
preve^^g unauthorizftd vehicle and personnel entry in and adjacent to US 
Amy Installatlona and structures in the CZ. Provides additional security 
guard and personnel rescralnment force when required. Conducts Physical 
Security Surveys and Inspections. Maintains criminal investigation files 
for review and use during the conduct of PSIs. Assists in preventing 
overt acts of sabotage by having mobile and foot Military Police patrols. 




nJ)f J ^rLalnal Investigations Detachment, Corozal. CZ : Provides infor- 
mation of incelligehce interest uncovered during criminal investigations. ' 
Maintains files of all investigations conducted which are available for 
during the conduct of PSIs or for intelligence purposes. 

h.|a \ntemal Security Office, Canal Zone Government. Balboa Heights, CZ : 
Maintains files irtilch are available for review during the conduct of PSIs 
or for intelligence purposes. Within the constraints of &A policies, pro- 
vides information regarding intelligence matters of mutual benefit on US, 
Panamanian, Central and South Americans ^ as a local security agency. 
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h\ InmlRratlop and Naturalization Service (IN), District Court House, 
Ancon, CZ : Provides information regarding citizenship status on US natu- 
ralized citizens who are DOD-affiliated and of intelligence interest or 
the subjects of PSls« Provides possible threat information of interest 
uncovered during normal IN functions. 

1. United States Army Security Agency, Arlington Eall Station^ 
Arlington. VA : CI and technical hecurity support is provided USASADSC 
by scheduled visits from its higher headquarters in Arlington, Virginia. 

j . TEA, USAIKTA. Fort Meade > Maryland : Provides technical and oounter- 
intelllgence services to field activities of ASA by programming and scheduling 
inspections vorldvide. Responding to field eleiDents in seni-critical case» 
to insure proper security measures are being complied with, in order to isaln* 
tain field elements in a high state of operational readiness. 

6. (U) THREAT : See Tab F which is classified SECRET-NO FOREIGN MSSEMI- 
NATIQN. 

7. (U) COMMANDER'S EVALUATION: The Commander, USAS.ADSC» advised that 
the CI support received from TSA, the CZFO, 902d HI GP, and his own in- 
ternal security personnel is considered adequate in maintaining a good 
security posture. In the event a problem develops which falls within 
the purview of the Internal Counterintelligence Program or any other 
security support operation, a request for assistance would be submitted 
through his Headquarters. 

B.C^^ CONCLUSIONS AND RECOMMENDATION ; A detailed search of the security 
files of USASADSC, to include the 408th ASA Det, failed to disclose any 
weakness in their security posture or indicate a trend in chat direction. 
Past CI services by TSA indicated some minor deficiencies, but those had 
been corrected shortly after the service was completed. Due to the extreme 
sensitivity of the unitf the Conmiander maintains a constant check of his 
unites security program. This program is felt to be adequate. The main 
threats » as pointed out in paragraph 6 above i are external rather than in- 
ternal in nature, and are targeted against by the entire intelligence 
community in the CZ. In evaluating the ICIP program » the Commander asked 
for guidance from his Headquarters in the US. The guidance he received 
agreed with his determination, that he had no desire for an ICIF opera- 
tion at the present time* Based on the facts presented above,, it is 
believed that an ICIP operation is presently neither warranted nor justi- 
fied, and it is recomended that an ICIP operation not be instituted in 
the USASADSC at this time. 
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UNITED STATES ARM? COURIER STATION - PANAMA 

1, GENERAL ; The United States Army Courier Station - Panama 
(USAds-P) is a subordinate activity of the Office of the Adjutant Gen- 
eral, Washington, D*C., with its office located at the Air Freight 
Terminal, Howard Air Force Base (HAFB) » Canal Zone (CZ) - This activity 
consists of only two individuals » one officer and one NCO. Because of 
the activity's continuous mission of handling extremely sensitive Depart- 
ments of State and Defense documents and material, it falls in the 
CRITICAL SENSITIVE category. 

2. (U) HISTORY ; On 15 January 1966, the United States Army Courier 
Service was organized under the jurisdiction of the Office of the Adjutant 
General, Washington D*C. At that time, the United States Army Courier 
Transfer Station, United States Army Forces Southern Comand (USARSO), 
Fort Amador, CZ, was disestablished and the U5ACS-P created and located 
at BAFfi, where it has been to presents 

^ 3. '^sf MISSION ; The mission of the USACS-P is the secure and expedient. 

transportation of material authorized protected handling by courier; to 
provide facilities for receiving, safeguarding, processing, delivering, and 
dispatching such material; to provide transportation facilities for TOP 
u SECRET and CRYPTOGRAPHIC material to US Forces in the Panama Canal Zone, 

the Panama Canal Company, Federal Aviation Agency, Oceanographic Repre- 
sentative, ^UCSi . Embassy - Panama, ships or units of the North Atlantic 
Treaty Organization, the Southeast Asia Treaty Organization, and the US 
State Department « 

A* ^^» SECURITY HISTORY/PRESENT SECURITY POSTURE : The Air Freight Ter- 
minal, HAFB, where USACS-P is located is. a one-story concrete block office 
and warehouse structure used for the storage, maintenance and administra- 
tion of in-transit freight and related material* USACS-P has a steel- 
feinforced concrete vault facility which meets the physical security 
requirements for storage of TOP SECRET material. An initial CI Survey 
was conducted on 28 April 1966, with recommended security requirements 
subsequently implemented. USACS-F's most recent CI inspection was con- 
ducted on 13 April 1973, with no major deviations from reconmended 
requirements recorded. A search of the activity's files failed to reveal 
any history of security violations* There Is no reason to believe USACS*P 
personnel have been involved in any security infractions. There are no 
reasons to believe the security objectives of USACS-P are not being met* 
USACS-P is scheduled for a routine CI inspection in 1975 by its parent 
organization. Headquarters » Armed Forces Courier Service (AFCS), Washing- 
ton D.C., 20314- 

5*-^) SECURITY SUPPORT ACTIVITIES : There are several US military and 
civnian activities in: the CZ that render direct or indirect intelligence 
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and CI support, external physical security support, security assistance, 
Ti poliS ser;ices to the USACS-?. These support activities augment 

Internal security procedures of the USACS-P and assist it In acco»- 
JushSg^B Blaslon: The units or activities vhich provide direct or 
indirect support to the DSACS-P are as follows: 

J^ ^^r.^.^ Vi.lA Office (CZFO). ^^^d MI GP, 

Conducts Personnel Security Investigations (PSI) in the CZ, Provides CZ 
SSS survemsnce and comter-surveillance support operations. Provides 
S^JriS^istance services In support of the USACS-P mission. Conducts 
criSiJysrinspections. technical surveys and inspections, SAEDA lectures. 
I J^^ J^tions. Mta CI related advice and assistance in support 
of the USACS-P security objectives. 

bft047Oth w<HtTv Inter n R ^nr^ Group. FA. CZ : Provides intelligence 
opera^i o^r^ aetviSs to detect t reasoi;: sedition and disaffection and 
Tilled, ^vSrind neutralize espionage, subversion and sabotage 
^All^ Jaist the DS Art-y. its personnel and Installations in the CZ^ 
SSScM cl operations and collects intelligence through conduct of HUMINT 

operations* 

JliW^.^d states Army S> ^ "^^i-Y ^^5^^^^ T>Ptachi.ent-USSOUTHCOM ^ 

Fort SSnfclC)^: Provides advice and assistance on capabilities 
Sr Tl^Iatlois of EW and SICINT. Evaluates intelligence requirements 

^ii^^rS^lsA BdssSn capabilities and aalntains a contlnous estimate 
o? thriocal^lSiS^SL Stuatio^ Provides COMIIIT during contingency 

situations . 

dfukaval Tnr^-'^^ff^*'''*' Service. FA. CZ; Provides information of intel- 
ligen^e^fH- ^tere^t on local h^sti tTIctivlties and potential threats. ^ 

/^.y^*... soerial In » ^>»rt«at:ions. US Air Force> Howard Air Force 
, T;. i!^Lides intelligence and CI information regarding hostile 
Igt^Uors lid thSr aiSSties as well as threat information of interest. 

f ^iV^ . v..»^,l Office. 193'* T^f»»trv Brigade. FC. CZ; f «i"s 

in preU^t^L7«nautt'orized vehicle and personnel f^ry inland adjacent to 
rS 5™^stallationB and structures in the CZ. Provides additional 
S^c^y^d -ni parcel restrainment force vhen required. Conducts 
J^vsIcS sSurity Surveys and Inspections. Maintains criminal Investiga- 
S:i mes ?or Review use during the conduct of PSIs Assists in 
Jr^nting overt acts of sabotage by having mobile and foot Hilitary 
Police patrols. 




lnv.»rl fiittions Detarhn^nt. Coro zal, CZ: ^'^"^"J* JJ";* 1 
«atiS intelligence interest uncovered during criminal investigations. \ 
Z^^s mes of all investigations conducted which are available for 
u^rduring the conduct of PSIs or for intelligence purposes. ^ 
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hp Internal Security Office, Canal Zone Government, Balboa Heights^ C2 : 
Maintains files which are available for review during the conduct of PSls or 
for intelligence purposes. Within the constraints of DA policies, provides 
information regarding Intelligence matters of mutual benefit on US, Panamanian » 
Central and South Americans as a local security agency. 

!• Inaigratlop and Naturalization Service (IN). District Court Bouse, 
Ancon, CZ : Provides information regarding citizenship status on US natu- 
ralised citizens \A\o ate DOD-af filiated and of intelligence interest or 
the subjects of FSIs. Provides possible threat information of interest 
uncovered during normal IH functions. 

J . Headquarters. Armed Forces Courier Service « Washington. DX,: Pro- 
vides CI -services and support in forms of surveys « inspections » and visits « 
Provides Intelligence and security Information and guidance through direc- 
tives, regulations, and staff visits. Coordinates with local commands for 
additional CI and security support when required. Provides assistance in 
natters of security as a higher headquarters. 

6. (U) THREAT : See Tab F which is clAssified SECm-NO FOREIGN DISSEMI- 
NATION 

■ 

7. (U) COMMANDER'S EVALUATION : The Commander , US ACS-P, advised that 
USAC5-F consists of only two persons and that the present counterintelli- 
gence services provided USACS-P are adequate and meets his security re- 
quirements. USACS-P does not desire additional CI support at this time. 

8. (FOUO) CONCLUSIONS AND RECOMMENDATION : An examination of security 
and administrative files failed to disclose information that USACS-P*s 
security posture was anything but sound and secure • In addition, security 
checks provided by Headquarters (UQ), AFCS» revealed that USACS-P was per- 
forming its mission y to Include maintaining a good security posture, in 

an Outstanding inanner. An in-depth study of the local hostile threat and 
the mission of USAC5-P conducted with the Commander, USACS-F, failed to 
indicate that an on-going or potential internal security threat exists. 
There are no reasons to believe that the normal CI support and service 
provided USACS-P by HQS, AFCS, in conjunction with local intelligence and 
security agencies, CZ, is not adequate coverage to identify and neutralize 
any CI threat to USACS<*P. In view of the existing CI coverage of the 
USACS-P, and that there are only two persons assigned to it, additional 
CI support is not recoimnended for USACS-P at the present time. 




J-2/3 DIRECTORATES' WARNING AND OPERATIONS CENTER 



l»\J^^e>" CTNERAL ; The J-2/3 Directorates' Warning and Operations Center 
(J-2/3 ©HOC) is a subordinate Joint activity of the. J-2 and J-3 Directo- 
rates > United States Southern Conaaand (USSOUTHCOM) , Quarry Heights (QH) , 
Canal Zone (CZ). The J-2/3 DWOC is housed in Building 81, "The Tunnel*', 
a building that is tunneled into a hillside in QH, and is a coiabined 
service activity manned by US Army, Navy, and Air Force personnel. Be- 
cause of its conEiwication capabilities and functions within USSOUTHCOM, 
and its support to the JCS, the J-2/3 DWDC is considered a CRITICAL 
- SENSITIVE facility. 



2. (U) HISTORY ; Caribbean Coinmand» a Unified Coomand under the JCS, 
had its genesis in the World War II Caribbean Defense Conuand which was 
organized in early 19A2 and was composed of the Panama Canal and Puerto 
Rican Departxaents of the Army, the 10th and 13th Naval Districts of the 
Navy, the Trinidad Base Command, and the Panama Canal. The Caribbean 
Command was established at QH, CZ, on 1 November 19A7, by authority of 
the JCS* The Con^onent forces assigned to Caribbean Command consisted 
of the Army and Air Force elements of the Caribbean Defense Command and, 
with the exception of certain fleet facilities and bases, of the Navy's 
Caribbean Sea Frontier » On 6 June 1963, the Caribbean Command was re- 
designated USSOUTHCOM. 



MISSIONS: 



a* J-2 Warning Center; The J-2 Warning Center supports the Direc- 
tor of Intelligence through the operation of the Warning Branch by pre- 
paring and disseminating current intelligence and warning indications 
and through the preparation of current and long range estimates, studies 
and assessments. Provides supervision and personnel for the J-2 element 
of the Battle Staff and the Emergency Relocation Sit^ (£R5) when activated » 



V 



b. J-3 Operations Center: The J-3 Operations Center implements JCS 
emergency action procedures within USSOUTHCOM; prepares, coordinates, and 
disseminates USSOUTHCOM Emergency Action Procedures (EAP) in support of 
the JCS. In addition* prepares, coordinates, disseminates and Implements 
USSOUTHCOM Control of Civil Disturbance Posture, USSOUTHCOM EAP, VOL III, 
. Supervises the manning and operation of the emergency actions section of 
the Joint Operations Center and the EKS. Prepares, reviews, coordinates 
and supervises plans within the USSOUTHCOM cosmand and control system to 
Insure interface and capability with the Worldwide Military Command and 
Control Systems. 

4r[j \F0U0) SECURITY HISTORY/PRESENT SECURITY POSTURE ; Building 81, the 
Tunnel, where the J-2/3 DWOC is located, is constructed of steel rein- 
forced concrete embedded in sub-strata rock in Ancon Hill, QH, CZ, with 
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the building extending through. the hill. The entrance to the tunnel is 
manned by armed guards and unauthorized access to it could result in 
exceptionally grave danger to the US, The J-2/3 DWOC is a highly sensi- 
tive operational activity and is the coordination nerve center of USSOUTH- 
COM, A CI Security Survey was conducted on the tunnel in 16 June 1961 > to 
determine the security measures necessary to limit or deny unauthorized 
access to it* Subsequent CI inspections and Security Assistance Visits 
have been conducted to insure con^llance with the procedures established 
in the Security Survey. There are no known on-going internal threats in 
the J-2/3 DWOC. 

s/liW- SECURITY SUPPORT ACTIVITIES ; There are several US military and 
civilian activities In the CZ that render direct or indirect intelligence 
and CI support, external physical security support, security assistance, 
and police services to the J-2/3 DtfOC. These support activities augment 
the internal security procedures of the J-2/3 DWOC and assist it in accoiu~ 
plishing its mission. The units or activities which provide direct or 
indirect support to the J-2/3 DWOC are as follows: 

f' 

\^ a. Canal Zone Field Office (CZFQ) > 902d MI GP. Fort Amador (FA), CZ : 

Conducts Personnel Security Investigations (PSI) in the CZ* Provides CZ 

^. ' based surveillance and counter-surveillance support operations. Provides 

Security Assistance services in support of the J-2/3 DWOC mission. Con- 
ducts CI surveys > inspections ^ technical surveys and inspections » SAEDA 
lectures » penetration inspections » and CI related advice and assistance 
in support of the Croup *s security objectives. 

b. 470th Military Intelligence Group, FA, CZ ; Provides intelligence 
operations and services to detect treason » sedition and disaffection and 

to detect, prevent and neutralize espionage, subversion and sabotage direc- 
ted against the US Army» its personnel and installations in the CZ. Con- 
ducts CI operations and collects intelligence through conduct of HUHINT 
operations* 

c. United States Army Security Agency (USAS) Detachment-USSOUTHCOM. 
Fort Clayton (FC), CZ : Provides advice and assistance on capabilities 
and limitations of EW and SIGINT. Evaluates intelligence requirements 
in terms of USASA mission capabilities and maintains a continuous esti- 
mate of the local CRYPTOLOGICAL situation. Provides a)HINT during con- 
tingency situations. 

d* Naval intelligence Service. FA. CZ : Provides information of 
intelligence and CI interest on local hostile activities and potential 
threats • 

e. Office of Special InvestiRations, US Air Force, Howard Air Force 
Base. CZ ; Provides intelligence and CI information regarding hostile orga- 
nizations and their activities as well as threat information of interest. 
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f fiJV»^>:^ M.«hal nff^.., 193d InfuntTY Brigade. FC CZ: Assists 
in pre^nilng unauthorized vehicle «nd per»onoel entry in .nd "^^tf i 
^ S I™ iLwlUtionB wd structures In the CZ. Provides addition*! 
i^c^i^^rf wTpeJJ^l restraliuDent force vhen required Conduct 
SJuri^sSrveys and Inspections. Maintains -^^-^^^-^^^ 
MUon files for review and use daring the conduct of PSla. J^H^^ ^ 
Jiii^tiig ^rt acts of ..botage by having «obUe and foot Military 

.ice pAtrolB 



I 
»■ 



Si45^^1ntfellisence ^tereet uncovered during criidBal investigations- 
SSSlJJ S SI investlgetlons conducted which are available for 

^SliJig Src^uct of PSIa or for Intelligence purpoaea. 



. (TiV ^„ c«,..*-itv Office. r«n« l Zane Government. Bal boa Heights, Cg? 

. *'V ^"»?!t J^h Irl Available for review during the conduct o t i-S ls or 
SJ"i:J:mgi"e1iSo::i^^^^^^^^ the constraints of BA policies provides 

SoJ:iJiii r:^^5iS intelligence -""^^^ri^irUrigenc; ' 
Manian. Cantral and South Anericana as a local security agency. 

. ^i W^,r.tion an^ wrn^al t^atlon Ser v i c e (IK) District Court HouBe, 
A«<^«n*\c?P^^vldes mfonwtlon regarding citizenship status on US natu- 
SffTSTitllenr^ are DOD-a£filiated and of intelligence Interest or 
Si^tweit. of F^. Provides possible threat information of Interest 
uncovered during noraal IN functions. 

6. (U) threat : see Tab r which is classified SECRET-HO FOREIQ. DISSEMI- 
KATIOV. 

:KLiiri"^urUr?ro^a^^ are'adequate in -attaining a 

the internal security P"|^« ^ problems develop which 

Program or any other aecorlty aupport operation, a formal request tor 
assistance vould be submitted • 

S,(a)^ ^«a^ifi^f§f^^UfyTlt::r^^ :.nenr:ined 

^.«Li o? liboSS Activities have been detected, and no trends seem 
!^ ;i^l!nl^i^i?h SSd laad to wedrting the aecurity posture. 

:J ^ f »cta .^«d! an ICIP operation la the DHOC at the present tUne 
fs^SeSLr iorjuatlflS It 1. reco-ended that an ICIP opera- 

Uon n^t ie instituted in the J-2/3 WOC at this tl«. 

IS 
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^CSyW^") THREAT 
Is as follows: 



A current assessment of the threat to the Canal Zone (C2) 



a, f 



b1 



•.» 



b1 




b1 



d. 



b1 



J 



e. 



b1 



f . The ever-^present controversy over Canal negotiations provides a 
hostile threat from dissatisfied US etDployed local nationals. Their dis 
satisfaction might cause disaffection and subversion among US personnel 
sympathetic to the Panamanian cause. 
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1 CANTER RIDE (U) 


ow« «vii»oL IsusrEiSE 
DAMl-DOI-C 1 


OATS 

6 March 1975 


L To Inform the CDR, DSAIOTA subject OPLAN (ICIP) approved by AGSI, DA. 




Miff A* mfRcimdh JttmtUd to 



BACmOUND; 



a. By letter dated 25 February 1975, subject as above j[QRANGE TAB CDR, USAINTA 
(MIIA-SO), forwarded to DAHI-DOI-C for review and approval «ff^ 902d MI Group Operation 
Plan OP-00l*75-"9O2, subject: Internal Counterintelligence Program (ICIP)(U), (Project 
Canter Rlde)(U)» 

b» By Memorandum Thru DAMI-DO for ACSI, DA» subject as above, dated 28 February 75 
fORANGE TAB C\ DAMI-DOl recoamended that the OHAN be approved. On 4 March 1975, the 
ACSI, DA approved the OPLAN. 

2* (U> DISCUSSION ; By Ist Indorsement to USAINTA letter, DAMI-DOI advises the CDR, 
l^IKIA that the ACSI, OA approved subject OPLAN on A March 1975« 

3. (U) REOOMMENDATICm ; The attached 1st Indorsement to USAINTA ( ORANGE TAB A) he 
approved and signed* 
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DOCIiHCNT 



DAMI^DOI^C 



MEMORANDUM THRU: BRIGADIER 
FOR: MAJOR GENERAL 



R GEKRAL KELLEY// 



SUBJECT: CANTER RIDE (U) 



1- 



b1 



2m .Jfi) Host of the personnel assigned to ASD are scientifically oriented, 
and it is this scientific orientation that has been considered the primary 
cause for an uncooperative and lackadaisical attitude toward security. 
This attitude, coupled with prevailing unfavorable opinions of intelligence 
personnel in general, results in an environment not suitable to a conven^" 
tional ICIP o peration. J ZZZ^ \ 

I ' b1 I 1 

A Sensitive Activity Vulnerability Estimate dated 5 February 1974, 
conducted at the US Army Missile Command, surfaced a number of security 
shortcomings. Other investigative efforts at this facility have revealed 
alleged questionable suitability activities on the part of some individuals 
assigned to ASD- 

A^ljlyc^ A review of the Sensitive Installation listing reveals that all 
activities at Redstone Arsenal (with the exception of the US Army Missile 
and Munitions Center and School) are considered "highly sensitive," A 
review of the Hostile Intelligence EEI maintained at CIAD revealed that 
information on missile technology continues to be a high priority Hostile 
Intelligence EEI. 
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SUBJECT: CANTER RIDE (U) 

5. It is recommended that the attached OPlan be approved^ 
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See He 



|jA«I»DCI-C {25 F«b 75) Uc Ind 

SUBJECT: CAHTEH RIDE ' ' - 

■qpA OUKtMl-C}, VMEB K 20310 

TOt rtwiltr, » Amy Iitt«lllg«ne* Aeucy* *™- WU-SC, Fort Hm<1«, 
IteyUBd 20755 
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Brlg»<!l«r C«iier«l, GS 
Dlractor of Intel licence 
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DEPARTMENT OF THE ARMY • 

HEADQUARTERS 
U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 



£ 5 FEB t975 

MIIA-SO 

SUBJECT: CANTEE RIDE (U) 



HQDA (CAMI-DOI-C) 
WASH IC 20310 



li-'^f^^ Forwarded for your review and approval is 902d KL Grotrp Operation 
Pum OP-001-75-902, STibject: Internal Counterintelligence Program 
(ICIP) (U), (Project CAHTER.RIDE (u)) (TAB A). 



2. M\ 



b1 



J This specialized cotinterintelligence siipport 



vas requested t?y CG, U5AMIC0M, to enhance the security of the Directora-ce 
and determiae the extent, if any, of hostile intelligence penetration of 
Redstone Arsenal. A feasibility study is at !IiAB B and provides additional 
detailed background information. 




2 Incl WILLIAM'S. WDj 

as Colonel, MI 

Cnrnmanding 
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EXZIvIPTIC:? CATEGORY^ 

DEC2JISSIFY ON ...^MX'£C.,.^WX„..^ 
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DEPARTMENT OF THE ARMY 
HCAOQUARTCRS, 90ZO MILITARY INTELLIGENCE GROUP 

FORT MEADE. MARVL?AND 20735 



HIIA-GFB-AC(SP) OPEBATIOH PLAN DATE 

SUBJECT: Internal Counterintelligence Program (iCIP) (u) 



REPORT NO: OP-001- 75-902 
IBOJECT: CARTER RUE (U) 



(U) REFERENCES: 



a. AR 38O-I3, Acquisition and Storage of Information Concerning Non- 
affiliated Persons and Organizations, 30 Septeniber 197^* 



|v I b. UBAIHTA Regulation 381-IOO-I, Counterintelligence Special Opera- 

tions^ 8 February 197^* 



\ c. * Henjorandum, Redstone Resident Office, 902d MI Group, Subject: 

¥' ! Request for Counterintelligence Special Operations, 23 Septenber 197^ 



d. LTR, AHSKI-X, Headquarters, US Anay Missile Command (CBAiaCOM), 
Subject; Request for Special Counterintelligence Support, 30 Septenber 197^ 

e. Feasibility Study, MIIA-IA-O, Subject: CARTES RIDS Feasibility 
Study (U); 12 November 197^- 

f . See Annex A (Doctrinal References for references relating to doc- 
trine, modus operandi and operational restrictions.) 



WftRRBtS-^OEKE: — SENSITIVE IHTBLLIGEHCE SOURCES AMD I - ETH0D6 INVOU/ZD • 

1- J^T MISSION: 

a* Requirement: The 902d MI Group, with the assistance of the Composite 
Intelligence Activity (cCMPIA), USAIRTA, vll l develop and implement an Inte rnal 
Counterintelligence Program (JCIP) operation I b1 | The 

operation is designed to provide special counterintelligence support to the 
CoDimanding General, US Anoy Missile Command (USAMICOM), Redstone Arsenal (RA), 
Alabama, in response to reference d above, 'hie 902d HI Group will be respon- 
sible for the planning, operation al control and roonitorship of the operation 
uhlle COMPIA vlll provide for the| ""^ 

m — 



Classified M M-m 

. . . . , — — _ — 1 *l 

Ai%tmneftmit ' EXJiMPncrj categchy ^ 

DECLASSIx-Y ON . 



ap.ooi.75-9oa - 

SUBJECT: Internal Counterintelligence Program (iCIP) 



b1 



Further information i>ertaining to the target is con- 



tained at Annex I (Target Information)* 
1>. Cfb jecttve : 

(l) To enhance the security of the directorate by Identifying those 
activities, practices and personnel eniployed vithin the target area which 
have been, and nay continue to be, involved in the existent security 
veakneeses affecting the security of classified defense infonnatlon vithin 
OBAMRDEL. Further information pertaining to existent security weaknesses 
of the target area is contained at Annex J (Security Weaicnesses}. 



(2) Tt> detenoine the extent, if any, of Hostile Intelligence Service 
(HoIS) penetration of Redstone Arsenal* Any inforsation pertaining to this 
f.^ subject developed by the operation vill be expeditiously passed to the 

appropriate office of the US Army Intelligence Agency for possible exploita- 
ticm under the provisions of AR 38l-^7» 



c. Base of Operation : Redstone Arsenal, AL 

d« Each individual and source involved in the conduct or control of the 
operation, vill be briefed on current policies and constraints pertaining to 
counterintelligence operations and activities as they concern persons and 
organiaations not affiliated with the Department of Defense. 

The scope of the operation will not be expanded to cover off -post 
targets not affiliated with the Dsparteent of Defense without prior approval 
lAW provisions of Appendix B, AR 38I-I3, dated 30 September 197^^ Acquisition 
and Storage of Infomation Concernins Honsifriliated Persons and Organ! tat ions. 

2. ^(e) PERSONMEL : 

a> Agent Personnel: [See Annex B (Agent Personnel)] 



b1 



b» US Army MI Personnel: [See Annex C (l&iowledgeabillty List)] 

(1) Case Officer: A "Great Skills" member of the Military Intelligence 
Officer Excepted Career Program (mIOCP) utilized under the provisions of 

AR 614-115, dated 1 November 19T^j is required • 

(2) Alternate Case Officer: Coinraander, Redstone RO, 902d MI Group. 



UOwrioSiTirtL jif 



op-001-75-902 

SUBJECT: Internal Counterintelligence Program (lCIP)(a) 

3. j;.C) COVER AMD DOCUMsmTlON: [See Annex D ( Cover and Documentation)] 



4. (J2) EXECUTIOB: 
a. Itinerary ; 

(ill 



I2i 



b. 



ill 
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b1 



b1 



b1 

r 
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SUBJECT: Internal Counterintelligence Program (lCIP){u) 
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1. 



I 



c. Security Considerations 



(1) 




(2) 



b1 



COHMUNICATlOnS 



a. This OPlan provides for the use of personal meetings, US Postal 
Service and telephonic contacts to effect necessary coannunications . The 
commimlcatlons system vill be designed to assure a continuous and secure 
means for the transmission of information and will provide for a prirary, 
alternate and emergency channel as follovs: 



*- 



ir 



OP-001.75-902 

SUBJECT: Internal Counterintelligence Program (lCIP)(u} 

(1) Primary; Used for normal reqalrements . 

(2) Alternate: Used to' prevent overloading of the priir^ry system or 
in the event that the primary channel cannot be used. 

(3) anergency: Used only in such instances vhich require the urgent 
transmission of inforination when the primary or alternate systems vlll not 
suffice. 



b. Details of the communications systems are contained in Annex E 
(Ccxmnunications) to this OFlan* 

6*®^ raAINIHO: The source will he trained Jointly hy the 902d MI 
Group and COMPIA in the skills necessary to accoinpllsh his assigned taskr; 
in a secure and effective manner. Source training vlll be continuous and 
vlll be dictated by the experience and background of the source and the 
operational situation within the target area. Specific minimal training 
requirements to include the provisions of AR 3SO-I3 and standard Essential 
Elements of Information (EEI) are contained in Annex P (Training) to this 
OPlan. 
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) TEBMINATION: 



a. Termination with or without prejudice : The source recruited for 
this operation will he terminated when his usefulness to the operation 
ceases, he shows Indications of insecure practices which could compromise 
the operation, he is no longer amenable to control, or the operation Is 
terminated. Circumstances under which termination is effected will 
determine whether termination is with or without prejudice • The terms 
"with or without prejudice" do not indicate the manner In which the source 
will be terminated, but rather whether or not the source would be considered 
for use in future operations of this nature. Circumstances under which 
ten&inatlon Is effected are outlined in Annex H (Termination) to this OFlan. 



b* Commitments ; The only commitments to be made to the source will be 
assurance of personal security and reimbursement for expenses incurred at 
the direction of the c/o. At termination a severance statement will be 
obtained from the source in the appropriate format and will include a 
provision that the source has no further claim. 

c- Khowled,^eability : b1 

5 
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SUBJECT: Internal. Coimterintelligence Program (lClP)(i;) 




COQRDIHA.TI0N AHD LIAISOH 



a- Ooordlnatlon betveen Beadauarters^ 902d MI Group; the Atlanta Field 
Office; Redstone Re&ident Office; C(»iPIA., USAIKTA. and appropriate personnel 
at BA has been established and vlll be maintained on a continuing basis. 

b. Coordination and liaison between CCMPIA and M personnel assignments 
branches has been established to ensure the Identification and procurezsent 
of a suitable agent for utlllEatlon In the operation* 

c. Coordination with additional personnel at RA. laay be determined 
to be necessary in the accoisplishment of the operation* Consideration is 
presently being made to the possible briefing of the Chief, COMPACT, RA, 
to ensure proper assignment of the agent. However, as the operation will 
be conducted under strict "close-hold" rules, the briefing of additional 
personnel at RA will be accomplished only when deemed absolutely necessary, 
and upon the approval of the 902d MI Group Commander* 



10 Reports: 

a. Source administration, operational reports and periodic status 
reports will be submitted in accordance with reference b. 

b* Appropriate U3AKICCM representatives will be informed of the 
Information gleaned from the operation as it is developed. 
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A - Doctrinal References 

S • Agent Personnel 

C - Khowledgeability List 

B - Cover and Documentation 

S - C^mnuni cations 

F * Training 

G - Finance and Logistics 
H - Termination Plan 
I - Target Information 
J - Security W eaknesses 
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Annex A (Doctrinal References) to OPlan 0P-001-T5-902 

(JS) References contained in this Annex are those vhich atfvct the .s^.i^.inis- 
/traticaa and conduct of the operation, as.oppose;d to those vliich e^ca'r.r^.'sh 
the requirements for the operation and are listed under KilZrl-^illilCIS iri the 
beading of this OFlan* 

1. Defense Intelligence Agency Manual (DIAM) 5^-11, Vol II* 

2. Field Manual (FM) 30-17* Counterintelligence Operations, Janu^trv 1972. 

3. FM 30-17A, Counterintelligence Special Operations, February 1973- 

. Army Regulation (AS) 38l-l^l, Provisions for Adr:inistr:L*;icn, Z-iv-r- 
. vision. Control and Use of Intelligence Contingency Funds (CJ), 22 i.cv-zber 
19^5 vith changes 1 through km 

5- AR 61U-II5, Assignments, Details and Transfers * Military Intellir;ence 
• Officer Excepted Career Program (u)> 1 Hovember 197^- 

m 

6. USAIBTA Regulation 36l-l> Provisions for Ad-T.inistration., Sn'p'2r-.^i:.:.ori, 
Control and Use Intelligence Contingency Funds (u), 20 August 197'^- 

7. USAINTA •Regulation 38I-IOO, Counterintelligence Activities and Pro- 
cedures, 13 February 197^* 

8. 902d MI Group OPlaa QUIZ TAIK (u). 

9. LTR, AGAM-P(m), ACSI, DSCI, Subject: Availability of Special Co'-:nter- 
Int^lliKence Supportj dated 17 September 19^3 » and Chapter 5, Subject: 

b1 I ^ to AR 381-102 Subject 

Intelligence Cover and Operational Support Activities {[]), November 1974, 
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Annex C (Knovledgeabillty list) to OPlan OP-001- 75-902 
1- US Ansy Missile CoEmand: 

a. MG Vincent H> £lll£> Connianding General 

b. COL Arthur G* Lange^ Jr., Chief of Staff 
;c* Dr John L. KcDanlel, Director, U3AMRIEL 

d* OOL R. A. Axelson, Deputy Director, USAKRDEL 

• # 

2» . 90Ed MI Group: (Additional personnel of the 902d MI Group will hr 
osl.'^e operation only upon the approval of the Group Cocsnander). 

a. COL Albert n. Stubblebine III^ Connnander 
b* I/TC Dale L- Eartig^ Deputy Connnander 

c. LTC Alton R. Westrick^ Operations Officer 

d* MAJ ttigh W. Pitzpatrick, Jr., Asat Operations Officer 

e# C^^^^ Edward Clark j Special Investigations Desk 

f • CH? Benjamin W. Struchen, Special Operations Desk 

g. or Rodney J. SoUenberger, CDR, Atlanta Field Office 

b. CPT Bobby E* Glpson, CDR, Bedstone Arsenal Resident Office 

m 

■ 

3* Case Officer Personnel: 

a. Primary: (to be deternined) 

b. Alternate: CPT Bobby £. Glpson 
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APPENDIX I to A^^NEC C, OPLAN OP 001-74-902 MTE: 29 January 1975 

pROJEa MAflE: CANTER RIDE C^) *. " ' 

ft 

SUBJECT: Knowledge ability List 

M 

m 

_ ■ 

• - \ 

Im Tte following personnel have full i^iowledge of the operation: 

" ^ - .... 

':' a. 902d MI Grou g Per? r n.n?l 

y il) OV4 William Johnson, Chief, Liaison Branch, Pentagon Counterintelli 
gencc Force. 

(2) SCr Dave Horn, Liaison Branch, Teaitagon Counterintelligence Force. 

b. USMNTA Personnel 

(1) CQL William S. Wolf, COR. 

(2) COL Hasscl L. Parker, DCDR. 

(5) COL William T. 5in?leton, Chief , CI Div. ' 

(4) LtC Donald B. Grmes, Ciief , Special Ops Br. 

* « 

(5) James Hession^ GS-13, Chief, Intel Div. • - . 
.-■ • ■ 

C^) Gordon liiff, GS-15. Exec Asst to Chief, CCMPIA. 

■ 

C7) Us Hijne, GS-12, Civ. Adv to Chief, Special Ops Br. 

(8) RoccoMelo, GS-13. Civ Adv to 'Chief , Special Ops Br. 

(9) ,MAJ Joseph S. Kieffer, Chief, CQ-IPIA. 

... CIO) CPT Lawrence A, Edell, Chief, Svcs Sec, CCriPIA. 
dl) CPT Richard A. .Govoni, Chief, Ops Sec, CotlA. 

■ # 

(12) ILT Jantes A. Hollida>', Svcs Sec, CCMPIA, 

(13) CK2 Mellberth Bowling, Alternate Project Officer, CCMPIA. 

(14) 0«2 John McN-ulla, Ops Sec, COMPIA. 

A 

(15) IVOl Donald J. Rander, Project Officer, CCMPIA. 
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■ 

(16) Dolores J, Crotmse, GS-5, Adidn Sec, CCWPIA. 

* * ■ • • * 

(17) Judy C. Hotvard, GS-5, AdniTi Sec, (XtTlA, 

\ 

t (18) SFC James D. Blessing, Adrin Sec, CC-IPIA. 

■ * 

i' (19) Robert J. Snyder, Ops Se^, CCMPIA. 



i ■ (20) SSG miliam R. Qiiinton, Svcs Sec, COJPIA. 
. ■• (21) SP5 Douglas B. ^iille^, Svcs Sec. CaiPIA. 



I. 



C« Other ^g PersQ-aincl 

ft 

OO RalphJV. Ochs, Assignments Officer, MI Br, OPD, MILPERCXX. 



1 2» Jlhe followijig personnel have limited kno-vledge of the operation: 
* a. USMNTA Personnel 



f, (1) Aatsier Ackley, Jr., GS-12, b1 frc;a.t Officer* 




(2) CTT Noel Jones, Special Ops Br'. 

V 

(3) CW3 Robert J. Finch, USAASD. 

(4) a?2 Paul B. M-aison, USAASD. 

b. Other P ersonne l 
■ 

(1) (X)L RansoKi Barber, Chief , m Br, OPD, MILPERCEN. 

■ 

(2) CAPT Donald B. Polatty, USN, Dir. Personnel 5 Adninistration Div, m. 



(3) LTC C. P. Joiner, Jr., CDR, 901st MI Det./ 

(4) LTC Floyd rf. Cox, Jr., Chief, Adnin Services Div, ENA. 

■ 

(5) MAJ David A. Harrison, Chief, Mil Pers Div, mk. 



i " (6) CPT Doneld Hoivell, Chief, Mail ^ J^ccords Br, DMA. 
{ (7) 01(3 Darrell Graf, Assifi^iments Officer, AG Br, OPD, 
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APPENDIX I to ASNSC C, OPLMi 0? 001-74-902 29 January 1975 " 

■ (8) m Giarles B, Dedcer. Deputy Chief, US Aimy Staff Officer Personnel 
Div, TAG. 

(9) 504 Edi^ard J* Doucette, Jr. , US Ann>' Staff Officer Personnel Div, 
TAG. • . 

.. . (10) ,->lSG Larry C. Dul;e, F^AO, Fort ^iyer, VA. . 

• ■ • . - • 

"V^ (ll) M?C C. F* Pry, USA.IBTA Liaison officer .to the Army Material Comciand. 

' Iikclosurc ■ . " 

Security Oaths • • 
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Cover and 1 umentation) to OPlan OP-001-7. 
c/o Cover and Documentation: 
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Freedom of Infojrmation Act/Privacy Act 
Deleted Page(s) Information Sheet 



Indicated below are one or more statements which provide a brief 
rationale for the deletion of this page. 

Information has been withheld in its entirety in 
accordance with the following exemption (s) ; 

5 use 552 (b)(1) 



It is not reasonable to segregate meaningful portions of the 
record for release. 



Information pertains solely to another individual with no 
reference to you and/or the subject of your request. 

Information originated with another government agency. It has 
been referred to them for review and direct response to you. 

Information originated with one or more government agencies. 
We are coordinating to determine the releasability of the 
information under their purview. Upon completion of our 
coordination, we will advise you of their decision . 



DELETED PAGE(S) 

NO DUPLICATION FEE 

FOR THIS PAGE. 



Page(s) S03>-^d 4 



lAGPA-CSF Form 6-R 

1 Sep 93 
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.Annex H (TenaiaatioiA Plan) to OPlan OP-001- 1^-902 




^-^J)(cX source may be teriDlnated vltb or vithoat prejudice,* vbich 
/indicates a recommendation for future utilization only* 

. " . ^ &• A source may be terainated vith prejudice for any of the following 
reeaono: 



(1) Ccmtrol ysfy HoIS. 

(2) Complete ineptitude. 



(3) Ifavlllingneaa to accept direction or guidance from the c/o, or 
coatlnuoua disregard for security instructions* 

{h) Cocaprooise as a result of hi& own actionsj in violation of the 
C/O'a Instructions* 

(5) Deliberate distortion or fabrication of information. 

(6) Habitual lav violation. 

(7) Inability to give satisfactory ejplanations for long absences or 
euaplclous actions* 

b* A source may be termln ated vithout prejudice for any of the 
following reasons: 

(l) ComprcHsise through txo fault of his ovn* 

(2} loss of placement and/or access. 

(3) Desire of the aource to temlnate for non-operational reasons. 

{k) Deterioration of health of the source to a degree that he cannot 
ccmtlnue his efforts* ^ 

(5} Recruitanent of other assets vho have better placement and/or access 

- • ■ • 

(6) Termination of the operation. ' ; 
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Freedom of Information Act/Privacy Act 
Dele.ted Page(s) Information She^t" 



Indicated below are one or more statements which provide a brief 
rationale for the deletion of this page. 




Information has been withheld in its entirety in 
accordance with the following exemption (s) : 

i use 552 (b)(1) 



It is not reasonable to segregate meaningful portions, of the 
record for release. 




Information pertains solely to another individual with no 
reference to you and/or the subject of your request , 




Information originated with another government . agency, . It has 
been referred to them for review and direct response to you.- 




Information originated with one or more government agencies . 
We are coordinating to determine the . releasability of the 
. information under their puirview. Upon completion of our 
coordination^ we will advise you of their decision. 
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Azmex I (Target Information) to OPlan OP-OOl- 75-902 

W7 The initial specific target of the operation is the Optical 
Guidance Technology Office (OGTO), which is an office within the Advanced 
Sensor Directorate (ASD) located in Building ^hOO, a restricted area located 
on Redstone Arsenal (RAK Mr J. Ducote is the director of OGTO and 1-lr W, J. 
Idnherg is the director of ASD. Neither of these persons ir avare of the 
O!peratlon< ASD is one of several directorates under the US Amy Missile 
Research, Development and Engineering laboratory (IKAMEIDEL) which is 
responsible for developing concepts for new missiles. .Dr J. KcDaniel, 
Director USAMRDSLj and COL R. A. Axelson> Deputy Director USAMRDELy have 
been briefed on the operation* USAMRD2L is, in turn, one of nine directo- 
rates which are collectively responsible for the developing, testing and 
procur^ent of missiles for the US Arny Missile Cozmaand (USAIIICOM). The CQ, 
DBAHICOM, Major General Vincent E- Ellis and the CofS, COL Arthur G. lange Jr 
are aware of the operation* 

2. (O) Further informtion pertaining to RA, USAMICOM, Euntsville and a 
nap of RA are provided in Appendices to this Annex. 




CQtinnrf.'TiiL-uj 

UUIU MM lillnL Sdj^f 



U^. Armv Missib Coramanil (MICO.XI) 

U5. Army Missiic and Munii^cns Q-nler an-J School fMMCS) 
U.S. Army M^^oital UcpartniEjnl Activity (MhCDAC) 
EallisUc Mili^:i!*^ Defense SysUtrrM Comrniind {C.NiDSCOMJ 
VS. Army Eii::mci-r Division. Han?sv!jlc 

Ballistic MiiySIn Hftfnnsc Advnnc-rd Tcdinolngy Center (3MDATC) 
Rcdstojre Readiness Group 



Redstotio Ars'jnal \s a rombiGatlaf^ lu-o U.S. .\my 3r?cnab est^li-lished ia 1941. for Lhc production of ailillftry sbtlls. Toiay -j '1 
fitrve cer.tF.r of liie Army'» ruissi;.-: i.!-? ^-ojicl prr/^r3:v.s. 

The 3B^9 puts ncra desigr.-.^cJ 'h** centor of rc^vnrch and dex-elrjpnient »cHvttics for roLkcts sr^d related items in Oclcber, Is-i 
R£cntitmenr of tcdimcsl and proic^.s;cnpl pencnnel hei^jri in Janucxy. 43. and a Research and Dcvulapnien) OivUicn £»'.ac'-ilf 
the next mtsath. « 

fttsdstonc Arrenal u-uj declared iu ;rllvc irutclhticn by the Dtpartmcnl of \ht Army on func 1, 1949. Sofnc of the Aniy*s rockt: t.\Z ~ 
whaliad bfe,:n v.caktng at Ft. Hiiki. u'^xas wm a:&vcJ lo Rcds^ona in April, 1950. This included the tc^ni of scicntiiU and csgL^^!: 
ki'dd^ fay Dr. V«Vrn;icr von B.'eun. 

• Six fcijo? Army a.-cicies an? nave 'ccr-t^J on Ke'^^:or.9 tnd in nci^hb^-irin^ Huntsvilb. B tsed on llie iifscnsl are the U.S. Arniy .Vifr. 
'Coamaxid and tho U.S. Anny Mt-':j-t! aaJ Monill-uas VAWitt and School The Ceorgr C Marshal! Sp^cc fiisnl Cnnlsr of the N':it- 
Acrooautics tud 5:j«?f.e Adrtuni;«ira:: » ; isalsos'ue:! nr. i -rseml as well ti% a govcTTmcm-ou-n6d»CD:ilia-^tor-op«att!.-i facility en^sjiK : 
gpduzt pmpelhnt r.:iE#rch i&d niar.L-..';;'JiTfC — the ;:u"iivuiel)hisir:i; ofThiokoi Gw.-nicaJ Corpcrrition. 

In otAtby IViiXsviWn an the Art^v's 3^usticMi^<i!c Ocf^Tuu Syite.ns Command and S^Ili^Uc Missile Orfen^e Advanced Tf^^T- \- 
'Offrtar, Tht U.S. Army ERglnetr r<\ ;*:-^n. HutsUvilie. and ths Jtedstonf* R.:cdincs5 Croup. 

The maoara land mtm. InduHt^s th-^a tnicor mmntsins^ 94 miles of isitroads. more shan 330 miles of roads «nd mere i2ian I.Ci! 
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Freedom of Information Act/Privacy Act 
Dele.ted Page{s) Information Sheet 



Indica.ted below are one or more statements which provide a brief 
rationale for the deletion of this page. 




Information has been withheld in its entirety in 
accordance with the following exemption (s) : 

i use 552 (b)(1) 



It is not reasonable to segregate meaningful portions of the 
record for release. 



Information pertains solely to another individual with no 
reference to you and/or the subject of yoiir request. 



Information originated with another goyernraent agency. It has 
been ref erred to them for review and direct response to you . ^ 



Information originated -with one or more government agencies. 
We are coordinating to determine the . releasability of the 
information under their put^iew. Upon completion of our 
coordination^ we will advise you of their decision. 
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Ajmex J (Security WcaJmesses) to OPlao OP-001-75-902 , . , 

l^iA^ Colonel Arthur G. Lange, Jr., Chief of Staff, VS Ainy Missile 
CoiPLnand (usAT-IICCv;) has requested & counterintelligence opercition be 
Initiated vithia IBAMICO!^ to ensure the security of that cocaand with 
ecEphasis on security of classified defense information. The chain of 
event, list of persons involvedj and allegations which fostered the 
request are as follows: 

a» Chain of Events: 

(1) Qq 11* May 197^, a SECRET doctunent entitled 'Vuneraillity Assessrjent 
'of Arcry Electro Optical Missile Systens (U)", copy 1, dated 7 December 1973> 

detemined to be olssing and has not been found. Comprcnise was not 
considered recote* 

(2) . On 16 May 197^^^ a COliFIIIESmL document entitled "Internal Technical 
Kote RE72-35i Digital Simulation of the Texas Instrument's Cannon Launched 
Guided Pirojectile (u)", dated 2k October 1972, was found in a desk drawer of 

^ a Qeaber of OQTO* The document vas found in the desk ^ing 



b6 



Mr 

en after-hours check for SECRET material referred to in para la(l) above* 
She classiflcatioQ laarkings had been ex cised from the document. During the 
Investigation for Hits incidental b6 ladmltted in his swora statement that 



be had found another COIFIDEKTIAL document in his desk on 12 June 197^* 

(3) During the week of 20 September 197^^ another SECRET document entitled 
'Laser countemreasures/counter counter measures (u)% Progress Report, Pitcan 
Dunn ^boratory> Frankfort Arsenal^ vas found to be missing Jind could not 
be aeeounte d for« The investigation is ongoing and it is anticipated that 
I b6 [ will be considered responsible and may receive a letter of repriaand 

and/ or a day^s loss of pay* 



b< Personnel within OGTO and ASD who may be of cranterlutelligence 
Include the following: 



(x) b6 



(2) 
(3) 



(6) 

(7) 
(8) 



b6 



b6 



b6 



(5) b6 



b6 



b6 



b6 



(9) b6 



, GSI5, Supervisor, OGTO* 



, GS22, Flaysiclst, fonserly asslgaed OGTO, 



, GSlk, Aerospace Engineer, OGTO. 



b6 



, GSlk, EDgineer, OGIO. 



y Xliyslclst, OGTO. 



, GS12 (formerly 113?), Engineer, 0G3O 



, Kee: [b6^ GS5, Clerk, OGTO, 



, GSli; Electronics Technician, OGTO. 

5ff 
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Annex J (Security Vealcnesses) to OPlan OP-001- 75-902 

■ 

• c. During an Investlgfitloii into the loss of dociments listed above, 
certain allegations vsre nade vhich reflected adversely on pendens assi^^ed 
toOGTO, ASD end.USAl-HCOM. In general, the alle^tions are as follows: 



(1) b6 



and b6 



had a rom&nce althougli each vas 



f2^ fbe 1 conducted herself In a manner to suggest thatj she va s 

I — ^_ 1 ... * __ ^_ andlts n 



•available" or as a practical joke byjBitting IuLM 
dturiiig office meetings • 

(3) I b6 ~l vas so cad that he claioed he vould "^U"!^ 

••fi{ "Btrevlng his girl" in reference to | b6 | > 



lap 



{k) I b6 I belleves l b6 



desk "because of jealousy 



placed CONPIDEHTIAL documents i d b6 f 



• (5i_Lb6 

lor l b6 



alleges there Is a tneetlns place for sexual activities 



and other menbers of the office • 



(6) Pornographic films shown in this neetlng place during office . 
Jjosch hours* 



(7)- [±6 



and! b6 I took two secretaries to this neetlng place during 

• 



>\(9) Honjoseacual tendencies by | b6 



(id) b6 intoxicated on the job. 



(II) b6 



used to place persons under obligation 



(12) 



b6 



and b6 



procur 



secretaxles for sex. 



jCl3) S omeone -p laced sugar in the gas tank of | b6 |'s truck and daaftRed 



the motor. b6 | alleges that It vasfbS 



2. (u) Further Infonnation to include svom ctate&ents are on file at 
Headquarters* 902d KI Croup, and CCMPIA. OSAIKTA. 
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ANNEX K to OPLAN 001-74-902 



DATE: 29 January 1975 



PROJECT NAME; CANTER RIDE (U) 



PROJECT NUMBER: I A- 74-001 



SUBJECT; 



b1 



□ 



1. (U) AirmORITY/REFERENCE: 

♦ — 

OPLAN OP 001-74-902, dtd 21 Nov 74, Subject: Special Counterintelligence 
Support, and references cited therein. 



2. BACKGROUN'D/OBJECTIVES: 




a. 




b. 



b1 




b1 



3. jCeJ CONCEPT OF OPERATION: 
a. 



b1 



• f. • 



■ ♦ 

1 .f 
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HIIA-IA-0 



12 November 1974 



SUBJECT: CANTER RIDE Feasibility Study (U) 



1- (U) References : 

a. Letter, Redstone Resident Office, Redstone Arsenal, Alabama, 902d 
Military Intelligence Group, MIIA-GPR*RS, dated 23 September 1974, Subject: 
Request for Counterintelligence Special Operation (1)}, with inclosures. 

b. Letter J Headquarters, US Army Missile Command^ Redstone Arsenal, 
Redstone, Alabama^ AMSMI-X, dated 30 September 1974, Sxibject: Request for 
Special Counterintelligence Support (U), with 1st indorsement j, Headquarters, 
902d Military Intelligence Group, Fort Meade, Maryland^ dated 9 October 1974* 

c. Discussions between representatives of the 902d Military Intelligence 
Gxoap and the Conqposite Intelligence Activity (COMPIA)> on 27 September and 

4 October 1974. 



d. Chapter 5, AR 381-102 (S). 

2. j^gf Section I> Purpose of Study . During the period 16 to 17 October 1974, 
COMPIA Project Officers, Mr. Mellberth Bowling and Mr. Donald J» Rander, visit- 
ed the Redstone Resident Office, 902d MI Group, Redstone Arsena l, H untsville, 
Alabama, for the purpose of compiling the necessary information 



b1 

J into the Optical Guidance Technology Office (OGTO) ^ Advanced 



Sensors Directorate (ASD), US Army Missile Research, Development and Engineer- 
ing Laboratory (USAMRDEL), US Aimy Missile Command (USAMIGOM), Redstone 
Arsenal, Alabama. In addition, the study was conducted to determine the 
feasibil ity of providing assistance to the Commander, USAMICOM, through the 
use of a j \ to improve the security posture of the Command. 



3. jef Coordination . [ 



b1 
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12 NOYember 1974 



b1 




Section II > Findings 



a. USAMICCftl, a subordinate command of the US Amty Materiel Command (AMC) 
is conmanded by Major General Vincent H. Ellis, and has been classified as a 
*%ighly Sensitive" Class II Installation by the Department of Army. In 
addition to the requisite Table of Organization and Equipment, logistical , 
and administrative support elements, USAMICOM consists of various US Army 
Missile Systems project offices, a contingent of missile systems Liaison Offices 
with foreign allied military forces to include Senior Staff Technical Repre- 
sentatives stationed at CONUS and OCDNUS installations, a complement of special 
activities, such as the US Army Metrology and Calibration Center and the 
Missile Intelligence Agency* and six sensitive Directorates, three of which 

are considered "critically sensitive" by USAMICOM. This category applies to 
the USAMRDEL, the Directorate for Procurement and Development (DPP), the 
Directorate for Product Assurance (DPA), and the Missile Intelligence Agency 
(MIA). The mission of these Directorates is directly related to the crucial 
phases of- research and development of all current and future missile systems 
in the US Army and to the contracting to appropriate firms for production* 
Ihe Advanced Sensors Directorate (ASD) of the USANfflDEL is of specific interest 
to this study as indicated in references listed in^aragraph 1, above. 

b. USAMICOM has a significantly large ntimber of civilian employees and 
assigned military personnel, who by the nature of their duties, require access 
to critically classified defense information and material. Suitability short- 
comings such as drug and alcohol abuse, possible homosexuality and immoral 
activity, and excessive indebtedness, all of which have been alleged against 
USAMRDEL personnel, serve to create a fertile field for Hostile Intelligence 
(HoIS) offensive intelligence operations against the Command* The human 
element of USAMIGCM, therefore, must be considered particularly vulnerable 

to the security of the CMmiand. The desirability of advanced knowledge of 
the US Army missile systems must be considered lucrative to HoIS. By obtain- 
ing this type of information, the efficiency of these systems in a future 
battlefield environment could be impaired and thereby adversely affect the 
national defense of the United States. In a Sensitive Activity Vulnerability 
Estimate [SAVE), dated 5 February 1974, conducted at USAMICOM, a number of 
violations and shortcomings were noted in the above critical directorates. 
A synopsis of the SAVE and other incidents which have occurred in USAMRDEL 
subsequent to the SAVE, follows: 



MIIA-IA-0 

SUBJECT: CANTER RIDE Feasibility Study (U) 



12 November 1974 



(1) In MIA, SECRET material was discovered in container*; which also 
contained unclassified material. SECRET documents were also stored in un- 
authorized security containers* Accountability for classified documents in 
HIA is maintained on Automatic Data Processing (ADP) equipment which is also 
used extensively for routine office functions. This practice has been 
continued despite the fact that the classified document custodialns are not 
prc^rly trained in ADP security procedures. 

(2) Host document custodians are not knowledgeable of the provisions 
of OoD Regulation 5200. 1-R or AR 380-5 and other AMC and USAMICOM security 
regulations . 

(3) Personnel of USAMICOM are not receiving proper security indoctrina- 
tion instructions in accordance with ^plicable regulations. There is a 
general lack of security consciousness throughout the Command, but is especially 
evident amongst the civilian, scientific-oriented personnel, who refuse to 
properly wear and display their security badges or assist in sound security 
practices and procedures. 

(4) Conference rooms utilized to discuss classified information are not 
properly secured and maintained* No record of CI Technical inspections for 
sensitive areas and conference rooms was available, 

(5) There is an inadequate number of qualified Security Support Special- 
ists assigned to USAMICOM. USAMRDEL shares such a /support officer with three 
other Directorates or project offices. 

(6) Classified Document Custodian duties within USAMRDEL are normally 
assigned as an "extra duty"* This practice fosters resentment of the responr 
sibility on the part of personnel assigned the task. This has resulted in 
poor administration of the control of classified documents, a factor which 
significantly contributed to the loss of seven SECRET documents in USAMRDEL.- 
In each case, it was determined that the fault was an administrative error 
on the part of the custodian. Subsequent to the above incidents, on 14 May 
and 20 September 1974, two more classified documents were discovered missing 
from OGTO, the office within USAMRDEL referenced in la, above- The 14 May 
violation was discovered during a non-duty hours check. In this instance, 

a CONFIDENTIAL document was found in a desk. The classified markings had 
been removed. The 20 September incident occurred after a 100% inv entory 
and resulted in a reprimand and possible loss of one day's pay for| b6 



t)6 GS-I5^ upon whom the responsibility for the loss was fixed. 



S3.0 
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(7) Uncleared personnel have access to Building S400, a RESTRICTED AREA, 
Hhich houses in part USAMRDEL and in particular, the Advanced Sensors 
Directorate and 06T0. The Building's Cafeteria employees do not have secur- 
ity clearances yet they have entrance badges* These badges do not identify 
the bearer since they have neither the picture nor the name of the individual. 
No roster is maintained of these personnel* 

Singularly, the above infractions and violations do not justify the use of 
a SCOPI asset. Collectively, however, these security problenuj constitute a 
serious threat to the security of the Command as similar situations exist in 
Bost of the other critically sensitive Directorates. In addition to the above 
security problems, the Request for Special CI Support, reference in lb, above, 
outlines a serious suitability prc^lem which allegedly involves the entire 
office staff of OGTO* 



i|(u)e63^ Analysis, 



a. Rased iipon the Findings as outlined above, a SCOPI is believed to be 
the aiost advantageous investigative tool to assist the requestor Connnand 
because the local Military Intelligence personnel are highly visible in the 
area and do not have at their disposal the resources necessary to provide the 
Commander of USAMICOM indepth CI support. The RRO has two enlisted agent 
personnel* and one MI Officer present for duty. This office conducts 36 CI 
Inspections and Checks of USAMICOM and the US Army Munitions School and Center 
units annually. The inspected elements have an aggregate of over 100,000 
SECRET documents and ^proximately three linear miles of CONFIDENTIAL material. 
About 350 classified document custodians routinely maintain these documents. 
In addition to being tasked to conduct SAVE studies, the RRO is tasked with 
normal liaison contact, suitability investigations, incident investigations, 
occasional PSI investigations, and security indoctrination briefings when time 
permits. Even though these accumulative services benefit the Commander in 
terms of CI Support, RRO personnel have noted that corrective follow-up actions 
concerning reported infractions have proven to be of a temporally nature. This 
has been evidenced by the recurrence of similar violations and infractions dxxr- 
ing a short period of time following the conduct of CI service*;. The local 
CI effort has been hampered by the existence of a large number of uncoopera- 
tive and apathetic scientifically oriented personnel in the Coiiuziand« The 
attitude of these personnel toward sound security practices and procedures can 
only be described as uncooperative and lackadaisical. It is therefore 
considered highly unlikely for the RRO to be successful in conducting an ICIP 
operation in the area, ^ditionally, past intelligence related investigations 
concerning USAMICOM personnel has fostered an unfavorabl5 attitude toward 
intelligence personnel in general. The following details the procedures 
through which personnel are acquired in U3AMRDEL* 



m 
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b. There are 162 civilian personnel assigned to the Advanced Sensors 
Directorate. The director is Mr» Nilliam J» Lindbergh GS-li>. Seven of these 
civilians normally perform duties in the Optical Guidance Technology Office^ 
idiich is the specific target area of the requ ested support a s outlined in 



above references^ under the supervision of Mr. | b6 jGS-15. The 

General Schedule rating of the Directorate's employees rang«r~»om GS-1 to 
GS*16. Die majority of ASD personnel perform duties related to research 
and development fdiich are highly technical in nature. When deemed necessary » 
all personnel of USAMRDEL are subject to being required to perform functions 
in other Directorates and Offices to fulfill specific project requirements. 
However^ in instances i^erein additional manpower must be procured from 
resources outside of USAMKXmj the request for Personnel Action (SF Form 52} 
nmy be initiated by the respective office supervisor or the Director of the 
0i3rectorate concerned. He request must be staffed through the appropriate 
chain of command within the Directorate to the Civilian Personnel Office (CPQ)^ 
USAMICGM. The request is then reviewed by the CPO Technical Services Branch, 
idiere it is recorded in the Personnel Control Roster. Following ihis action, 
the request must be reviewed by the CPO Position/Pay Management Branch, where 
it is closely reviewed to determine the correctness of the pay grade and job 
description. From that Branch, the request is forwarded to the Recruiting 
and Placement Branch for recruitment action. In any event, positions are 
normally filled from personnel listed on the DoD Stopper List^ local RIF 
lists> internal promotion, lateral transfer or direct hire. 

c. Requisitions for military and civilian personnel for assignment to 
USAMICOM are unique in terms of routine requisition assignments in other 
commands q£ the US Army. All assignments to USAMICGM are dictated on the 
basis of current and future project requirements which fluctuate according 
to the mission, necessity, and special qualifications of desired personnel. 
This system is known as Project REFLEX. It provides authority to fill 
tea^rary or permanent positions for the duration of a specific project at 
the coB^letion of which the individual may be reassigned or shifted to another 
office within USAMICCM. 

. 

d. There are only three authorized military positions within the Advanced 
Sensors Directorate. One of these positions is a LTC, MOS 2157 (Research 

and Development Coordinator), located at White Sands Missile Range, New 
Mexico. The remaining two, a 2LT, MOS 7302 (Physicist) and a CPT, MOS 7601 
(Electrical Engineer) are assigned to Redstone Arsenal, These positions are 
currently filled. Requisitions for US Army personnel assigned to ASD or the 
USAMU)EL are submitted by the Consolidation of Military Personnel Activities 
(COMPACT), USAMICOM to AMC on a Projected Requisition Authority (PRA). The 
need for personnel is determined by COMPACTj who subtracts or adds gains and 
losses using current personnel strength figures which are con^)ared with the 

BY USAIN300M FOI/PA 
Audi Psia 4-102 DOD S2(K).1R 




HIIA-IA-0 

SUBJECT; CANTER RIDE Feasibility Study (U) 



12 November 1974 



PRA account. Should it be determined that a shortage o£ personnel exists, 
COMPACT may then submit the requisition to AMC who, in turn, submits the 
request to DA. Personnel can be assigned either directly to the USAMRDEL, 
or to COMPACT on DA orders for further assignment vithin the Coiznnand* 

■ 

e. As a minimum, a SECRET security clearance is required for all 
civilian and military personnel assigned to USAMRDEL^ Upon arrival of 
military personnel in the Cojmnand. the Clearance and Intelligence Branch, 
Internal Security Division, COMPACT reviews the individual's 201 file. 
Medical and Dental Records. Tliis is a routine procedure conducted to 
determine the person's eligibility for a security clearance* The individual 
must fill out a locator card, a request for security clearance statement, 
and a local office personnel data card. O^IPACT determines the degree of 
clearance required, based on the sensitivity of the position to which the 
Individual is to be assigned. If a valid DA Form 875 (Certificate of Clear- 
ance and Security Determination) is in the individual's file, and no derogatory 
information is revealed in the files review, a SECRET clearance is normally 
granted. Should the file not contain a valid 873 form, appropriate action 

is initiated for verification of security clearance data through USAIRR. 
Although contrary to routine procedures, the USAIRR Dossier may be requested 
for review, 

f. Due to the highly technical nature of the civilian pos itions within 
ASD it is not considered feasible to ( j into any of 
these positions. Because the three authorized military positions within ASO 
are currently filled^ an a lternate military position must be considered for 

/ bi [ The viability of utilizing a SCOPI asset in ASD 

under the guise of a Classified Document Control Officer (CDCO) appears 
highly favorable since the Command plans to centralize the classified docu- 
ment control unit within ASD and acquire a properly trained classified docu- 
ment custodian to maintain the documents. Diis position has Command sanction 
as it would serve to decrease the recurrent difficulties experienced by the 
Command in the control of classified material and would be widely accepted 
by ASD personnel because of their dislike for performin£ the extra duties as 
a CDCO> Through the use of Project REFLEX,j 

b1 
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(1) Age: 35 to 40 years. 

(2) Marital Status: Unmarried. 

(3 ) Race : Cauc as i an . 

(4) Ethnic background: Preferably bom in. the Southern region of the 
United States. 

C7) Rank: WO, CW2 or CW3^ 
(8) Training and experience: \ 

b1 



\A5 most of the local 

personnel are Caucasian and from the Southern region of the United StateSj 
these characteristics are deemed beneficial to mission accomplishment. 
Operational control of the SGOPI will be executed by the 902d MI Group ^ who 
will be responsible for writing the Operations Plan. A CI Inspection of ASD 
is currently in progress by the RRO» 902d MI Group. Significant findings 
will be reported to COMPIA if deemed relevant to the proposed requested 
Special CI Support. 

6. Conclusions * In view of the collective security shortcomings noted 

in the Command, the highly sensitive nature of the mission of the Comniandj 

B24- 



MIIA-IA-0 12 November 1974 

SUBJECT: CANTER RIDE Feasibility Study (U) 

and the severely limited options available to local MI activity in the area^ 
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7« tCY Reconmendation, "\ 




r ¥ 



4k»UID a! GOVONl 
CPT, MI 

Chie£> Operations Section, COMPIA 



lt£fefiE. C£ Oft OfFiLt: STMBOl 



MIIA-IA«0 



I * CANTER 



TO 



b1 



I 



^ Chief, cc::pia 



Rander/dic/6364 



ATTN: Mr. Ackley 

1« Your attention is invited to paragraph Si Annex G; and paragraph 6^ 
of OPOOl-75-902. 



* - - w 



1 . 



2« Request your concurrence and recoiomendacions. 



,1 Irtcl . . " " . - 

Ltr 902d MI Gp 21 Nov 74 w/incl 





S. XIEFPER 



ief, C^mposite^nteiligence Activity 





iT^hief, COHPIA , FRC&l: [^Office 

Concur with che propose^ utilization or I 



DATE: 4 Feb 75. CrTT 2 




b. If payment of partial per diem Is considered essential in this instance, 
then it oiust be authorized by classified orders and paid through CPT Denny's 
office. 

• c. It la true that partial per diem is authorized for duty in excess of 
10 hours per day away from a persons normal duty station; however, it is suggested 
that the dally training time be adjusted so as to'ceduce the overall time to, 
less than 10 hours per day. 



2. Funds are available to support this project for the remainder of FY 75. 




By:a)R USAINSCOM FOI/PO " 
Autb ¥sta 6-601 DOD S200.1R 



VllTMEK ACKLEY Jff. " 
DAC, GS-12 

[^M j Management Officer 



0 4 FEB i975 



mwuoBm THtut nci cbhf or mPF. wiikd mm Amr 

MDCBiJIMM rati mBSK BCinUtT OF THE ABMY 

nOJUTt Z»Mm«l ODiiflfc«ri«e«llttMM Pngrw (ICIP) (U) 



1. (0) This im la rMpoosc your Hmamxmim on 17 JanMry 197!v to 
dw Vico Chtof of Stoff In ro£«rd to oubjoct and servos os tho Qutrtorly 
ICXF loport for tho 24 QMA«r> ^ 2975. 

2. ^ (CO Od 2 Octobor 1974, X dlroctcd « rsvlour of tho ontiro ICIF pro- 
gram vlth a vlov tok^ords tha allnlnation of those no longer considered 
of aaff iclant narlt to varrant retention* The criteria used In evalu- 
ating each ICIP operation was: (o) The sensitivity of the Installation/ 
activity is such that socoe type of special caunterlntelligence support 

is required or (b) There Is a kn^m threat ef auff iclant magnitude to 
the Inatal let ion/act Ivlty to warrant a need far aome type of apecial 
counterintelligence support and (c) The information iteslred cannot be 
obtained except through the use of ccnif Identlal aourcee* 

2r tw Based on this revicv and considering your 17 January guidsnce^ 
I directed the teminatlon of 12 ICIP operations at the fol lowing head- 
quarters 1 

a* Hq^ US Ar&y Co—unicatlons Coflsoiandy Fore Huachuca, Arlxons 

b. DiqEway Proving Ground, Utah (QMIUtY STON£)» 

c* IB Ax^r Mr Defanaa Center, Bllas» Texas iChmiHh AKCH}« 

4* ItetlllA Aniy Depot Activity, Verolaton, Oregon (CAMYCM BOSTEE). 

IS ArMy liobllity Equlps«nt Seaearch and Davelopsiant Centerp 
fvt Bel voir. Virsiulo (CENIAW StdZ)^ 




Separated f roa CLA33iri£D 
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DAKI-ZA 

SUBJECT: Internal Counterintellig»nc« Program (ICIF) (U) 

f. Hq^ US Array Electronics Cownmnd^ Fort Monraouth, New Jersey 
(CENTSAL TAXI), 

g. US Army Hanageoent Syttama Support Ag«ncy» The Pentagon, 
llashingeoit, DC (CEMTllLY SQU^D). 

h. UB Amy CLectronici Proving Ground » Fort Huacluca^ Arizona 
(GOKDO^ FLAC). 

U Aberdeen Proving Ground, Aberdeen, Maryland (OONDOIA STAR), 

J* Defense Language Inatltute Kaet Coaat, ttashlnfton Navy Yard, 
Waahingten, DC (I^HYARD MOD). 

k. Pleat inny Araenal, Armanent Command, Dover, Hew Jersey 
(LEND TONE)* 

I. US Army War Collate, Carlisle Barracks, Pennsylvania (LEJ-IE!" 
CLOUD). 

4, (U) The rematninf, seven ICIPs Are worthy of retention as the> rr.ee 
your criteria. Keviawa of these seven operations Are attacher: at Incl 
Reviews of the 12 to be termlnatec' are at Incl 2» 



2 Incls HAROLD R. AARON 

A3 Major General , GS 

ACofS for Intel lipence 
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ACTION SHEET 



CONTROL MiJlUBCR 



Internal Counterintelligence Program (ICIP (U) 



DAMI-DO-i-C 



DATE 

31 January 1973 



To respond to tasking from the USofA pertaining to ICIP. 



MEMOAAtouM MacoftD. fOtiitrth* hrimfty ih* ra^ainmtM, ^ckgrommJ actio* lakmn or mccmm^ndtJ Mutt h» mmfruimmiij A^^M ta tdmmtifx 



1. BACKGR0UT4D : 

a. At the direction of the USofA quarterly reporting of ICIP has L-een furnished 
to him through the VCSA since February 1972 • In a nriemorandum to the VCSA (RED TAH B) ^ 
the VSofA suggests that in more than half of the ongoing operations, no useful infor- 
mation was developed. He directed a detailed review of the benefits derived through 
the program over the last two years* 

b* On 29 January 1975, the ACSl directed the tercr.ination of 12 of the 19 ongoing 
operations. They will be terminated on a time phase basis with all 12 beins.- cer-ii- 
nated by 31 March 1975^ 

2. DISCUSSION: At RED TAB A is a memo through the VCSA to the VSofA replying to 
the comments of USofA and providing the requested infor-nation pertaining th£- 
program* 

3. RECOMMENDATION: That the rnemo at R.EP TAh A be approved and signed • 



lCi>imr>ur on plmiu Londl 



IMPLICATIONS 



VC* □ NO ^ 



PRIM PROGS 



NO 



VES □ MO □ 



COORDINATIONS 



APPROVALS 



OPPICE 



PHONl 



Idi V 



SHOV kODn kOnn CO&WtnkllQn OK RCVeft^t 5W ORCOHTinbillOK $Hi^ 
ACTION ofpickh ( Nam4, gfadt, phong «n4 9ignat^9 } 




&ATt 



7 1 



MAJ EBERSOLE/56074/th 



ACS! FORM 28, 13i«p71 



^ ^ ■ 
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DEPARTMENT OF THE ARMY 



OFFICE OF the: UNDER SECRETARY 
WASHINGTON. D.C. 203JO 



17 January 1973 



MEMORANDA FOR: VICE CHIEF OF STAFF, U.S. A 




SUBJECT: Internal Counterintelligence Program (ICIP) 



1 have received and reviewed the latest quarterly report of 3CTP 
operations during 1974 as requested. In 1972 the Under Secretary 
authorized a trial run of this subject program. Judging frorr- this 
report, the program has grown considerably and includes installations 
that I did not appreciate we re- considered sen sit ive . A cu rso ry rev : ew 
of the data presented suggests chat in more than half the cas^-s. no 
useful information was obtained. 

It would appear to me appropriate to reviev: ih^ rt^sults of :hi£- 
experiment to date in order to establish that the prcgrax is in r'ac : 
of such a value that ir should be continued in the future. 

1 would therefore appreciate a detailed report documenting all vM" 
the benefits, infonnacionj etc., that have been obtained through thi^ 
program over the last two years. It would also be helpful to have a 
statement for each 1 a&ted ins ca 1 la t ion of thx. sens i t ive chai ac t c- r c*: 
the nsission that necessitates an ICIP operation. Finaily. I would 
appreciate an indication of your subjective judgment as to how many 
of the issues that arose from these ICIP efforts would not have oiht. r- 
wise come to our attention. 




Inc losure 



>Iemo, 29 r^ov 74, 
Subj: ICIP Operations 



Heraan R, Staudt 

Under Secretarv of the Armv 



REGRADED FOR OFFICIAL USE ON^LY 
l-JHEN SEPARATED FROM 
CLASSIFIED INCL05l^E5 




A. 



DEPARTMENT OF THE ARMY 

OFFICE OF TH£ CHIEF OF STAFF 
\V*« ' * WASHINGTON. D.C 20310 



- V 



. . \ . 



29 Noven-ber 1^)1^^ 



MEMORANDUM FOR: UND^IK^^CRETARY OF THE ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operai 5 -"nc; Ti' i 




(U) Reference is made to memorandum, Under Secretary of the Ar 
February 1972, subject as above. 



■I'l 



2. VC(>r During the third quarter of CY the ICTP at Eda-^'.-r-t 

Arsenal Maryland (CANAL LOOP) was combined vJich the Aberdeen iVov : : 
Ground JCIP (GONDOLA STAR). The nickname HONDOLA STAR vas re'nin. - 




3 # \^C7 ^'ith the subsidence of anti-mil: tarv activity ni Fm \,r.-- 
Washington and in the absence of a specific on-pcst threat, tiio 
mandinp f-eneral , 9th Infantry Division requoptcd tliat the Tori T.r- 
ICiP (CENTAUR RACE) be terminated. This ICiPKas :' nacv^ va r.-: on ^ 
lU. During the same time frame, LENS HOLDER, a nev ICIF devf^T'-j" ■ 
Wl^ite Sands Missile Range was approved on 7 Anj; 7A, With the i--; <■ 
tation of this ICIP, the total num]>er of active ICIP operatic-^^ 
close of the quarter was 19. Brief status report^ are atta 



• r- 



After briefing you on 25 ^optOT-'-er I'^/i m the ?iri-"- ( 
prooram, t ho Assistant Chief of Staff for ] nt r n i per^^r-l' 
V i ev/cd and reval i da ted each on-poi nji opc*ra 1 1 f^n , Each oprr-i 1 1' 
revalidated on an annual basis heronftor. Addit in-i.-in v, A- 
1 ni t iated a systematic revie'^>: of all f^oui cc do<.f i or?; r o i n-'.n - ' 
sources possess sufficient maturity and stoi-ility to t-nailo t • 
function efficiently and effectively in ICIP opcrarion=i. 



1 IncI 

a*; (CONFIDENTIAL) 



1 



1 V ^ 



I 

m 
t 



WAi/^Ei; T. Ki:i:;'::. 

Vice Chief of Sfafi' 



("l.-.^^ifird hv MMI 

nmn Tm\ general Mcussu^Fvi-iori 

5' i'F.nULE OF EXECLITiVE OHDEil lifi52 

rXciltPTION CATEGOKY 2 

DECLASSiFY 0N_ _31 .Dessmb^ r__2 OPA 



S3i. 



REGRADED UNCLASSIFIED 
ON SEP -8 .1997 
BY CDR USAINSCOM FOI/PO 
AUTH PARA 1-603 DoD S200.1 

>1AJ Ebersol r /'•■•••-■'• 
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WASHINGTON, O-C 2031* 




ILJanuary 197 




r*^ — 



MEMORAUDBH POR: VICB CHIEF OF STAFF , U . S . \^ 'Z' » 

SUBJECT: Internal Counterintelligence Program (ICIP)1 



1 



I have received and reviewed the latest quarterly report of ICIP 
operations during 1974 as requested. In 1972 the Under Secretary 
authorized a trial run of this subject program. ■Jf'**^"^/^"'.?^^* 
report, the program has grown considerably and includes installations QTM^NIg 
that I did n^ Appreciate were considered sensitive A cursory review 
of the data presented suggests that in more than half the cBse8» no 
useful information was obtained. ^ 

It would appear to me appropriate to review the results of this 
experiment to date in order to establish that the program is in fact 
of such a value that it should be continued in the future. 

I would therefore appreciate a detailed report documenting all 
the benefits. Information, etc., that have been obtained through this 
program over the last two years. It would also be helpful to have a 
statement for each listed installation of the sensitive character of 
the mission that necessitates an ICIP operation. Finally, I would 
appreciate an indication of your subjective judgment as to how. many 
of the issues that arose from these ICIP efforts would not have other- 
wise come to our attention* 



.1- 



- - • ? 



laclosure 

Memo> 29 Nov 74, 
^ c.-u 4._.,.T/?tP, OnprAfinna 

. ■l--r--^itTw 



Herman R* Staudt 
Under Secretary of the Arnqr 



22 Jan 75 



w**tTZ House 
CASE 



CASE r 



SMA CASE 



USofA Mem<£forjrCSff^itid''17-'Jan^75,^ 
g^SubJ ect: Internal cSinterintelltgence 
-program aCIP) ••••^^fg^-, * 



suspense 



^ Feb 19: 



^aex USo: 



feb^l975^ 



040 



A-Actlo^ 



OCS0V^9 



COA 



AcsroR 



AC3l-rvr 



ACSC-E 



CORC 



TjAG 



CM«t» 



ClHFO 



CMM 



TPVfC 



CAR 



CCH 



MILPEIRCEN 




ACTION 



fyg DIRECT REPLY WITH 




VcVTE WHITE HOUSE CONTROL 




- r»REPARe UlRAFTJ iPINALI REJ>UV FOB SIGNATURE 





r~l PROVIDE ASSISTANCE AS REQUIRED 

■»<L.,.»«frfjiS 
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DOSSIER NO. 2FOii9M fc 



Vol 3 of 7 Vols 



As of Sep 85 

(Date) 



all material included 



in this file conforms with DA policies currently 
in effect. 




y 18 Sep 83 

roate Signed) 



pp 1 mar S rn i r h 



^Printed Name] 



GS5 
(Grade) 



FMmdloraoMion 

Cr1t«flaUPARS81-10 
Reviewe r y^^/^A V<?i }at e fP^ 



THIS MUST REMAIN TOP DOCUMENT 



lA (HQ) Form 221A 
(1 Sep 78) 



Replaces MlIA Fm 315, I Jun 75, which may be 
used until supplies are exhausted. 
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U May 76 
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ICIP Unnaioed OPUUH USABKtR to HQOSASi for Sevlev 


12 May 76 
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ICIP Careless Token COSARBJR) to BSfJSASk for Ctwwent- 
ooncurrenoe 


12 May 76 



H ICIP &rel0B8 Token (DSjUtKR) Tbrmlnatad 27 May 76 

I KIP (wmapBd OPLAH) (USAWHm) Appro-wd 27 May 76 

i EJIP'» Canine Plate (U), Census Tine (O), and Oentavo 

Kid (C) - Terminated 8 June 76 



\ ICIP - Quarterly KIP. Report 2 June 76 

L ICIP - USA3STA Ltr (MIIA-SO-SA) 25 June 76 

M ICIP - Careless Token (U) various items 
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JOINT MESSAGEr M 



SECURITY CtASSincATlOU ■ -Z'^'-'—^-r -, n 



SSO ACSI OA VASH DC 



toe SSO HEIDELBERG GEBH^ 
INFO: SSO INTEL AGENCY FT MEADE MD 

• n / 7 

aoMfi-WftS. -vJ.ij TOPIC 



lixxxxxxxxxxx 
ixxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
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xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
^xxxxxxxxxxx 

' ~ xxxxxxxxxxx 

operations and the Army General Counsel's interpretation of the £0 



DCSI. BSABEUR FOR COL lADEROSA, CH CI DIV; USAISTA FOR LTC GRIMES, 
CDR SO DEI 

FRCM COL HEISS» CHIEF HUMINI DIV 

» ■ 

SUBJECT: IMTERNAL COUKXERINTELLIGENCE PROGRAM (ICIP) (U) 

A. HBG 1691 TOPIC 021525Z Apr 76. 

■ 

B. HBG 0072 TOPIC 061755 Jan 76. 

C. AEAGB-CI (SO) OPLAN 1-73, 5 May 75, with 5th Ind, ACSI, DA, 



25 Feb 76 (ICIP CARELESS TOKEN (U)). 



by memoranduBi dated 5 Mar 76, has temporarily delayed implementa- 
tion of DA policy on the Internal Counterintelligence Program 
(ICIP). The OACSI and USAINTA staffs are currently preparing 
reconmendations for the ACSI to consider whether any or all of the 
various ICIP projects should be continued. 



xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
xxxxxxxxxxx 
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DRAFTER TYPED NAMED. THLE. OFflCC SVMBOi. AND FHONC 

K.V. Haendle, LTC(P), DAMI-DOH/56159 



R 
C 
L 
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A 



Ttfta NAME. TtTU. omce STUaOL AND mONE 

J. L. HEISS III, COL. GS/DAMI-DOH/560^ 




•Ik* t t w m — u 

K^LACtS DO WOnU ^7^, l NOV U and do form 171-1. 1 NOV £3, WHICH ARE OBSOLtTE. 




02 of 03 




Of the operations cited in Re£ B above , only CARELESS 
TOKEN (U) appears to meet the concept of the ICIP as a security 
service in support of an installation's (or commandos) security 
program, Re£ C forwarded the ACSX' s approval for this ICIP. tfe 
concur with the views expressed in Re£ B that CAia>INAL FLIGHT (U) 

■ 

and CAREFREE TALENT (U) are defensive CE operations which are not 
within the scope of the ICIP* 



Request you provide a suimary of the ICIP CAREIE5S TOKBN 




(U) for the next ICIP quarterly report by 20 Apr 76 in the follow- 
lag format: 

CARELESS TOKEN (ACS! Revalidation 25 Feb 76) 

A. LOCATION: 

B. CONFIDENTIAL SOURCE OTILrZATION: (NUMBER OF 
SOURCES USED) 

C. INFORMATION OBTAINED OR REPORTED ON NON-AFFILIATED 

■ 

CIVILIANS: (NORMALLY "NONE") 

D. - USEFUL INFORMATION OBTAINED: 

(1) - 

(2) ETC ' 



^GRADED UNCLASSIRED 
OM SEP -5 \ 

BY CDR USAiNSColl FOl/PO 
AUTH PARA 1-603 DoDS200.1-R 
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(Contains a svmraAry of infonnation obtained in the opera- 
tion which should not exceed two pages. Content varies by ptj>ject, 
but numbers and types of incidents /occurrences reported by sources 
such as poor security practices, suitability of personnel, suspi- 
cious activities and other CI indications are nonwlly included. 

■ 

Names of individuals are not included unless particularly Signifi- 
cant.) 

E, Operational Status: (Source lead developaent, results 
of briefings to supported commanders, anticipated or past changes 
in the operation, etc). 

4. (U) . A copy of the summary as rewritten by this office and 
approved by the ACSI will be returned to you for future guidance. 

■ 

XGDS-2 31 Dec 2006, AR 381-47, 



'AOso 




01 02 



tsmm FT mjt mb 



fOPU 



COL mss, 000 



BIT 



A. 



1691 nriC 021^2S£ Ayr 76< 
0C7? lOPIC 06X755 76, 



C. AIAGS^CI (SO) OrUfi W:>. ^ Itef 75, with Ia«, ACSl, I>A, 
23 feb 76 (ICXF CASCLtSS TCaOEK (0)). 

Tbc iapact of Ix«ctttiv* Order 11905 on Co«t«rlotalllg«u:< 
Op«r«tl<ni.» aiM! tbc Any CcmtaI CoimMl'k lBtcrpr«ft«tloc of titt tO 
hj MaorABdu&t d«t«d 'j Kar 76, haa tMporarlly d«l«7»4 tiipletteata- 
ClOD of DA policy frc> tb* lBt«rcal CoM&t«rlDCellls«Be* Frogras 
(ICIP). th» OM^X Mxti Q8AX1ITA •cafft ax* curmtlj praparitis 

»ti«M fi»r Cte ACn feo MMUcr ^Mtlwr aay or all of tte 



ICD pn»i«eU •ba«U ^ conrliwW. 



lUV. HMadUi UC<r>, SMa«D0H/>'^139 

J. U aiXSS III, COL, C8/MMl-DMA>&a7A 



REGRADED UNCLASSIFIED 

ON SEP -5 jQQ. 

BY CDR USAlWSCOM FOl/PO 

AUTH PARA 1-603 DoD 5200. 1-R 



5if 



02 of 03 

2^f^ Of U* AfATitioM eit«l U tL«f » aWm. mly CAmES£ 



nOB (i) «fr*«7« U aiMt the eooMTt tte ICXF «• « Mewrtty 



CAUPUl tUJDB (•) 4*f^l«» CI »|j«r>il— « «iklch «n Dot 
l»q«Mt you pr«rvi4« a UMirr of tho ICtF CA£CL£S£ TOKSh 



d) for cte D«t ICIP qi»»rt«rly roport by 2C Apt 7C iu tlie follow- 



tof fonut: 

C4XELtS£ TOKEN (ACSl RevalldsCior. 25 F«b 76) 

A. ukatich;: 

». OOKTIDEKTIAi SOORCE UTlUMTXOt: (WHOEP- Cff 
SOURCES USED) 

C. IKFOBIUTXDB OBTAIHSB Oft RZPORTE!) (K« HOO-AJTILUTCD 
CmUAKS: (UMBIALLT "BOWE") 

D. OSgrUL XWOBHATXOB OSt&IllSD: 



(1) 
<2) 



5f« 
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(C«at«lM a iwiTT of iafonfttlob •ktAia^d Id Um Ofxs' 
tim «bic)k »hmiXi vat mmmrnA ew p«cbs. OMBtMt vsrlM by pr«i«et. 

Wamm «l tamiAMiH «K tw 1 litel psrtLraUrly alpiLfi* 
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D*HI-DOH (10 Jun 75) 

SCMCCI: Intcnsl Couot«riiitclllg«nc« Progrm (ICIP) (U) 

I D » Offlcs of ch* &Cof8 for ItAt«lll|«DC«, Vft«btagton, DC 20310 

10: f wranrtTy US '.ray Inropft ■nd Scvratb ^ray^ 'TIH: DCS for Xnc«lllgence, 

lA 6»r ^ Opvrationji P1«b for KIP C^BLtSS lOBI (0) in tvipport of 
OotWMBt i, US ^tmf Socurity Af^A^Ti 71«1<I Stttioa, Wtaburfu PBG i« 

2, (0) ladlcatAd In vArlior corTft»|Kmd«nct« a Manorsnduv to tho 
Diidor Socrotary of thm "twy la pr«p«t«d ^ui^rterly Vy Cha Office of tbe 
'••latent Chiof of Staff for lotelUgcnctt, Staff vblch loc:Lud«B a 
¥riof tuaiury of oacb oagoiog XCIP. Fl«ld input i« ro u«atod by the 
13tb of the vonth folloiriag the end of the quarter* * copy of the 
prevlotte quarterly report le ettached a* added encloeurc Co this 
correepondence« 
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Internal Counterintelligence ProEram aCIF^ fU> 



To obtain I ACSl^ approval for termination of three and retention of one ICIF, 

MWwjatni rrm —entm (i^f*^ *^ tftt^i— Wfcyro—rf mmJ mdmm takmm •r wme^mmmitM. Mint mmcUmilj M^m^ H U m iifj 



1 . (U) Background : 



— Para 3, DAMI-DOH Itr, 8 June 76 (TAB B) and USAINTA reply, MlXA-SO-SA Itr, 
25 Jun 76 <TAB Cl^ 



2. 



Discussion: 



Cdr, 902d MI Group reviewed ICIP, GOKDOIA STAR and requested termination 
effective 30 June 76. 



Confidential sources used in GONDOIA STAR terminated. 



o (U) Supported commanders, Edgevood Arsenal/Aberdeen Proving, briefed and 
concurred in termination. Commanders will be supported by 902d MI Group under DSCGP, 



Cdr, 525th MI Group reviewed CANVAS TAX (Sierra Army Depot), LENS HOLDER 
(White Sands Missile Range), and I^NTILE MONKEY (Defense Language Institute) to 
determine possible termination and/or replacement with a program similar to DSCCF. 
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Cdr, 525th recox&mends termination CANVAS TAX and LENS HOLDER effective 
on 31 Aug 76. A DSCCP will be established for Sierra Army Depot and White Sands 
Missile Range by them. 



Present techniques used by LENTIL MONKEY best suited to provide required 

support to Defense Language Institute, I£NTIL MONKEY continues to be productive, 

LENTIL MONKEY revalidated effective 1 July 76. 
3» (U) Re c otpmen da t i on ; That Itr fTAB A) t o USAINIA be approved and signed. 
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M. Branaan/53501 'JZO^^Vi ^"^^""'^^^ CATEGORY 1 



ACH P0RM2&, 13 Sep 71 




ppr|*ccFrv n>j M D^c 2006 



DOCUMNY 



DAKI^DOH 

flOUECri lDt«rD«l CcmDt«rlnt€lltgeDce Program (ICIF) CO) 



Qt krmj Intclllgrace Agency 

tftti: iaiLA-tO 

fbrt Meade. MD 20755 



1* References: 

a. Letter, MIIA-SO-SA, OSAttTA, dated 25 Jur:c 1976, subject as abov . 

b. Letter* DAKl-DOH, dated Jun^ V)lb^ subject as above. 

2. Tour rDComrarr.datlorr . rr^orcncr a, paragraph , to tfrmiratr ICIP , GOt^DOLA 
STAR (U), effectivr 30 June 1976. is approved, 

3. Your rccoraciF-r.datio;. , rcffrencf a, paragrap!^ 6, to terminate ICIP, CAInTTAS 
TAX (U) and LENS HOLDER (U) pfftctivc 31 Au^at 1576, la approved. 

IClF, LEl^TIL MCHiTOBV (U) is revalidated effective- 1 July r^76. 
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T-n ohr.^i'n formal ^CfiT approval for termination of three ICIF operations, 

I. CJiJ^ Background; 

Contained in USAIOTA' s Sd Quarter, FY 1976, ICIP Operations Report, 11 May 76, 
was recommendation to terminate three operations; CANINE PLATE (U) at Seneca Army 
Depot; CENSUS TIME (U) at Pentagon Telecommunications Center and CENTAVO KID (U) at 
Harry Diamond Laboratories. 

— USAIMTA recommendation based on 902d MI Group review of IvIP^s to determine 
advisability to terminate these ICIP's and replace them by an overt direct support 
comprehensive CI program* 



2, 




Discussion: 



— After a thorough review of the ICIP report on these operations, it is deter- 
mined that they can be terminated with no adverse affect on the installations served* 

Increased overt liaison with additional security support will be provided the 
installations by the 902d MI Group. 902d MI Gp Pamphlet So. 381-3, dated 22 Apr 76, 

outlines the Direct Support Comprehensive Counterintelligence Program (DSCCP) jTAB C) 
outlines overt liaison procedures without employing confidential sources. 

■ 

— ICIP Reports on CANINE PLATE (U), CENSUS TIME (U) and CEIJIAVO KID (U) are 
attached at .TAB 

— With the termination of these ICIP's, there remain/ four active CONUS ICIP 
operations. ' 

— Ltr to USAINTA at JIAB, furnishes formal termination of these ICIP's and 
instructs USAINTA to conduct review of the remaining four ICIP's to determine need 
for continuance, and to forward results and recommendations to this office NLT 21 Jua£ 
1976. 
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M. Brannan/GS-13/53501 



ACS* FORM 28, 13S^71 




r.jriiu.M vAit.uy.\» XT" 



\ 




DAMI-DOH ,-„^o^l^oence Program (ICIP) (0) 

SUBJECT: Internal Counterintelligence rrogra 

.„^.^^onT That Itr be approved by t 




DAMl-DOB 

StmJECTt Xnteraal CoimterittttUiSAAce Ftosraa (ZCIP) (0) 



8 Jlj'i 'i375 



CotseisnAmr ^ 

DS Artay lotelllfttnc* Ageocy 

ATXi^i KIXA-SO 

Fort HMd«» MAcyUiid 20755 



1. <0) EttferttMAt 3d QuarCer» FY 1976^ ICZP Operations Report* 
vherftln you recoflMndid terolnatlon of tbree ICIP operation** 

2. ICIP op«rAtloa8» CANIKE PUTB (U), CENSUS TIKS (U), Afut 
CESIAVO KID (U) are fon&ally tctciiuted m recoonended. 

3. (U) Request that a full review of the recainins four actilve COKUS 
ICI? opernttloRfl be conducted to decercioe the need for their cODtlnu&tLce 
or diacoctinuance» and the reaultat with your recosttendatioosy be forvarded 
to this office KLT 2g June 76« 
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ICIP Rl'PORT 




CANTNT PLATE: (OACSI Revalidation - 4 Feb 75) 



1 April 1975 to 31 >tarch 1976 



a- Location: Seneca Army Depot (SAD), Romulus, "NY-^ 

b- Information Obtained pff-Pqst and/or Reported on iVon-Af filiated 
Civil ians : None 

c. Significant Information Obtained During Period 1 Apr 75 to 31 
Mar 76: There ivas no significant infcnnation obtained during the period 
and there were no indications of any overt threat to the ini;tallation. 

d. Operational Status: CANIN'E VIATE was first approved by OACSI, 
DA, for i-plementation on 18 Sep 73. During the reporting period AOO 
nianhours v:ere expended in the ICIP. However, thi^re were no reports 
submitted, no funds e^cpendad, neither TDY nor iCF. There were no confi- 
dential sources utilized, only conventional sources. ' 

e. Cozinients: The installation's mission rer.ains ^he same, a supply 
depot for nissile and artillery ::eapons sysce-s vith a nuclear capability. 
The Deccr is considered a critical ar.d sensitive instjillation; therefore, 
regains as a potential tarmac for KOIS* Hov-ever, there v:as no infomation 
reported to indicate che presence of any overt threat tc -the installation. 
The MI Group has been conducting a thorough review of the ICIP to decennine 
the advisability of tennlnatins the operation* 

f. Recon-_-nendaticn: That the ICIP CA-MXE PLATE be teruiinated but that 
increased overt liaison v7ith additional security support be provided the 
installation commander. 
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ICIP REPORT 




1 April 1975 to 31 riarch 1976 
CENSUS TIME: (Ox\CSI Revalidation - 4 Feb 75) 



a* Loc.ition: Pentagon Telecoinnunications Center (PTC) » US Army 
CoaTiUnications Command (USACC) , The Pentagon, VJ^shington^ DC» 

b. InEormation Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians ; None 

*■ 

c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) An ICIP source reported that a PTC civilian employee was trans- 
ferred from the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Additionally, 
the ICIP source provided inforraation concerning possible security viola- 
tions involving the eii^ployee. Because of the exployee^s questionable^ 
suitability characteristics and conduct he v;as assigned to a job in ?T(f 
requiring minlinuT. contact with classified inforniation. Supervisors will 
continue to nonitor his conduct and activities. 

(2) An Army NCO assigned to PTC atteinpted to coTimit suicide by 
slashing his wrists. As a result of the inforr-a^ion gained concerning 
the suicide atteiApt a Liniited Invesrigation icas irsitiated. The :;C0 vras 
assigned to the Logistics Branch. ?TC» pending results of the investiga- 
tion. The investigation revealed ^hat the KCO has a large nuziiber of 
outstanding tiebts, has lied on loan applications, and had ordered a 
1976 autonobile V7hich cost in excess of five thousand dollars. Incer- 
viev:3 concerning the NCO revealed alleged drug usage and h;)r.o sexuality. 
The Limited invesuig^.tion \cas conpl-ited and referred to PTC for adjudica- 
tion. The decision vas Tnade not to revoke the "iCO's security clearance 
since he left the service on 9 April 1976 and vrill nor be allowed to 
re-enlist, 

(3) Adverse suitability infomation was reported on two additional 

NCOS assigned to PTC. Based on medical reports and rebellious attitudes 
one ^;C0 was released froni the Army by board action* The s.^cond .NCO 
after a night of heay>' drinking began hitting his V7ife vhea she tried 
to arouse him after he had "passed out." The vrife filed assault charges 
with the Military Police but vithdrev them later. The PTC coirjnander 
counselled the NCO on his drinking, and marital problems and assigned 
hira duties where he has no access to classified information. 



e:: 
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(4) Durinp the course of an investigation of an enlisted WAC 
member of PTC who was away-v;ichout-leave (KAKOL Investigation), it was 
discovered that the CTD was niso investigating; her for theft and 
trafficking in drut;s* The MI representative and CID agents coordinated 
their mutual investigations- PTC has suspended the VAC's access to 
classified inaterial pending completion of the invest"igation. 

d* Operational Status: 

(1} CENSUS TIME was first approved by OACSI> DA» for impleiaentation 
on 5 Feb 74. 

* 

(2) During the period of 1 April 1975 to 31 :>Iarch 1976, 726 
manhours were expended, no TDY nor ICF funds were used. The operation 
produced seven infonnation reports. One confidential source wss used 
during the period but was cevniinated during the latter part of the period* 

e» CoT?jnents: The PTC operations include an ei-itremely high volume 
of multimedia ultra sensitive conipart-^enced classified traffic processed' 
at the highest level of the niilitsry csrabiishirent cormand group being 
served, and includes the cryptographic operation, uiaintenance and logis- 
tical mission and support rendered to the JCS, the :C!CC, departnencs and 
executive agencies of the gcvernrient allied embassies, and the United 
Nations Building in I^ew York. The installation rerr.ains as a potential 
target for HOIS ; - liov:ever, there was no inforr.aticn reported indicate 
the presence of any overt threat to the installation. The MI Group has 
been conducting a thorough review of the ICI? to determine? the advisability 
of terminacing the operation and irr.pleuenting an overt direct support 
comprehensive counterintelligence prograni. In view of the above the 
continuation of an ICIP is not v:arranted at this time. 

f. ReconirLendation: That the ICIP CENSUS TIMZ be terminated and an 
increased overt liaison v;ich additional direct Security support be pro- 
vided the installation cooirjander • 



REGRADEDUNCUSSinEO 
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ICIP REPORT 



1 April 1975 to 31 March 1976 
CENTAVO KID; (OACSI Revalidation - 4 Feb 75) 



a. Location: Harry Diamond Laboratories, (liDL)V-Adelphia> MD 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Infornation Obtained During Period 1 Apr 75 - 
31 Mar 76: 

(1) Information was received that a First Secretary at the- USSR 
Embassy, Washington, DC liad visited HDL on tv:o occasions. On one 
occasion he attended a meeting of the Institute of Electrical and Elec- 
tronics Engineers, INC., a professional society for engineers vhich 
was held in the auditoriu.-n of HDL, The subject rr.atter present-ad during 
the meeting was unclassified. At a second meeting or the society the f * 
Soviet Embassy official v/as denied entry. A report of the incidents 
were provided to the FBI and the Conjiiander , KDL, rr.ade a deterr.ination 
that the society could no longer hold meetings at HDL in order to pre- 
clude any potential security threat. 

(2) On two occasions an unidentified light aircraft flew over the 
test site, Woodbridge Research Facility (V.T.F) , HDL, where a series of 
tests on foreign equipment under the Range Ir.ory progrdtti was in progress. 
In both instances the aircraft circled ovfer the I\ange Emory test cite 
for about 3-7 minutes. The overflights are being investigated in coordi- 
nation with the FBI. 

(3) An employee, HDL, made allegations of i^-noral activities by 
m.er.:bcirs of the HDL Security Office and a group at the Van Ness Avenue 
Facility, HDL. The employee claimed that she was being fcllowed by 
members of the HDL Security Office. After invesui cj.ting the employee's 
story, the Coraander, HDL, believed that she was suffering from psychiatric 
problems and would have her visit a psychiatrist for a complete evaluation. 

Suitability information concerning an employee o:" the l.'^oodbridge 
Research Facility (WRF) a branch of HDL located in V.oodbrid^e , VA, involved 
a problem of alcohol abuse. After counseling, tiic employee participated 
in a rehabilitation program. 
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(3) A courtesy penetration test of UDL's Adelphi Faciiity was 
conducted and revealed several security wc.iknesscs which vere corrected 
by the stipportcd command. As a resuln of the test a nur.ber of security 
j^uards u-ere trnnsferred and guard procedures were changed. In addition 
a net." r.a.zaetic coded badge was approved for purchase in FY 77- As- a 
foLiov.'-up imp I eiTit^n cation of "Lessons Learned" in the peneiiration test the 
ICrP Project: Liaison Officer (PLO) and the HDL Security Officer prepared 
and delivered a series of lectures and classes to the HDL guard force on 
the penecration ce.st. Additionally, the PLO delivered lectures on the 
penetration test to the faculty and students of the Countt^rinteliigence 
Dept, US Army .Intelligence Corps School, Fort Huachuca, AZ, 

d. Operational Status 

(1) During the reporting period 8S0 manhours were expended, IS in- 
formation reports were submitted and 41 memorandums were ;>repared and 
provided to the supported commander* 

(2) ::o TDY or ICF funds v;ere ej:pended. " , . 

e. Comments 



(1) ICI? CENTAVO KID was approved by OACSI, DA, 18 Oct 73 and the 
si:p',3ort'3c: cor:.-n3ncer was briefed on the implementation of the operation 
cn 12 Isover.ber 1973. 

(2) Tne mission of the HDL includes critical sensitive research and 

iv:v.- loc.T.dr.r activities in sunnort of tiie [1S> A.rmv. So:ne of the T.cre sensi- 
tlve a-rivities include research into the hardening of cozrriunications 
ecuipr.en" against ziuclear '-reanons radiation; tests of riuclear v:arhead 
ir.c r.:is^^ilt2 syscerr.s to decerTrdne their ability to i;ithstand nuclear 
v:eaponi» radiation; develop fuses for use with nuclear warheads and 
cor.du-ts cevelopmenc and testing of radiation hardened systems for 
Mir. j:<irr.en ai'.c Poseidon Missiles. 

(3) The installation remains a potential target for HOIS and the 
hostile intelligence service have an interest in the research and 
devc-iop'.'-ent activities of the type conducted at HDL. However, the amount 
of significant information surfaced by the ICIP does not warrant the 
expenditure of manhours at this time to continue the ICIP. 

(4) The MI C^roup is reviewing the ICIP with a view cf terminating 
tlte program and instead implementing an overt direct support counter- 
intelligence program. 

f* RecoTJaendation: That the ICIP CENTAVO KID be terminated and 
au overt direct support counterintelligence program be implemented. 
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22 i^ril 1976 
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^>^^c^ra£i^^r&^of i&xin^ and units in the group's area of operation 



ander, l902d MI Group, has .the responsibility to notify 



/ (1) Any situation or condition exists that poses a threat to the 

J-iSteiM of that Army element. 



-mm 



"(2) -Any situation exists that might adversely af f ect,^Ote^^^ocMfflaander ' s 
:c^iabirity to perform his mission. • l^z^^ 5.- 

{3} Information indicates a probable employement of mili1:^ir}.r resources 
to counter a threat to the installation. 




In order to acquire iiiformation of situations or conditions that laay pose a 
threat to the supported comoander^ field elen^nts must aggressively seek it 




.^^and.not .wait -for it .to be reported through normal sequence of events « This 
is particularly essential for those units/installations declared 'to be crit- 
xcal sensitive* 




b- Ofhe DSCCT 'is'fone of a /seri(M;;if ^^aduated rinte^ 



-vulnerability Of a jpairticalar- iifetali In relationship itb-oUjej^graan- ^JSM ' 



gence programs designed to pr^ovide tfie\ proper coverage based oii t:he% 






expedx 



tontne responsible 



coverage^to ^include .ia.^Eailt^ 
iinfoniation gathered- be rerort- ^ -x^t^i 
ler. The program systematically 
focuses on provi<y.ng threat information on the. most critical area within 
the target ins tallati^ provide the requ3^^ inf orn^^^ to the - "^^^ 

IGRADED UNCLASSIFIED . i " -',:^^t^ AW isessps ibom gehssal DECMSSiFj^ii^' 
SEP -5'iflQ7 .-i'?:^ ^ 1- .-- - 
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.SCH3DULE 07 .F./JM'JTIVS Ol^ZIi i-lsiM^ 
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c* This r.roc;.i:i^nt ih; nut s-yrvDn^.Tnons v.-.i.di, nor i?^ it .ii;::-. cit i T : ■:blc 

Kith, the Int^rr.Hl Coui)tcriiiuolli'jeE.'Co Pro-j^ruiu, Sp^coial C'l^.: us 

defined in 30-17A. or the Spe-jici Covert 0:--ov;.t5oj:..a J-OL-sorir:-:?! 3r.:.i:r! ico. 
(SCO?!) as dv?-:inr-J in U5:-.IKTA ^recjulatlc;: 

4. (U) COKCEPX: 

a. Ths Direct Supi^orl: Coi.ii^rc-ili^.nsive Count'-:r>.;;^-ellig'::M j--* rrc'-rcu;: 
(DSCCP) is an ovexlr, deoic=.l:c:d c<>uriteriiitc-llic;f;nco S-'-cvrity si::-;.'orl. 
I-TogroEn v:ith thc; obiectiv^ of docectincj cr anticip:i;-i:»g r.d tu^itionv. and 
Sectors frorr. ar.y source lKU>yiNT/SIGIi:T/:-nGTlKT) which arc cr n^y bi.:cr:0 
d^itrliTi^iital to the security posture of tht- r.uvportcd in?toll:;-.T - It 
cr^loyn a Direct Support ^^peciai Aq--c (DSSA) in ai: ov-rt con': ■ 
rcle of acqr.iring infc>rmation iind provjdincj iv. to tho 00':!;;-;^^^-'?;- .-in 
tiiiOly nannor, v;hilc arnc-.vrroTit.lj iv^oviding f^ovnc" i-vc:o"'i".-:in : iti.*;- I 
th'.: reduction and/or cljjfti nation of .".■-•curily }i;w'.t;.^di:, vuljicr*;:?-..: vv. . on 
thrr-ats posed by hos-.tile favtors. 

b- The DSr.A obtains the required in ro'-jr-^it? CT-; f.yxri ovorc i:iV-:T-jrJ- 
yalrivc c.ctivitii:^ and fro:? a nun-b-r i:-;; vcoAoty of :x..>:-d: imd co:V..::tH 
vitrhin c:rid in the* vicinity a! V-.:- r;\)ppor^.d j :i<^t.:!ll.i i on. ConLL-'' .-rr. "1 
sourcc.s aro no^l uVili:^-*d. Ki:> ii, fully r;u:Y'v *::.-:cl jsi 11-.: i> t.ivK by ih:, 
ir:l--. j'vcnitfj cch-tlons ;\t Field O' ri, , C '.oup, iii^tl U';:P.*."!"'\. 

c. The D v::^^^ a co:-r.d:;.:i-..-3:ur.cy n-irvv-ic-:: yi/ovid^;d to th- =:',:: y • 

c'' -:./nd&r to iir^i^ist him in iu-i-rovir. j th-^ 5iC;CM^vity p:>ntur;^ ol iT.-L:-;- 

lc;V*"o-i- It is Jiot intcncii-^d to d:-;»Ii :-_.ttr ::Or l:^ usuvp th-:: fanctio::? 
rc-p:;:iyib.aiLj-:^ of tl^- G-2 or oj: th- ^oou-ity K^nasi^r . 

i. . (U) RESr-XV;:.;:! r.IL.LTIES : 

a. The Co::JT;=ij-id3r, 902d Group, i*^ Liie ci; -prov :i :ig r^ut^^oricy fo:: a.l 1 
DiiCC?" op^ration::i condii-jted within thv c:ro=-p*i: arco of opBrr.lJo-:- 

b- ThG S3, £!02d Ml Group ir> rfrsponuibio zcr tho f oliowi).;] : 

(1) Coordinating the so;lc:c;tion of units/installations fi:-: candL- 
Cxatc.s £oi DSCCP witli tha appropriate US7il!\T?i staff o.lci<i^>nts. 

(2) Monitoring Df^CCP operation?; on a coptinuinrj b::r.is r-.vi pi?r iodic- 
iilly informiny appropriate; Uo.h;l:;TA staff cl-r-'ieiits of their yiorjrc':-:^, 

(3) Conducting an annu»:l roviev- of ca»'-;h D3CCP operation to dc-Vcr- 
nunc if it is still necessary and if so, to asure that it rc~.ii:^r. vlab.'o. 

c. Field Office Coritn-.mder.^ arf. rcr^i-*o:!i:iblo for tlic? fo]jov;ir.:: 

(1) Initintiny propo£;od DL-lCCP operations for .iiiSl^TlIaLicn;; .1 -r- : a ■ c: :1 
vjiLliin their areas of op<^ration- 
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22 -April 1976 



9CME«r MI Group Pamphlet 
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(2) c<w^cr£iDniD$CCP approval by 



k . —t 




(S^j ' '^BstaKlifih procedure^ of tlie program 



. 1 ■ ■ ■ -I 




aJ ^'^XU) .The des'ixrnuitJjon 'Of * installatioiis or Army elements as can- 



1 ' ■ ..--7 '-' ^.^'V - 

i i^S^il^i^aidates^f d^^^ will be a coordinated action between the Field 

.^^^^ the sij^poa:^^ comander. In some cases, the action 

d^^t&--^^^^:^T[^y tim_J^ipij^, Cama^ or USAUHA following a request for 

special -cotinterinteiiigenTO s-apport. from a major commander. Regardless 
.f ;^--,/. . of ^bke origin of the r^qu^st, DSCPB operatioiis will always be_,condttcted^^ o '.^j O 
- '^ -'^wath ^e full consent ana. Icnowledge of the supported coaiBD2Knter> -^S. h 



The selection of installatiozis to be oonsidered iiior the 
DSCCP osa^ be discriminatory and based on a genuine nB&&^iar^tk\^ man- 
power intensive service in order to avoid over-commitment -of _ a£(sets . 
3%e' target installation must be one that is on the ACSI, Seimjk^0.ve 
Installation and Unit List (SIUL) , and one. that is a poteirfcleyL^or actual 
target of hostile intelli^gence* services. It is recognized that, some 
field offices and resid^t offices have nun^ous sensitive instal-la- 
tions in their area, .many. ^^wMch-X&ay,be^categorl&^ critical. — 
Therefore, it is essential that eac&lFD/RD maintain a listing of these 
instal lations in order of -priori ty* In determining the order ^of .priori 



■ * - 



of cQSDpxoDiisei^cm>?&ii^ f 
to .be' analysed ;f 



t.:. 




may pose.aliaireat t6 the-ijisi^llati'^ humjin ^orurces, ^ "tf - . ; 
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pxiate technical/scientific factors wi3 1 }x: 3i:c;lucrc: ^i^io-^-Ti. Thi^^ infv/- 
mation will br? extracted froir. th-:^. target arjuly!:i5i (Pai'.; 7^) or fxr-."^ tlio 
SVA if one has been coTnletod. "lit; conce^jt: nuiit adc^rr-F^ -iCtic?.:'^ Vo be 
taken lo detect anal counter thes^-: threats. 

d. (U) Occasional e:<p=nditurer; TCF in i-.upp'-'-^-'t of U:!^ x>rc-;r..-r. i;% 
rtUt}.'Oriz-:id and v/ill bo proceisec': in corupli v.-.ith t:\u piov:.r.ior.j> o^ AX 
381-141 and USAiNTA Recjulation 3S1-1, Rocirriny o^:c:r:-.dit":ros vill L:: 

poi ..c-d by a farn^.ctl retJUssL for aullority if .vUC!: c:-:i^'-r.Mt:xso^ arv? r::.Mcn- 
pated. 

e. (U) The conduct of inv-e;st,U]ati«^.ni; of ar.d t-f : ;;rc^-:::tU -V/n 
co;iC'":rr;irig persons ar,d organ!:-!- Vioni: Eiot afflZi /t^d tW^ r>::p:'. 'Ir -unt 
of .ur-'ft-nse arc prohibited unlei^^i; .-;3?r}:^>riz-.c: under th-'r r-.rcr-.is.LO..-'.- Ali 

3 AO-- 13. 



GUlDi:biis.I::S: 



J 



Vhcr actions li-r.tr-d b-::lo*./ arcr con-^idjiT-d lr» b.' r:iniir/.i:r! c;;*.rjt;=.ti:vl To: : 
.i Lrr'lc:;i=?u L-otion of this proqiSi^ n\i:x ai,"C- not to be co.n^.id''jr .\; ^M-iit.-or.:- 
:>£;r'. i;in*3. Tl^ey iihould be laod^fi-^d fir.? appr^^pr iat^L* to in-jr-t situ-ii on.s c.irv'] 
■::o..;v. j^-jccul j t'-r to thi- sup;.ortexl in'5tali;;tlon . Cv::sf/y,i sen.-ie cv.'i cxp.-^ icnco 
v.-.U 1 lik-^ily dictate additional nr supple.~onl--:/ry nu.an.^ to b-- ci::ployt.d -in 
o:Ld:;'.' to succe^;:: fully attain tiie objective, 

a. (U) Conduct a tdr^r.-^t .-^nnlysii^ of ti::.> u:iit/-U'r;rr'J.l?-":--'-i to i;"-vi:- 
I'iiy, in ord:ir of pracrity, tne ir.o:-- criticfil and ve"! t.-?i n:.:.Ie ai-^-cr, .m-.:: th:- 
niul ti-disciplinc threatr^ to \?hiwh th-^y fa"c ti;-:^^:;;-^. HoA^.^j:ej.";e v;ill b^ 
ir.r.:s to thL^ followiiio: U^/^KTA Secu-ity Sup;:;*::!' Bcli' : - :^ , K^n- 
u-j.Il;^ coivipleted SVA/SAVi- Reportii, CI Survey and Insj.;ection KviX-^-L,^, li:/;::- 
Criii.L- Ste'.tist it,:ii and incident Hte^orts, and Caii-Tsnnic^i •:ion." S>.icv.['i t-/ K-.-jJor l s , 
vheji avaiJable and applice:bl''i. Ihe origirial copy of the :jni;l^'.sis vjll be 
ir..^intained at the FO/RO level. Appropriate data v/ill h-s e:-:urc.-ted :.iid 
included in thcj initial puirtcrly Progress Riport . The cn;:*.lyj:ii; ;-.h.)uld 
be reviewed and updated periodically in subsequent Quarterly Vrogr^^sG 
Reports. 

b- (U) Assign a mature, pxperienced KI Sp'>cial /iCjent a niiect 
Support Special Agent (DS£A) to provide all-source direct suu:--')rt. tu t\\j 
a^Ui/portod copjTLander or his desig;;atod representativo . Ti:..- Di;:irt Muot b:' - 
ccrnc intimately knowledgeable of the supported corrjr.tind ' :i'lf.:rvi<>n , f'.!Mr- 
tiojis, security status ajrd vulnerabilities. As the iuo-^rr:::! v;:ill bj 
overt in nature, the DSSA v;ill be Iinov.Ti as tiio prin-.ary V:'*J%l-.-lTi\ ].c-i;iL of 
contact to all v;ithin the supported -onits/installatian^* The DSS^ IJ 
require a TOr- SECRJ'r clearance and an SI/.SAO £;pociLl acce.--;s. 




! ^1 I : . I ► .1 
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c. (ij^uSt The task of the DSSA is to develop a sufficient number 
of sources of information to provide the best possible coverage to' the 
unit/installation and personnel of the element to detect security vul- 
^nerabilities, &p& stake fiftima* recomiendations for their reduction and/or 
e'likuiation- The DSSA should work closely with the security iruinager to 
':;^C50ordinate ^propriate siatters and to avoid duplication of effort. How 
everr care-^itouid be taken not to auplicate or usurp functions and re- 



rsponsibili ties rightfully assigned to the security manager - 

- (.^g'} s-iH^mBTi *^^^^y*^f' infO'™^t^^ ^^^^ include Conventioaal Sources 
^ ,^<IfKri^en as described in 

JC^'^^^^Ch^t^ - idfint ial Bijnan Sources will not be utilized, 

.--i^ . J^onvmlty -nay be^prcwxi 



^^'"X^!^ the "provisions of the Privacy -Act of 

- . v^r * reiguests:" The association between the DSSA and 

^ConvetttiXS^ or Idaisoii Contacts will not normally be classified. 

(2) "Maximum use' will also be made of Documentary and Technical/ 
Materiel Sources to include, but not be limited to, SATRAN Messages, 
DepartBtent-of the Army intelligence publications and/or bulletins; 
USAXNTA Security Support Bulletins eind "THREAT" Manuals; SAVE/SVA re- 
ports; Militairy Police Reports, and Serious Incident Reports. Special 
attention should be paid to message traffic concerning alerts, advisor- 
ies or warnings concerning events or situations affecting the supported 
command* 




d. (iS^iW A contact card file will be maintained at the supporting 
office to identify conventional sources and liaison contacts. This file 
will be integrated into the existing contact card file already established 
for use in the routine mission of the FO/PO. it must be readily availeible 
for DSSA personnel at all times. Individual cards will be anziotated 
when the contact is in support of a specific DSCCP operation, lACs will 
be conducted on casual sources with the results reflected in the contact 
card file. 



St 



e- {^fO^ Consideration should be given to conducting a systeao- 
atxc review of the dossiers of personnel occupying key and sensitive 
positions to insure that all such personnel have been properly cleared 
and to determine if tinresolved security matters exist. This issue will 
be discussed with the suppozrted comniander if such a review is deemed 
necessary, the DSSA should reconsnend that the ccanmander undertake the 
action. -If -the coKtoxander requests that the review be - conducted by the 
DSSA, then the matter will be referred to group headquarters tdiere re- 
solution; will -be made in conjunction with the appropriate USAINTA staff 
elements* The DSSA may assist the stqpported cdtanand in the review of 
<iosGaers but may not take any investigative action to resolve issues. ' 
He wiXl advise the'%upported command to subinit requests to USAINTA when- 
ever investigative action is indicated. 
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P.'^portincj' of Infonnrttion 



(1) ^(U) To the local corjiianci3er : Infornotion of couni_or i!it-:-ll,i rjc.n- 
inter<?*;t ciffectiJicj the security posture of the unit/in-tallation v:il't b"^ 
re^jorted to the .supported coir^rriancier or his designated ropi'c-^>-^:.a':ivf iv- 
c: tinicrly co.i^plete miinner. The ijif orro.dtion n-.ay rc^^ort-d C);:rliy; 

by T'Sjent Report format, or by Surarnflvy of Information (SOI) foirot, ii- 
<^p?roprisite, v;h^Ic ir.or.t items of inforrr.nt ion v;il] be panrj-d or^ an 
oral, basis only, thore may be certain iiiot^ince::; whcni the cor'-j;f:v.-:uer v:iI.L 
desire written repor'.s froia th-i DSGA to be latctr attached ar. LjcI'.uij 
information to his Kequest. fox" Investicjation - In thoi>e i nstaiV-'ir^ Ars 
containing the adverse allegation may be passed v/han the full con~..-.:l: of 
tJic sources of the information has b-:^en obtain-Eid. Ilow^^vor, v.-h-EMi 
source of information desires confidentiality, to j,'roti-ct 5^ou-'::o, 
the DSSA can then pass in the intcrnation only on cin or^l bssis or hy 
501 format. Regardless of tlie m^mr.er in v;hich Uie infortrviJiion 
pf;s£.ed to the siipporttrd ccTrt>an:1, a report of tho inf on:.:xtion providscf t-- 
the tiupportcd corui^ci.nd v;ill L^; r>u:in?.£iri2ed in th^: Quivterly I'rorjrcri.^ 
l<":p'»rt. to this he ad quarter if with an indication of Lhs actions tj.-i-rn by 
thij supported corrjTiand (seci Para 7ji balo^c) . 

(2> {U) Other: Information of cou:it':^rinL'-;llifj^--n;;'; jntorc-.iii: in 
th-> iiiLcllifj::ncc- corjTiuni ty or othc-r agencies v;ill b?. reported in aj- »r- 
drirt'.'i with establir.hed prorredures utilir.in^" noi'ural reporting vohiclc:.^ 
Fujh as oral reports, Agi-T.t Fopc-rt^., Spot it'jporti.^ or £;vjrir::=*.rit;:; of 
In uCM-.Tiation as appropriate. Information tetortrs v:ill b{i* cla;;:3ifi:-d 
according t.o thf:ir eContent, Svr.h reports v;ill indicat.t- v/lien an;"! to 
ti /j inforrLation v.vo pass^Kl and v;hat action the coriT.aiid has ta?;cn c;-v 
plan:^ to ta^.L'- Subject blocj'.s, special warning notice*^ ar-d Priv.icy j-_:-t 
cavc-^jt:::, etc., will be thOfj'-:: utili:-:^-:! in ec.tabliGh.::i"i invc-c;tig'it ivo- 
activity procedurc-s. (/Va 361-20 and USAI:-;TA P.og 31U-10J) . 

(3) (U) vrhen f ragirientary info.mation of counl erintoJ ligonc-"* iv:- 
tercst is initially surfaced, th^ USSh will atter/.pt to f;.-: iic-rminc \.\otl:or 
or not the information is credible prior to reporting it to the supported 
Conir.ander. Preliminary checks may be made only to the extent author i2e;\ 
in para 3^0, U5AIWTA Reg 380-100. Should this prove to be insuf f icl-jrt 
to establish the credibility of the information, the DSSA will thr?n 
refer the natter to group headquarters for coordii:ation v;ith L-5AIK-7l. 
Credible infonaation concerning a laemb^sr of the supporLod con-r-.and ri:oulc; 
be used to support a formal Request for Investigation to USAiKTA. 




(4) yJSfS The supported conniander or his designated reprer:en':ativc* 
will be orally briefed on all iter.^j of throat inf oxm-ition concorning his 
corcoand, or be provided written repiyrts a5j appropriate. Exap-plc". of th • 
typcr; of threat information incliid-i' satellite overflights, E^cvjc-t l^^lo" 
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coLiiiti'v cotrj:.ercial overflights, coii^i^Lunicationr. interc-.-T.'t cap:;bi l:i ci -js/ 
vulnerabilities from air, ground or v;ater, personnel .s-:curiCy vv.Li.'ix- 
r.hilities and otiiers as listeci b^^low, Daporuiing upon vhe sour:. *• c*f tho 
inf orraation and its previou;.; cl i Dtiributi on v;ithiri the int :.-llic5w';:c^ cc-a- 
iv'iunity, th^i inf onriatio-^ r.ay ba passed laterally or to hiyhc:r cc:i:.-lon.': ip. 
cccordanoe with eGtablish&n reporting requircn^.s^nts. All inf oir'.c^tion 
gleaned froir. the operation will briefly su^-nmarizod .ii. thc: Qaart"-.crly 
Progress Report, 

g. (U) A list of EET \;iJl be develop-rd by the DSr,h in ord-r to 
focus cpfccialized coverage on the specific requireinejitij of the- l^^c-l 
situation and the supported corinander. E^ianiples of htZl are Eitt^cnsd i.-t 
APPivtJDIX B, It should be noted tliat the ECl contain iter.is of jcif ic 
inc-erest to the supported coOTciaiiider and other items thaL pert.rLi. to lead 
-r-citcrial for use by tlio US Ariny intelligence corriiiunity. A ro}:y of. tho 
developed EEI list wil] be attached to ths initial Quarterly Proc,*re3S 
Report* 

h* (U) A Quarterly Status Report in the format coaita i.nid at 
APPENDIX C v/ill be subrrdtted to Group I!eadquartcr s no latc-r tji";: 10 
v/orking days following each cal^^nf-ar qn-irtf-r. Th3 fir.-st rcpor: v.:il be- 
due after the completion of tho first full qwrrrter of opercitio:) :i;'Ler 
initiation*- The report should rt;floct tJie (;rrv.2.1opn!:!:i;-;; ai:d pvcirosj o.v 
the operation, probleias encountared, inf onriutiozj obtaiw^d duriii^j Vho 
reporting period, future tictLons cor tojTipln Led and les'-ons .1 ii-*d or 
rccoi?jnendations as appropriate. 

6, (U) Reducing Vulnerabili tic*'? : Once a security v;3ar;ness c: huj-ciccs 
hciS been identified, th'* DSSA thvn has tJie re.Aponsibility to ruaV.-.^ <:our:d 
recc:r.^.iendatdons for correctivo actioJ^s to be taken by the supT.:rs'r.C'C 
coiiiHiiindtfr to reduce or cliir.in.Hte then, in Kialciag these recoit!ir.t^:.:'-^:itions, 
the DSSA must use good judgement based upon his background and experi- 
ence?, cost versc-3: absolute security, hnowlnclge of simdlur insta-o.-;:; , 
cGirjiion sense ^ and an intimate knowled^jE? of those technical aiUi/-.'^" 
specialized security services and/or invc-is ligations avail.'ibie t'.* the 
supported coi.rri^inder from oth-^r U3AII3TA ole:-.:ents. Each correctivr- ?clic>ri 
rr.ust bo viable, made on its owji nierit, bi> practical a:vj be v;iti:iri th:- 
capability of the iiuppc^rted coirdnand. USAIIJTA Security Support, Bulletins 
contain excellent cxattiples of "quick-fij:" solutions. In thor^e r.tra 
ir!i;tances v;hen corrective actions cannot be acconiplish'pd due to cost 
restrictions or limited resources available to the coi?j»tand, the co~"i!n-*- 
der must be nade aware of, and accept the possible sc^curity rif:k(s) 
involved. 

\.^) ■ 

9. to It is visualized that situations, incidents or conditions r.jy 
ba uncovered which could have serious deleterious effect on the security 



REGARDED UNCLASSIFIED 
Of'' SEP . 5 5997 
BY CDR USAiNSCOM FOi/PO 
Auth Para 1-603 DoD 5200.1 R 



5^/ 





22 A} ■:;.;] 



po.iNa-e of tj:s i.r:£^-::aiation a-^a could v^^t be- r^;:.>lv-?<3 Ihrt^uch tli- 

r-ferrccl Gioup ;:C2Jquar L-r \;:Kire it vill s::^ J:roujht to i:^.'/L;: 

^.tt-n1.;on for i";sc:Ii:tion. co;Kiirl-rin9 TClPa, RCO:-'!?, f^i-"Jal C:.-.r 
or oUv-r iuore sov,l:i-.ticatecl m^t>)-jcl3- 



10. 



The a:.;..llc:al-io;i of tisi.- DSCCT' to a -upport&d i>jstall-;tio:: 
5i.:.-:.iil of fore v:ill prob:^biy r^qulre tl:^ ---vic^s of tl:e 
n-::c-- f\ill time b:i.--.2s v.-^.th aciditioT>al ixa^nhoc,::^^ of £;upr-.-^rc furuLs::--? by 1\ 

C:r-ui. Heaa.]uavters. Consequently, FO Co-r/^naocs and KG I^ATC::; 
rrL>:;.-'ecl v/ith cau"i^'.i in offering this servicL. to coznmana-^ri; to pr.-v^.n^ 
over-.-xt'-nding th-.jr rcjiourc^i"., Keverthelcs? , the DoSA cippro^ch of th2 
ds:.: p -ound c!:-a could veil ho ai-pXied to otho:: iniil^.llat:io:j'i iu tn-i: 
ar .:- of oi'eratio;;^ bi!^ to a lau'Sn lessor dcgrC:v thr^vi iii \.v<i L-^'CXIP. T: n 
shu\.'lJ be doiit: ar. a routine n-.ttor and no f-.'- .;;^il upi r^-'ai 1.. vo :.:: •■■C. 
Thu--, oni.- MI f.j-'-crial A^gont conld booor.^: tli-:: rr> .v- Vu^-'.-il inr." tc: lif.-- 

tio:-.s of lower priovity. 

Jl. (li) Thii; pcir^,5;ilot provid,:-; j^r^ldcr;- nnd cjnijin:.:-:- fci-s ':)'o2.1 :n 
pr-i' in th- co'idr^ct of all-r.:>vtrc:'j , i-uli i-ciiKciv--^ . *- ■ •■./-jiitf- 
:Mg._;-:.- r;uprovt viVhin the tirea. of ro:v>/:>nv:L:;\.i.i of t ':.- Kl 
U.'-o-.'iTsrrt-nt:: oxif^^tin^ A):r.;y tLo.:;;, UiAlUTA R-^ulo-iuv. 

policy and yuid^^n.;^. irothi:.:: J u thXL^ p^Xmr.::] ^-1' sh.ai L co::-- 
titir.iV^ Lo co-itrcvon^ or to be :n corrlj.ct vr t\\ c;::J • ^^-i u^; /.rr\ o 

prilic^ . J.i the cverit thtl ].o^:.?blc- coiii i-V'-u'i r ...y tiri?-.'. the- 
i^'v^.J .V ■oiiS of"c::i:.;.Ln^ US Ar;ny -jmC/ov iiii7i3:;T/: ;.:'Licy kJII »:^I-'ly. ;iny 

xr..Ki ]>^rtf^Lni:iv; to i.o£;:^:blc^ conflict: of ll:-; pv.^visions or thi,. 
r:.: J>L-t w-itir oiisl ui'j policy vlll b^: addressed to thi;; iiand-;\;avt;:r:., 
Aja;;: ;:1 IA-GP^-AC, for furtiiOi" /:lef*irr-j vith apprcpviCit'? l^S.MI'/f/v f.-lvC^ 
oil :.:.:'nts. Co:rMtn-i,:: a;;d recci;t:nerd.:;^ir;.?: arv^ ei^C'^wure^^ and sbou^.' 
i;u::/:tted o.i D7\ t orn :^U23 {Kocc,:::;.iKd"d Chana-s ro f .'b l.i of: Lior^-O I; 
]j-:od ^'.irvrtors- foi: oci»;sidoratio,n a-.v:*; strj -^f inc: , 



■ * - 1 
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7.pp-ndix B - Kr.i Cor.tn.andiny 
/llT^-ndix C - gUviL'teiriy Keport 
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i. Army K-icjulci tions; 

Installation :--=iiiac:t:rr.c-nt, Pxoc&^fiv.res, and Stano-i: t-ii- 

b. M< 190-13, the Arny i^hysical SecririLy procirci;-.? 

c. AR 340-21, Office i-iaz^ag^i-ient , Tht: Arr^y rrivacy r.-o^jrar. 



b. 




c . 


AR 


d - 





d. AH 380-5, Security, Dcs^arti-enL of thfi An.,y Supr to !?0-V 
S200*l-R (DODISP;^). 

e. (/j' AR 380-10, D-nnrtnent of th£: Ari..y PcOicy r^>r Mo': ). ;:v- of 
Hilitciry IriformaUion to Foroiyn Governments (u) - 

f. Ak 3G0-I3, PC'Curlty, Ac-.iV-iyilion a:.'d Storcic- of j v '.-i 

A?. 380-150, Acc»-'SS to an5 Dissc*:..: rnLlon ot n---.-Jt'-.i cl- Drji:;, 
(S) AT^ 3i!i-3, Sic^n::!:; lulcUi^^iiC^- (hlCityi) (i:) . 
i. /.K 381-11, :;mtc.ry ilutelliy^rnct , Thvv^at A^^ulviis. 

j. AK ?.ST-12, SuLvtr-rsioit £^uc; Lsp.:o:vj{^e' Uiroc: l:.t;c^ Ag:iii*ist US Aiir.y 
D-:iiib: i:c:to Sc-ic-urity VlC'Iations (Short ^litlc: SAl-;D;0 - 

^ Ai: 38J-12-1, PrQC-::Csiricj of S7.K:A Iiicic^ntr- (lO . 

1. {a< AK 3^^1-]'I, C:oi.:it-rinlol3iyG!icc - Techri-;;: S'lrv-i n.:^r::-^ 
Coiinterrv^asui'Oi; (U) . 



r-roorain (u) 



AK 3B1-15, i'.ilitary Intelligoace, Do7it'::i:ic l"-:>;pi r-i u.\ -.irvu 



n- AR 331-20, Military Intellicj^nct: , US Army Cov.::tc ri:i':olIitK-n::G 
(CI) Activities*.* 

o. AR 381-1^1, Military IntGlligx:?nf:c, Trovi hiX'^ni: for Ac'-.I-i- 

istration, Supervision, Control and use of 3 n tellicjoncc- Con V.J ;:i.jC:ii:y l~i.r!''.s 

(ICF) (U) 



5^3 



I 



, AJ 



p. ^ 53C:-1, Operationril Security (U) . 

q- ^ ^30-2, Corrjnuriicritions Security (U) - 

X, ^ AR 530-3, E3ectroalcs Security (u) - 

s. AR 530-4, Control of Corr.prorr.ising E::.r,;ifitio:ic (U). 

t, AR 604-5, Clecirance of Personnel for /iccess to ClaH/.xri.- 
Ir;fo:-Tac\tion e^ncl Material. 

AR 604-10, Military P'.>rsonn-:>l Security Pracjrc--iT>. 

2. DOD Publications: 

a. DOD 5200-1-R, Iufr»vmation Security IVogra.-:! ?/.ij\:laLioi:.. 

b. (SI) DDL) r.20C».ir (M-2) Special Security i-.-mual 

c. DO:^ 5200-2.0-:-:, AJ>? security j^-anu.il 

DOL^ 5:-:20-22-r-«, I.nduritrial Sc-curity ii^iiCi'l for n-i^f ^ ^vl: 
In •formation. 

e. DI/iM ?'riyr.ic;iil ^- rarity St£xrul-rri.: foi S::n£-itrv:: Co 

Inforirati-OJi racllitie;>. 

3. Field iianuals: 

a- FK 19-30, Phyoical Socuvity. 

b. FM 30-17, Cou^i1icrintclli:^--iiCG Oper hitler/.;. 

•1. ACSI, DA puhli cations - 

a- OACSI Sensitive Iristallation and Unit List (SIUI.} . 

b, AAUGRAiUs (as applicable) . 
5. USAXIiTA Publicatloiis- 

■ 

a. U2/iIWTA Rey 10-2, Oc^'anization and FunctioriK ;-:anual. 
b- USAIK-TA Reg 331-1, XCF (U) 

c. USr.IlJTA Reg 381-100, Couulerintelligence Acti vaII--:: v.wl 



USAlIiTA Security Support Eullctiui; (U) . 



e. ^ US.MI'.TA S^cvirity Supoort ri-oc;r<uri *'Ti:?-;:A7" (U3 

f. ^ USAINTA Secu-iry 5iip:^rt PrograiT. Mani:al "Oj --r^^tionG" (J) 

g. US^ilNTA Security BupporL Pio^roi:; Co:uuut-r S-curi ty :-:an^:al. 
h- USAIKTA Daily Operational R'-norts (as applicable*). 

i. USAIuTA Supplerrient .to AR 380-5. 

6. 902d MI Group Publications: 

a. (^) 902d MI Group Pair.phlfit 3S0-2, Security, S7Cj>-"'.h- 
Reports (U) . 

b. 902d KI Group Dciily Oj.--- rational Rei-orts (as d'.p:>lic5bl ;:) . 
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APPLHDI): £ TO Si0 2:^ 11 1 GVQU:' PPi-:?HLET 3S] - 3 

- KBSllKJl?.!. i:LE;-i^NTS OF IKFORI-l^TTON {Kill) 

1, GL':."J::1hL: In d€ivi:;in;j L'L'T applicable l-o th-:: suppoi-tt;tl inrsral- 
laLioM, each 0!:r^ of the ??.\jlti-diccipline threfits riiUi^t be cxar.iiy'-L'i in 
conjunction with the missiorr ancl ^iitucitic:; of the p^rticul.or t;iraot. 
Tl'fC actual or potenti^il vuln^rrdbilities thc-rtrby con:;eivo:': br^ccv^e H".:! 
af f i::c:--ii"iy thij supported in-jtallntion. Since each .i nr^tallation h-^.^ it::; 
o;%ii sx^ecific situation, it is inpci'ative that the irs^P^ vor]: vt:ry clo-.c-l:' 
v;ith a representative of the supported installstioii in oreer to arrive 
at an '^Ll listing tailoi'cd to the specific needt; of tn-a co::i:i^:id . The 
references listed at APPENDIX h provide bcjchground iiiformation and 
guidance in d&vising LKI. Many of the areas covered by thes.:? r'**f trenc-'-r., 
v;hich heretofore have been ol little concern to tVrj Special //j'-nt, are 
now essential clement.fi of knowledge to the DSSh if h.i^ ii; to SL.c---sc-r^:l"ly 
accomplish his mission under the DSCCP concept. Thn c is pdvLlcul^rJy 
necessary in tht. area.'s of SIGIKT, PiiOTIi-JT, OPSr.C aii:l Co.:-: .'j L-ir P.vcuj-;; t.y . 
Listed bclc>w are sar.ipJe EDJ for each c-atecjC'ry . Th-ive EK'l c?:\i ;ii-;ic z;:-Ci 
arc only a partial li stii^i provided as an aid in Oevclopincj a list: 
peculiar to the supported conL'nand. Sorr.e cf the iA-\'\ 5 rp.?y nOu b:- c:<'*,*;-.r::r.' 
to every DSS.'-. but are incliu;-:d. ar; nuclei f'^r possiM-.. dcveTo].^*;. in", of vr.-'- 
or related ideas. The find lii*it prepr.rcd by the DSSA £-,ho;:jc: inrltiae 
the source or sources that can orovide the roouircd inf OLrr^^:^ ^n , 

2. Hu.-JINT: The follov/ing RlGrr.=intc: are thOEie norr.-.ally atvributod to 
Collection or exploitation by hvj.^an intelligen'::.; i-.ources. Th ;. infcy. ;*i:::o: 
v.-ill usually be obtained by variious IiUi-li:T sources, pcrson-ril obiter v. i ..io:. 
by the DSP^A and liaison contirctr, : 

a. ilOiy subscriptions or roqular ac'^ui?;.i tion of local afi.l po?t 
nev/spapers amd periodicitls. Sources: bKu contact*; and USAIKVA- 

b. Deliberate compro;rdsc? of classirird inforrnntio.-: or iiij.-n^thor- 
ized release of r:ilitary inforrnation to represent;^ tives of foreit^ri 
cjoverninents (AR^ 330-f>, 3S0-1O, 383-12 emo 3t;3-12-l) 

c. Public inforKatjon rtrleaser. and locol nev;i;oaoer arti cJ.es 
revealing unclassified but useful (to HOIS) information reyarding 
the coifimand. 

d. Theft, suspected theft, or unauthorized reproduct io::! of 
classified documents and or r.atorial. 

e. Reported or susx^^cted blackitiail or coercion of individuals 
employed v:ithjn the suppoi'tcd coioiaand. 



i 



f. Actual or attempted .physical breaches of restricted area 
perimeter security, external or internal. 

g. Early detection of persons whose activities and/or character 
weaJchesses'may render them vulnerable to hostile intelligence exploit- 
ation. Suitability factors may include: 



(1) 



indebtedness' or recurring financial difficulties 




( 2);<^Une3«plainea. affluence . 



1 ■ 



.^CTOiuct rendering the individual vulnerable to pressure, such 
e ~rv >^^^^ hooabsexual, criailnal or immoral acts. 

(4) ^Excessive use of alcoholic beverages or improper use of drugs 
or -narcotics • 

- (5) Mental or emotional instability or history thereof. 

- * p 

(6) Those who attempt to coimxLit suicide. 

■ 

(7) Drastic changes in behavior to indicate possible unexplained 
pressures being brought to bear. 

h. Personnel who regularly and voluntarily work during non-duty 
hours when unobserved access to classified data is possible* 

i, iSudden unexplained or inadequately explained absences from 

work* 

j. Membership in, or association with members of organizations 
constituting a local threat against the US Army as defined in AR 380-13 



hi 

J 



k- Unsolicited correspondence from individuals, organizations or 
addressees known to be a threat to the US Army, 

1- Allegations or denunciations of espionage or sabotage on the 
part of sensitive installation personnel. 



3. J0ir PHOTINT: This pertains to intelligence obtained by rreans of 
photography, mainly through HOIS satellites or HOIS commercia]. aircraft, 
Also include must be threats posed by hand-held cameras oper^ited from 
low-flying private aircraft and ground-level photography conducted frcsn 
areas outside the perimeter of the installation ► Photography from sea- 
borne platforms should be considered at installations located near 
international waters* Sources of information for this type of data are 
documentary sources such as SATRAN messages, schedules of tests, opera- 
tions and troop movements, as well as results of liaison contacts and 
personal observations. Some sample EEI are as follows: 

REGARDED UNCLASSIFIED Sfc/ 
ON SEP 5 1997. ....^ 

BY COR USAINSCOM FOI/PO _ 00 
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3. Fol] c^v:i5V3 acu-iviuio:; durincj period^, of schedule'':: o\\.r.riit;h;.;. by 
HOIS catc'l^ites and corr.nerc.ial aircraft: 

(1) Laryo and sicjnif i c^ant training e>:L'>'ci i.os. 

(2) Testing of equipment and/or tcchni'-iu-:?.^ in th..- oi.»cn- 

(3) Unctii^.o-dfJ aaed new or sensitive equip.^iont. 

(4) Other significant Dovenentb and activities, 

(5) Concentration of transportation equiprr.^:.'nt , i-'".r IritntM -rt:;., 

b- Build up of major item stoclcpiles in the; opin. 

c. Gradual build ui> of facilitius at a test sJl.c;. 

d. KopCiritGd violatioJi of air re:;trictecl ?:onos by c^rn^-.-r-r-i-inl/;,: iv-.-ito 

0- Ai-/i:»:::eu-ancc? of privatv.- aircraft, ciurinc! clafssif i? , or ::i'j;i..r J ^.ci::' 
tcjli^/damonsitrationo . 

f- P]aciny, operril inc; or tcr.stincj of nev;, significant or cl^'ii-.v^ifiofi 
cj]uip:Mcn L in ar'/ar- ey.i^Dr>eG to the public. 

g. Sndd^:r. appearance- of cciinero-carryin^' "tourists" ir; the- vicinicy, 
coincidincj v;ita the scli-^dulinc of n^-^v/, unui-wij.! and/or clai-::;lf :ied ^cciv.i^. y. 

h. Unobi;tructed vrindov;:: and apai'turo:; in arcar- v;:ii»rL» cJ :Iii-c: 

niattcr^: arc handled, pcmittiny observation and photograj/.iy frcT.i u::^o:,-^ioI] i^d 
ar&aiw 

1- Foreign vessels, particularly frora EEist Bloc Countr.-i os , r;:*>:-oar- 
ing off-coast of installations near international wato.v^, 

4* ^yS^ SIGINT: Signal intelligence is derived from the intercept 
ana^^sis of corrjuunicationo , COMINT, and from co.Tjnuni ca liionr. cl ro:r.;\L;r.c I i c 
radiations, ELIKT. HOIS SIGII^T collection against US fcjcilitie:? is 
accomplishad from air-borne, sea-borne, and land-bai'-ed platform.3* HOIS 
capabilities in this field are described in the U3Air,'i7\ Tiir^ot: .^aiMal a:},: 
additional information as to sx^ecific threat to the supported insLalJ at:J^-it 
may be found in reports of SVAs and SAVEs and/or rcnnafitod frr-.n liF.MKTA. 
Th& field of SIGINT is a very complex and speijializ^d ono, J^(\■^^y^:A c 
protection of ^ co-.rjrtand/installation froni HOIS SIC..r?-:T c-tJ.llociion rccuirr,. 
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th- application of Signal Srvc-rity (SIGSiiC) which inulu^^c- Co- ..'-i --k' 
f.-.-urity (CO:-:3i;C) , 2nd FJectronic; Socurity . CO::r.iC n.e.:5-.u::c-^i 

civ-r.aied to teleco:r-..-?.u;iicatio;ii: r.yistc-Ttis and iia:j four cc;npo:iw:;:ts; cry;,'L-.o 
s-G^^rity, physical security, tr.ir,:;nissio:-: security ancl c-,.j7.i3:;ior. c-cuiT-ity. 
ULB^C p^t^Lnr, to protective r^easures applied to eJocrtro-niion-L i r rc^^iario.. 
of non-co^:unic5tions equip::tent ?r.d systems to prevcnr the j :i>..rcci..^ion . 
a-i-ivsis or o>:t^loitation of those radicstionr. by foreicf-- x,ntolU<j'>^j:-. T;Ki 
DSo;/ir.ui;t become sufficiently fairdliar \^itY. th=^ a)>-'ve 5A:bjecto in- ordir to 
^ccogr.iiie vulnorabilitiss, and knov wh3n to roconc.iend 6 r-::c;uo:;^ for tccu-.-cuJ 
as-istancc. Referencc-s Ih, 1, p, r, and 5d cind e in .W£?3DI>; v:.i.ll 
p-o-ide additional inf orti^ation . Fur Lhera-.oro, the DS-A r.vj-t work c:^>5.--/'ly 
%-iUi the staff elL-mOiit having responsiblity for SIGSi-C of the supiort-:. 
instaination. The EEI selected will be the typo thut con be f ul>: i 1.1.--:: 
by hu-T.an sources, preferably loccitcd in coir:uuTiicatj.on/el.-ctronic.v: v;..rk 
areas. Some EEI common to SIGIKT arc? located in para Ic, Ai.oondj \ Lo 
AH 530-1* Other sample ElZI follov/: 

a. Condu.-rting tests on new or SGn5;itive radars anrl oth:r.- non- 
ccr^-unication onciitters within r«ngc of land b.i5;cd, air-L.>ri--:- or p..-.:~r-o_.. - 
ilOlS EIjIMT platfornts. 

b. IriHtalling and opsratii.:? eliL-ctri ci-lly opL-^ratcd, in^^OLTnatio.- 
vrZ'C'^^cii:^ eiauii:";^nt v;hich h^^iidZes cl^nf^i f :i inf ori;^;t o-: \-r\.t':\oa'i t:- 
'ai::;-iic^.tion of coiripro:r.i:;incj eir.anatjons control nc-n;jurer.. 

c. Poor tC!lcphai:S: security to incliide : 

(1) Discu.^cion of cl3r.::;if ied mritters ovo.v Autovon and co".;:';.. /.irfl 
t . 0 1 o o h o n e s \ ' t i n s , 



(2) rdscussions of xipcornin.j events which cnn proviro tfi-offs to 
1..33ified activities. 



(3) Uss of double talk in reference to clasfiificd ncr-.r-ivj-.-T; . 



4) Reading/qnoting verbiitii:: portion.^i of classific-c 



l:^r;: 



5 l"^^ OTHER EBX; The foUov/ing items are of interest to th:.- UP Lay 
intelligence ccnmunity and v.-ill be foi-\.'c^rded to this headgr.Ui l ors by 
hoertt Report format for appropriate action. A statoinenl in T^cx^uti^ ?':-vtLL 
will indicate if and how the- information hai> be.^n repcrl-i-d throiVyii oth-. r 
appropriate channels. As th^ information will b:: pasr-cd to lJS:air;;;i tor 
po;-:sible exploitation bt the Special Oporntions Dctachr.ji-nt or the EJiic-clor 
of Operations as tV-^propriate , the Agent Reports will be clasicificd 
C0:-CF1DE;;TIAL-I':0 FOI^IGN DISSIiM. Nom'.ally this inf onrtii: ioi: i:.^ noi; nar-sr^d 
to the local ccTjTisnder other than to insure that oth.or proi^cr roporti;:^ 
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l-roccdurer. ave beiii^ follcvvc; by thi; cornr.and. 

a. Identification and extent of foxeiyr; contacts of iriilitiiry an-: 
DOD civilian p-irrsonnel , v/ith eiPph&His on Soviet bloc couJitric:-:. 

b. Intc-nded foreign travel of milic?,ry or LrOD civijis!) por^sonii'- ] 
to Soviet bloc countries or ettt;ndanco at ::o:;ial or official functions 
at which Soviet bloc countries ere present. 

c. Foreicjn business or professional connect lor.." ancl tho crtv.nt 
rhereof of military and DOD civilian personnel and their fiiriiilios, v:i 
entphasi*:; on Soviet bloc countries. 

d. Solicitation by foreign nation^.^1 or orgfini.ze.ticuc; of jjcrsona 
or official inforiuation throucjh official or unofficial chKn:ic2i:. 

e- Invitationi; by non-U5 Govc^ra^^ent org^inincitions o?j ind.- vidi-T.l 
to p.ciabers of th-J^ sup2'>orted coir^.^and to I\ir ui cipntc in conf c-;-:c:ncC'.- or 
e;>TTi:x)sia or to subnit papers for pviblicatic^M?5 in prof csiiiori: :irvr3:'i'' 
on activities relAi'^Jd to their c;ovt3rnn^^;it crip] c>yK:':>n L . 




1. (U) IDLJf'r^IrY: {^ia■;:■=• of 902d Group Field i:l:,niont pruvidiry svi:»ptjrt:} . 

2. (U) SL-i'POJ-.ii.D COMi-lAK-D; (The- activity (jcs) roccivino the surp:'.;. -.ii:,- 
:r-2jor co^T^in-ina (s) involved.) 

3. ( ) TARGi^T ;u;:-iLVS2 5. : (In the initirJ report suTunr ri the r-sulto 
ol tiirget aualyr'.es conducted for ell activities, ins^talla Lions, or 
s-^iiaraT-C: cloTr.cnt-. dG3ic;:...tod and includc^d in tho pro^ra:-^, by ord^r of 
priority of support, Si:b:>rdinav.C: clcrr.entJ: larye enough to be n r.iono.t.vi 
sub-targetr. v;ill be listed in iiuj^paragrapjis. In subcoquc^nt rop:;rts, 
indicate only chanoc-s as thoy occur.) 

A. ( ) gljJ^rr.lI.Y imiKl'IjTO OF SUPPPR'^KD C0:-^'4->WD 

a, CircuTuStancCi;: In brief narrative foiT:^., cit^- dcvto(i:), iccjutitics 
of all pc-rscns present, and subjects: discur.scd and results of th^: brief .1 nrj {r.) . 

as nany suby-arc^griiphs as luay bJ rc^rruirc.^, cite r:i<:uif icant Ocr^ ::lc:::::-v)\.:' 
c>;; pcrtcrin to d^veloi^.tieiiL of ths proi;r£-:i^, inprovoKicnts in t^:rs;Ct cov-:\ j--, 
nnd any operational rc:ad;ju5jtri£int::. rcad^ during the period. In citizif: 
s;— :;ific ilV:M:; of intc.c^ 5de:itivy tach by ref to th,: 

ri^.propririt'? roportn Tu:idv d^irinc; tho rcpo^:t.tii^ perioJ vliicl: coirLc^in^j.: 
de:;rtil3 ol th-' topic discusG^;d \:it)i thv co::ifri?:n;^err; , if arpliec:ble, 

c. Sicj nif icant C oun t<:-!r3j^t^]JLgenc;j^^ Iii ci.-; 

runy f:;ui-)peV^raphF; ^fi inay'l^ r^^qui^ed Tcitc id-r^titio^ of por^on:^litLol;, 
i:-eidont.S; or cjroup:i dioeu:.;?ied v;ith refercrice to Va? report prc:viou^-.ly 
svibr'jitt^od. 



a. To tho local eor^.r^^ardc^r c^r.u action:; incae:^:entc-.'; or. t^sk. n c.i:- 
result: 



el 



b. To th-5 intelligf'nce cor.v-iunity ; 
Siibie^ gVp^^nforir-ati on Deveao pod 'ES.^±'2}l'J^'J}PJll^ 

In this paragraph, indicate any general remarks or indi ca Lior^F. of ;;pc-cici~i 
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in-: rer5t siiOv.-ii hy the support uc; ccj:^-i%-\;ic} tli=it cro not c-'ro-Tcd in y,'0 
pc:--t-9vciphs. T::-o.^ rerPUrKs shrniic; rofioct tli- cor.r..i!d-r ' r uu..:-.:.:' r-Mi. of 
th.- vifibility of the progrini, vh^jth^^r it i'; /'^-tiii^j t.L.. obj^;^;: r; ri-.rl 
^^•chJ'r/r:!nentr.^ a^i b'- r.ees the::.., and any proVji.vs and/oj- ri"'-:o.~„-,.-..:-r. :..io>.:s- 
Ai:.'-. inaicat-?ci th^ eMt-':^ii!: v:It:h which the rn:-!- binder or hi-: rL-jjr-- svritr;: iv:- 
hi.:: (:0'?pcratC;C v:t;h tlii Fw/HO r::ifi/^^r this 'y-ou'- a.u^^ a:.y j^crti-. -v :■c^^^r):: 
wliich could t;orvi to iniprov-:; th.r OSCCP si:ri>Drt to the cor.viyid. v;herc 
l^rol-.-leav areas hr.ve been cricouTit-.-v-::-J, findi:iy..> end rc-corontC-i. sol utio.-:.> 
vM.l.l be provided. Losaonr. ] i^r.rncd should hc^ ir:cIu:kvJ to ^t.s.Tis:. j ^: t^^c- 
plarini.Kj and iTTtplei-antation of other operations. A -tati.;:.v::vt vdl.l Le 
D:;ter"..:d as to whc^trr^r any i,n 'o.'T,.:i tion conctc-rning uoii-af filiat-i-c DOO 
rivilian". or orc;;;iiiii::itions vas reportc:d tAK 3ti0-13) . li: aif iv. ..itiv:-, 
rr:fcrence spi;cific report or at.l^ich copy. Utilii:e siibparacj: ap.h:; i.o 
e>:t.^"iain or acTiplify iulonnrttion or clata rfeportciJ. 

KC;??:: Cla£:r.ify each par^i'-jrar.h arrcording to itu co:itG;it. E-causf: of th>. 
distribution of this rc^jjort, cai'O; must b:: tcskvVi to in^oru that thv 
cc:::teaL:--. ol the report do not r-veal Sl/s/.O .-:::c'.^ s^: :.ot-ri al . A;:- r-'-rpI--- 
cf this v.'ould hv- Tio includo th-i ?;tatcni-:^nt "thrc-rr itomi: of l>HOI'".i;;- 

iMfort.'iiition, roferunco merjL;.-.icic:-i_ > 'ond ^ , v;ov:i r%..::i:.'vc-^^ 

--iiissLid to t};:^ nupp-vted fO'=::f:r:n'^. rtpprop:-i;.-t o c-:::;io::5 v:orv r^i^ • i^" , 
\%ithJ>ut raveali3-ici the Cl/SAO i;.formaL:K»:- c-^'Mt:; l:-c:d wit::jii tir. r..r:cLv::C- 
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DE WC^MENT OF THE ARMY ^^f^^^^^ UNGLASSIFIED 

HEADQUARTERS crO -5"l997 

U. S. ARMV JNTELLICENCE AGENCY BY CDHUSAINSCOM FOI/PO 
FORT MEADE. MARYLAND 2075S fi^^jj^ py^p^ ^.ggg p^Q §200.1 -R 



MIIA-SO-SA 



SUBJECT: Internal Counterintelligence Program (ICIP) (U) 



HQDA (DAMI-DOH/Miss Brannan) 
WASH DC 20310 



1. (U) References: 

a. Letter, MIA-SO-SA, USAIKTA, subject: Report of Internal 
Counterintelligence Program (iCIP) Operations (U), 11 May 76. 

b. Letter, DAIG-DOH, subject as above, 8 Jun 76* 

Recommendations concerning the current four active ICIP 
operations are submitted in compliance with paragraph 3, reference lb* 



3* The 902d KI Group requested that its sole remaining ICIP at 

Aberdeen Proving Ground, GONDOLA STPJ^ (U) be teminated effective 
30 June 1976. Confidential sources utilized in the ICIP have been 
terminated. Supported coimnanders at Edgewood Arsenal and Aberdeen 
Proving Ground were briefed on the termination of the ICIP and the 
concept of direct, overt, all-source counterintelligence support 
vjhich the 902d will provide under the Direct Support Comprehensive 
Counterintelligence Program (DSCCP). 

^4. (U) Recomisend that GOISDOLA STAR be terminated effective 30 
June. 1976 » 



5, The 525th MI Group reviewed each of its three active ICIPS, 

CAl^iVAS TAX (Sierra Arn^ Depot), LmS KOLDEE (White Sands Missile 
Range), and lEHTIL MONKEY (Defense Language Institute) for considera- 
tion of possible replacement with a program similar to the DSCCF of 
the 902d MI Group » As a result of this review the CDR, 525th MI Group 
believes that a program similar to the DSCCP can be establi.shed which 
would provide requisite support to Sierra Arrcy Depot, CA and White 
Sands Missile Range, KM, which will permit termination of ICIPS at 



•■CIMIIMNIA 



CIcsaLEed by Odli^fl.lMd 
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DEPARTMENT OF THE ARMY 

HEAOaUARTERS 
U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE. MARYLAND 20755 



MiiA-so-SA JUlV^D 15:176 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 



HQPA (DtAMI-DOH/Miss Brannan) 

WASH DC 20310 



1. (U) References: 

a. Letter, ffl:iA-SO-SA, USAlNt^i, subject: Report of Internal 
Counterintelligence Prograjn (ICIP) Operations (U), 11 76* 



Letter J DAl^-DOH, subject as above, 8 Jun 76. 

2. \^S4^ Recommendations concerning the current f^ur active ICIF 
operations are submitted in comDliance with paragraph 3, reference lb 

The 902d }«5I Group requested that its sole remaining ICI? at 
Aberdeen Proving Ground, GONDOLA STAR (U) be tenrdnated effective 
30 June 1976. Confidential sources utilized in the ICIP have "been 
terniinated. Supported commanders at Edgevood Arsenal and Aberdeen 
Proving Ground were briefed on the tennination of the ICI? and the 
concept of direct, overt, all-source counterintelligence support 
which the 902d vd.ll provide "onder the Direct Support CoEprehensive 
Counterintelligence Prograjn (DSCCF). 

(U) Recomraend that GOKDOLA STAR be terminated effective 30 
Jwi^ 1976. 




5,15^7 525th MI Gro^xp reviewed each of its three active ICIPS^ 

CAWAS TAX (Sierra Army Depot), LENS HOLDER O^ite Sands Missile 
Range), and LENTIL MONKEY (Defense Language Institute) for considera- 
tion of possible replacement with a program similar to the DSCCP of 
the 902d MI Group* As a result of this review the CDR, 525th MI Group 
believes that a program similar to the DSCCP can be established which 
would provide requisite support to Sierra Am^' Depot, CA and White 
Sands Missile Range, vAiich will pemit termination of ICIPS at 
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those locations. Because of the transitoi^^ nature of tne militai^^ 
commune" ty and the makeup oi" the civilian community at DLI, the present 
techniQues used in ICIP LENTIL MONKEY are helieved best suited '^o 
provide the necessary support to the commander. LENTIL MONKEY has 
been very productive under existing operational concepts and should 
continue to provide significant developments in the future. 

6. S^f The 525th ^5I Group recommends thatj based on the above, 
CANTOS TAX and LENS HOLDER be terminated on 31 Aug 76 at which time 
a substitute support program will become effective. The 525th h'J 
Grovrp further recommends that, based on the above and the yearly 
analysis submitted with reference la, lENTIL MONKSY be revalidated 
and permitted to remain in effect. 

7* (U) USAINTA concurs in the recommendations of the 525th MI Group. 




\vILLIA,M lay'JEI^i^INGS 
Special Assistant (0?S) 
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REMARKS 

1- Ihe GoMfloder^ MI Groap wide the decision 
th«t the Project Control Officer (the Individual who 
handle e the eooroee) for Canter Kide be located at 
HQ 90id MI Groap at Fort Meade, Marjland, aiK) not 
at KedfftoQe Arsenal* 

2 m the pperations Flan for Canter Itlde . speeif ically 
specified funding for the Project Control Officer 
to be looated at Fort Meade, MarylMid* The OPLAI 
was approved at this level* 

3m The OosBUinder'a decision undoabtedly based on 
seriBitiTity of certain actiTitlee of earolojees at 
MIODM. ' 
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TnrPT-nal noiinrpri ntP 11 ieence Program (ICTS') (U) 



DAMI-DOH 



I 



2 June 1976 



nhi-^in annroval of the Quarterly ICIF Report 




1. (U) Background ; On 8 Feb 72, the Under Secretary of the Army requested that the 
VCSA provide a quarterly report on all ICIP operations. On 1 Apr 76, the Under 
Secretary of the Army requested, '^On next quarter's review, please provide an analysis 
(of each ICIP for the past year) to include statistics." (TAB t) . 

2. y m ^ Discussion ; 

paring the 3d Quarter t-wo ICIP*s were terminated, CANTER RIDE at Redstone 
Arsenal and CANARY EFFORT at Fort Ritchie. USAINIA will continue to provide overt 
CI support to these installations. 

" At close of 3d Quarter, seven ICI?*s were active. Sunnnaries of each ICIP, 
plus the two which wece terminated, attached as Tnplnqtir<» i - tar 

In compliance with the Under Secretary's request, an analysis; of each ICIP for 
the past year is attached as Tn^ln^n re 2. TAR A , Attached as Tprlngnr^ ^. TAK are 
the statistics for the ICIP's referred to in Inelosure 2 , 

* 

~ USAIKTA recommended in May 76 that three more ICIP's be terminated; CAJ^INE 
PLATE (U) at Seneca Array Depot, CENSUS TIME (U) at Pentagon Telecommunications Center, 
and CENTAVO KID (U) at Harrv Diamond Laboratories. Formal ACSI termination is />eing 
handled by separate action .jT^ flWatt^i^ ^ ht fttr><r^^X' 1^ 

" Information Memorandum at lAE^ A transmits suimnaries of ICIP operations through 
the VCSA to the Under Secretary of the Army for third quarter FY 76. 

3. (U) Recommendation ; That the Information Memorandum at TAB A b e approved and 
signed by the ACSI. ^ 
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MEMORANDUM THRU; VICE CHIEF OF STAFF, US ARMY 

a 

FOR: UNDER SECKn:ARY OF THE ABMY 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) — 

IHFORHi^TION HEMDRANDUM 



l-Vjgr ]>uring the 3d Quarter, January-February-March 1976, two of 
the M-going ICIP operations, CANTER RIDE at Redstone Arsenal., Alabama, 
and CANARY EFFORT at Fort Ritchie, Maryland, were terminated effective 
31 March 1976. Although these operations were terminated, the United 
States Intelligence Agency will continue to provide overt counter- 
intelligence support to the sensitive elements at Redstone Arsenal and 
Fort Ritchie • 




2, jfi^ Ihe total number of active ICIP operations at the close of the 
3d Quarter vas seven. Summaries for each of these operations, plus the 
two which were terminated, are attached as Inclosure 1« 

The Under Secretary of the Army commented on our 1 April 1976, 
2d Quarter ICIP Information Memorandum that an analysis of each ICIP 
operation for the past year, to Include statistics, be provided with 
this quarterly review. In conopliance with this requirement, an analysis 
of each ICIP operation has been made for the past year and is attached 
as Inclosure 2» Also, attached as Inclosure 3, are the statistics for 
the ICIP operations referred to in Inclosure 2. These statistics provide 
a recapitulation of pertinent production, costs and manhours for these 
operations • 

After reviewing the 2d Quarter ICIP Report, I have directed that 
three rooie operations be terminated: CANINE PLATE (U) at Seneca Army 
Depot, Romulus, New York; CENSUS TIME (U) at Pentagon Telecommunications 
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DAMI-DOH 

SUBJECT; Internal Counterintelligence Program (ICIP) (U) — 

INF08HATI0N MEMORANDUM 

Center; and CENTAVO KID (U) at the Harry Diamond Laboratories, Adelphi, 
Maryland. Overt counterintelligence support will continue to be provided 
these installations by elements of the appropriate Military Intelligence 
units. Before the end of June 76, the four remaining cases will be reviewed 
again for retention. 

MB 

5- Our g*^^l is to assist the Army commander in improving the 

operations security (OPSEC) posture of his installation through the use 
of the complete spectrum of counterintelligence services. I am expanding 
the use of overt counteri.ntelligence services and want to use the ICIP 
very selectively to ferret out espionage activities of hostile intelli- 
gence services. 




3 Incl 
as (C) 



HAROLD R.A^rCN 
Major General. 23 
ACofs for Jni=. ;>:-,-( 
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Typed by: G, Rivera 
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1. 



a. Location: Fort Ritchie, MD 

b» Confidential Source Utilization: Three 

c. Infomation Obtained or Reported on Non-Affiliated Civilians: 
None . 

d. Useful Information Obtained: 

(1) On 15 January 1976, the Project Liaison Officer (PLOK a result 
of a liaison visit with the Baltimore Division of the Federal Bureau of 
Investigation obtained data on the presence of Sino-Soviet Bloc; personnel 
travelling within the environs of the target areas and infonnatrion on 
those Sino-Soviet Bloc personnel residing temporarily in the environs of 
the target area. 

(2) On 28 January 1976 a member of the 572d Military Police Co, 
Ft Ritchie, was approached by an unidentified individual at Hagerstown 
Junior College, Hagerstown, MD, who claimed to be employed at Site R. 
The individual described Site R in general terms, bu£ made no attempt 
to elicit information from the soldier. Investigative efforts failed 
to identify the individual. All available information was provided the 
Bagerstown Resident Office of the FBI. A USAINIA investigatioa of the 
Incident is continuing. 

(3) On 28 January 1976, an unidentified individual approached a 
soldier assigned to the US Army Communications Command East Coast Tele- 
communications Center (USACCECTC) and requested a tour of that facility • 
The individual appeared interested in the antenna configuration of 
Satellite Communications/Direct Communication Links (SATCOH/DSL) . The 
request for the tour was denied. All available information was provided 
the flagerstown Resident Office of the FBI. USAINTA investigation of the 
incident is continuing. 



(4) During the reporting period information was developed on a 
Non-Appropriated Fund (NAF) en^loyee who is a bartender eiiq>loyed at the 
Ft Ritchie I^CO Club, The bartender allegedly told the patrons that she 
was in the employ of both "Military Intelligence" and the 'CIA," An 
investigation is being conducted by USAINTA. 

<5) On 18 March 1976, a US Army NCO assigned sensitive duties in 

the Alternate National Military Command Center (ANMCC) volunteered 
information concerning his entering into correspondence with an agency 
of the East German Government* The NCO, who has been researching his 
family history for the last six years, was attempting to obtain a record 
of the military service of his great-great grandfather in the period 
circa 1810. In the course of an inquiry to the Federal Republic of 




Germany (FRG) Ambassador in Washington and the FR6 Government, he vas 
advised to contact the German Historical Central Archives in East 
Germany, The NCO volunteered the information to make it a matter of 
official record. He was given a SAEDA briefing under the provisions of 
AR 381-12 with special emphasis on reporting procednres* The WCO will 
inform Arniy Intelligence should he be contacted by any East Germany Agency 
ai^ will provide copies of any correspondence he receives. At present the 
exploitation opportunities are unknown^ pending any East German Intelli* 
gence Service overture* The Chief, ANMCC was briefed on the incident. 

e. Operational Status: 

(1) Ih February 1976, the 902d MI Group selected Operation CANARY 
EFFORT for termination. Supported commanders were briefed on the termination 
in conjunction with the scheduled quarterly briefings. All confidential 
sources used in this ICIF have been terminated. The effective termination 
date for CAMRY EFFORT is 31 March 1976. 

<2) During the quarter, the PLO presented 21 SAEDA/Threat /Security 
Awareness briefings to personnel assigned to support:«d activities at 
Fort Detrlck and Fort Ritchie. 

(3) The PLO presented the Quarterly Progress Briefing to LTC Dale 
S. Cockle, CDR, USACC ECTC, on 30 March 1976. 

(4) The FIX), on 1 April 1976, presented the Quarterly Progress 
Briefing to COL John S, Eberle, CDR» US Army Communications C'^tmsand 
(USACC) Site R. 

(5) On 5 April 1976, the PLO gave the Quarterly Progress Briefing 

to the supported cocamand, HQ, 7th Signal Command and Fort Ritchie^ vlth the 
following officials present: COL Harold G. deMoya, CDR^ Ft Ritchie; COL 
John J. Flosay, Jr., Deputy CDR, Ft Ritchie and Mr. Joseph J» Carroll, 
Acting Assistant Chief of Staff, Intelligence and Security, 7th Signal 
CoEjcaand and Ft Ritchie, 





4 

2. CANINE PLATE (OACSI Revalidation - A Feb 75) 

a. Location: Seneca Army Depot (SAD), Romulus* NY 

b. Confidential Source Utilization: Hone 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: None 
e« Operational Status: 

Five conventional sources are contacted on a recurring basis by the 
Project Liaison Officer (PLO) in this operation; one of these plans 
retirement in July 1976. One newly contacted official source is m a 
position to assist in spotting potential new sources. No threat mfor- 
natlon was surfaced during this quarter. On 5 March 1976 the PLO pro- 
vided the Quarterly Briefing to LTC Earl Hain, Acting Depot Commander. 
LTC Hain was designated by COL Alden Cox, CDR, SAD, to receive the 
briefing during the absence of COL Cox 
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^ X^f CA-NTER RIDE: (OACSI Approval - 4 Mar 75) 

a. Location: US Ann^ Missile Command (U5AHICQBL) , Redstone 
Arsenal^ AL. 




Confidential Source Utilization: One 



c. Information Obtained or Repotted on Non-Affiliated Civilians; 

None 

d* Useful Inforioation Obtained: None 



e. Operational Status; 

On 18 February 1976, COL Hassel Parker, CDR, 90Ld MI Group, with 
the Project Liaison Officer (PLO) in attendance, provided a special 
briefing on this operation to MG Turnmeyer, CDR, USfflllCOM. COL Lange, 
USAMICOM Chief of Staff, was also present during the briefing. As a 
result of the briefing, it was agreed by the participants that since the 
operation had accomplished its objective it should be terminated and the 
insert source should be extracted to reduce the risk of compromise. The 
CDR, USAMICOM expressed his deep appreciation for thie informatiion provided 
by the operation and concurred with the suggested termination The source 
used in this operation has been debriefed and reassiLgned. The effective 
termination date for CANTER RIDE is 31 March 1976. 






CANVAS TAX: (OACSI Revalidation - 4 Feb 75) 



a. Location: Sierra Army Depot (SIAD) , Herlong^ CA 

b. Confidential Source Utilization: Two 

c. Infonoation Obtained or Reported on Non-Affiliated Civilians: 

None 

d» Useful Infonnatlon Obtained: None 
e. Operational Status: 

(1) The two confidential sources are providing coverage of the 
Priority I activities of SIAD which are Exclusion Areas I and II. Two 
conventional sources and one casual source cover the Priority II activi- 
ties which are the staff and security organizations of the Depot. One 
individual assigned to the Special Weapons Section^ Exclusion Area II 

Is under assessment as a potential source. 

(2) The Quarterly Progress Report fot the 2d Qxiarter, FY 76, which 
had been postponed at the request of the CDR» SXAD, was presented by 
the Project Liaison Officer (FLO) on 13 Feb 76 to the following SIAD 
officials: COL Robert Hawlk^ CDR, SIAD; LTC Robert fiender^ Deputy CDR; 
MAJ Robert Folster, Security Officer; OPT Wayne Heringer, Intelligence 
Officer and Mr, Anthony Tornabene, Assistant Intelligence Officer. The 
following personnel from the 525th MI Group also attended the briefing: 
COL Donald Bradbury, CDR; LTC Arthur McQueen, Operations Officer, and 
MAJ Trevor Bissey, CDR, San Francisco Field Office. 

(3) ICIP Sources have been tasked to report any significant counter- 
intelligence EEI or indicators of hostile intelligence activity impacting 
on Operation Rocking Force (U) , a special weapons project presently in 
progress at SIAD, 

• (4) The Qioarterly Progress Briefing for the 3d Quarter, FY 76, will 
be presented by the VU> on or about 30 April 1976 to the SIAD officials 
listed in paragraph 4e(2), above. 




5. {cy CENSUS t: 



(OACSI Revalidation - 4 Feb 75) 



a» Location: Pentagon Telecommunications Center (PTC), US Army 
Comminications Coomand (USACC), The Pentagon^ Ua^hingtonji DC 



Confidential Source Utilization; • Kone 

c. Information Obtained or Reported on Non-Affiliated Civilians: 
None 

d. Dfteful Infonoation Obtained: 

(1) The Limited Investigation reported in the last quarter on the 
PTC NCO who had attetnpted suicide and allegedly had .involved himself In 
financial troubles » drugs a homosexuality was completed and referred 
to PTC for adjudication. The decision was made not to revoke the NCO's 
aecurlty clearance since he left the service on 9 April 1976 and will 
jUtLmbe allowed to re-enlist. 



(2) During the course of an investlgarlon of an enlisted WAC member 
of PTC who had a SECRET security clearance and who was Absent-Wlthout-Leave, l' 
was discovered that Criminal Investigation Command (CID) > Ft Meyer was also 
investigating her for theft and trafficking in drugs- The Project Liaison 
Officer (PLD) and CIB agents coordinated their mutual investigations. Drug 
charges are pending the results of laboratory tests of substances purchased 
from the WAC by CID informants. PTC has suspended the WAC's access to 
classified material pending conviction of the investigation. 



(3) The PLO arranged with appropriate 902d MI Group elements to 
present formal SAEDA briefings to all PTC personnel, including the PTC 
elements in the Hoffman and Forrestal Buildings. This project is scheduled 
for completion in the next quarter. 

e. Operational Status: 

(1) The Hoffman Teleconmunlcatlons Center has been brought vnder 
coverage of this ICIP, as requested by COL Donald E» Clark, PTC Commander* 
in the previous quarter. 

(2) On 24 March 1976» the PlX> presented the Quarterly Progress Briefing 
to COL Clark » CDR, PTC* CW2 Leonard Gross» Alternate PLO» was also present 
at the briefing. 



Regraded UNCLASSIFIED on 

by USADSrSCOM FOI/PA' 
Auth para 4-102, DOD 5200-lR 



6ek 




m 




EXEMPT FteJ*4iEn:nAL DCCLASS'nCATIDN 
SCHEDULE CF E?S^3«:,;ECni).^:i 11652 
EXEHPTIOM CATEGORy-^^55*!»,_- 
DECU5SIFY ON-^-ii)iJ-r^i^!&aw_.„ 



6. W CENTAVO KID: (OACSI Revalidation - 4 Feb 75) 

a. Location: Harry Diamond Laboratories (HDL), Adelphi, MD 



b. Confidential Source Utilization; None 

c. Information Obtained or Reported on Non*Af filiated Civilians: 

None 

d. Useful Information Obtained: 

(1) As a follow-up implementation of "Lessons ILearned" in the 
courtesy penetration test conducted at HDL' s Adelphm. Facility 'in the 
previous quarter, the Project Liaison Officer (PLO) and the HDL Security 
Officer prepared and delivered a series of lectures and classes to the 
HDL Guard Force on the penetration test. The Guard Force is operating 
under new instructions designed to thuart attempted, penetrations. A 
new HDL Badge and Pass System, utilizing a nagnetic coded badjje and a 
computer control device, will be started in mid-1976* 

(2) The PLO delivered lectures on the penetratiLon test conducted 
at HDL to the faculty and students of the'^Counterinr-elligence Dept» 
US Army Intelligence Corps School, Fort Huachuca, AZ, on 20 and 21 
January 1976. 

(3) The FLO, assisted by other 902d MI Group personnel conducted 
several technical inspections at HDL. The FLO proviLded advici^ and 
assistance at several design meetings concerning new buildiogii at HDL. 

(4) Other security advice was provided by the PljO to the Woodbridge 
Research Facility (WRF) , Woodbridge, VA, and the Gaiithersburg Test Site 
(GTS), Gaithersburg, MD, The PLO assisted in devising Operational 
Security techniques at these sites, the only HDL facilities at which 
outdoor testing takes place. 

e. Operational Status: 

On 16 March 1976, the PLO presented the Quarterly Briefing to MAJ 
Kenneth F. Keller, Executive Officer, HDL^ and Mr. James F. Yeick, 
Security Officer, HDL. 
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1. GONDOLA STAR: (OACSI Revalidation - 11 Jul 75) 

a. Location: Aberdeen Proving Groxind (APG), and Edgewood 
Arsenal, Aberdeen, MD 

b. Confidential Source Utilization: Eight 

c. Inforoation Obtained or Reported on Non-Affiliated Civilians: 

None 

d» Useful Infonoation Obtained: 

A confidential source identified an individual in the Biomedical 
Laboratory, Edgewood Arsenal, as an alien enlistee. Project personnel 
briefed "the appropriate security personnel and a background investiga- 
tion, to include a polygraph examination, was Initiated* The investi- 
gation had not been concluded at the close of the quarter* 

e. ■ Operational Status: 

(1) On 23 March 1976, the FLO presented the Quarterly Progress 
Report to COL Alvin D* Ungerleider, CDR^ APG, on those activities 
pertaining to the Aberdeen area. Mr. Harry A* Mencke, Installation 
Intelligence Officer, APG, was present also. 

(2) On 25 March 1976, the PLO presented the Quarterly Progress 
Report on Edgewood Arsenal activities to COL Kenneth L. Stahl, CDR, 
Edgewood Arsenal, with CPT Vincent J. Faiconio» Chief, Security Office, 
Edgewood Arsenal, also present. 
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LENS HOLDER: (OACSI Revalidation - 4 Feb 75) 



a. Location: Vfhite Sands Missile Range G^SMR), NM 



b. Confidential Source Utilization: Two 

c. Inforination Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) A confidential source reported that unknown persons had attempted 
on 11 January 1976 to penetrate the TRADOC Systems Analysis Activity 
(TRASANA). On 12 January 1976^ it was reported that an unidentified 
individual claiming to be a colonel had been permitted to enter the 
IBASANA Compound. These incidents were reported immediately to the 
Security Officer, TRASANA. An investigation by TRASANA security 
personnel disclosed that there was no substance to the 11 January report 
and the person in the second incident of 12 January was identified and 
found to be a legitimate entrant into the facility* The incidents did 
serve to illustrate the security awareness of the source and tlie 
personnel involved, 

(2) A source surfaced information on 4 February 1976 that two 
enlisted soldiers at TRASANA were engaged in drug trafficking^ but in 
separate individual operations. Local on-post investigation resulted 
in apprehension of one of the individuals. All available information 
on the second individual was reported to the Sixth Region^ US Army 
Criminal Investigation (CID) Command for appropriate action. 

(3) A confidential source reported in March 1976 in three reports 
that such devices as radios, tape recorders, and "pocket" digital calcu- 
lators were being brought into a TRASANA Exclusion Area by personnel 
having access to the area. These devices reportedly could affect the 
computers used in the area, some of which have classified data in storage. 
The' Activity Security Officer has been briefed on these alleged practices 
and ICIF project personnel have been tasked to provide follow-up reports 
on action taken by the supported command* The information contained in 
the reports has been provided to the Counterintelligence Services and 
SAVE Team elements, at USAINTA as a matter of interest. 

e. Operational Status: 

(1) The two confidential sources provide coverage of TRASANA and 
the US Army Electronics Command, Office of Missile Electronics Warfare 
(OHEW), WSMR. One Individual assigned to the US Amy Missile Test and 
Evaluation Directorate is under assessment as a potential source. 
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(2) The Quarterly Progress Briefing, postponed at the request of 
MG 0« L. lobiason, CDR, WSMRy will be presented during the next quarter. 
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LENTIL MONKEY: (OACSI Revalidation - 4 Feb 73) 



a. Location: Defense Language Institute {DLI)» Presidio of 
Monterey, CA 

b. Confidential Source Utilization: Eight 

c. Information Obtained or Reported on Non-Affiliated Civilians: 
None 

d. Useful Information Obtained: 

(1) ' The female instructor in the Czechoslovakian Language Depart- 
aent reported in the last quarter as preparing to resign her position 
and return to Czechoslovakia now is reportedly having serious health 
problems- It is unknown if her health uill cause a change in her 
original plans, and the FBI to date has not indicated whether or not 
that agency has a continued interest in the instructor or her spouse. 

(2) A Polish Language Department instructor plans to visit his 
mother and a brother in Warsaw in mid-WyS, a confidential source has 
learned. The instructor has submitted no formal request to DLI for the 
trip yet. The instructor's activities are monitored as a matter of 
intelligence interest because of his and his brother's travels. His 
brother, a medical doctor has visited in the US and Canada frequently 
over the last 20 years and was once detained by US Customs £;t the 
Canadian border for attempting to smuggle Communist propaganda into the 
US. During a 1974 visit to the US, the instructor's brother visited 
DLI, attended Polish Language Department functions, talked with and 
photogr^ed the students, USAINTA is monitoring the instructor's activities. 

4 

(3) A Czech language instructor is continuing his efforts to obtain 
the release of his children from Czechoslovakia. A confidential source 
surfaced the most recent information that the Czech Government has in- 
formed the instructor he could get his children out of the coxmtry if he 
pays the Czech Government $66,000. ($6,000 for the cost of his time in a 
Czech prison and $60,000 as an educational tax on his and his wife's edu- 
cation.) Source did not have further information on this particular as- 
pect, but reported that in mid-February 1976 the instructor gave many of 
the DLI Czech students a list of newly published books in the Czech 
language. The books are distributed by a Canadian firm, "Silxty Eight 
Publishers," Box 695 Station A, Toronto, Ontario M5W 1G2 Canada, The 
Instructor told his classes that the Czech military had off:Lcially changed 
their method of counting for example, using "21" instead of "1 and 20." 
Insignificant in itself, this last item indicates that the instructor is 
maintaining ties with Czechoslovakian officials- USAINTA is monitoring 
the itistructor 's activities* 
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(4) Information developed from official sources during the 
period disclosed that an instructor of the Russian Language Depart- 
ment (RLD) apparently is suffering from mental problems. The instructor 
has written letters to a California senator, a nationally syndicated 
columnist > and the FBI, alleging that he is under surveillance of 
Soviet and US intelligence constantly and that his life is in danger. 
The Commander, USAINTA, provided a summary report on the instructor to 
the ACSI. The instructor later sent a telegram to the President of the 
United States. Both the FBI and the Secret Service have made inquiries 
Into the matter. On 23 March 1976, the Commandant, DLI, took administra- 
tive action directing the instructor to undergo psychiatric evaluation • 
The Instructor refused initially and was administratively suspended 
from teaching. At the end of the quarter, the instructor agreed to 
the examination and final disposition of the matter is pending. 

e. Operational Status: 

(1) As a result of the RLD incident described in d(4), above, the 
DLI Commandant has directed that the Civilian Personnel Office and 
Security Office screen records of faculty members for indications of 
mental problems. Once identified, action will be taken to obtain treat- 
ment for the individuals concerned. 

(2) Eight confidential sources were utilized during the quarter; 
three sources were terminated due to graduation* Four new confidential 
sources were recruited^ including one Technical Language Assistant (TLA). 
Fifteen individuals are under assessment as possible sources, including 
one instructor and one TLA. In addition to the conf identiaJL sources, 
there are 16 conventional sources providing coverage of seven language 
departments and the DLI staff* 

(3) On 29 March 1976, the PLO presented the Quarterly Briefing to 
COL Saaiuel L. Stapleton, Commandanc, DLI. Also present at the briefing 
were COL Donald K. Bradbury, CDR, 525th MI Group; MAJ Trevor Bissey, CDR, 
San Francisco Field Office, 525th MI Group; CPT Brendon A. ISCiques, SAIC, 
ft Ord Resident Office, 525th MI Group; and Mr. James Green, Asst Security 
Officer. DLI. 
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ICIP REPORT 



1 April 1975 to 31 March 1976 




/ CANARY EFFORT: (OACSl Revalidation - A Feb 75) 



■ 

: a. Location: Fort Ritchie^ MD 

: b. Information Obtained Off-Post and/or Reported on Non-Affiliated 

Civilians: None 

c. Significant Information Obtained During Period 1 April 75 - 
31 March 76: 

[ 

j (1) Confidential and conventional sources employed in the operation 

surfaced information on adverse suitability pertaining to 86 einployees 
at Fort Ritchie 9 all of whom had security clearances and access to one 
of the sensitive activities supported. The suitability inforiaation 
included the entire spectrum in this category - alcohol and drag abuse, 
moral improprieties and mental instability. In these instances investi- 
gative action was taken to refute or substantiate the allegations or the 
individuals were removed from access to classified Information. About 
50% of the cases reported involved some degree of drug abuse; these were 
referred to the Criminal Investigation Command (CID) for action. 



(2) Two separate reports were received concerning suspected Soviet 
Intelligence presence and interest in the activities of .the supported 
installation. Details of these reports were provided the FBI in May 1973. 
In one instance an individual resembling a known KGB agent paid an unusual 
amount of attention to shipment of sensitive cargo t^ Fort Ritchie; in the 
second instance an individual assigned to Fort Ritchie reported that a 



secuna person wnoin 
in Hagerstown^ HD» 


. b1 Per FBI 


b1 Per FBI 





(3) An ICIP source reported a possible compromise occurred when 
the Telecommunications Directorate, Site R, was taslced to prepare a 
special test tape containing test messages which could be used for coding 
and to devise compatibility between two computer systems. The test tape, 
though it consisted only of innocuous, unclassified messages, also con* 
talned fragments of sensitive, highly classified messages which had been 
picked up from residual magnetism on the reels of the equipment when the 
messages were recorded. This latter condition was not discovered until 
processing to make the systems compatible took place^ after the tape had 
lain unsecured, in open storage, for about six weeks. A command investi- 
gation of the incident followed and a determination was made that apparently 
a compromise had not occurred, but as a result of the incident, changed 
securitjr* procedures were put into effect for the handling and storage of 
computer tapes, reels, and discs. 
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(4) Two possible SAEDA approaches to soldiers statcioned at Fort 
Ritchie in January 1976 are currently under investigaltion by USAINTA 
and the FBI. Reports of a Fort Ritchie NCO Club bartender professing 
to be employed by the "CIA" and "military intelligence" are currently 
being investigated by USAINTA* 

(5) In March 1976, an Army NCO assigned sensitive: duties at Fort 
Ritchie volunteered that he had contacted by letter €Bn agency of the 
East German Government, The NCO desired to make the miatter of the 
contact part of official records in the event he shouild be later con- 
tacted by any agency or person from East Germany* Tfaiough the NCO's 
action vas part of his research of his family history and ostensiibly 
is an overt', sincere effort on his part > the East Gemtian Intelligence 
Services (EGIS) often take such opportunities to make intelligence 
approaches » especially if the US soldier-*target has special clearances 
and access to sensitive information. The NCO is under instructions to 
report any responses to his letter. 

d. Operational Status: 

(1) CANARY EFFORT was first approved for implememtation by OACSI, 
DAy on 11 June 1965. 

(2) Operation CANARY EFFORT to be terminated effeictive 31 March 76. 
Supported commanders were briefed on the termination taction during the 
quarter ending 31 Mar 76, All confidential sources used in the ICIP have 
been terminated. 




(4) The Operation yielded 69 information reports and 116 other 
reports which were chiefly verbal reports provided to the supported 
comn^nders . 

e» Comments: The ICIP at Fort Ritchie clearly hais been a productive 
operation at a critically sensitive installation. Information obtained 
as a result of the ICIP and acted upon by the canmanders concerned has 
served to strengthen the security of the installation. The 902d MI 
Gruop will continue to provide counterintelligence su3>port to the installa- 
tion under an overt comprehensive counterintelligence support program. 



5f 



ICrP REPORT 



1 April 1973 to 31 March 1976 




CANINE PLATE: (OACSI Revalidation - 4 Feb 75) 



a. Location: Seneca Anay Depot -<SAD) , Romulus^ NY 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians; None 



c. Significant Information Obtained During Period 1 Apr 75 to 31 
Mar 76: There was no significant information obtaimed during the period 
and there were no indications of any overt threat to the installation. 

d. Operational Status: CANINE PIATE was first approved by OACSI, DA, 
for implementation on 18 Sep 73. Five conventional sources are contacted 
on a recurring basis by the Project Liaison Officer (PLO) . One official 
sources is in a position to assist in spotting potemtial nev sources. During 
the last year, the PLD expended a total of 400 manhours in the program. No 
funds were expended. No information of counterintelligence significance was 
surfaced in this period. Only conventional sources "have been utilized in this 
operation, 

e. Comments: The installation's mission remains the same.^ a supply 
depot for missile and artillery weapons systems with, a nuclear capability. 
The Depot is considered a critically sensitive installation and a potential 
target for HOIS. However, there was no information reported to indicate 
the presence of any overt threat to the installatioo. 
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ICIP REPORT 
1 April 1975 to 31 March 1976 
CANTER RIDE: (OACSI Approval - 4 Mar 75) 

a. Location: US Amy Missile Command (USAHICGM) ^ Redstone 
ArBenaly AL 

b. Infonaatlon Obtained Off-Fost and/or ReportDed on Non-Mfiliated 
Civilians : None 

■ 

C. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 

(1) An inserted covert confidential source was employed in this 
operation to attempt to learn the existing situatian in the Optical 
Guidance Technology Office (OGTO), Advanced Sensors Directorate, 
USAMICOMy when reports received in 197A alleged thmt lax security 
practices had led to loss and possible compromise a>f classified informa- 
tion and that several employees were engaging in sax orgies in offices 
during the day. In Sep 74 » the CG, USAM^COM, conducted a Conmand 
Investigation as a result of these reports under tfaie. provisions of Army 
Regulation 15-6. As a result of that investigatiom, the CG, USAMICOM* 
requested that an ICIP operation be conducted in OGXO. The Source, 
once in place, had to rely chiefly upon elicitation to obtain his infor- 
mation because of his covert status, but during the period, did succeed 
in surfacing adverse suitability information on a civilian physicist 
with access to sensitive, SECRET information which indicated that he was 
probably the catalyst for the sexually-oriented activities of the OGTO 
employees. The employee, apparently obsessed with isex, had numerous 
extra-marital relations during the last five years The ComiQander> 
USAMICOM> was provided a simmiary of information on t:he employee for 
appropriate command action. The employee transferred to another office 

in USAHICOMy which apparently broke up the clique snd Source could uncover 
no new evidence of continuing activities among the remaining employees. 

(2) In addition to the above, the Source provided substantial 
information on security weaknesses in the supported cormnand to include 
poor housekeeping practices, lack of control of reproduction facilities, 
lack of proper control of area access, lax security attitudes, and 
possible compromise of security badges through contzinued losses by indi- 
viduals. Source provided such security weakness aad hazard details to 
the Project Case Officer who relayed it to overt MI! project personnel 
at Redstone. The Project Liaison Officer provided tthese reports to the 
USAHICOM Commanding General and appropriate securit:y personnel who have 
taken actions to remedy the security weaknesses. 



• 
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erational Status: 



(l)^t^NrER RIDE was first approved by OACSI, DA, for implementation 
on 4 Mar 75 • 



{3)^J^he operation yielded one Summary of Informa.tion and several 
oral reports on security weaknesses, 

(4)^1^8 the result of an 18 Feb 76 briefing prese^nted to th^t 
USAMICOM Commanding General, the MI Group conducting the Operation, 
the project personnel, and the supported commander concurred in findings 
that the Operation had accomplished its original objective and should 
therefore be terminated* The CG, USAMICOM^ declared that the operation 
was a success. The insert Source used in the operatrion has been with- 
drawn and reassigned. The CDR, USAINTA, and the ACSil verbally approved 
the termination of CANTER RIDE on 20 and 23 Feb 76, T^spectively with an 
effective date of 31 Mar 76, 

e.(|j)uonments; Counterintelligence support contiraues to be provided 
by elements of the MI Group stationed at USAMICOM. 




ICIP REPORT 
1 April 1975 to 31 March 1976 



J/ej CANVAS TAX: (OACSI Revalidation - '4 Feb 75) 

a. Location: Sierra Army Depot (SIAD) , US Array Materiel Development 
and Readiness Command (OARCOM) Her long, CA 

Information Obtained Off-Post and/or Reported on Non«A3:f ilia ted 
Civilians:* None 

c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) Reports alleged the use of illegal drugs by military personnel 
at SIAD. However » no details were available* 

(2} Information was reported that an exclusion area personal identi* 
fication badge was missing and that an Inquiry failed to find or determine 
how the badge was lost. As a result of the missing badge incident, new 
identification badges were issued. 

(3) An enlisted man assigned to SIAD was charged with malicious 
damage of a generator at SIAD and his security clearance was revoked by 
the Conanander, SIAD, 

d. Operational Status; 

(I) During the reporting period 616 manhours were expended and 14 
Agent Reports were submitted. 



b1 



(2) T DY funds totalling $29.35 were expended; b1 



(3) At the end of the reporting period two confidential sources were 
being used. 

e. Comments: 

(1) This ICIP was administratively implemented in April 1974. 




(2) The mission of the Sierra Artioy Depot (SIAD> is the operation of 
the Depot for the receipt* storage* issue, inaintenaoice, and disposal of 
missile and artillery veapons with a nuclear capability. Included in the 
Items handled by SIAD arc ammunition, special weapoits materials > propellants, 
explosive components of guided missiles, supplies, petroleum and chemical 
supplies, fire control test and measuring equipment, and other special 
weapons with a nuclear capability. SIAD' also maintains a capability for 
systems modification in support of the joint AEC/DOD test firing programs. 

(3) Sierra Army Depot is the major storage area for special weapons 
In the western part of the US. The special weapons that formerly were 
located at the Safeguard anti-Ballistic Missile Site and Savanna Army 
Depot are Aow at SIAD, which elevates it to one of tlhe most important 
special weapons repositories in the US. The Depot ls located in a re- 
mote area and its contents make it not only of interest to hostile 
intelligencey but also a target of terrorist groups who are involved in 
nuclear theft and blackmail* 

(4) The Department of Army Sensitive InstallatLon and Unit List, 
January 1976, lists SIAD as "Critically Sensitive (CS)." 

(5) A large portion of the work force is in exclusion areas so access 
to them on a daily basis is severely restricted for project personnel. 
Coverage of these areas by confidential sources thus becomes necessary for 
effective CI coverage. A 20 Sep 75 report of the Nutclear Defense Agency 
entitled "Adversary View and Support - Nuclear Weapoin Site Security; 
Adversary Capabilities," in assessing terrorist grou||)S tactics employed 

to acquire a nuclear device and options available, cites the method most 
likely to succeed as one in which a member of the regular work force has been 
approached, recruited and is on the terrorist groups payroll. The detection 
of this type of activity among members of a work fonce in an exclusion area 
is greatly enhanced by employing a confidential source program. At the close 
of the reporting period, two confidential sources were being utilized in the 
operation to cover the Priority I Exclusion Area. A. third individual is under 
assessEDent as a potential confidential source. 

(6) Hostile intelligence services have high priority collection objectives 
pertaining to such activities as those conducted at SIAD» 

(7) The SIAD, as outlined briefly in subpara (5) and (6), above, 
appears, highly vulnerable to a double threat, that pcsed by the in* 
creasingly active terrorist groups who operate on a global scale and the 
ever present threat of HOIS penetration. The ICIP i:s necessary as an 
additional means to provide "early warnings" to assist the Commander in 
formulating necessary plans and taking proper action to protect the 
sensitive and highly-destructive special weapons stored at this location. 
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(8) At the most recent Quarterly Briefing on 13 Feb 76, the SIAD 
Conmander indicated that he was pleased vith the type of support being 
provided and requested continuation of the ICIF* 



* 
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ICIP REPORT 




1 April 1975 to 31 March 1976 
CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 



a. Location: Pentagon Telecommimications Center (PTC), US Army 
Conamunications Connnand (USACC), The Pentagon, Washington, DC- 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None 

c. Significant Information Obtained During the Period 1 /4>ril 1975 
to 31 March 1976: 

(1) An ICIP source reported that a PTC civilian employee was trans- 
ferred from the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Additionally, 
the ICIP source provided information concerning possible security viola- 
tions involving the employee. Because of the employee's questionable 
suitability characteristics and conduct he was assigned to a job in PTC 
requiring minimum contact with classified information. Superi^isors will 
continue to monitor his conduct and activities. 

(2) An Army NCO assigned to PTC attempted to commit suicide by 
slashing his wrists. As a result of the information gained concerning 
the suicide attempt a Limited Investigation was initiated* The NCO was 
assigned to the Logistics Branch, PTC, pending results of the investiga- 
tion. The investigation revealed that the NCO has a large number of 
outstanding debts, has lied on loan applications, and had ordered a 
1976 automobile which cost in excess of five thousand dollars. Inter- 
views concerning the NCO revealed alleged drug usage and homosexuality. 
The Limited Investigation was completed and referred to PTC for adjudica- 
tion. The decision was made not to revoke the NCO's security clearance 
since he left the service on 9 April 1976 and will not be allowed to 
re-enlist. 

(3) Adverse suitability information was reported on two additional 
NCOS assigned to PTC» Based on medical reports and rebellious attitudes 
one NCO was released from the Army by board action. The second NCO 
after a night of heavy drinking began hitting his wife when <;he tried 

to arouse him after he had "passed out«" The wife filed assault charges 
vlth the Military Police but withdrew them later* The PTC commander 
counselled the NCO on his drinking and marital problems and assigned 
htm duties where he has no access to classified information* 
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(4) During the course of an investigative of an enlisted WAC raember 
of FTC vho vas absent-vichout- leave (KAWOL Invescigacion) ^ it vas discovered 
tbat the CID was also Investigatiog her for theft and trafficking in drugs. 
The MI representative and CID agents coordinated their mutual investigations^ 
FTC has suspended the UAC's access to classified material pending completion 
:be investigation. 

d. Operational Status: 

(1) CENSUS TDiE was first approved by OA^CSIj DA^ for inplementation 
5 Feb 74« 

(2) During the period of 1 April 1975 to 31 March 1976, 726 manhours 
Vftre expended, no TOV or ICF funds were used. The operation produced 
seven inforoatlcm reports. One confidential source vas used during the 
period but vas terminated during the latter part of the period. 

e» CooDents: The PTC operations Include an extremely high volunae 
of ultra sensitive classified traffic processed at the highest level, 
and includes the cryptographic support rendered to the JCS, the KHCC, 
departnents and executive agencies of the government*, allied embassies, 
and the United Nations Building in Nev York.. The PTC remains a potential 
target for HOIS; however, there is no information reported co indicate 
the presence of any identified threat to the installation. 



Regraded UNCLASSIFIED on 

by USAINSCOM FOI^PA 
Auth para 4-102, DOD 52004R 




a» Location: Harry Diamond Laborat^orles» (HDLD , Adelphia* MD 

b. Information Obtained Off-Post and/or Reported on Non-Mfiliated 
Civilians : None 

c* Significant Info rmat ion Obtained During Period 1 Apr 75 - 
31 Mar 76: 

(1) Information was received that a First Secr&tary at the USSR 
Embassy, Washington, DC had visited HDL on two occasions. On one 
occasion he attended a meeting of the Institute of Electrical and Elec- 
tronics Engineers, INC., a professional society for engineers which 
was held in the auditorium of HDL. The subject matter presented during 
the meeting was unclassified. At a second meeting cof the society the 
Soviet Embassy official was denied entry. ^ A report -of the incidents 
were provided to the FBI and the Commander, HDL, macSe a determination 
that the society could no longer hold meetings at H0L in order to pre- 
clude any potential security threat. 



(2) On two occasions an unidentified light aircraft flew over the 
test site, Woodbridge Research Facility (WRF), HDL, where a series of 
teats on foreign equipment under the Range Emory pra>gram was in progress. 
In both instances the aircraft circled over the Range Emory test cite 
for about 5-7 minutes. The overflights are being imvestigated In coordi- 
nation with the FBI. 

(3) An employee, HDL, made allegations of immoiral activities by 
members of the HDL Security Office and a group at thie Van Ness Avenue 
Facility, HDL* The employee claimed that she was being followed by 
members of the HDL Security Office. After investigating the employee's 
Btory, the Commander, HDL, believed that she was suffering from psychiatric 
problems and would have her visit a psychiatrist forr a complete evaluation. 

(4) Suitability Information concerning an employee of the Woodbridge 
Research Facility (WRF) a branch of HDL located in Woodbridge, VA, involved 
a problem of alcohol abuse- After counseling, the employee participated 

in a rehabilitation program. 
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(5) From 7 October to 6 November 75, a courtesy penetration test of 
HDL*s Adelphi Facility was conducted* The penetrations were successful 
and revealed several security weaknesses which were corrected by the 
supported command- As a result of the test a number of security guards 
were transferred and guard procedures were changed. In addition a new 
magnetic coded badge was approved for purchase in FY 77. As a follow-up 
implementation of "Lessons Learned" in the penetration test the ICIP 
Project Liaison Officer (PLO) and the HDL Security Officer prepared and 
delivered a series of lectures and classes to the HDL guard force on the 
penetration test. Additionally, the PLO delivered lectures on the 
penetration test to the faculty and students of the Counterintelligence 
Dept» US Army Intelligence Center and School, Fort iiuachuca, A:s. 

d. Operational Status: 

(1) During the reporting period 880 manhours were expended, 18 
Information reports were submitted and Al memorandums were prepared and 
provided to the supported commander. 



(2) No TDY or b1 were expended, 

e. Comments 

(1) ICIP CENTAVO KID was approved by OACSI, DA, 18 Oct 73 and the 
supported commander was briefed on the implementat iOD of the operation 
on 12 November 1973. 

(2) The mission of the HDL includes critical sensitive research and 
development activities in support of the US Army. Some of the more sensi- 
tive activities include research into the hardening of commun:!.cations 
equipment against nuclear weapons radiation; tests of nuclear warhead and 
missile systems to determine their ability to withstand nuclear weapons 
radiation; develop fuses for use with nuclear warheads and conducts develop- 
ment and testing of radiation hardened systems for Minutemen and Poseidon 
Missiles. 

(3) The installation remains a potential target for hostile intelligence 
services. 
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ICIP ElEPORT 



I April 1975 to 31 March 1976 




jfi) GONDOU STAR: (OACSI Revalidation - 16 Jan 76) 

a- Location: Aberdeen Proving Ground (APG) and Edgewood Arsenal 
(EA)» Aberdeen, HD 



b- Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians; None 



(1) Confidential and conventional sources employed in the operation 
surfaced information on adverse suitability pertaining to 13 employees 

at Aberdeen Proving Ground/Edgewood Arsenal* The suitability information 
included alcohol and drug abuse, moral improprieties, fraudulent claim 
on a TDY voucher and mental instability. Action vas taken to substantiate 
or refute the reported allegations. 

(2) Sources reported four instances of alien enlistees vho were 
assigned to the sensitive installations. The Installation Intelligence 
Officer (IIO) was aware of the status of the four, that they did not 
have security clearances and had no access to classified information. 

(3) Sources reported three instances of foreign travel during the 
period. One of these DOD affiliated employees who traveled tc the USSR 
after attending a scientific conference in Finland is being contacted by 

DS Intelligence, In another instance, a DOD civilian eroployee visited Poland 
and Czechoslovakia for about one month in June-July 1973. The employee and 
his spouse allegedly visited relatives in both countries* The employee has 
been debriefed by USAINTA. Source reported that the employee plans to travel 
to ^hese countries again in 1976. In another instaace, husband and wife DOD 
employees took a Smithsonian Institution-sponsored tour to Moscow and 
Leningrad. The husband has been debriefed by USAINIA and the wife will be 
debriefed at her convenience. Source reported that the couple planned to 
take another trip to Russia in 1976. 

(4) Sources reported several instances of foreign contact by military 
and DOD civilian personnel in the supported activity. In one instance a 
citizen of the Federal Republic of Germany was assigned on an exchange 
program to work until Sep 76. A report of a civilian DOD employee at 
Edgewood Arsenal with some unexplained periods of tiane in his background 
prompted request for a Limited Investigation from the supported command. 



Significant Information Obtained During Period 1 Apr 75 to 



31 Mar 76: 





t 




(5) Sources reported two instances of Swedish citizens visiting 
the installations. It was determined that the one visit had been fully 
coordinated with the proper officials. In the second instance, it was 
determined that the visit had not been properly coordinated but that 
steps had been taken to insure the visitors would not be given access 
to classified information until guidance was provided by higher head- 
quarters. 

(6) Sources reported nutaerous instances of security weaknesses or 

poor security practices. These included unattended offices in which security 
containers were left open, a CONFIDENTIAL document left unsecured over a three 
day weekend, poorly controlled access to a classified scientific conference, 
iDovement of an office into a building in which no technical survey had been 
conducted prior to the move, typewriter ribbons and carbon pap€irs not being 
disposed of as classified waste, and high-ranking civilian employee bringing 
his eight year old son Into a controlled access area where a classified 
test was being conducted and remaining overnight. 

d. Operational Status: 

(1) GONDOLA STAR was first approved Cy OACSI, DA for impl6;mentation on 
21 May 1965. On 18 Feb 75, the ACSI directed the termination of 12 ICIPS, 
Including GONDOLA STAR, by 31 Mar 75- After reviewing correspondence 
Initiated by the Commander, Aberdeen Proving Ground, which recommended 
that the ICIF GONDOLA STAR be continued, the ACSI reinstated the operation 
for a period of six months on 11 Jul 75, subject to a review after the six 
months elapsed. On 16 Jan 76, the ACSI approved continuation of the ICIP 
as an ongoing operation. The following statistics are for the period 11 Jul 
75 to 31 Mar 76: 

(a) During the reporting period 2,223 manhours were expended and 84 



written information reports and 16 oral reports were submitted. b1 



b1 no TDY funds were expended. 



(b) At the end of the reporting period eight confidential sources 
were being used in the operation. 

e. Comments: The ICIP has been a productive operation at a critically 
sensitive installation. Information obtained as a result of the ICIP and 
acted upon by the commanders concerned has served to strengthen the security 
of the installation. The 902d MI Group is conducting a comprehensive review 
of this operation for possible replacement of the operation by an overt 
counterintelligence support program. 




ICIP REPORT 




1 April 1975 to 31 March 1976 
LENS HOLDER: (OACSI Revalidation - 4 Feb 75) 



a. Location; White Sands Missile Range (WSMR) , NM 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None 

c. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 



(1) Several reports from confidential sources during the period 
indicated that employees in the TRADOC Systems Analysis Activity (TRASANA) 
and the Army Missile Test and Evaluation Directorate (ARMTED) were 
follovlng poor security practices in daily activities and not adhering 

to security regulations for safeguarding sensitive classified information. 
These security hazards included leaving security containers open and 
unattended for periods during the day, failing to complete security 
forms affixed to classified material cofStalners, leaving classified 
material in work boxes after duty hours, and laxity on the part of 
security guards during night shifts. Security Officers of both TRASANA 
and ARMTED after being provided reports on these weaknesses briefed all 
their employees on requirements of WSMR Regulation 380-5 (Security 
Regulation) and reoriented all gtiard personnel on their security 
obligations ^ 

(2) A confidential source reported that a US Army Officer assigned 
to the Office of Missile Electronics Warfare (OMEW) was misappropriating 
computer parts and electronic equipment which he was taking home to build 
his own computer* A summary of available information was provided the 
US Army Criminal Investigation Division Command for investigation by that 
agency. The same confidential source reported on 4 Feb 76 that two en- 
listed soldiers in sensitive positions in TRASANA were engaged in drug 
trafficking, but in separate operations. Local on-post investigation by 
the White Sands Missile Range Provost Marshal resulted in apprehension of 
one of the individuals » Information on the second soldier, allegedly 
Involved in large-scale drug transactions and with criminal contacts, was 
reported to the Sixth Region, US Army Criminal Investigation Division 
Command for appropriate Investigation. 

(3) A confidential source reported that unknown persons had attempted 
on 11 Jan 76 to penetrate TRASANA, which is an Exclusion Area. On 

12 Jan 76, the source reported an unidentified individual claiming to be 
a colonel had been permitted to enter the TRASANA Compound without the 
required Identification* Investigations by the TRASANA security personnel 
disclosed that there was no substance to the 11 January repo::t and the 




person in the 12 January incident was identified and found to be a 
legitimate entrant into the facility- The incident did serve to 
illustrate the security awareness of the source and the personnel 
involved, 

(4) A confidential source reported in March 1976 in three reports 
that devices, such as radios, tape recorders, and "pocket" digital 
calculators were being brought into a TRASANA Exclusion Area by 
personnel having access to the areal Many of the computers used in the 
area have classified information storage and the above-named devices 
allegedly can affect the computers' operations. The appropriate 
Security Officer has been appraised of these practices. XCIF project 
personnel have been tasked to provide follow-up reports on actions 
taken by the supported command. The information has also been provided 
as a matter of interest to the Counterintelligence Services and SAVE 
Team elements at USAINTA. 

d. Operational Status: 

(1) LENS HOLDER was first approved by the ACSI, DA, for implementa 
tion on 16 Sep 74. 

(2) Two confidential sources provide coverage of the two principle 
supported activities, TRASANA and OMEW, An additional individual in the 
ARMTED is being assessed as a potential source. 



(3) During the reportin g period, 1,053 manhours were exp^ended. b1 



b1 I there were no TDY outlays. The operation 

produced 36 written information reports and 24 memorandums and oral 
reports. 

e. Comments; 

(1) The mission of the White Sands Missile Range has remained un- 
changed since the inauguration of the ICIP and the previous OACSI revali- 
dation on 4 Feb 75. The mission of WSMR is to evaluate the Safeguard 
Missile System missile vulnerability studies, missile control systems, 
and perform pre-production tests and analyses of missile systems. The 
mission of WSMR makes it a prime target of hostile intelligence. Activi- 
ties at WSMR which have Priority I requirements for support are TRASANA» 
OMEW» ARKTED, the National Range Operations Directorate, and the US Army 
Safeguard Systems Evaluation Agency. These elements develop electronic 
countermeasures techniques to nullify vulnerabilities discovered in 
missile systems, conduct pre-production tests of rocket and guided missile 
systems, operate a nuclear effects facility and operate National Range 
Facilities for tests conducted at WSMR. 



1 



(2) The operation to date has proven to have value as an adjunct 
to the installation security program. The isolation of the installa- 
tlon^ dispersion of many of its facilities, and the extent and nature 
of its computer facilities and missile testing ranges present a lucra- 
tive target for hostile intelligence service (HOIS) penetration. USMR's 
proximity to the US-Mexican border renders it vulnerable to HOIS 
operations based in a foreign country. Admittedly, the operation to 
date has not surfaced hard evidence of HOIS presence or penetration, 
but the scope of the threat must be recognized. Details of activities 
conducted at the site are of current interest to HOIS* The two-pronged 
capability' of the ICIF, that is, extensive use of overt sources; of all 
types, plus the covert effort exemplified by the confidential sources, 
appears to be necessary coverage at this time with uhe best potential 
for detection and discovery of HOIS activities. 





ICIP REPORT 
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1 April 1975 to 31 March 1976 



LENTII MONKEY: (OACSI Revalidation - 4 Feb 75) 



a. Location: tefetise Language Institute (DLI), Presidio of 
Monterey y CA 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c» Significant Information Obtained During Period 1 Apr. 75 to 
31 Hat 76: 

(1) A source in the Chinese-Mandarin Language Department furnished 
inforcoation concerning a temporary instructor of that department who 
closely questioned her students about their knowledge of their future 
duties and assignments. She frequently expressed her displeasure in 
the task of teaching Chinese to students which would enable them to 
"conduct spying activities" directed at the People *s Republic of China 
(PRC). The instructor also displayed a rebellious and uncooperative 
attitude toward necessary DLI administrative requirements. Born in 
Canton, China, she was a British citizen and no evidence of a\ pre- 
exnployment investigation could be found. DLI refused to reneiw her con- 
tract when it expired in Sep 75 and she departed DLI in that month. 

(2) A Confidential Source reported information on an instructor of 
the German Language Department who travelled to East Germany in mid-1975 
without notification or permission from DLI authorities* Upon completion 
of the travel, the instructor was admonished officially and informed that 
any future violation of the DLI regulations on foreign travel would re- 
sult in temporary suspension. 

(3) A visitor to the Russian Language Department in May 75 requested 
copies of training material used in the Russian Dept, claiming that he 
wanted it to use for language training in his reserve unit. The visitor 
was given two unclassified training exercises. Subsequent Investigation 
identified the visitor and established that he was a former g;radiiate of 
Russian at DLI» and additionally, that he was a bona fide member of a 
Calif omia*based Army Reserve unit. The incident, although not of a major 
significance as proven by the later investigation, did serve to underscore 
a need for better visitor control at DLI. The Director, DLI, placed 
special emphasis on this and the need for all personnel to be alert for 
unauthorised visitors and proper procedures for handling theai. New visi- 
tor requirements and restrictions were published and distributed through- 
out DLI« 
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(4) An instructor In the Hungarian Language Department travelled 
to Hungary in Sep 75 with a stated purpose of visiting relatives. A 
review of the instructor's file revealed extensive foreign travel in 
Europe since 1971 and frequent contact with relatives and other persons 
in Hungary. File checks and inquiries of other agencies failed to re- 
veal any substantial derogatory information concerning the instructor, 
but the potential hostage situation is evident in the continuing con- 
tacts* Monitoring of the instructor's activities continues. 

(5) An ICIP source reported that an Instructor in the Russian 
Language Department allegedly is a former member of the Soviet Army's 
equivalent to the US Army Security Agency who while in the Soviet Army 
received special training in English. This instructor left nhe USSR 
in Apr 74 and was hired at DLI in Oct 74. A coworker of the instructor 
left the Soviet Union in Apr 75 and was also hired as an instructor at 
DLI in Jul 75. Both of the instructors taught together at the Leningrad 
Herman Pedagogical Institute in Leningrad in the late 1960s and early 
1970s- The sequence of these events illustrate how quickly these indi- 
viduals are able to secure employment after leaving the USSR, employment 
In which they are placed in extremely close contact with US intelligence 
personnel. Monitoring of the activities of these individuals continues. 

(6) Two instructors in the Bulgarian Language Department who are 
man and wife were accused by fellow faculty members at DLI of being 
communists because of the unexplained details of their emigration to 
the West and the manner in which they left Bulgaria. The allegations 
led to charges and countercharges; full details of the incident were 
provided the FBI. The wife remains at DLI as an instructor, but as of 
the close of the reporting period on 31 Mar 76^ the husband was employed 
elsewhere and no longer DOD-af filiated. 

(7) A DLI employee of the Hebrew Project at DLI also created 
considerable internal dissension and bickering within the Hebrew Depart- 
ment when he maintained close contact with the Israeli Consulate in San 
Francisco. This caused associates to become suspicious of his motives 
^nd high level contacts. The employeei an alien with an impressive 
background, including possible intelligence activities, later applied 
for employment with the National Security Agency (NSA) , which has been 
provided all Information available to USAINTA. 

(8) A confidential source reported that a Czechoslovakian Language 
Department (CLD) instructor was planning to withdraw her retirement fund 
money and return to Czecho slovakia with her two sons, allegedly to live 
there. 



b1 



Per FBI 



ON eiDm^^^^-W§ 

By CDR USAINSCOM FOI/PO 
Auth Para 6-601 DOD S200.1R 




Per FBI 

At the close of the reporting period possible health 

problems appeared as a deterrent to the wife ^ s original 
definite decisions. iri this regard ar£^ jinknown . 




(9) A second CLD instructor has disclosed to several sources over 
the last two years his continuing efforts to obtain the release of his 
children from Czechoslovakia* The Czech Government recently informed 
the instructor that he could obtain the release of his children if he 
pays the Czech Government $66,000 as reimbursement for the cost of the 
time the instructor spent in a Czech prison and an education tax on the 
education acquired in Czechoslovakia by the instructor and his wife. 
The instructor disclosed that the Czech military had changed its method 
of counting. The reports indicate that the instructor is maintaining 
close^ continuing ties with Czech Government officials and that a hostage 
sltxiation with his children exists. Monitoring of his activities 
continues. 

(10) Monitoring also continues on activities of a Polish Language 
Department (PLD) instructor who plans to visit his mother and a brother 
In Warsaw in mid-1976 • The instructor has not applied formally to DLI 
for approval for the leave and the trip. The instructor frequently 

has travelled in the past to Europe. His brother, a medical doctor also 
travels extensively, and has been in the US and Catiada often during the 
last 20 years. During a 1974 visit to the US, the instructor's brother 
visited DLI, attended PLD functions at DLI, talked with the US Army 
students at length and photographed many of the students in attendance. 
US Customs once detained the instructor's brother at the- Canadian border 
for attempting to smuggle Communist propaganda into the US; US Customs 
confiscated the propaganda. 

(11) An instructor in the Russian Language Department apparently is 
suffering from mental problems. The instructor has written to a 
California US Senator » a nationally syndicated columnist, and the FBI, 
alleging that he is constantly under surveillance by the Soviet KGB and 
US intelligence and further, that his life is in danger. The instructor 
also has sent a telegram to the President of the United States. Both 
the FBI and the Secret Service have made inquiries into the matter and 
conducted local investigations of the instructor. On 23 Mar 76, the 

DLI Coimnandant directed the instructor to undergo psychiatric evaluation* 
Initially, the instructor refused and was suspended from his duties 
administratively* At the end of the reporting period the instructor 
agreed to the examination. The results and final disposition are pending. 
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d. Operational Status: 



(1) LENTIL MONKEY was first approved by ACSI, DA, for iraplementation 
on 11 September 1967. 

(2) During the reporting per iods 4,603 manhouirs were ex])etided. 



b1 there were no TDY outlays. 



(3) Production consisted of 360 written inforrmation reports and 
220 Hemorandums and oral reports. 

(A) Eight confidential sources were active in the ICIP at the close 
of the period and additional coverage of language cfiepartments and 
administrative sections of DLI was obtained by 16 convent ional sources. 



e • Comments : 



(1) The mission of DLI is to train DOD intelligence and communica- 
tions security specialists in every major foreign Hanguage. Military 
attaches, employees of the CIA and FBI, as well as other federal agencies, 
are also trained at DLI, making it an extremely enticing target for 
hostile intelligence service operatives,- The majority of the faculty 

of DLI have foreign backgrounds, some have only recently arrived from 
Communist Bloc countries and rapidly achieved employment in an installa- 
tion where most of the students are in intelligence or destined for 
Intelligence assignments upon graduation. Many of these instructors 
are in hostage situations by virtue of close, livimg relatives in the 
ComBloc countries with whom they maintain written contact and closer, 
If less frequent, personal contact. In maintaining: contact with these 
ComBloc countries for any reason whatsoever, intelligence agencies of 
those countries in all likelihood have identified tzhe instructors' 
place of employment and may have contacted them unc£er one guise or 
another. 

(2) In addition to extensiV(rand frequent contacts with the govern- 
ments of Hois, many instructors who probably are completely imbued with 
the American way of life and are now US citizens oir who intend to become 
citizens, nevertheless are vulnerable targets* The instructors acquire 
personal acquaintances among many intelligence personnel and, in the 
course of teaching and associating with the militaiy in year-long 
classes, learn of the students' future assignments and do in some 
instances correspond with DLI alumnae after graduatiion. This unique 
characteristic of conditions at DLI serves to make the Institute an 
even more attractive target for HoIS approaches. 



(3) As shown by statistics in paragraph d(2), and d(3) , above, 
ICIP LENTIL MONKEY is the most productive of all tlae presently active 
ICIPS Tilth a total of 360 written reports* Though 4^603 manhour s were 
expended in the project, the actual cash outlay of I b1 \^or the 



year, the lowest cost figure for any of the active ICIPS. Viewed from 
the cost-yield ratio alone, this operation is an extremely succe:3sful, 
economical effort* 
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MEMORANDUM THBT: VICB CniEr OF STATTi URIIED QT ATSfi-A«M^- c^.. .^s.- 

/ NOTED l^SA' .>3p. ^ 

tOR: oliDcn QEcniiiAa¥ or ino Arorp iv Daie ^.v.;.-.-.-.-/.?- 

cot Itydi., Tc::d- Exec, SAUS 
SUBJECT: Internal Counterintelligence Program (ICIP) (U) — 

INFORHATION MEMORANDUM 



1. W 

Countferj 



During the past quarter, six of the currently active Internal 
intelligence Program (ICIP) operations provided information on 
Incidents involving personnel suitability and conditions reflecting 
poor security practices or weaknesses. Reports of these relatively 
minor conditions were furnished the commanders of the supported comrosnds 
who took immediate corrective action. 

2* (U) The total number of active ICIP operations remains at nine. 
Summaries of activity in these operations during the last quarter are 
laclosed. 



9 Incl 
as (C) 




HAROLD R.AARON 
Major General. GS 
ACofsfor Intelii^snce 




Noted by the Under Secretary of the Army 
with comment; "On next quarter's review, 
please provide an analysis (of each ICIP 
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DEPARtMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY INTELtlGENCE AGENCY 
FORT MEADE, MARYLAND 20755 



KIIA-SO-SA 



MAY 1 1 1976 



SUBJECT: Report of Internal Counterintelligence Program (ICIP) 

Operations (U) 



HQDA (DAMI-DOH/COL HAENDLE) 
WASH DC 20310 




During the 3d Quarter, FY 1976, two of the on-going ICIP 
operations were terminated effective 31 March 1976, CANTER RIDE at 
Redstone Arsenal > AL, and CANARY EFFORT at Fort Ritchie, MD, The 
Coiiiniander, USAINTA, and the ACSI verbally approved termination actions 
on 20 and 23 February 1976, and separate correspondence requesting 
formal terxaination was submitted to ACSI, DA, on 8 April 1976. The 
total number of active ICIP operations at the close of the 3d Quarter 
was seven- Summaries for each of these seven operations, plus the two 
which were terminated, are attached as TAB A, which is the quarterly 
report for the period ending 31 Mar 76, 




2. The former Project Liaison Officers (PLO) of the two terminated 

ICIPS, CANARY EFFORT and CANTER RIDE, are continuing to provide counter- 
intelligence support to the sensitive elements at Redstone Arsenal and 
Fort Ritchie. These activities now receive comprehensive assistance 
through an overt, all-source, multi-discipline effort named the Direct 
Support Comprehensive Counterintelligence Program (DSCCP) , A review of 
ICIP Operations CANINE PLATE, CENTAVO KID, and CENSUS TIME is currently 
being conducted to determine which of these operations should be con* 
ver^^^to the DSCCP concept. 

3- tt^ Through a comment on the DAMI-DOH Information Memorandum to the 
Under Secretary of the Army, subject: ICIP Program, dated 1 April 1976, 
the Under Secretary indicated that an analysis of each ICIP operation for 
the past year was to be provided with the next quarterly review. In 
compliance with those instructions, an analysis of each ICIP operation 
was made for the period 1 April 1975 to 31 March 1976 ♦ As a result of 
these analyses, five ICIPS (TAB B) are recommended for termination; four 
ICIPS (TAB C) are recommended for retention. At TAB D are statistics 




SUBJECT: Report of Internal Counterintellxgence Program (ICII:'; 

Operations (U) 

for each of the ICIP operations which are referred to in individual 
reviews. These statistics provide a recapitulation of pertinent 
costs, maahours, and production for the nine ICIP operations covered 
in this analysis. 

5. (U) Recoranend approval of termination and retention actions in 
TABS B and C. 



Hi 



, Tnrl '^WILLIAM I. JENNINGS 

Special Assistant (OPS) 
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SUBJECT: Rajwrt of Internal CouaterlAtelllgeace Prografii (ICIP) 

Op«r»tlons (U) 



HQDA (DAMI-DOH/COL RAEMDLE) 
WASH DC 20310 



During the 3d Quarter, FT 1976, two of the on-going ICTP 
operations were terminated effective 31 March 1976 » CANTER RIDE at 
Redstone Arsenal, AL» and CANARY EFFORT at Fort Ritchie, KD. The 
CoMBander, USAINTA, and the ACSI verbally approved termination actions 
on 20 and 23 February 1976 » and separate correspondence requesting 
formal termination was submitted to ACSI, DA, on 8 April 1976. The 
total number of active ICIP operations at the close of the 3d Quarter 
was seven. Summaries for each of these seven operations, plus the two 
which were terminated, are attached as TAB A, which is the q\iarterly 
iTt for the period ending 31 Mar 76. 




2» The former Project Liaison Officers (PLO) of the two terminated 

ICIPsC CANARY EFFORT and CANTER RIDE, are continuing to prov:Lde counter- 
intelligence support to the sensitive elements at Redstone Arsenal and 
Fort Ritchie. These activities now receive comprehensive assistance 
through an overt, all-source, multi-discipline effort named the Direct 
Support Comprehensive Counterintelligence Program (DSCCP) • A review of 
ICIP Operations CANINE PLATE. CENTAVO KID, and CENSUS TIME Is currently 
being conducted to determine which of these operations should be con- 
to the DSCCP concept. 




3. Through a conent on the DAHI-DOH Information Memorandum to the 

Secretary of the Amy» siibject: ICIP Program, dated 1 April 1976, 
the Under Secretary Indicated that an analysis of each ICIP operation for 
the past year was to be provided with the next quarterly review. In 
co^Ilaace with those instructions, an aaelysls of each ICIC* operation 
was made for the period 1 April 1975 to 31 Hsrch 1976. As a result of 
these analyses, five ICIPS (TAB B) are recosBtended for term:ljiatlon; four 
ICIPS (TAB C) era recommended for retention. At TAB D are statistics 

, CDR USAINTA 
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MIIA-SO-SA „ /TrTu> 

SOTJECT: Report of Internal Counteriotelligcnce Program {ICZV} 

Operations (D) 

for each of tbm ICIP operation- vWch are referred to In Individual 
rm^mn. Theee etAtletlca pneor^e a recapltuUtlon of pwtlnent 
eoete. maho^, end production for the nlM ICIP operation, corered 
la thla ttalyalB* 

5, (0> Ieco»BMod approvia of terelMtlon and retentlflpn actios* la 
TABS B mod C. 



. WILLIAM I. JENNINCS 

\ Special AsalBtant (OPS) 
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CANARY EFFORT: (OACSI Revalidation - 4 Feb 75) 



a. Location: Fort Ritchie, MD 

Confidential Source Utilization: Three 
c» Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) On 15 January 1976, the FLO* as a result of a liaison visit 
with the Baltimore Division of the Federal Bureau of Investigation 
obtained data on the presence of Sino-Soviet Bloc personnel travelling 
within the environs of the target areas and information on those Sino- 
Soviet bloc personnel residing temporarily in the environs of the 
target area. 

(2) On 28 January 1976 a member of the 572d Military Police Co, 
Ft Ritchie, was approached by an unidentified individual at Hagerstown 
Junior College, Hagerstown, MD, who claimed to be employed at Site R. 
The individual described Site R in general terms, but made no attempt 
to elicit information from Che soldier. Investigative efforts failed 
to identify the individual. All available information was provided the 
Hagerstown Resident Office of the FBI, A USAINTA investigation of the 
incident is continuing - 

(3) On 28 January 1976, an unidentified individual approached a 
soldier assigned to the US Army Communications Command East Coast Tele- 
communications Center (USACCECTC) and requested a tour of that facility. 
The individual appeared interested in the antenna configuration of 
Satellite Communications/Direct Communication Links (SATCOM/DSL) . The 
request for the tour was refused; the soldier reported the incident. 

All available information was provided the Hagerstown Resident Office of 
the FBI. USAINTA investigation of the incident is continuing. 

(4) During the reporting period information was developed on a 
Non-Appropriated Fund (NAF) employee who is a bartender, employed at the 
Ft Rltchi^NCO Club. The bartender allegedly claimed to patrons that 
she was ^n the employ of both "Military Intelligence" and the "CIA." 

An investigation is being conducted by USAINTA. 

(5) On 18 March 1976, a US Army NCO assigned sensitive duties in 
the Alternate National Military Command Center (ANMCC) volunteered 
information concerning his entering into correspondence with an agency 
of the East German Government. The NCO, who has been researching his 
family history for the last six years, was attempting to obtain a record 
of the military service of his great-great grandfather in the period 
circa 1810. In the course of an inquiry to the Federal Republic of 



REGRADED UNCLASSiFtED 

ON SEP '5 1997, 

BY CDR USAINSCOM FOl/PO 

AUTH PAflA 1-66aDoD §200J-R 




Germany (FRG) Ambassador in Washington and the FRG Government, he was 
advised to contact the German Historical Central Archives in East 
Germany. The NCO volunteered the information so It could be niade a 
matter of official record in the event he should be contacted in anv 
fashion by East Germany in the future. The Chiefs ANMCC, was provided 
information on the above. The NCO was given a SAEDA briefing under 
the provisions of AR 381-12 with special emphasis on reporting; proce- 
dures* The NCO will provide Army Intelligence with copies of any 
correspondence he receives in this regard. At present the opportunity 
for further exploitation appears minimal • 

e. Operational Status: 

(1) In February 1976, the 902d MI Group selected Operation CANARY 
EFFORT to be terminated and replaced by a Direct Support Comprehensive 
Counterintelligence Program (DSCCP) which is being developed by the 
902d MI Group. Supported commanders were briefed on the termination in 
conjunction with the scheduled quarterly briefings as described below. 
All confidential sources used in this ICIP have been terminated. The 
GBR, USAINTA, and the ACSI indicated verbal approval of the termination 
on 20 and 23 February 1976, respectively- The effective tennination dace 
for CANARY EFFORT is 31 March 1976. 

(2) During the quarter, the PLO presented 21 SAEDA/Threat/Security 
Awareness briefings to personnel assigned to supported activities at 
Fort Detrick and Fort Ritchie. 

(3) The PLO presented the Quarterly Progress Briefing to LTC Dale 
S. Cockle, CDR, USACC ECTC^ on 30 March 1976. 

(4) The PLO, on 1 April 1976, presented the Quarterly Progress 
Briefing to COL John S* Eberle, CDR, US Army Communications Command 
(USACC) Site R* 

(5) On 5 April 1976, the PLO gave the Quarterly Progress Briefing 

to the supported command, HQ, 7th Signal Command and Ft Ritchie, with the 
following officials present: COL Harold G. deMoya, CDR> Ft Ritchie; COL 
John J. Plosay, Jr,, Deputy CDR, Ft Ritchie and Mr. Joseph J. Carroll, 
Acting Assistant Chief of Staff, Intelligence and Security, 7th Signal 
Command and Ft Ritchie. 



1, 




a . 



c . 



None 




CANINE PLATE (OACSl Revalidation - 4 Feb 75) 
Locacion: Seneca Amy Depot (SAD), Romulus, NY 



, Confidential Source Utilization: None 



Information Obtained or Reported on Non-Affiliated Civilians 



d. Useful Information Obtained: None 

e. Operational Status: 

Five conventional sources are contacted on a recurrins basis by the 
Project Liaison Officer (PLO) in this operation; one of these plans 
retireraent in July 1976. One newly contacted official source is m a 
position to assist in spotting potential new sources. No threat infor- 
mation was surfaced during this quarter. On 5 March 1976 Che PLO pro- 
vided the Quarterly Briefing to LTC Earl Hain, Acting Depot Corrjnander. 
Lie Kain vas dosignated by COL Alden Cox, CDR, SAD, to receive the 
briefing during the absence of COL Cox 
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3. CANTER RIDE: (OACST Approval - 4 Mar 75) 

a- Location: US Army Missile Command (USAMICOM), Redstone 
Arsenal, AL 

b. Confidential Source Utilization: One 

c. Information Obtained or Reported on Non-Affiliated Civilians; 

None 

d. Useful Information Obtained: None 

e. Operational Status: 

On 18 February 1976, COL Hassel Parker, CDR, 902d MI Group, with 
the Project Liaison Officer (PLC) in attendance, provided a spe^cial 
briefing on this operation to MG Turnmeyer, CDR, USAMICOM. COL Lange, 
USAMICOM Chief of Staff, was also present during the briefing. As a 
result of the briefing, it was agreed by the participants that since the 
operation had accomplished its objective it should be terminated and the 
insert source should be extracted to reduce the risk of comproiaise. MG 
Turnmeyer expressed his deep appreciation for the information provided 
by the operation and concurred with the suggested termination. The 
source used in this operation has been reassigned and will be debriefed 
subsequent to his 8 April 1976 reporting date. The CDR, USAINTA, and 
the ACSI, DA indicated verbal approval of the termination on 20 February 
and 23 February 1976, respectively. The effective termination date for 
CANTER RIDE is 31 March 1976. 






a. Location: Sierra Army Depot (SIAD) , Herlong, CA 

b. Confidential Source Utilization: Two 

c- Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d- Useful Information Obtained: None 
e* Operational Status: 

(1) The two confidential sources are providing coverage cf the 
Priority I activities of SIAD which are Exclusion Areas I and II • Two 
conventional sources and one casual source cover the Priority II activi- 
ties which are the staff and security organizations of the Depot. One 
individual assigned to the Special Weapons Section^ Exclusion Area II 

is under assessment as a potential source. 

(2) The Quarterly Progress Report for the 2d Quarter, FY 76, which 
had been postponed at the request of the CDR, SIAD, was presented by 
the PLO on 13 Feb 76 to the following SIAD officials: COL Robert Hawlk, 
CDR, SIAD; LTC Robert Render, Deputy CDR; MAJ Robert Folster, Security 
Officer; CPT Wayne Heringer, Intelligence Officer and Mr. Anthony 
Tornabene, Assistant Intelligence Officer, The following perisonnel from 
the 525th MI Group also attended the briefing: COL Donald Bradbury, CDR; 
LTC Arthur McQueen, Operations Officer, and MAJ Trevor Bissey, CDR, San 
Francisco Field Office. 

(3) ICIP Sources have been tasked to report any significant counter- 
intelligence EEI or Indicators of hostile intelligence activity impacting 
on Operation Rocking Force (U) , a special weapons project presently in 

progress at SIAD. 

(4) The Quarterly Progress Briefing for the 3d Quarter, Ti 76, will 

be presented by the PLO on or about 30 April 1976 to the SIAD officials 
listed in paragraph 5e(2)j above, 

i 




i 



5. (C) CENSUS time: (OACSI Revalidation - 4 Feb 75) 



a. Location: Pentagon Telecommunications Center (PTC), US Army 
Conmunications Conmand (USACC), The Pentagon, Washington, DC 

b. Confidential Source Utilliation; Hone 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) The Limited Investigation reported In the last quarter on the 
PTC NCO who had attempted suicide and allegedly had involved himself in 
financial troubles, drugs, and homosexuality was completed and referred 
to PTC for adjudication. The decision was made not to revoke the NCO s 
security clearance since he left the service on 9 April 1976 and will 
not be allowed to re-enlist. 

(2) During the course of an Investigation of an enlisted WAC membe 
of PTC with a SECRET security clearance who was Absent-Without-Leave, it 
was discovered that CID. Ft Meyer was also Investigating her for theft 
and trafficking in drugs. The Project Liaison Officer (PLO) and CID 
Agents coordinated their mutual investigations. Drug charges are pending 

\ the results of laboratory tests of substances purchased from the WAC by 
^ CiS SorMnts. PTC has suspended the WAC's access to classified material 
pending completion of the investigation. 

(3) The PLO arranged with appropriate 902d MI Group elements to 
nresent formal SAEDA briefings to all PTC personnel, including the PTC 
elements in the Hoffman and Forrestal Buildings. This project xs 
scheduled for completion in the next quarter. 

e. Operational Status: 

m The Hoffman Telecommunications Center has been brought under 
coverage of this ICIP, as requested by COL Donald E. Clark. PTC Commander, 
in the previous quarter. 

(2) On 24 March 1976, the PLO presented the Quarterly Progess 
Briefing to COL Clark, CDR, PTC. CW2 Leonard Cross. Alternate PLO, was 
also present at the briefing. 
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CENTAVO KID: (OACSI Revalidation - 4 Feb 75) 

a. Location: Harry Diamond Laboratories (HDL), Adelphi, tlD 

b. Confidential Source Utilization: None 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) As a follow-up implementation of "Lessons Learned" in the 
courtesy penetration test conducted at HDL's Adelphi Facility in the 
previous quarter* the Project Liaison Officer (PLO) and the HDL Security 
Officer prepared and delivered a series of lectures and classes to the 
HDL Guard Force on the penetration test. The Guard Force is operating 
under new instructions designed to thwart attempted penetrations. A 
new HDL Badge and Pass System, utilizing a magnetic coded badge and a 
computer control device, will be started in mid-1976- 

(2) The PLO delivered lectures on the penetration test conducted 
at HDL to the faculty and students of the Counterintelligence Dept , 
US Army Intelligence Corps School, Fort Huachuca, AZ, on 20 ar.d 21 
January 1976* 

(3) The PLO, assisted by other 902d MI Group personnel conducted 
several technical inspections at HDL. The PLO provided advice and 
assistance at several design meetings concerning new buildings at HDL. 

(4) Other security advice was provided by the PLO to the Woodbridge 
Research Facility (WRF) , Woodbridge, VA, and the Gaithersburg Test Site 
(GTS), Gaithersburg, MD. The PLO assisted In devising Operational 
Security techniques at these sites, the only HDL facilities at which 
outdoor testing takes place. HDL requested to be placed on distribution 
for the SATRAN II system but had not received any output from the system 
as of the close of the reporting period. 

e. Operational Status: 

On 16 March 1976, the PLO presented the Quarterly Briefing to MAJ 
Kenneth F. Keller, Executive Officer, HDL, and Mr* James F. Yeick, 
Security Officer, HDL* 
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LENS HOLDER: (OACSI Revalidation - A Feb 75) 
a- Location: White Sands Missile Range (WSMR) , m 
b- Confidential Source Utilization: Two 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) A confidential source reported that unknown persons had attempted 
on 11 January 1976 to penetrate the TRADOC Systems Analysis Activity 
(TRASANA). On 12 January 1976, it was reported that an unidentified 
individual claiming to be a colonel had been permitted to enter the 
TRASANA Compound. These incidents were reported immediately to the 
Security Officer, TRASANA. An investigation by TRASANA security 
personnel disclosed that there was no substance to the 11 January report 
and the person In the second incident of 12 January was identified and 
found to be a legitimate entrant into the facility. The incidents did 
serve to illustrate the security awareness of the source and the 
personnel involved. 



(2) A source surfaced information on 4 February 1976 that two 
enlisted soldiers at TRASANA were engaged in drug trafficking, but in 
separate individual operations. Local on-post investigation resulted 
in apprehension of one of the individuals. All available information 
on the second individual was reported to the Sixth Region, US Army 
Criminal Investigation Division Command for appropriate action, 

(3) A confidential source reported in March 1976 in threti reports 
that such devices as radios, tape recorders, and "pocket" dig:Ltal calcu- 
lators were being brought into a TRASANA Exclusion Area by personnel 
having access to the area. These devices reportedly could af::ect the 
computers used in the area, some of which have classified data in storage. 
The Activity Security Officer has been briefed on these alleged practices 
and ICIP project personnel have been tasked to provide follov-up reports 
on action taken by the supported command. The information contained in 
the reports has been provided to the Coxanter intelligence Services and 
SAVE Team elements at USAINTA as a matter of interest. 



e* Operational Status: 



(1) The two confidential sources provide coverage of TRASANA and 
the US Army Electronics Command, Office of Missile Electronics Warfare 
(OMEW) , WSMR. One individual assigned to the US Army Missile Test and 
Evaluation Directorate is under assessment as a potential source, 

C2) The Quarterly Progress Briefing, postponed at the request of 
MG 0. L. Tobiason, CDR, WSMR, will be presented during the next quarter. 
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■7}^^ GONDOLA STAR: (OACSI Revalidation - 11 Jul 75) 

a. Location: Aberdeen Proving Ground (.\PG), and Ed-e'.'ood 
Arsenal, Aberdeen, ^^) 

b. Confidential Source Utilization: Eight 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

^ confidential source identified an individual in the Biomedical 
L-^Kora^orv, Edgewood Arsenal, as an alien enlistee. Project personnel 
br^.^fed the appropriate security personnel and a background xny.stiga- 
^ion to include a oolvgraph e:ia~ination, was initiated. Tr.e investi- 
gation had not been concluded at the close of the quarter. 

e. Operational Status: 

fl) On 23 March 1976, the PLO oreser.ted the Quarterly "rc-ress 
Reoort to COL Alvin D. Ungerieid-r, CDR, APG, on those acclvLties 
pertaining to the Aberdeen area. Mr. Karry A. M^ncke, Installation 
int-illigence Officer, APG, --'ss present also. 

On 25 March 1975, the PLO presented the Ouartarly Prepress 
Re;.ort'Dn Edgevvood Arsenal activities to COL Kenneth L. Sta- . CDR 

Arceaal, wich CPT Vincent J. ralconio, Cnief, ^^..J: it, O^.ice, 
Ka^ ■..cod Arsenal, also present- 
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LENS HOLDER: (OACSI Revalidation - 4 Feb 75) 



a. Location: Vlhxte Sands Missile Range (WSMR) , NN 

b. Confidential Source Utilization: Tjo 

c. Information Obtained or Reported on Non-Affiliated Civiliaus; 

None 

d- Useful Intorniation Obtained: 

(1) A confidential source reported that unkno^vn persons ha'd atternpted 
on 11 January 1976 to penetrate the TRADOC Systems J^nalysis Activity 
(lRAS:\^iA). On 12 January 1976, it was reported that an unidentified 
individual claiming to be a colonel had been periaitted to enter the 
TRASA>^A CoT.pound . These incidents were reported irrrLediately to the 
Security Officer, TRASAIvA. An investigation by IRASANA security 
personnel disclosed that there v;as no substance to the 11 January report 
and the person in the second Incident of 13 January vrcis identified and 
found to be a legitimate entrant into the facility. Ihe incidents did 
serve to illustrate the security awareness of the source and the 
personnel involved • 

(2) A source surfaced information on 4 February 1976 that tv7o 
enlisted soldiers at TRASAXA v.'ere engaged in drug trafficking, but in 
s^'parate individual operations . Local on-posc investigation resulted 
in appr-^hension of one of the individuals. All available information 
on the second individual was reported to the Sixch F^egion, US Anny 
Crir.inal Investigation Division Cor-iand for appropriate action. 

(3) A confidential source reported in March 1976 in three reports 
L::at: such devices as radios, cape recorders, and "pocket'* digital calcu- 
lators v:ere being brought into a TRASAXA Exclusion Area by personnel 
havin.^ access to the area. These devices reportedly could affect the 
cc-puters used in the area, soTte of vrhich have classified data in storage. 
The A-iivity Security Officer has been briefed on these allciged practices 
and TCi? project personnel hav-^ been tasked to provide lollov-up reports 
or. action taken by the supported conii?.and. The inforr.acion contained in 
the reports has been provided to rhe Counterintellii^encc Services and 
SAVE lean elen:ents ac L'SAINTA as a matter of interest. 



e . Operational Status : 

(1) The two confidential sources provide coverage of T?v^\SAN'A and 

the \'S .'■vrir.y !:iec iir-:": ics Corrjaand, Office of Missile Electronics V.'arfrire 
(Oy.EV:), \:S::R, Oac individual assigned, to the US Ariny Mi.^siie Test and 
Evaluation Director^ite is under assessment as a potential source. 

(2) The Quarterly Progress Briefing, postponed nt the request of 
MG 0, L. Tobiason, CDR, V'SMR» will be presented durin;^ the next quarter 
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LEXTIL MOXl'XV: (OACS'i Revalidation - A Feb 75) 



aiUjLocation: Dcfc-nse Langu.-gc- Institute (DLl), Presidio of 
b^JL^Conf idential Source I'tilizfttion; F.i£'ht 

cJmLnforiiiation Obtained or ronorted or. Xon-Af filiated Civil ians: 
None \ ^ 



d. Useful Inf orr.;ation Obtained: 



(IJ^jThe female instructor in the Czechoslovakian Lanf^uagc Der-ar 
ment reported in the last quarter as preparing to rcisien her posiifo 
and retur n to Czechoslovakia nov is reportedly hovinp scrio u.^ heal',:: 
problem 



Referred 



trie 



(2)[ii)A Polish Language Department instructor plans* t o visit bir. 
mother and a brother ir. Varsav: in iiiid-1976, a cr-nf ide:itial sovrcc 
learned. The instructor has sulr^itted no fori:.;.! requcc^t to DLl 
trip yet. The instructor's activities are r.onitcred ap a natt-er 
intelligence interust because of his and his brother's travels;, 
brother, a medical doctor has visited in the US and Canada frt-quc '^l 
over the last 20 years and vas once detained by US Custciiis: at tnc 
Canadian border for attempting to s-uggle Co~u::i5t propf>j?nnd;: int:- 
US. During a 197A visit to the US, the instructor's brother visiit-:: 
DLI, attended Polish Language Department functions, talked vith c:vJ 
photograhed the students. USAINTA is monitoring the instructor's activities 

(3jU.ft Czech language instructor is continuing his effort? to ob:;ain 
the release of his children from Czechoslovakia, A confidential sc'^rze 
surfaced the most recent information that the Czech Government has in- 
formed the instructor he could get his children our of ti^ ccuntr^- i:" he 
pays the Czech Government $66,000. ($6,000 for the cost of his tir..o in a 
Czech prison and $60,000 as an educational ta>: on his and his. vrifc's edu- 
cation.) Source did not have further information on this particuli:r as- 
pect, but reported that in mid-February 1976 the instructor gave many of 
the DLI Czech students a list of newly published books in the Czech 
language. The books are distributed by a Canadian firm, "Sixty Ei-^ht 
Publishers," Box 695 Station A, Toronto, Ontario M5W 1G2 Cani-da. The 
instructor told his classes^ that the Czech military had officially change-d 
their method of counting for example, usin^-, "21" instead of "1 and 20." 
Insignificant in itself, this last item indicates that the iuFtructor is 
maintaining ties vith Czechoslovakian officials. USATXIA is monitorin:- 
the instructor's activities. 
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(4) Information developed from official sources during the 
period disclosed chat an instructor of the Russian Language Depart^ 
ment (RLD) apparently is suffering from mental problerns* The instructor 
has ■-•.-ritten letters to a California senator, a nationally syndicated 
colu~nisc, and the FBI, alleging that he is under sun.'-elllance of 
Sovi-^t and US intelligence constantly and that h±s life is in danger* 
The Co"ander , USAINIA, provided a suimary report on the instructor to 
the ACSI. The instructor later sent a telegram to the President of the 
United States, Both the FBI and the Secret Service have made inquiries 
into the matter. On 23 March 1976, the Cotamandant, DLI^ took administra- 
tive action directing the instructor to undergo psychiatric evaluation. 
The instructor refused initially and vas ad-inistratively suspended 
fror. teaching. At the end of the quarter, the instructor agreed to 
the exar.ination and final disposition of the matter is pending. 



(1) As a result of the RLD incident described in d(4), above, the 
DLI Cc~.and2nt has directed that the Civilian Personnel Office and 

Security Office screen records of faculty nej.bers for indications of 
tnen-al problems- Once identified, action v:ili be taken to obtain treat- 
ment for the individuals concerned. 

(2} ^ight confidential sources vera utilized during the qu^irrer; 
thr=-:r .-^^urces were terrtinated due to graduation. Four r.-^w confidential 
scur:es '..-ire recruited, inclvjcin^ one Technical Language Assistant (TLA) , 
Fifteen individuals are under assoss-enc as possible sources, including 
one inscr-jztor and one TLA. In addition tc the confidential sources, 
there are 16 conventional sources provicin-^ coverage of seven language 
departr.ents and the DLI staff. 

(3; On 29 llarzh 1976, the ?L0 presented the Quarterly Briefing to 
COL Sa~--C-1 L. Stapiecon, Coriinandant , DLI, Also present at the briefing 
vere COL Donald K. Erc^cbury» CD?., 525th :il Group; :-L\J Trevor T^i?:iny, CDR, 
San Tr-^rzLscQ Field Orfice, 525th MI Group; C?T Brendon A. Kicues, SAIC, 

Fr ^"-ri Pvasicenc Oizice, 325rh MI Group; and Mr. Ja^.es Green, As5t Si^curity 
Oifirar, DLI. 



Operational Status: 
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ICIP REPORT 




1 April X975 to 31 March 1976 



fl!^ CANARY EFFORT: (OACSI Revalidation - 4 Feb 75) 

a. Location: Fort Ritchie » MD 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : Hone 

Significant Information Obtained During Period 1 Apr 75 - 
31 Mar 76: 

(1) Confidential and conventional sources employed in the operation 
surfaced inforination on adverse suitability pertaining to 86 employees 
at Fort Ritchie, all of whom had security clearances and access to one 
of the sensitive activities supported* The suitability infoncation 
included the entire spectriim in this category - alcohol and drug abuse, 
moral improprieties and mental instability. In these instances investi- 
gative action was taken to refute or substantiate the allegations or the 
individuals were removed from access to classified information* About 
50% of the cases reported involved some degree of drug abuse; these were 
referred to the Criminal Investigation Division for action. 

(2) Two separate reports were received concerning suspected Soviet 
Intelligence presence and interest in the activities of the supported 
installation. Details of these reports were provided the FBI in May 1975 
In one instance an individual resembling a known KGB agent paid an unusual 
amount of attention to shipment of sensitive cargo to Fort Ritchie; in the 
second instance an individual assigned to Fort Ritchie reported that a 
second person whom he had met claimed to be in contact with the Soviets 

in Hagerstown, MD, As of 31 Mar 76, the FBI investigations of the reports 
were inconclusive ► 

(3) An ICIP source reported a possible compromise occurred when 
the Telecommunications Directorate, Site R, was tasked to prepare a 
special test tape containing test messages which could be used for coding 
and to devise compatibility between two computer systems. The test tape, 
though it consisted only of innocuous, unclassified messages, also con- 
tained fragments of sensitive, highly classified messages which had been 
picked up from residual magnetism on the reels of the equipment when the 
messages were recorded. This latter condition was not discovered xmtil 
processing to make the systems compatible took place, after the tape had 
lain unsecured, in open storage » for about six weeks. A conmLand investi- 
gation of the incident followed and a determination was made that 
apparently a compromise had not occurred, but as a result of the incident, 
changed security procedures were put into effect for the handling and 
storage of computer tapes, reels, and discs. 




possible SAEDA approaches to soldiers stationed at Fort 
Ritchi^in January 1976 are currently under investigation by USAINXA 
and thfe FBI* Reports of a Fort Ritchie NCO Club bartender professing 
to be employed by the "CIA" and "military intelligence" are currently 
being investigated by USAINTA. 

(5)^In March 1976, an Army NCO assigned sensitive duties at Fort 
Ritchie volunteered that he had contacted by letter an agency of the 
East German Government. The NCO desired to make the matter o:: the 
contact part of official records in the event he should be larer con- 
tacted by any agency or person from East Germany. Though the NCO's 
action was part of his research of his family history and ostensibly 
is an overt, sincere effort on his part, the East German Intelligence 
Services (EGIS) often take such opportunities to make intelligence 
approaches, especially if the US soldier- target has special clearances 
and access to sensitive information. The NCO is under instructions to 
report any responses to his letter. 



Operational Status: 




CANARY EFFORT was first approved for implementation by OACSI, 
June 1965* 

(2^In Feb 76, the 902d MI Group selected Operation CANm EFFORT 
to be terminated and replaced by an overt, direct support co\:nterintelli' 
gence program. Supported commanders were briefed on the temtination 
action during the quarter ending 31 Mar 76. All confidential sources 
used in the ICIP have been terminated. The CDR, USAINTA, anc the ACS I 
verbally approved the termination on 20 and 23 Feb 76, respectively. 

n/r^jpuring the reporting pe riod J b1 ] 



b1 I §80.00 in IDY and travel, an<rJ7733 



manhours were expended * 

(AlmThe Operation yielded 69 information reports and 116 other 
reports^ which were chiefly verbal reports provided to the supported 
commanders. 

e/lXjComments : The ICIP at Fort Ritchie clearly has been a productive 
operation at a critically sensitive installation. Information obtained 
as a result of the ICIP and acted upon by the commanders concerned has 
served to strengthen the security of the installation. The ?02d MI 
Group believes that effective counterintelligence support to the installa- 
tion can be continued under an overt comprehensive counterintelligence 
support program, which replaced the present ICIP effective 31 Mar 76. 

f^^ Recommendation : None . 




ICIP REPORT 



1 April 1975 to 31 March 1976 

CANINE PLATE: (OACSI Revalidation - A Feb 75) 

a^^Location: Seneca Army Depot (SAD) > Romulus, NY 

b^^^nfonnation Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None 

c(u) Significant Information Obtained During Period 1 Apr 75 to 31 
Mar 76: There was no significant information obtained during the period 
and there were no Indications of any overt threat to the installation. 



/Operational Status: CANINE PLATE was first approved by OACSI, 
DA, for implementation on 18 Sep 73, During the reporting period 400 
loanhours were expended in the ICIP. However, there were no re:?orts 
submitted, no funds expended, neither TDY nor| b1 [There were no confi- 



dential sources utilized, only conventional sources, 

e.|L(^omnients: The installation's mission remains the same, a supply 
depot lor missile and artillery weapons systems with a nuclear capability. 
The Depot is considered a critical and sensitive installation; therefore, 
remains as a potential target for HOIS* However, there was no information 
reported to indicate the presence of any overt threat to the installation. 
The MI Group has been conducting a thorough review of the ICIP to determine 
the advisability of terminating the operation, 

f (i^)RecoTnmendation: That the ICIP CANINE PLATE be terminiated but that 
increased overt liaison with additional security support be provided the 
installation commander. 



ClQ5ri*;ed by Mmi.MS/aUT'JP. 
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ICir REPORT 




1 April 1975 to 31 March 1976 



CA:;Tr;R ride: 



(OACSI Approval - 4 Mar 75) 



a. ' Location: US Arny Missile Cornmand (USA.MICOM). Redstone 
Arsenal, AL 

b. Information Obtained Off-Post and/or Reported on ^'o^-Af filiated 
Civilians : None 

c. Significant Inforniation Obtained During Period 1 Apr 75 to 
31 Mar 76; 

(1) An inserted covert confidential source v:as eir.ployed in this 
operation to attempt to learn the existing situation in the Optical 
Guidance Technology Office (OGTO) , Advanced Sensors Directorate* 
US.\I4IC0yL, vhen reports received in 197-4 alleged that la>: security 
practices had led to loss and possible conprc:r.ise of classified informa- 
tion and that several er^ployees vere engaging in sex orgies in offices 
during the day. In Sep 74, the CG, l-SrV'TCOM, conducted a CoTT.-nand 
Investigation as a result of the«e reports ui^der the proviricns of Army 
Regulation 15-6* As a result of tbp.t inve;;ti<;:ition, the CG, USi\:-3IC0M, 
requested that an ICIP operatioi. be- conducted in OGTO, The Source, 
once in place, had to rely chiefly upon elicitation to obtain his iufor- 
TTiation because of his covert scatu.^, but during the period, did succeed 
in surfacing ndverse suitability Lnfomation on a civilian physicist 
v:lth access to sensitive, SECRET ir.fcrnation v;hich indicated that he vas 
probably the catalyst for the se:-:ur.lLy-ori<=r.ted activities of the OGTO 
employees - The employee, apparently obsessed vrith sex, had nuraevcus 
extra-r.arltal relations during the last five years. ihi- CoTTjnander, 
USA>iICOM> was provided a surrinary of inforri^sticn on the e-npioyee for 
appropriate ccnmand action* The cr.pioyee transferred to another office 

in USAl'lICOM, vhich sppareatly broke up the clique and Source coul'l uncover 
no nevj evidence of continuing activities a":ong the rer.iiining en-ployees, 

(2) In addition to the above, the Source provided ^substantial 
inf orTtation on security weaknesses in the supported cor-Tiand to include 
poor housekeeping practices, lack of control of reproduction facilities, 
lack of proper control of area access, lax security attitudes, and 
possible coTTtpromise of security badges throur^h continui?u losses by indi- 
viduals. Source provided such security weakness and haz.-ird details to 
the Project Case Officer v;ho relayed it to overt MI project personnel 

at Redstone- The Project Liaison Officer provided these reports to the 
U?;u-I1C0M Conni^nding Genoral and appropriate security pcrsonrcl wiio have 
taken actions to remedy the security veakviesses. 






d. Operational Status: 

CI) CANTER RIDE was first approved by OACSI, DA, fox impleTnentation 
on A Mar 75. 

(2) During the period, $1,315 in TDY and travel expenses were 

incurred bj ^ 

total of 697 manhouTS were expended in the operation. 

(3) The operation yielded one Summary of Information and several 
oral reports on security weaknesses. 

(A) As the result of an 18 Feb 76 briefing presented to the 
USAMICOM Commanding General, the HI Group conducting the Operation, 
the project personnel, and the supported commander concurred in findings 
that the Operation had accomplished its original objective and should 
therefore be terminated. The CG, USAHICOM, declared that the operation 
was a success. The insert Source used in the operation has been with- 
drawn and reassigned. The CDR, USAINTA, and the ACSI verbally approved 
the termination of CANTER RIDE on 20 and 23 Feb 76, respectively, 

e. Comments: Counterintelligence support continues to be provided 
by elements of the MI Group stationed at USA>IICOM. 



f . Recommendation : None 




TCIP REPORT 



1 April 1975 to 31 March 1976 

■ 

Jfiif CANVAS TAX: (OACSI Revalidation - 4 Feb 75) 

a. Location; Sierra Army Depot (SIAD) , US Army Materiel Coiimiand> 
Her long, CA 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) Reports alleged the use of illegal drugs by military personnel 
at SIAB. However, no details vera available. 

(2) Information was reported that an exclusion area personal identi- 
fication badge was missing and that an inquiry failed to find or determine 
how the badge was lost. As a result of the missing badge incident , new 
identification badges were issued* 

(3) An enlisted man assigned to SIAD was charged with malicious 
damage of a generator at SIAD and his security clearance was revoked by 
the Commander » SIAD. 



d. Operational Status: 



(1) During the reporting period 616 manhours were expended and lA 
Agent Reports were submitted. 



(2) TDY funds totalling $29*35 were expended; there were no | b1 
expenses - 

(3) At the end of the reporting period two confidential sources were 
being used* 



e. Coimnents: 



(1) This ICIP was administratively implemented in April 1974. 

(2) The mission of the Sierra Army Depot (SIAD) is the cperation of 
the Depot for the receipt, storage, issue, maintenance, and disposal of 
missile and artillery weapons with a nuclear capability. Included in the 
items handled by SIAD are annnunition, special weapons materials, propellants, 
explosive components of guided missiles, supplies, petroleum and chemical 
supplies, fire control test and measuring equipment, and other special 
weapons with a nuclear capability. SIAD also maintains a capability for 
systems modification in support of the joint AEC/DOD test firing programs - 
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(3) Sierra Army Depot is the major storage area for special weapons 
in the western part of the US. The special weapons that formerly were 
located at the Safeguard anti-Ballistic Missile Site and Savanna Army 
Depot are now at SIAD, which elevates it to one of the most important 
special weapons repositories in the US. The Depot is located in a re- 
mote area and its contents make it not only of interest to hostile 
intelligence, but also a target of terrorist groups who are involved 

in nuclear theft and blackmail. 

(4) The Department of Army Sensitive Installation and Unit List, 
January 1976, lists SIAD as "Critically Sensitive (CS)." 

(5) A large portion of the work force Is In exclusion areas so access 
to them on a daily basis is severely restricted for project personnel. 
Coverage of these areas by confidential sources thus becomes necessary 
for effective CI coverage. A 20 Sep 75 report of the Nuclear Defense 
Agency entitled "Adversary View and Support - Nuclear Weapon Site 
Security; Adversary Capabilities/' in assessing terrorist groups tac- 
tics employed to acquire a nuclear device and options available, cites 
the method most likely to succeed as one in which a member of the. regular 
work force has been approached, recruited and is on the terrorist groups 
payroll* The detection of this type of activity among members of a work 
force in an exclusion area is greatly enhanced by employing a confidential 
source program. At the close of the reporting period, two confidential 
sources were being utilized in the operation to cover the Priority I 
Exclusion Area- A third individual is under assessment as a potential 
confidential source. 

(6) Hostile intelligence services have high priority collection 
objectives pertaining to such activities as those conducted at SIAD. 

(7) The SIAD, as outlined briefly in subpara (5) and (6), above, 
appears highly vulnerable to a double threat, that posed by the in- 
creasingly active terrorist groups who operate on a global scale and the 
ever present threat of HoIS penetration • The ICIP is necessary as an 
additional means to provide ''early warnings" to assist the Commander in 
formulating necessary plans and taking proper action to protect the sen- 
sitive and highly-destructive special weapons stored at this location, 

(8) At the most recent Quarterly Briefing on 13 Feb 76, the SIAD 
Commander indicated that he was pleased with the type of support being 
provided and requested continuation of the ICIP. 

f. Recommendation; In view of the above, recommend that ICIP 
CANVAS TAX be continued. 




ICIP REPORT 




) CENSUS TIME; 



(OACSI Revalidation - 4 Feb 75) 



1 April 1975 to 31 March 1976 



a* Location: Pentagon Telecommunications Center (PTC), US Arniy 
Conununications Command (USACC) , The Pentagon, Washington, DC, 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None 

c- Significant Information Obtained During the Period 1 April 1973 
to 31 >larch 1976: 

(1) An ICIP source reported that a PTC civilian employee was trans- 
ferred from the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Additionally^ 
the ICIP source provided infonaatlon concerning possible security viola- 
tions involving the employee- Because of the euiployee's questionable 
suitability characteristics and conduct he was assigned Co a job in PTC 
requiring ininiTnum contact with classified inforniation. Supervisors will 
continue to monitor his conduct and activities. 

(2) An Army NCO assigned to PTC attempted to co!rjT:it suicide by 
slashing his wrists. As a result of the information gained concerning 
the suicide attempt a Limited Investigation was initiated. The NCO was 
assigned to the Logistics Branch, PTC, pending results of the investiga- 
tion* The investigation revealed that the NCO has a large niiiTiber of 
outstanding debts, has lied on loan applications, and had ordered a 
1976 autoiTiobile which cost in excess of five thousand dollars. Inter- 
views concerning the KCO revealed alleged drug usa^e and homosexuality. 
The LiiTiited Investigation was completed and referred to PTC ::or adjudica- 
tion. The decision was inade not to revoke the NCO's security clearance 
since he left the service on 9 April 1976 and will not be allowed to 
re-enlist* 

(3) Adverse suitability information was reported on two additional 
NCOs assigned to PTC. Based on riedical reports and rebellious attitudes 
one NCO was released from the Army by board action. The second NCO 
after a night of heav>' drinking began hitting his wife when she tried 

to arouse him after he had ^'passed out." The wife filed assault charges 
xcith the Military Police but vrithdrew thcni later. The PTC coirinander 
counselled the NCO on his drinking, and marital problems and assigned 
him duties where he has no access to classified iniornation. 







(4) During the coarse of an Investigation o£ an enlisted WAC 
I member of PTC who was away-without-leave (KAWOL Investigation) , it was 
\ discovered that the CID was also Investigating her for theft and 

trafficking In drugs. The HI representative and CID agents coordinated 
their mutual investigations. PTC has suspended the VAC*s access to 
^^^^^sslfted material pending completion of the investigation. 

d» Operational Status; 

(1) CENSUS TIME was first approved by OACSI, DA» for implementation 
on 3 Feb 74* 

(2) During the period of 1 AprlL1975 to 31 Harch 1976, 726 



manhours were expended, no TDY nor b1 funds were used. The operation 



produced seven information reports. One confidential source was used 
during the period but was terminated during Che latter part of the period. 

e« Comaents: The FTC operations include an extremely high volume 
of multimedia ultra sensitive compsrtmented classified traffic processed 
at the highest level of the military establishment command group being 
served, and includes the cryptographic operation, maintenance and logis- 
tical mission and support rendered to the JCS, the NMCC, departments and 
executive agencies of the government allied embassies, and the United 
Nations Building in New York. The installation remains as a potential 
target for HOIS; however « there was no information reported to indicate 
the presence of any overt threat to the installation. The Ml Group has 
been conducting a thorough review of the ICIP to determine the advisability 
of terminating the operation and iiiq>lementing an overt direct support 
comprehensive counterintelligence program. In view of the above the 
continuation of an ICIF i$ not warranted at this time. 

f » llecommendatlon: That the ICIP CENSUS TIME be terminated and an 
Increased overt liaison with additional direct security support be pro<- 
vided the installation coivnander. 




ICIP REPORT 



1 April 1975 to 31 March 1976 
CENTAVO KID: (OACSI Revalidation - 4 Feb 75) 



a. Location: Harry Diamond Laboratories, (HDL), xXdelphia, ^T) 

b. Information Obtained Off-Pose and/or Reported on Non-Af filiated 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 - 
31 Mar 76: 

(1) Information was received that a First Secr-tary at the U5SR 
Embassv, Washington. DC had visited KDL on tuo occasions. _ On one 
occasion he attended a meeting of the Institute ot Electrical and Elec- 
tronics Engineers, INC, a professional society for engineers vnich 
was held in the auditorium of HDL. The subject matter presented c^.ring 
the neeting was unclassified. At a second neeting of the society tne 
Soviet Embassy official was denied entry. A report of the incioents 
were provided to the FBI and the Cor-.nander , HDL, ir.ade a deterr.ivaation 
that the society could no longer hold meetings at HoL in order to pre- 
clude any potential security threat. 

(2) On two occasions an unidentified light aircraft flcu over -he 
test site, V.'oodbridge Research Facility (yRF) , HDL, vhere a series of 
tests OM foreign equipment under the Range Lr.ory procra- was m progress. 
In both instances Che aircraft circlea over the Range Eraory test cite 
for about 5-7 roinutes. The overflights are being investigated ii". ccotr.i- 
nation v/ith the FBI. 

(3) An employee, HDL, -ads allegations of imir.oral activities by 
meir-bers of the HDL Security Office and a group at tn.e .on .ess Av_er.». 
Facility. HDL. The employee claimed that she vas being -olloued b> ^ 
n^emoers of the HDL Security Office. After investigating 

storv, the Commander, HDL, believed that she was sutfering f:o.. r^^^.^ 
problems and would have her visit a psychiatrist tor a conipletc .va.u.-.ion. 

(4) Suitability information concerning an enployee of the Kcod^ringe 
Research Facility (KRF) a branch of HDL located in ^.oonbri.g., X., .nv. xcd 
a problem of alcohol abuse. After counseling, the c-..oyc-c- par......p :-..cl 

in a rehabilitation program. 
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(5) A courtesy penetration test of HDL's Adelphi Facility was 
conducted and revealed several security weaknesses which were corrected 
by the supported command. As a result of the test a number of security 
guards were transferred and guard procedures were changed* In addition 
a new magnetic coded badge was approved for purchase in FY 77. As a 
follow-up implementation of "Lessons Learned" in the penetration test the 
ICIP Project Liaison Officer (PLO) and the HDL Security Officer prepared 
and delivered a series of lectures and classes to the HDL guard force on 
the penetration test. Additionally ^ the PLO delivered lectures on the 
penetration test to the faculty and students of the Counterintelligence 
Dept, US Army Intelligence Corps School, Fort Huachuca, AZ. 



d- Operational Status 



(1) During the reporting period 880 manhours were expended, 18 in' 
formation reports were submitted and 41 memorandums were prepared and 
provided to the supported commander. 



(2) No TDY or 
e. Comments 



b1 



funds were expended. 



(1) ICIP CENTAVO KID was approved by OACSI, DA, 18 Oct 73 and the 
Supported commander was briefed on the implementation of the operation 

on 12 November 1973* 

(2) The mission of the HDL includes critical sensitive research and 
development activities in support of the 13S Army. Some of the more sensi 
tive activities include research into the hardening of communications 
equipment against nuclear weapons radiation; tests of nuclear warhead 
and missile systems to determine their ability to withstand nuclear 
weapons radiation; develop fuses for use with nuclear warheads and 
conducts development and testing of radiation hardened systems for 
Hinutemen and Poseidon Missiles* 

(3) The installation remains a potential target for HOIS and the 
hostile intelligence service have an interest in the research and 
development activities of the type conducted at HDL, However, the amount 
of significant information surfaced by the ICIP does not warrant the 
expenditure of manhours at this time to continue the ICIP. 

(4) The MI Group is reviewing the ICIP with a view of terminating 
the program and instead implementing an overt direct support counter- 
intelligence program. 



f . Recoxranendation: That the ICIP CENTAVO KID be terminated and 
an overt direct support counterintelligence program be implemented. 



ICIP REPORT 




GONDOLA STAR; (OACSI Revalidation - 16 Jan 76) 



1 April 1975 to 31 March 1976 



a. Location: Aberdeen Proving Ground (APG) and Edgewood Arsenal 
(EA), Aberdeen^ MD 

b. Information Obtained Off-Post and/or Reported ob Non-Affiliated 
Civilians : None 

c. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 

(1) Confidential and conventional sources employed in the operation 
surfaced information on adverse suitability pertaining to 13 employees 

at Aberdeen Proving Ground/Edgewood Arsenal. The suitability information 
included alcohol and drug abuse, moral improprieties, fraudulent claim 
on a TDY voucher and mental instability. Action was taken to substantiate 
or refute the reported allegations. 

(2) Sources reported four instances of alien enlistees who were 
assigned to the sensitive installat ions « The Installation Intelligence 
Officer (110) was aware of the status of the four, that they did not 
have security clearances and had no access to classified information, 

(3) Sources reported three instances of foreign travel during the 
period. One of these individuals who traveled to the USSR after attend- 
ing a scientific conference in Finland is being exploited as a DOMEX 
lead. In another instance, a civilian employee visited Poland and 
Czechoslovakia for about one month in June-July 1975. The employee and 
his spouse allegedly visited relatives in both countries. The employee 
has been debriefed by USAINTA. Source reported that the employee plans 
to travel to these countries again in 1976 • In another instance, husband 
and wife DOD employees took a Smithsonian Institution-sponsored tour to 
Moscow and Leningrad. The husband has been debriefed by USAINTA and the 
wife will be debriefed at her convenience. Source reported that the 
couple planned to take another trip to Russia in 1976. 

(A) Sources reported several Instances of foreign contact by military 
and DOD civilian personnel in the supported activity. In one instance 
a citizen of the Federal Republic of Germany was assigned on an exchange 
program to work until Sep 76. A report of a civilian DOD at Edgewood 
Arsenal with some unexplained periods of time in his background prompted 
a request for a Limited Investigation from the supported command. 






(5) Sources reported two instances of Swedish citizens visiting 
the installations. It was determined that the one visit had been 
fully coordinated with the proper officials. In the second instance, 
it was determined that the visit had not been properly coordinated 
but that steps had been taken to insure the visitors would not be 
given access to classified information until guidance was provided 
by higher headquarters, 

(6) Sources reported numerous instances of security weaknesses 

or poor security practices. These included unattended offices; in which 
aecurity containers were left open, a CONFIDENTIAL document left un- 
secured over a three day weekend, poorly controlled access to a 
classified scientific conference, movement of an office into a building 
in which no technical survey had been conducted prior to the move, 
typewriter ribbons and carbon papers not being disposed of as classified 
waste, and a high-ranking civilian employee bringing his eight; year old 
son into a controlled access area where a classified test was being 
conducted and remaining overnight, 

d. Operational Status: 

(1) GONDOLA STAR was first approved by OACSI, DA for implementation 
on 21 May 1965. On 18 Feb 75, the ACSI directed the termination of 12 
ICIPS, including GONDOLA STAR, by 31 Mar 75. After reviewing corre- 
spondence initiated by the Commander, Aberdeen Proving Ground,, which 
recommended that the ICIP GONDOLA STAR be continued, the ACSI reinstated 
the operation for a period of six months on 11 Jul 75, subject to a re- 
view after the six months elapsed. On 16 Jan 76, the ACSI approved con- 
tinuation of the ICIP as an ongoing operation* The following statistics 
are for the period 11 Jul 75 to 31 Mar 76: 

(2) During the reporting period 2,223 manhours were expended and 84 
written information reports and 16 oral reports were submitted. The 
operation cost $700 in ICF, no TDY funds were expended. 

(3) At the end of the reporting period eight confidential sources 
were being used in the operation. 

e« Comments: The ICIP has been a productive operation at a 
critically sensitive installation. Information obtained as a result of 
the ICIP and acted upon by the commanders concerned has served to 
strengthen the security of the installation. The 902d MI Group is con- 
ducting a comprehensive review of this operation for possible replace- 
ment of the operation by an overt counterintelligence support program- 

f* Recommendation: Recommend that ICIP GONDOLA STAR be continued 
pending completion of the 902d MI Group review. 




ICir REPORT 




LEMS HOLDER: 



(OACSl Revalidation - 4 Feb 75) 



1 April 1975 to 31 Mirch 1976 



a* Location: Vrhite Sands Missile Range (WSMR) , NM 

b. Information Obtained Off-Post and/or Reported on Non-Af filiated 
Civilians : None 

c. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 

(1) Several reports from cor; f idential sources during the period 
indicated that employees in the TR;\DOC Systems f\nalysis Activity CTR.\S.-v:a) 
and the Army Missile Test and Evaluation directorate (ARMTED) vera 
following poor security practices in daily activicies ^nd not adhering 

to security regulations for safeguarding setisitive claf.sif ied infe'"-ation. 
These security hazards included leaving security contsinors open and 
unattended for periods during the day, failing to co:?.plete security 
forns sf fixed to classified material ccntair.ers, leavin-r; classi^iad 
r.aterial in vork boxes after duty hours, and laxity an the part of 
security guards during night shifcs* Securicy Officers of bo:h TFASAyA 
and AR-MTEO after being provided rc:i0rt5 on these veaVno.-rses brii^fcd all 
their employees on requirements of V'S-IR Regulation 330-3 (Security 
'Regulation) and reoriented all guard personnel on their security 
obligations . 

(2) A confidential source reported that a US Army Officer assigned 
to the Office of Missile Electronics ^'ar:ar.: {CME'O u-a= misapprov-r iating 
computer p;-.rts and electronic equ!.p:?.ent v:hich he vas taking hor::o to build 
his cv.-i computer. A suniT?iary of available information v;a5 provided the 

L'S A.rT?.y Criminal Investigation Division Co.:-;..\nd for ir.vestigation by that 
::^'^ncy. The same confidential i?0'jrce rep:>rted on ^ Fvb 76 that tvo en- 
listed soldiers in sensitive positions in TR.ASAXA wore engnc^ed Ln drug 
trafficking, but in separate operations. Local on-post investif^ation by 
zhc ■.-.'hite Sands Missile Range Provost Marshal resulted in approriLuision of 
one of the individuals. Information on the second soldier > allegedly 
Involved in large-scale drug transactions and vjith crinin.^1 contacts, v:as 
reported to the Sixth Region,- US Army Criminal Investi^^iaL ion Division 
Conunand for appropriate investigation. 

(3) A v'onf identia] source reported that unknov.-n persons had nttenpted 
on 11 Jan 76 to penetrate TR.-\SAXA^ vrhich iy an Exclusiion Area. On 

12 Jan 76, the source reported an unidentified indi viduni clair.ia;^ to be 
a colonel hn.z\ been permitted to enter the Til.A.SANA Conpoxmd without the 

r.i-quired identification, In\'es t i t ions by the TRASA'.'A securi-Vy pcrsonn*?! 
disclosed that there vas- no substance to the Li January report .nui the 
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person in the. 12 January incident was identified and found to be a 
legitimate centi'v^nt into the facility. The incident did serve to 
illustrate the security awareness of the source and the personnel 
involved. 



(A) A confidential source reported in March 1976 in three reports 
that devices, such as radios, tape recorders, and "packet" digital 
calculators were being brought into a TRASANA Exclusion Area by 
personnel having access to the area. Many of the computers used in the 
area have classified information storage and the above-named devices 
allegedly' can affect the cornputers' operations. The appropriate 
Security Officer has been appraised of these practices. ICIP project 
personnel have been tasked to provide follow-up reports on actions 
taken by the supported coTnniand- The information has also been provided 
as a matter of interest to the Counterintelligence Services and SAVE 
Team elements at USAINTA. 

d. Operational Status: 

(1) LENS HOLDER was first approved by the ACSI, DA, for impleiaenta- 
tion on 16 Sep 74. 

(2) Two confidential sources provide coverage of the tvo principle 
supported activities, Tilr\S.-\KA and 0>iEW, An additional individual in the 

AR-'ITI^D is being assessed as a potential source. 

(3) During the reporting period, 1,053 laanhours were expended. The 



o;;eL-ac:ion cost b1 there were no TDY outlays. The operation 

produced 3f> ^rritten information reports and 24 memorandums and oral 
reports. 



e . CoTnnicnts : 



(1) The misplon of the VJhite Sands Missile Range has rc::^ained un- 
changed since the inauguration of the ICIP and the previous OACSI revali- 
dation on 4 Teb 75. The mission of WSMR is to evaluate the Safeguard 
'■Jissile System r-iissile vulnerability studies, missile control systems, 
and porforr.i pre-production tests and analyses of missile systems. The 
mission of WSME. makes it a prime target of hostile intelligence. Activi- 
ties at WSMR vyhich have Priority T requirements for support are TRASANA, 
OMLV-% ARMTED, the Xational Range Operations Directorate, and tho US Army 
Safeguard Systems Evaluatioii Agency* These elcTr.eats develop electronic 
countermeasures techniques to nullify vulnerabilities discovered in 
missile systems, conduct p.re-production tests of rocket and guided missile 
systems, opLTnta a nuclear effects facility and operate National Range 
Faciei ties for tests conducted at WSMK- 



(2) The operation to date has proven to have value as an adjunct 
to the installation security program. The isolation of the installa- 
tion > disperson of many of its facilities, and the extent and nature 
of its coTDputer facilities and missile testing ranges present a lucra- 
tive target for hostile intelligence service (HoIS) penetration* USMR's 
proximity to the US-Mexican border renders it vulnerable to HolS 
operations based in a foreign country. Admittedly, the operation to 
date has not surfaced hard evidence of HolS presence or penetration, 
but the scope of the threat must be recognized. Details of activities 
conducted at the site are of current interest to HolS. The tvo-pronged 
capability of the ICIP, that is, extensive use of overt sources of all 
types, plus the covert effort exemplified by the confidential sources, 
appears to be a necessary coverage at this time with the best potential 
for detection and discovery of HolS activities. 

f. Recommendation: Based on the above, recommend that ICIP LENS 
HOLDER be continued. 





ICIP REPORT 




1 April 1975 to 31 March 1576 



LENTIL MONKEY: (OACSI Revalidation - 4 Feb 75X 



a. Location: Defense Language Institute (DLI), Presidio of 
Monterey , CA 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None 

c. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 

(1) A source in the Chinese-Mandarin Language Depr.rCTTienc furnished 
inf orr:ation concerning a temporary instructor of that deparcir.enc who 
closely questioned her students about their knov.-ledge of their future 
duties and assignircnts « She frequently e:-:prc?sed her displeasure in 
the task of teachinf, Chinese to students whicii would enable the- to 
^'conduct spying activities" directed at the People's F.epublic of China 
(PRC). The instructor also displayed a rebellious ar.d uncocparative 
attitude toward necessary DLT adninistrative requirer.^ents * Born in 
Caiicon, China, she u'as a British citizen and no evidence of a prc- 
emplo;.'nent investigation could be. found. DLI refused to renev her con^ 
tract v:hen it expired in Sep 75 and she disparted DLI in that rnontli. 

(2) A Confidential Source reported inforr:ction on an instructor of 
the- Gc^rr.ian Lan^uaec DepartT?.ent v:ho trayellr=d to East G"-rT-any in :.nd-1975 
without notification or pernission fron DLI authorities. Upon co::.plo.tion 
of the travel, the instructor v/as admonisiied officially and informed that 
any future violation of the DLI regulations on foreign travel v:ould re- 
sult in temporary suspension . 

(3) A visitor to the Pvussian Langu.ig-2 Dep^L'!:^.ont in May 75 recvested 
copies of training material used in the i^ur.sian Dept, claining chat he 
wanted it to use for language training in his r35erve unit* The visitor 
v:as given two unclassified training exercises. Subsequent invcsti-^ation 
identified the visicor and established that he v.'as a former grad'jate of 
Russian at DLI, and additionally, that he. v;:is a bona fi-ie rriOiiiber of a ■ 
California-based Amy Reserve unit. The incident, aIc]:ough not of a major 
significance as proven by the later investigation, did serve to underscore 
a need for better visitor control at DLI. The Director, DLT, pl.:ced 
special cniphasis on this and the need for a.l 1 po-rsonn^.^] to be alert for 
unauthorized v^isitcrs and proper procedures for handJin;^ the^^, Xev- visi- 
tor requirements and restrictions i;ere publisiu-d and dlscributt-:il through- 




(4) An instructor in the Hungarian Language Depvirtncnt travelled 
to Hungary in Sep 75 with a stated purpose of visiting relatives. A 
review of the instructor's file revealed extensive foreign travel In 
Europe since 1971 and frequent contact with relatives and otlier persons 
in Hungary. File checks and inquiries of other agencies failed to re- 
veal any substantial derogatory information concerning the instructor, 
but the potential hostage situation is evident in the continuing con- 
tacts. Monitoring of the instructor's activities continues. 

(5) An ICIP source reported that an instructor in the Russian 
Language Department allegedly is a former member of the Soviet Army's 
equivalent to the US Army Security Agency who while in the Soviet Array 
received special training in English, This instructor left the USSR 

in Apr 74 and was hired at DLI in Oct 74. A coworker of the instructor 
left the Soviet Union in Apr 75 and was also hired as an instructor at 
DLI in Jul 75. Both of the instructors taught together at the Leningrad 
Herzen Pedagogical Institute in Leningrad in the late 1960s and early 
1970s. The sequence of these events illustrate ho\c quickly these indi- 
viduals are able to secure employment after leaving the USSR^ e-ployment 
in which they are placed in extremely close contact with US intelligence 
personnel. Monitoring of the activities of these individuals continues. 

(6) T\^o instructors in the. Bulgarian Langu.-^.ge Departrent vho are 
man and wife were accused by fellow faculty members at DLI of being 
communists because of the unexplained details of their emigration to 
the V.'est and the manner in which they Icfr Bulgaria. The allegations 
led to charges and countercharges; full details of the incident v:ere 
provided the FBI. The wife remains at DLI as an instructor, but as of 
thG close of the reporting period on 31 '*lar 76, the husband v.-as eii^ployed 
elsev.-here and uo longer DOD-af filiated. 

(7) A DLI employee of the Hebrew Project at DLI also created 
considerable internal disscnsici-: and bickering v;itr:in th^r- Hebrev; D-.part- 
ment v:hen he maintained close contact with the Israeli Co;isul»::te in San 
Francisco. This caused associates to become saspicious o:.* his motives 
and high level contacts. The eT.ployee, an alien with .in impressive 
background, including possible intelligence activities, later applied 
for employment with the National Security Agency (KSA) , which has been 
provided all information available to USAIIJ^TA. 



(S) A confidential source reported that a Czechoslovaki^n Language 
Department (CLD) instructor was planning to withdraw her retire;?ent fund 
money and return to Czechoslovakia with her tv;o sons, .-'."ilagedly to live 



there - 



b1 
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^ At the close of the reporting period possible health 

problems appeared as a deterrent to the V7ife^s orl.^irtal plaiis, but 
definite decisions in this regard are unknown. 

b l Per FBI 

i 

(9) A second CLD instructor has disclosed to several sources over 
the last two years his continuing efforts to obtain the release of his 
children from Czechoslovakia, The Czech Government recently informed 
the instructor that he could obtain the release of his children if he 
pays the Czech Government $66,000 as reimbursement for the cost of the 
time the instructor spent in a Czech prison and an education tax on the 
education acquired in Czechoslovakia by the instructor and his '.s'ife. 
The instructor disclosed that the Czech military had changad its raethod 
of counting. The reports indicate that the Instructor is -Mintaining 
close, continuing ties with Czech Governr.ent officials and that a hostage 
situation with his children exists. Monitoring of his activities 
continues . 

(10) Monitoring also continues on activities of a Polish Language 
Departnicnt (PLD) instructor who plans to visit his luother and ^. brother 
in T-Jarsaw in mid-1976. The instructor has not appliec] foraally to DLl 
for approval for the leave and the trip. The instructor frequently 

has travelled in the past to Europe. His brother, a medical doctor also 
travels extensively, and has been in the US and Canada often duritig the 
last 20 years. During a 1974 visit to the US, the instructor's brother 
visited DLI, attended PLD functions' at DLl, talked with the US Army 
students at length and photographed many of the students in attt:n:Isince. 
US Customs once detained the instructor's brother at the Canadvsu border 
for attempting to smuggle Ccirariunist propaganda into the US; US Cu?to:ns 
confiscated the propaganda* 

(11) An instructor in the Russian Language Department apprrontly is 
suffering from mental problems. The instructor has '.written to a 
California US Senator, a nationally syndicated columnist, and the FBI, 
alleging that he is constantly under surveillance by the Soviet KCH and 
US intelligence and further, that his life is in danger. The instructor 
also has sent a telegram to the President of the United States. Both 
the FBI and the Secret Service have made inquiries into the matter and 
conducted local investigations of the instructor. On 23 Mar 76, the 

DLl Commandant directed the instructor to undergo psychiatric cvalu::tion. 
Initially, the instructor refused and \cas suspended froTi his dutif:s 
administratively. At the end of the reporting period the iastructor 
agreed to the examination. The results and final dispo.^ition :*.rc- r nding. 
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d- Operational Status: 

(1) LENTIL MOXKFA' was first approved by ACST, DA, for iinplc:-:c nt.uion 
on 11 September 1967. 

(2) Durin;:^ the reporting per iod, '^*,603 manhours were expended. 



b1 there were no TOY ouLlr-^ys. 



(3) Production consisted of 360 written information reports and 
220 Memorandums and oral reports* 



j (4) Eight confidential sources were active in the ICIP at the close 

J of the period and additional coverage of language departments and 

I administrative sections of DLI was obtained by 16 conventional sources. 

i 

> 

! e» Comments : 

i 
« 

(1) The mission of DLI is to train DOD intelligence and coir-T.unica- 
tions security specialists in every major foreign language. Military 
attaches, employees of the CIA and FBI, as v-ell as other federal agrncies, 
are also trained at DLI, making it an extrenicly enticing targer for 
hostile intelligence service operatives- The majority of the faculty 

of DLI have foreign backgrounds > some have only recently arrived i'rcm 
CorxTiunist Bloc countries and rapidly achieved emplo\Tr:ent in an IriSLall-a- 
tioi; where most of the students are in intelligence or destined for 
intelligence asslgn:7^ents upon graduation. M^my of these instructors 
are in hostage situations by virtue of close, living ralntiv-^s in the 
ConBloc countries with whom they maintain written contact .^nd clcsoVy 
if less frequent, personal contact In maintaining contact with rh^se 
Co-:!31oc countries for any reason whatsoever, intelligeyice agencies of 
these countries in all likelihood have identified the instructors' 
place of employment and may have contacted then: under one guise or 
another* 

(2) In addition to extensiv^and frequent contacts v;ic!i the ^.overn- 
menzs of HolS, many instructors v.^ho probably are compleLely ir;.buL-i v:ith 
the .-^„v*erican way of life and are now US citi::ens or v.-i-.n inieiid to bv?.cc.:ne 
citizens, nevertheless are vulnerable targets. The instructors acquire 
personal acquaintances among many intelligence personnel and, in the 
course of teaching and associating with the military in year-long 
classes, learn of the students' future assignr^cnts and do in soine 
ins::ances correspond with DLI alumnae after graduation. This unique 
characteristic of conditions at DLI serves to uiake the Ipstiitute an 
even iriore attractive target for HoIS approaches* 

(3) As shown by statistics in paragraph d(2), and d{3), above, 
ICIl' LENTIL MONKEY is the most productive of all the presontly active- 
ICIPS with a total of 360 written reports. Though 4,603 T!:onhours ^^er..- 
expended in the project, the actual cash outlay of IGF v;;ii-; i?372 for Lhe 




year, the lowest cost figure for any of the active ICIPS. Viewed from 
the cost-yield ratio alone, this operation is an extremely successful, 
economical effort. 

£. Recommendation; In view of the above recommend that ::CIP 
LENTIL MONKEY be retained. 
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DAMI-DOH 



1 



2 June 1976 



Tn nhrai'n A^ST anoroval for l-^rminatioa of three IGIP QPeratioas, 




l^jt^^ Background; 



— Contained in USAItTTA's 3d Quarter, FY 1976, ICIP Operations Report, 11 May 76, 
was recommendation to terminate three operations: CANINE PIATE (U) at Seneca Army 
Depot; CENSUS TIME (U) at Pentagon Telecommunications Center and CENTAVO KID (U) at 
Harry Diamond Laboratories. 

USAItTIA reconmendation based on 902d MI Group review of ICIP's to determine 
advisability to terminate these ICIP's and replace them by an overt direct support 
^rehensive CI program. 

Discussion ; 

After a thorough review of the ICIP report on these operations, it is deter- 
mined that they can be terminated with no adverse affect on the installations served. 

Increased overt liaison with additional security support will be provided the 
installations by the 902d MI Group. 902d MI Gp Pamphlet No. 38i-3, dated 22 Apr 76, 
outlines the Direct Support Comprehensive Counterintelligence Program (DSCCP) ITAB C 
outilines overt liaison procedures without employing confidential sources- 

— ICIP Reports on CANINE PIATE (U), CENSUS TIME (U) and CENTAVO KID (U) are 
attached at TAB_B, 




— With the termination of these IClP's, there remain^' four active CONUS ICIP 
operations. ' 

~ Ltr to USAINTA at TAB A,- furnishes formal termination of these ICIP's and 
instructs USAINTA to conduct review of the remaining four ICIP's to determine need 
for continuance, and to forward results and recommendations to this office NLT 21 June 
1976. 
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DAMI-DOH 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 
3. (U) ReconBDendation; That Itr J^iA be approved by t 
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D4KI*D0H 

&DKJKCI: IntfttMl Co«Dt«rl&i«lllS*B>c* Ttotvmm <tCIP) (U) 



?Mt llMte, HuyUad 20753 



1. (U) l«f«mc*> M Qoartcr. FX 1976, ICIP Operations Report, 
«b«r«l& rott nr HMMnilift tftraliiaclo& of three ICIP op«r6tion«. 



CBRAVO JLID {D) Ar« fonuUsr ttn&iaatcd at rMoaModed. 

2. (0) Rftquvst that a full revlav of the rnwlalDg four active COhX'^ 
ICIP operation* be conducted to decemlnc the D«ed for their continuarure 
or diacontlDuance, an^ the reaulta, vith your recoi»eud«ti^ii^> be forwaraeJ 
to this office MLT if June 7t>. 
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j1 Dec 20LC 



ICIP ilEPORT 



1 April 1975 to 31 March 1976 
J0} CANINE PLATE: (OACSI Revalidation - 4 Feb 75) 

a. Location: Seaeca Army Depot (SAD), Romulus, MY-. 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None 

c. Significant Information Obtained During Period 1 Apr 75 to 31 
^^ar 76: There x^ras no significant information obtained during the period 
and there were no indications of any overt threat to the installation. 

d. Operational Status; CANINE PLATE was first approved by OACSI, 

DA, for implementation on 18 Sep 73. During the reporting period 400 
manhours were expended in the ICIP. However, there were no reports 



submitted, no funds expended, neither TOY nor b1 There were no confi- 



dential sources utilized, only conventional sources. 

e. Comments: The installation's mission remains the same, a supply 
depot for missile and artillery weapons systems with a nuclear capability. 
The Depot is considered a critical and sensitive installation; therefore, 
remains as a potential target for HOIS. However, there xras no information 
reported to indicate the presence of any overt threat to the installation. 
The MI Group has been conducting a thorough review of the ICIP to determine 
the advisability of terminating the operation. 

f . Recoamiendaticn: That the ICIP CANINE PLATE be terminated but that 
increased overt liaison with additional security support be provided the 
installation commander. 




ICI? REPORT 




1 April 1975 to 31 I^Iarch 1976 



^) CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 

a. Location: Pentagon Telecommunications Center ^PTC) , US Army 
Communications Command (USACC) , The Pentagon, Washington, DC. 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None 



c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) An ICIP source reported that a PTC civilian employee was trans- 
ferred from the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Additionally, 
the ICIP source provided information concerning possible security viola- 
tions involving the employee. Because of the employee's questionable 
suitability characteristics and conduct he was assigned to a job in PTC 
requiring minimum contact with classified information. Supervisors will 
continue to monitor his conduct and activities. 

(2) An Army NCO assigned to PTC attempted to commit suicide by 
slashing his wrists. As a result of the information gained concerning 
the suicide attempt a Limited Investigation was initiated. The NCO was 
assigned to the Logistics Branch, PTC, pending results of the investiga- 
tion. The investigation revealed that the NCO has a large number of 
outstanding debts, has lied on loan applications, and had ordered a 
1976 automobile which cost in excess of five thousand dollars. Inter- 
views concerning the NCO revealed alleged drug usage and homosexuality* 
The Limited Investigation was coti^leted and referred to PTC for adjudica- 
tion. The decision was made not to revoke the NCO's security clearance 
since he left the service on 9 April 1976 and v/iil not be allowed to 
re-enlist. 

(3) Adverse suitability information was reported on two additional 
NCOS assigxied to PTC. Based on medical reports and rebellious attitudes 
one NCO was released from the Army by board action. The second NCO 
after a night of hea-^/y drinking began hitting his wife when she tried 

to arouse him after he had "passed out." The wife filed assault charges 
with the Military Police but withdrew them later. The PTC comm^Lnder 
counselled the NCO on his drinking, and marital problems and assigned 
him duties where he has no access to classified information. 






CO 




jj-j Iwere used. The operation 

IM^ conrldeatlal source was used 



During the course of an Investigation of an enlisted WAG 
of PTC who was away-^c^ithout-leave (KAWOL Investigation), it waa 
discovered that the CID was also investigating her for theft and 
trafficking in drugs • The HI re presentative and CID agents coordinated 
mutual investi gations. ij PTC has suspended the WAC's access to 

pending completion of the investigation- 

d. Operational Status: 

(1) CENSUS TIME was first approved by OACSI» DA, for implementation 
on 5 Feb 74. 

(2) During the period of 1 Ap ril 1975 to 31 March 1976, 726 
manhours were expended, no TDY nor 
produced seven information reports, 
during the period but was terminated during the latter part of the period • 

e. Comments: The PTC operations include an extremely high volume 
of multimedia ultra sensitive compartmented classified traffic processed 
at the highest level of the military establishment command group being 
served, and includes the cryptographic operation, maintenance and logis- 
tical mission and support rendered to the JCS, the N>ICC, departments and 
executive agencies of the government allied embassies, and the United 
Nations Building in New York* The installation remains as a potential 
target for HOIS; however, there was no information reported to indicate - 
the presence of any overt threat to the installation. The MI Group has 
been conducting a thorough review of the ICIP to determine the advisability 
of terminating the operation and implementing an overt direct support 
comprehensive counterintelligence program. In view of the above the 
continuation of an ICIP is not warranted at this time. 

f . Recommendation: That the ICIP CENSUS TIHE be terminated and an 
increased overt liaison with additional direct security support be pro- 
vided the installation commander. 




ICIP REPORT 



1 April 1975 to 31 March 1976 




CENTAVO KID: 



(OACSI Revalidation - 4 Feb 75) 



a. Location: Harry Diamond Laboratories, (HDL), Adelphia, >tD 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None 

c« Significant Information Obtained During Period 1 Apr 75 

31 ^^ar 76: 

(1) Information was received that a First Secretary at the USSR 
Embassy, Washington, DC had visited HDL on two occasions. On one 
occasion he attended a meeting of the Institute of Electrical and Elec- 
tronics Engineers, INC., a prof essional society for engineers which 
was held in the auditorium of HDL, The subject matter presented during 
the meeting was unclassified. At a second meeting of the society the 
Soviet Embassy official was denied entry, A report of the incidents 
were provided to the FBI and the Commander, HDL, made a determination 
that the society could no longer hold meetings at HDL in order to pre- 
clude any potential security threat. 

(2) On two occasions an unidentified light aircraft flew over the 
test site, Woodbridge Research Facility O-JRF) , HDL, xirhere a series of 
tests on foreign equipment under the Range Emory program was in progress* 
In both instances the aircraft circled over the Range Emory test cite 
for about 5-7 minutes. The overflights are being investigated in coordi- 
nation with the FBI. 

(3) An employee, HDL, made allegations of immoral activities by 
members of the HDL Security Office and a group at the Van Ness Avenue 
Facility, HDL. The employee claimed that she was being followed by 
members of the HDL Security Office. After investigating the employee's 
story, the Commander, HDL, believed that she was suffering from psychiatric 
problems and would have her visit a psychiatrist for a complete evaluation. 

(4) Suitability information concerning an employee of the Woodbridge 
Research Facility (WRF) a branch of HDL located in Woodbridge, VA, involved 

a problem of alcohol abuse. After counseling, the employee participated 
in a rehabilitation program. 



ri-:;-. ! : r uMjZmMju^A 







(5) A courtesy penetration test of HDL's Adelphi Facility was 
conducted and revealed several security weaknesses which were corrected 
by the supported command. x\s a result of the test a number of security 
guards were transferred and guard procedures were changed . In addition 
a nev; raagnetic coded badge was approved for purchase in FY 77. As a 
follow-up inplementation of "Lessons Learned" in the penetration test the 
ICIP Project Liaison Officer (FLO) and the HDL Security Officer prepared 
and delivered a series of lectures and classes to the HDL guard force on 
the penetration test. Additionally, the PLO delivered lectures on the 
penetration test to the faculty and students of the Counterintelligence 
Dept, US Army Intelligence Corps School, Fort Huachuca, AZ, 

d. Operational Status 

(1) During the reporting period 880 manhours x^ere expended, 18 in- 
formation reports were submitted and 41 memorandums were prepared and 
provided to the supported commander. 



e. Comments 

(1) ICIP CENTAVO KID was approved by OACSI, DA, 18 Oct 73 and the 
supported commander was briefed on the implementation of the operation 
on 12 Novem.ber 1973. 

(2) The mission of the HDL includes critical sensitive research and 
development activities in support of the US Army. Some of the more sensi- 
tive activities include research Into the hardening of communications 
equlpLuent against nuclear weapons radiation; tests of nuclear warhead 

and missile systems to determine their ability to v;ithstand nuclear 

weapons radiation; develop fuses for use with nuclear warheads and 

conducts development and testing of radiation hardened systems for 
Minutemen and Poseidon Missiles, 

(3) The installation rem,ains a potential target for HOIS and the 
hostile intelligence service have an interest in the research and 
development activities of the type conducted at HDL, However, the amount 
of significant information surfaced by the ICIP does not warrant the 
e:<penditure of manhours at this time to continue the ICIP* 

(4) The MI Group is reviewing the ICIP with a view of terminating 

the program and instead implementing an overt direct support cDunter- 
intellLgence program. 

f. Recommendation: That the ICIP CENTAVO KID be terminated and 
an overt direct support counterintelligence program be implemented. 



(2) No TDY or b1 



were expended. 






Tprprn^l Tom^ r p 1- i n f P 11 1 P £n.^ p PrograTT, flCIP^ (IT) 



DAMI-DOH 



OATS 

2 June 1976 



Tn r>>>f.'?i'n ^^-^n^aj A^SI approval for termination of three ICIP operations . ^ 



Background: 




— Contained in USAINTA's 3d Quarter, FY 1976^ ICIF Operations Report* U May 76, 
was recommendation to terminate three operations: CANINE PLATE (U) at Seneca Army 
Depot; CENSUS TIME (U) at Pentagon Teleconnnunications Center and CENTAVO KID (U) at 
Harry Diamond Laboratories. 

« 

— USAINTA recommendation based on 902d MI Group review of ICIP's to determine 
advisability to terminate these ICIP's and replace them by an overt direct support 
comprehensive CI program. 

Discussion: • * ' 

^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^ • 

— After a thorough review of the ICIP report on these operations, it is deter* 
mined chat they can be terminated with no adverse affect on the installations served. 

Increased overt liaison with additional security support will provided the 
installation^by the 902d MI Group. 902d MI Gp Pamphlet No. 381-3, dated 22 Apr 76, 
outlines the Direct Support Comprehensive Counterintelligence Program (DSCCP) (TAB C) 
outlines overt liaison procedures without employing confidential sources. 

— ICIP Reports on CANINE PLATE (U), CENSUS TIME (U) and CENTAVO KID (U) are 
attached at TAB B> 

— With the termination of these ICIP*s, there remain^ four active CONUS ICIP 
operations* ' 

— Ltr to USAINTA at j:AB_4, furnishes formal termination of these ICIP's and 
instructs USAINTA to conduct review of the remaining four ICIP*s to determine need 
for continuance, and to forward results and recommendations to this office NLT 21 Jum 
1976. 
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ACJI FORM 231, 13 5^71 




> / V SCHEDULE C? ExI.Vl.hvi, ^ ^^--^^ 
P^f EXEMPTION CATEGO?,Y_._^— — 



SWe": internal C<»«erintelUgen« Pro.r.. (ICIP) CU) 
, ,„% »„„™.nd.tiot.: That Itr ii^A b= approved by t 



1 



<0 



(skS 



DAKI-DOB 

: Intenwl Counterint*Ulginc« fvogzam (ICIP) (U) 



OS Aroy lotelltg**** Agtocy 

ATTK: KIIA-SO 

Fqrt Keade, lUryland 20755 



1 (U) Refereiice, W Quarter. FY 1976, ICIP Operations report. 
l^r^n ySS reSLindid cer»lr.attoa of three ICIP operation*, 

« ICIP operation. CANIU-S PUTE (U) . CEKSUS TIK2 (U). «ad 

Cli^fivo KID (0) are fonoally tenalnated as rccooacndcd . 



2 
C 

rn^ R*oti*st that • full revlev of the reaalnln- four active C0i;U3 
. to this office June 76. 
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ICIP REPORT 



1 April 1975 to 31 March 1976 
G\NTXE PLATE: (OACSI Revalidation - 4 Feb 75) 

a. Location: Seneca Amy Depot (SAD), Romulus, "NY- . 

b. Infonnacion Obtained Off-Post and/or Reported on Kon-Af filiated 
Civilians; None 

c. Significant Information Obtained During Period 1 Apr 75 to 31 
Mar 76: There was no significant information obtained during the period 
and there were no indications of any overt threat to the installation. 

d. Operational Status: CANINE PLATE \v'as first approved by OACSI, 
DA, for implementation on 13 Sep 73. During the reporting period 400 
aanaours vere expended in the ICIP. Ko-./ever, there v.'ere no reports 



subTTiitted, no funds expended, neither TDY nor b1 There ;;ere no confi- 
dential sources utilised, only conventional sources. * 

e. Ccr.T.ent3: The installation's mission rer.ains the sa::ie, a supply 
depot for nissile and artillery vreapons syscer.s vith a nuclear capability. 
The Depct is considered a critical and scnsi-ix-e installation; therefore, 
re-ains as a potential target for HOIS, Hov:ever, thore v.-as no l.ifor-ation 
reported to indicate che presence of any overt threat to the insc--=il Lacion. 
7he :'I GrcuD has beer, concucrinc a thorough reviaw ot the ICIP to oecen^ine 
the advisability of cerr;inating the operation, 

f . Recc— lendaticn: That the ICIP CA::I>E PLATE be terminated but that 
increased overt liaison v;ith additional security support be provi-ied the 
installation commander. 



ICIP RETORT 



^ 1 April 1975 to 31 March 1976 

(wT CENSUS TIME: (OACSI Revalidation ^ 4 Feb 75) 

a. Location: Pentagon Telecomniunications Centej^ (PTC), US Array 
CoTnoiunicaCions Command (USACC), The Pentagon > VJ^shington, DC, 

b- Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians : None 

■ 

c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) An ICIP source reported that a PTC civilian employGG was trans- 
ferred froia the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Addiuionally, 
the ICIP source provided inforniation concerning possible security viola- 
tions involving the einployee. Because of the en:ployee's questionable 
suitability cliaracteristics and conduct he was assigned to a job in PTd' 
requiring minimurn contact with classified inforr.ation. Supervisors will 
continue to Taonitor his conduct and activities. 

(2) An Amy ^^C0 assigned to PTC attei^pted Lo couu?at suicide by 
slashing his v:rists» As a result of the infor.T.atior. gained concerning 
the suicide attempt a Liir.ited Investigation vas initiated. T!:e :rC0 v;as 
assigned to tho Logistics Branch, PTC, pending results of the investiga- 
tion. The investigation revealed that the :\C0 has a large nur/.ber of 
outstanding debts , has lied on loan applicaticns , and had ordered a 
if'76 automobils vrhich cost in excess of five thousand dollars* Incer- 
vievrs concerning the I'XO revealed alleged dru^ usage and hor.ose:-:uality. 
The Linited Inves^iigatlcn was conpleted and referred to PTC for adjudica- 
tion. The decision t-.ms made not to revoke the :.'CO*s securicv clearance 

» since he left the service on 9 April 1976 and will not be allowed to 
re-enlist • 

(3) Adverse suitability infomation vas reported on two additional 
N'COs assigned to PTC. Based on medical reports and rebellious attitudes 
one riCO v'as released fron the Arrpy by bo^rd action. The second NCO 
after a night of hea*«r.' drinking began hitting his v:ife when she tried 

tc arouse him after he had "passed out." The wife filed assault charges 
i:ith the Military Police but wichdrev then later. The PTC co-j::3nder 
counselled the aCO on his dr.inking. and marital problems and assigned 
hir.^ duties v.Iiere he has no access to classified infomation. 



9^*^ SEP ■ •Y.^v ,^ ., 



0^ CO^S^V^^^ 





(4) I Puring the course of an investigation of an enlisted WAC 
mcmo^^^i PTC who was away-vithouc-leave (ICiVKOL Invcstij^ation) , it was 
discovered that the CID was also iiwestigacin^: her for theft and 

rtisentative and CID agents coontina 

PTC has suspended the V/AC's access to 
classified materaai pcndlflg^complction of the invcsC^lgacion, 

« 

d. Opo rational Status: 

(1) CENSUS Ti:iE was first approved bx OACSI» DA, for irplementation 
on 5 Feb 74. 



(2) During the period of 1 Ap ril 1975 to 31 March 1976, 72S 
manhours were expended, no 1T)Y nor | b1 [ were used. The operation 

produced seven information reports* One confidGntial source vras used 



during the period but was tenJ-naced during the latter part of the period. 

e. CoiTunents: The PTC operations include an extremely high volume 
of multimedia ultra sensitive conparcnented classirisd traffic processed* 
at the highest level of the militaty establishrenc corL^and grcup being 
served » and includes the cryptographic operation , -aintenanca and logis- 
tical mission and support rendered to Che JC3, the ir.ICC, depr.rtnents and 
executive agencies of the government allied er/aassies, and the United 
Kations Building in N'ew York- The installation rer.ains as £ potential 
target for HOIS; however, there was no inforr.acicn reported uo indicate 
the presence of any overt threat to the inscsllacion. The MI Group has 
been conducting a thorough review of the ICIP to determine the advisability 
ef terminacina the operatioa and ir.-pleniencins an overt direct support 
comprehensive countorintellisance prcsraia. In view of Che above the 
continuation of an ICIP is not warranted at this tine* 

f. RecOT?u-:iendation: Tnat the ICIP CENSUS Tiy.sl be cernir.ated and an 
increased overt liaison v:ith additional direct security support be pro- 
vidc?d the installation coinnander. 



1 



ICIP REPORT 
1 April 1975 to 31 March 1976 
y.) CEKTAVO KID: (OACSI Revalidation - A Feb 75) 

a. Location: Harry Diamond Laboratories, (HDDV-Adelphia, MD 

b. In£ormation Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 - 
31 Mar 76; 

(1) Infornation was received that a First Secretary a<: the- USSR 
Embassv, Washington. DC had visited HDL on two occasions On one 
occasi'on he attended a meeting of the Institute of Electrical and Elec- 
tronics Engineers, INC., a prof assional sociecy for engineers vhich 
was held in the auditoriuin of HDL. The subject rr.acter presented curing 
Che r.eeting was unclassified. At a second neeting of the .ociety the . - 
Soviet Embassy official was denied entry. A report of the xnc-tdents 
were provided to the FBI and the Cor^i.ander , HDL, ir.ade a doterranation 
that the society could no longer hold meetings at HDL in order to pre- 
clude any potential security threat. 

(2) On two occasions an unidentified light aircraft risw over the 
tesr site, Woodbridge Research Facility (V.'RF) , imL, where a series of 
tests on foreign equipir.ent under the Range i.-ory program v-s m progress. 
In both instances the aircraft circled over the Range Err.ory lesc cite 
for about 5-7 minutes. The overflights are being investigated m coordi- 
nation with the FBI. 

(3) An enployee, HDL, made allegations of in-.noral activities by 
me-bers of the HDL Security Office and a group at the Van ::ess Avenue 
FaciUtv, HDL. The eir.ployee clair.ed that she was being toilowed oy ^ 
:DCir.bers'of the HDL Security Office. After inve-.ticaring the employee s 
storv, the Con^mander, UDL, believed that she was sutfering fron psychiatric 
problems and would have her visit a psychiatrist for a coir.piete evaluation. 

(4) Suitability information concerning an e::iDioyee of the V.'oodbridge 
Research Facility (KR?) a branch of HDL located la KoodbriJg-3, VA, ^nvolved 
a problem of alcohol abuse. After counseling, the emplay^e parcicipaced 

in a rehabilitation program. 

: ! ' ' . t/lJm'x. C- .4/J./ /^V/}. ^ 
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(5) A courtesy penetration test of HDL's Adelplii Facility was 
conducted and revealed several security weaknesses which were corrected 
by the supported con.niand . As a result of the test a nu-.bcr of security 
guards u-ero transferred and guard procedures were changed. In addition 
a new na^notic coded badge was approved for purchase in FY 77, As a 
tollov;-up i-pleinentation of "Lessons Learned" in the penetration test the 
ICIP Project Liaison Offict^r (FLO) and the HDL Security Officer prepared 
and delivered a series of lectures and classes to Che HDL guard force on 
the penetration test* Additionally, the PLO delivered lectures on the 
penetration test to the faculty and students of the Counterintelligence 
Dept, US Army Intelligence Corps School,- Fort Huachuca, AZ. 

Operational Status 

(1) During the reporting period 880 manhours were expended, 13 in- 
forn*^tion reports were submitted and 41 iner,oranduns x^^ere prepared and 
provided to the supported commander* 

A n ^ f*^ J 



(2) AO TDY or hi were expended. 

r * 

e. Comments 

(1) ICIP CE^;TAVO kid was approved by OACSI, DA, 18 Oct 73 and the 
supi^orced ccruTiander was briefed on the irr^plenientation of the operation 
on 12 November 1973 • 

(2) Tne niission of the i:DL includes critical sensitive research and 
deviilo?~ent activities in support of the US Amy. Some of the ~cre sensi' 
tive accLvities include research into the hardening of cor-r.unications 
equipment against nuclear weapons radiation; tests of nuclear vjarhead 
and :.:i3.=;ila systOT.s to deter~iiae their ability to withstand nuclear 
weapons radiation; develop fuses for use v;ith nuclear warheads and 
conducts development and testing of radiation hardened systems for 
Mir.utemcn and Poseidon Missiles. 



(3) The Installation re^iains a potential target for HOIS and the 
hostile intelligence service have an interest in the research and 
developTT.ent activities of the type conducted at HDL. Hov:ever, the aiuount 
of significant information suriraced by the ICIP does not warrant the 
expenditure of manhours at this time to continue the ICIP* 

(4) The MI Group is reviewing the ICIP with a view of terniinating 
the program and instead impleTP.entlng an overt direct support counter- 
intelligence program. 

f. Recorrj^endacion: That the ICIP CENTAVO KID be terminated and 
an overt direct support counterintelligence program be imple:;iented , 
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Internal Gounterinteliigence Program (ICIP) (U) 



DAMT-DOH 



1 



SUSKHSE 



21 May It 



To obtain approval/disapproval to USAREUR ICIP OPLAN on USASA Field 




Background ; 

--Since 1970, Project FILMAN has provided support to USASA Field Station Berlin 
(USASAFSB). FIUIAN was designed to use sources from the local work force and personnel 
located in establishments frequented by the work force. Problems encountered from 
; peripheral nature of sources and their difficulty in beccxning accepted into USAS> 
circles. Sg g_T^B B - 

Gdr, 766th MID proposed an ^SS^^ssive Defensive Source Acquisition Program 
(ADSAP) support arrangement for USASAFSB which would provide more direct source access 
and control of source coverage. 

— In August 1975, Cdr USASAFSB and DCSSEC, HQ USASA concurred in proposal. In 
September 1975, ACSI, DA and DCSI, USAREUR briefed and supported concept. In October 
1975, Cdr, USASA concurred in cancellation of FILMAN and initiation of ADSAP, (Se£ 
T PAB Subsequently, concept discarded in favor o£ subject ICIP, 

By Itr 28 April 1976, DCSI, USAREUR forwarded subject ICIP for ACSI approval. 
2. Vow Discussion: 




— Purpose of subject ICIP is to collect significant CI information through use of 
overt liaison contacts, casual sources and confidential recruited sources assigned to 
USASAFSB, Sources will be specifically targeted against Hostile Intelligence Services 
(HOIS) activities directed toward USASA and against security vulnerabilities of USASA 
personnel. 

* 

On 14 May 1976, DCSSEC, HQ USASA, reviewed subject ICIP and concurred in OPLAN. 

The DCSSEC recommended deletion of coordination with Cdr, USASA Europe (Para 2b(4)(c), 
"in view of realignment of functions and need f or, compartmentation, coordination 
reflected in para 4e(2) is sufficient." fTAB A} 



Y«» □ NO □ T 



Y«» □ HO □ 



COOROINATIOMI 



MMfB 




filSPATCHEO (DTI» 



MOV miTIOikLCOOKIIATIOt Ol.l£VEttE ftlOE OR COHT IKUATIOi liCET 



Miss Brannan/53501 




/K*-^/ - --44 



AC» FORM n, 13 imp 71 





DAMI-DOH 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 

3d Indorsement, TAB A, the ACSI, DA informs DCSI, USAREUR that subject 
ICIP approved, 

3» (U) Recommenda tion : That 3d Indorsement (TAB be approved and signed. 
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SUBJiX:2; Project rUmaa t**^ 



1 9SEP1975 



i 
r 



1 



i 



Cozsandsr 
USA5AFSB 

3-2 



(U) The pxirpose of this proposed action Is to provide Increased 

'and Icproved counteriatelli^ence support to the 4^3 Arsay Secoritjr 
A<;ency Field Station » Berlin (USASAFSB). 



In 1970, a Cooperations plan vas sutsaltted Tjy Berlin Pleld 
Sw!^tion» 66t]a lH Group, to correspond vith the activation of the 
CSASAFSB site known as "leufelsberg". The operations plan vas 




.flgfltfi iiajidiAt.iigffiial nifTbia^t1[i;!Tii|^ Initially through coordination vlth 
the S-*2; U3ASAF5B» a list of eatahlishaents frequented hy IfSABATSB 
personnel vas prepared and attempts vere aode to introduce sources 
into oon$ of the establlahaeats. Ve preaently have 



fiovever, to date these sources have provided -rmitfnr faaftamitilfiTjjfff- 

ff^n'^ .^npt Jto ,.iJ^;^^AF^. lu approximtely i-" 4iatt»'^tf lttidg ev 




,t-ASA ..glJw^^eii Zn short» ^iwjt^bsBaL^ 




CLASSiriED BY; Cdr, 66th MI Group ^^'^'^CLAS^fPfrrr. 
ESE-^T FSOy. GDS 0? EO II652 ov/ era ^ -^'^''^'tD 

CA3SS0RY 2 ^^^f'u^l^E^^g I- 

D2CLASSI7I OSx Botlfication Originator ^UTH PARa 1 j-^^^ ^^Of/PQ 

^ W „ ^ ' "'^^3 DoD fipnn ^ 

Z>/a^ / — 
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SUBJiiCT: Project ?ilau» 



1 9SEPt975 




3* If*^ I that the rtlw i ftR proje c t iju caneell qi^ that permlaclon 

T>e Ranted to recruit ASA personnel within USASAF3B» and ^at--tbo-^#?5sre^* 

gMprort to-BS^ftgaB;- A ^rlef 



description or AD5AP ajad geaeral AD3AP ££I Is attached as Incloaure. 
This vould enhance CI coverage of USASAFSB by providing; i&ore flczibllitx 
vithln the franevorlc of one source prograai»^ access to the target areas 
and tar£;et personalities* a vider ran^e of operatioz^s for sourcesa and 
core straczallncd aominiatratlYe procedures for the canageniedt of sources* 
Current Fllcon sources vlU be converted to the ADSAP prograzi* Sources 
vill be preferably recruited vithln the target activity to provide infoj^" 
zsation^on personalities and activities^ Additional cources vill bo 
recruited on the periphery or outside of the target sites in order to 
ezihance overall CI coverasb. Once it has been deterzilned vhcre a 
possible shortfall of inf oration occurs » a concerted effoi-t vill be 
' aade to obtain sources vho can provide that inforsiation* IndlscrliS'* 
Inririt selection and recrult^ient of sources vill be avoided and esiphasls 
vill be placed on a prospective source's ability to fUlflLl the require* 
cents levied on hln* 766th t-HD-viU provide the &-2, VSASATSB vith the 
desired qualifications for personnel to be utilized in the prolan and 
he vill be requested to screen present personnel assicned to his unit 
to determine those best qualified for recriiitaent. ADSA? vill not 
supplant the S-2, USASATSB program of interr-al infomants, but vill 
au^aeat his present activities- A target analysis vill be prepared 
by this Detactaent in coordination vith the S-2> USASAFSB. .^mk^r^^j^ 

All other inforpatlon vill be reported in accordance vith 
reportlnc requireaeats» as outlined in LOI 6-TD» 66th HI Group. 



• I^^iainary discussions, conducted in' August 1975, vith the 

Cosiander, USASA?33» tha Deputy Chief of Staff, Security, USASA Head- 
quarters, Arlington fiall» Vir£iaia» and the Concaander, 66th MI Croup, 
*'^^\cated a favorable response to the above proposal. 



5^ wT Shis Detachaient requests your ei 
approval of the above proposal. 



leatB* recQsaeadations* and 



1 Znel 
as 



ALLra C. EOftUSaX 
LTC. MI 
CrMimnT^lng 




AGGBZSSrVS PSFXSSIVS SOURCE ACQUZSmOH FROCRAM (jU)3AP} 



AD5AP concerns Itself vlth tvo categories of fa;^iaB sources &9 defined 
by SStii MI Group LOI Huabcr These tvo soiirce catc3orle8 ere Convea* 

tlonal and Confidential. The ADSAP is a CI threat Inforoation collection 
prosroni and sovircea recruited under this prosrfla should not he recruited 
for coverage of a specific C£ target. Soitrces are recruited vlthin and 
on the periphery of sensitive installations and activities hy eoahiniog 
both active and passive measures to counter the infonaatlon collection 
capability of hostile intelligexice eervices (iloIS) operating asainat U3 
Forces* The passive neasures are designed to protect defense inforxaatioa 
frou unauthorized disclosure or cosxpronise* vhUe the agH^essive aeasxzres 
are desisned to obtain iofonsation vhich vlU lead to the detection and 
neutralization of UoIS .efforts directed against U3 Farcea* 

* 

General' ADSAP SSl% 

a* Detection of suspicious activities* undue in^ulsitiveness or 
obvious laclc. of good security practices ^on the part of or involving US 
Forces personnel* * 



b. Identification of US Forces personnel vho closely and continually 
associate vlth forelsa nationals having connections vith {>oviet £loc 
countries* 

c. Identification of US forces personnel vho &ak« unauthorised or 
fre(;Luent authorised travel to Soviet Bloc countries* 

d« Identification of VS Forces personnel vho have co;atinued contact 
vlth local national personnel. 



e* Detection of disaffected personne!* 

f « Identification of US Forces personnel vhose activities and/or 

character veakncsses either individually or in a combination constitute 
a clear and signiflcaat threat to US Forces in that they have rendered 
the US Forces connected personnel susceptible to exploitation BoIS. 
Susceptibility to EoIS exploitation because of adverse suitability fac- 
tors should be coupled vlth at least one of the foresoln^ indicators of 
possible AOlS interest. Specific suitability factors vhleh could render 
US Forces personnel vulnerable to HoIS exploitation vould bo excessive 
iudcbtedness or recurrizxg ti nancial difficulties; uneacplained affluence; 
conduct such as criminal^ isaoral or homosexual acts vtlcli oould rend«r 
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the iadividurii susceptible to proooure; current and pact aental and cnotloaal 
instability; unusual vork babits that do not conTora to the d&lly pattern of 
fellov cnployecog sudden xmcxplaitied chaases in %;orking or aocial habits; 
serusJL niaconducti inTidelity; nitrital problcxi^; trcuUns on the interzonal 
routes or otherwise utilisiofc lin^^dtic capal>ilitl09 vlth Soviet or Other 
bloc personnel In uoeuthorised sitxiationB • 




' 1 



lArB-X 



CoaMnd«r 

US Armj Security Agwcj 
ATTHj DCfiSSC 
Arllnston Ball Station 
Arlington, Tirsinla 22212 





3K^p7 fi«qu«At 7onr concurranca is canealXation oS Projact FIUIAI 
and atiAptlon of th* ASSAP by U8A5A7& B«rlla/766tb niD. Ap^opriata 
eaf«guarda vill b« aaintalBcd vlth ragard to withdrawal of USASA 
sourcas should hostile intalligauca lataraat focua ob a CfiACA soldiar* 
Koqueet a rvply aa soon aa poBttibla ao va can bagin nagotlatisff a 
new KaGorftadua of Understandiog vlth 66th JH Oroop* 



FOR THE COKMANDSBj 



t 



1,N«^ Attached ie a copy of a lattar rMivA on 19 Iei»1:«l>«r 1975 •! 4 



J' 



rr<»fli Cotnaader, 766th Ailitary I^ttXliemes I>»tAckacntt ^rA KX.Groap 
•stitlAd *7roj«ct nUUK'** Thm l«tt«r is m&Lf «3rpla&mtor:r but e«A b» 

•uffm«ri»«<i aa follovat Cooctarintalli^ea a^pport to DSjLSATC B«rIlB J • 

baa baa& eonductad alnea 1970 oadar the proviaiona af TXIilUj:* Altbdifi^ * . 

riZJUH wia aatiafactory in eoncapt^ it muf tmnd fraa a Xa'Ok of pra«iaa J 

Tt^ dafiBitloD* particularly la aottrca ac<ioiaitio& aad raporti&g* ^ ^ 

2«^^ft4 CdTf 766tb MID« propoaaa aA ADSAP anp^ort arraBfaiaaBt %rhicb ^ ' 
votild proTidft tfror* dlract sourca accaaa to UB&Bk paraouial and diract 
control of source coYoraga of aetMl or pota&tlal axpio&a.^ apy o a ci iaa* 

Cdr« USA5AFS Barlin concur/s in tha coneapt aad daairaa to is^lamat ly 

tha pro{^7-as« CCL Soldan v&s brlafad on tha profroa duriag hia Yiait "7 

to Barlin in Aui^ust 19?^ ^d ccncurrad in tha propoaal. 113 Aatoa^ * 

DA ACSr, and MS Dillard« USARSOB tC&l^ vara alao briafad ia SaptMbar ^ 

1925^and fiupportad tha eoAcapt. V 
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CrBllD J. EUDUH , . , • ^ 

" ^'^CP^l:^'^'"^ MAJ. JfJ 

^^O^"^^ Aaat Adjntaijt 
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DEPARTME.N1' OF THE Am ' 

UNITED STATES ARMY SECURITY ACL 
ARLINGTON HALL STATION 
ARUNGTON. VIRGINIA Wit 



lACG 



2 0 OCT 1975 



SUBJECT: Aggressive Defensive Source Acquisition Program (ADSAP) (U) 



Conunander 

USASA Field Station. Berlin 
APO New York 09742 



1. (U) Reference lAEB-L Letter, dated 7 October 1975, Subject: 
Aggressive Defensive Source Acquisition Program (ADSAP) (U)* 

I concur in cancellation of Project FILMAN and initiation of 
the Aggressive Defensive Source Acquisition Program by the 766th MID, 
66th MI Group. A copy of the completed Memorandum of Understanding 
will be provided to this HQ, ATTN: DCSSEC. 





WILLmj rvjROLYA 
Brigadier General, USA 
Commanding 
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ACTlOH SHEET 



Internal ijjlounterintelligence Program (ICIP) (U) 



OWIU SYl 

DAMI-DOH 



I 



SUSPENSE 



PATm 

21 May 1976 



To obtain approval/disapproval to terminate ODCSI. USAREUR ICIP CARELESS TOKEN (U) . 




mM Matt Ummeim^dtt^^J H9^ify 



Background ; 

ICIP CAREI£SS TOKEN approved by ACSI on 25 Feb 76. 

— ICIP designed to detect and counter vulnerability to espionage by USASA person- 
nel^ assigned to Det N, USASA Field Station, Augsburg, (DSASAFSA) FRG, 




Discussion: 

— On 5 April 76, CDR 511th MI Bn recommended that ICIP be terminated^On 9 Apr 76, 
OBCSl, USAREUR, and on 14 May 76 DCSSEC HQUSASA concurred in recooimendation to 
terminate* 

Rationale for terminationt 

o Drawdown of USASA Det, Only seven USASA personnel now assigned to station, 

o .Drawdown precludes further expenditure of CI assets and efforts required by 
CARELESS TOKEN. 

o INCOIC Det N appears completely competent to accomplish duties and control 
subordinates. 

o Regular contact between PLO and NCOIC, and occasional casual contact between 
PLO and USASA Det N personnel on an opportunity basis can accomplish goals of this 
ICIP. Pertinent info derived from such contacts would be reported promptly to S2, 
USASAFS Augsburg. 

— 3d Ind (Red TAB A ') informs OBCSI, USAREUR that ACSI, DA approves termination of 
CARELESS TOKEN, 

(CoiUiiw« an plain faoikdK. 



DIV 



ACSI 



frisfmxcD ivu} 



tlftHmiTIOMLCOOVIiATtOiOIJCVME SIDE Oft CMTimTfiKflBPT FRGI:? CEV-ET'"-, ' '^A^'^JJ 

CaiCDULC 01^ Mn[!Tr[V:! llh- LI -^2^ 



DATl 




M. 'BRANNAN/GS-13/53501 



/ 5 ^ EXEf.lPTION CATEGCIIY.,.£_ . 
P ^ DECUSSIFY 0N_2 i.Pec_ 2006_ 



ACSi FORM 2B« 13 S«p 71 




DAMI'DOH 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) , 

3. (U) Recommendation: That- -KA Tnd (Red TAB A) be approved^ and signed ,^~Z*b6 



7^ >^/. 




1 



DAMI-DOB (r Apr 76) 3d In<J 

SUBJECT: Internal Countcrlntel UgencF Frogram (ICIP) (U) .MAY 19/6 

HQD^., Office- of thr Aseistant Chi^f of Staff for IntolUgrnc-, Thf Pentagon, 
Vashtrvgtoa, DC 20310 

TOi Cona&der-lo^lef , US Amy Europe sad Seventb Att&y, ATTN: AEAGB-d (SO) , 
APO Kew York 09403 

Tour recmttaeodatlon to temlnatc CARELESS TOKEH ie approved, 

FOR THE ASSISTANT CHIEF OF STAFF FOE ZKIELLIGEKCEt 



(sgd) Merrii; T.Kelly 



nc 



I Incl 



MERRILL T» KELLY 

Acting Director of Int^'ll 3.5;.«';ncc- 
Opfratioas 





AEAGB-CI(SO) 




DEPARTMENT OF THE ARMY 

HEADQUARTEM, UNITfD tIATES ABMY, EUBOPI and tiVENTH ABMT 

MO. 09403 



9 APR '1376 
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SUBJECT: Internal Counterintelligence Program (ICIP) (U) 



HQDA (DAMI-DOH) 
WASH DC 20310 



'i 



1. (U) References : 



a. Oneratlons" Plan^ 66th MI Groups 5 May 1975, subject as 
above, wirth 5th Indorsement, DAM-DOH, OACSI, DA^ 25 February 
1976 ^• 

b. Letter, ApAGB-CI(SO), USAREUR, 10 February 1976^ sub- 
ject as above C0^, 

2. (U) Attached^s the Quarterly Status Report pertaining to 



the ICIP CARELESS TOKEN for the period ending 1 April 1976* 




3. V^^f^ This office concurs in' the recommendation by the 511th 
MI Battalion that this ICIP be ^;ernilnated. The diminishing 

sensitivity of the target activity, and reduction in target per 
sonnel v/ould appear not to Justify the futher expenditure of 
counterintelligence assets and efforts required by this ICIP, 
Consequently this office is directing initiation of formal co- 
ordination with US Army Security Agency (USASA), Field Station 
Augsburg for the purpose of terminating CARELESS TOKEN, 

ii, (U) Request HQ, USASA be advised of USAREUR plans to 
terminate this ICIP, Comments in this regard by your office 
and HQ USASA would be appreciated* 

5- (U) ODCSI, USAREUR, Action Officer is Mr David R, Smith, 
AEAGB-CI(SO), HM 735^ (AUTOSEVOCOM 67^2). 

FOR THE DEPUTY CHIEF OP STAFF, INTELLIGENCE: 



1 Incl 
as 





^X.TMPT FMC:.t C.'-INl-mAL DEJCLASSfFICATlON 
oCr. JirvjLF Or cXtlC-iriv:^ ORDER 11652 
EXEMPTION CAT::GOnY ( ^^i' ) 



J. lADEROSA 
Colonel, GS 

Chief, Counterintelligence 
Division 




■It,. ,•• - * 

,J L.;-; DAMI-DOH (9 Apr 76) 1st Ind 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 

h: OACofS for Intelligence, ATTNr DAHI-DOH» Washington, DC 20310 1 13 

■•■ . J. Commander, US Army Security AgeiScy, ATTN: DCSSEC, Arlington Hall 

^'■r,..- I ^tation, Arlington, VA 22212 • 

I:-. ■ ' JK*^*^ "^^^^ office concurs in the DCSI, USAREUR recoraaendation that the 

K ICIP, CARELESS TOKEN, be terminated, i 

^5 

2. (U) Request your comments or coticurrence. 

j fOR THE DIRECTOR OF INTELLIGENCE OPERATIONS: 

fr'<4 \ ■ ■ 

X;.- :? 1 I"<^1 JfyOm L. HEISS / 

£,r.;.-;! <C) Colonel, GS 

O^-CMef, HUMINT Division 

.• tfi-. • Tl . < 

t - ■ t ' 

Ir ' . ' 

- 'J.. •■ . • ' 

= ^ t 

- . : 

• ■* ■« I 

• 

f ■ ■ *t r 

■ V. : 

;-"|: Warning Notice. R. ..:.:..^ CfattififJ ^y.,ACSi..M 11 

^>^i:; t"teiti2crcei>»-f§r*t;J^ EXEtiPT rr:-! G~'E!IA?, n:^:'.-^'^ •'-'v^:;^ 

Vv — ■ ffetrtif^^ EXEMPTION CAVSGGSY__2 -j 

.iv 



lASEC-S (9 Apr 76} 2^ Ind 

SimJBCT: Internal Cwntorintelllgence Progru (ICIF) (U) 

tfeadquarterf, US AxBjr Security Agmcy, ATTN: KSSEC. Arlington Hall 
StfttioQ, Arlingtcm, Vlrginidi 22212 

TO: VQfik, QAGbfS tvt latellifMe*, Ami: DAMX^OOH, WuhiAgton. IX: 30S10 
QSASA cwicuxs in n^oflMSkdatlm to tendnat* CASELESS TOXDl, 



1 ^ WILLIAM B. HKOEN 

> ne fflf COL, OS 

f A DCSSEC 
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DEPARTMENTiOF THE ARMY 
SlUH MILITARY INTFlllGENCE BAmilON 

66TH HIUTARY I^TELUGEKCE GROUP 

krO 109696 
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AEUMI-N-CE 
B031 30-328-76 



SUBJECT: 



CARELESS TOKEN (U) 
(Quarterly Status Report) 



i 

m 

i 



5 April 1976 



Commander 

66th Military Intelligence Group 
ATTN: AEUMI-T-CI {EXCLUSIVE FOR IC IP* CONTROL OFFICER) 
APO 09108 



r 



1. (U) References: ? T . -'0 

OPLAN, 511th MI Battalion, AEUMI-N-CE. 1-75, 1 May 1975. 
AEAGB-CI{SO), DTG 151640Z Jul 75. ICIP. 

AEUMI-N-CE. B031 30-061 -76. 23 January 1976. CARELESS TOKEN (U). 



a. 



i 
r 



d. AEAGB"CI{SO)» DTG 091510Z fter 76, CARELESS TOKEN (U)- 

it 

2. (U) This Quarterly Status Report, is submitted in accordance with the 
above references and covers the period 16 January - 1 April 1976. A one- 
time adjustment in reporting dates has' been made to allow the reporting 
period to coincide with each calendar ^quarter- 



3, 




General : 



i 

X 



1 • • 



a. Company B, Forward Operations^ Battal ion , terminated its oper- 
ational mission at 2400 hours, 7 February 1976, During the period following. 
Company B personnel were engaged in transporting the classified operational 
files and equipment from the site to Augsburg. A17 Company B assigned or 
attached personnel have departed the target area. Destruction of all but 
two of the former Company B operations* buildings is underway and is being 
performed by Facilities Engineers (FE) personnel from Regensburg and Graf- 
enwoehr. Both of the two remaining buildings are to be removed under the 
Regensburg FE supervision under the saJlie contract that will provide for 
landscaping the northern end of the compound, and removal of the rock at the 
northwestern end that presently blocks a portion of the antenna scanning area. 
The dismounted communications vans were not sold at the site as previousl^,^ 



1 r- 
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SUBJECT: CARELESS TOKEN (U) 
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reported would be the case, but instead have been removed to the Property 
Disposal Facility at Nuernberg for disposition. 

b. Two members of Company B applied for European separations since 
November 1975, but it was not determined whether or not the applications 
had f^pprt annrnvpfi . cinrp hnth norcnnnpi had been trans ferred to Augsbur g. 

SPSi b6 MOS: 98G2LRU, DPOB: I b6 lin 



b6 



I MOS: 98G2LRU, DPOB: [ b6 

was scheduled for discharge on 20 May 19/6. bhe 



fee passport! b6 



had a US 

issued 15 November 1973 in Boston, MA, and indicated 
her intent to remain in Europe for a 1 2 month period for tr avel Durpos^^- 

SP5| b6 Z_\ 
in 



b6 



b6 



b6 I HQS: 9aG2LRU, DPOB: 

Iwas scheduled for discharge on 9 January 1976» but 

extended h is enlistment until 10 November 1976. He had a US fee passport 

b6 I issued 6 July 1973 at New Orleans, LA, a nd indicate d hi s inten t 



to remain in Germany for 12 months to. study* Both 
were unmarried. 



b6 



and b6 



c. On 10 February 1976, CW2 b6 



I USASAFS Augsburg (USASAFSA) 
arrived on TDY at the target a rea accompanied by one or two other personnel 
from the same station. | b6 | is the Corrmuni cations Security Custodian for 
USASAFSA and he supervised the removal of cryptographic conmunications 
equipment and escorted it back to USASAFSA. He stayed at the Kolmerhof 
Hotel in Rimbach, opposite the Company B administrative area. On 12 Feb- 
ruary 1976 he departed Rimbach and returned to Augsburg. On 12 February > 
the manager of the Kolmerhof Hotel contacted Company B to advise that an 
American guest had entered a room at the hotel on the night of 11-12 February. 
The guest was apparently extremely intoxicated, had become ill, and had 
vomited in large amounts all over the room, causing damage to carpets, furniture 
and bedding; evidence also indicated that the guest had urinated on the floor 
of the room. The manager presented a bill for DM 100 (approximately $40.00) 
and asked that it be passed on to the guest. The guest was determined to 
have beenPbe land he readily admitted having caused the damage and sub- 



sequently paid the bill. 

d. Additional information concerning the physical plant at the target 
was obtained as follows: 

■ 

(1) Sewage service is provided by the firm Franz Lederer, St Sebastian 
Platz 1, Brueck (UQ0458). Water service is provided by the firm Hans Lober, . 
Rauschstrasse, Nuernberg vorm Wald (UQ1069). The water is delivered by truck. 
The Comptroller Office, Seventh Army Training Center (SATC), Grafenwoehr 
advised that funds had been allotted to connect the target to the sewer and 
water systems of the adjacent Frencfy'Bundeswehr compound. The construction 
of those lines will be completed by July 1976 and will replace the septic and 
holding tanks now in use. Agency checks are being conducted on the above- 
mentioned firms. 
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(2) OBAG {the Upper Bavaria Power Company) has declared the main 
power cable serving the target* the French/Bundeswehr compound and the 
nearby Bundespost {German postal system) TV. relay tower to be inadequate. 
OBAG intends to lay a new power cable parallel to the present one, and 
has asked each using agency to contribute to the costs, on a pro-rata 
basis. As the situation now stands, loss of outside power would auto- 
matically put the LfV generator into operation. That generator is capable 
of supplying full electric power to both the operational and living areas 
of the target for a maximum of 206 hours. After that time, the generator 
must be shut down for refueling, oil and maintenance. 

(3) The SATC Military Community Fire Marshal recently inspected 
the target and indicated that some water must be made available for 
emergency fire use. The Neukirchen-Heilig Blut {UQ5258) Volunteer Fire 
Department indicated it had a 40-minute reaction time. The projected 
hookup to the French/Bundeswehr compound water system should make sufficient 
water available. 

■ 

e. Dug to the staggered schedules of target personnel, they had de- 
cided against hiring a cook and will prepare their own meals as a community 
effort. Inquiries at the local Labor Office revealed an estimated monthly 
salary for a cook would amount to about DM 1300 and this had a major impact 
on their decision. 




Operational Matters: 

a. Information provided in the previous Quarterly Status Report is 
corrected/clarified as follov;s: There will be no SI area at the target. 
The highest access/classification will be Secret/Crypto. A request for a 
technical inspection had been submitted through ASA channels several months 
previously, which was not known by target personnel. The entire area, 
including the conmon room, will be subjected to a technical inspection prior 
to 21 May 1976. 



b6 



closed the 



b. Reference paragraph 4c of relerence c: , 

Hoherbogen Restaurant in late February ig76 and moved to the Augsburg area. 
Since his departu re, the restaurant has remained closed. The entire file 

• I tT^ 1 ..^11 I I ^ j_ --n rf-w J.- 



concerning ! b6 | will be prepared for 'transfer to Specia 
ment, 66th Military Intelligence Group for monitoring of 
in the Augsburg ^r^. 




.tions Oetach- 
activities 
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b6 



intefjGed to move to Augsburg. fbS 



owner^of "T ina's Bar" in Furth-im-Wald (UQ4354), also 

rr-^ 'reported ly was a girl friend of several 

'claimed to have enough 



b6 



of the Company 8 senior enlisteT^sonnel . ^ ^>,,c.mcu uu nave enougn 

money to purchase or lease any type of estabTTshment in the Augsb urg area 
that she chose. Agency checks will be conducted concerning rBsl and the 
information will be passed to Special Operations Detachment iTThe moves 
to Augsburg. 

d. Target members have the following privately-owned vehicles: 



License Number 

KS-8739 
JA-9692 
KH-8553 
JT-8306 



1m. 

1975 Chev van 
1964 VW sedan 
1970 Opel 
1967 Mercedes 



Owner 




Additionally, SP5 Pack owns two motorcycles, neither of which is registered 
at the present time. He intends to register one of them and to store the 
other fpr shipment to CONUS when he is discharged in August 1976 SP4 
b6 IS buying a car from one of the civilian contractors in Augsburq 

Dick it un cnnn ^ ' 



HOS: 



and will pick it up soon. 

e. Target members have had contact with three Americans in the area, 
at least two of whom are former Company B members. Barbara LNU was dis- 
charged in early 1976, is living in Koetzting (UQ4349) and is engag ed to a 
German citizpn . — fl_check of recent Compan y B rosters identified SP4r h8 

Po |MOS: 98G2LRU and SP4 | b6 ^ 

9bfi£LCX as two possible individuals involvecT SP4TT^__|ot me larget unit 
has been in contact with the American owner of "Fulsome's Club" in Koetztina 
A tmra American, possibly formerly stationed at the site, but not yet 
Identified, allegedly works in Cham (UQ3054}. 

Source Activity: 

a. B58,786 has departed the target area for reassignment. 

b. PlO liaison contacts have revealed the fonowing information con- 
cerning target personalities: 
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(1) SFC 
attended near! 



b6 l is a dedicated NCO who appears to know his job. He 
y three months of specialized training in the LFV system 
and related activities and is very knowledgeable of the mechanics involved 
in operation of the system. His assessment of i ndividua l members of the 
team coincides with the observations of the PLO- 
spirit of mutual cooperation with the PLO» 



b6 



b6 I appears to enjoy a 
advised the PLO that he 
under his supervision. 



has had very little trouble with the six personne 
but the personalities of the six are beginning to emerge and he wished 
he had more indications of leadership qualities (i.e-, willingness to 
accept responsibilities) from them. 



(2) SPS l b6 1 nominally assistant NCOIC, is a quiet follower. He 
does his job, keeps his room very neatly, but is very non-assertive. 

■ 

(3) SP5 Pack is probably the most responsible of the team^ has an 
excellent personality, gets along well with everyone, and appears satisfied 
with his job and his hobby of motorcycles. His easy-going responsibility is 
attributed to his background; he is married and has one child* Prior to 
entering the Army, he had a good job in civilian life, and he knows how to 
work and to get along with others. 



(4) SP4 b6 



is a divorcee whose former wife is assigned to an ASA 
unit in West Berlin. He is a good worker but likes to enjoy himself after 
work. He has earned the respect of other team members because of his ability 
to separate work from play. 



(5) SP4 b6 |i s an unknown quantity, but he has not caused any 



problems and he works well with others. 



(6) SP4 b6 



is an extrovert who enj oys being t he center of 



attention. He does not get along well with SP4| b6 



(7) SP4 b6 



b6 



,is an introvert and the complete opposite of , 

.has an acid personality and only tolerates having others 

around him. He does not like his present assignment and has submitted two 
requests to be returned to Augsburg. He appears to be able to sit in a 
room full of people an d no one w ill notice he is there- PLO assessment of 
b6 * ' 



,and | b6 l are that they are typical ASA **kids% 

Intelligent* not particularly gregarious, and sarcastic as long as they 
can get away with it. 
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c. No problems of a security nature have arisen during the reporting 
period. There have been no indications of Hostile Intelligence targetting 
against target personnel during the reporting period, A vehicle from the 
Soviet Military Liaison Mission-Frankfurt was active in the target area on 
5 March 1976. Four sightings were reported during a two hours period; 
three were non-PRA sightings and one was a shallow penetration of PRA #13 
near Hoherbogen. One of the sightings was reported by Company B personnel. 




Comments : 



a. In amplification of previous generalized comments concerning the 
continued viability of the operation at the target, it is recommended that 
this operation be terminated at its present location. Whether or not the 
operation should be moved to another location where more sensitive ASA 
operations are being conducted is beyond the purview of a recommendation 
by this Battalion. The recommendation to terminate the operation at its 
present location was discussed informally with the S2, USASAFSA on 18 
March 1976 and was received with no serious objection. Rationale for the 
recommendation is as follows: 



(1) With the departure of Company B personnel from the target area* 

a total of seven personnel remain. The operations now being performed 
are far less sensitive and involve activity that is essentially automatic. 
LFV team members are essentially mechanics. It is less likely that a 
hostile intelligence service will devote the same priority as they did 
previously to exploit target personnel. Any confidential source recruited 
to cover the target "from within" would result in one individual watching 
the other six. It is not believed that a confidential source relationship 
with SFC Helus would be desirable nor appropriate; an effective liaison 
relationship with the PLO should be able to achieve the same results* 
Recruitment of another member of the team and targetting h im agai nst team 
members would necessarily include that source reporting on ] b6 ] activities. 
With the close working relationship of all team members > this type of acti- 
vity c ould wel l lead to a gradLjal breakdown in the team effort and adversely 



affect I b6 | leadership effectiveness, as it would provide for an unofficial 

complaint channel and allow team members to "gang up" on the NCOIC, rather 
than fill the goals of the operation as indicated in reference a. Any 
compromise at the target of such confidential source activities wo uld 



probably lead to a complete breakdown in effective liaison between | b6 and 
the PLO. 
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(2) SFC I b6 I appears to be completely competent to do his job and ' 
to control his stibordi nates. His apparent leadership and management tech- 
niques, his insights into the various personalities of team personnel and 
his indicated awareness of potential problen at*eas all indicate that the 
PLO should b e able to accomplish the poals of the plan through regular 



liaison with b6 [ and occasional casual contact with other target personnel 



on an opportunity basis. 

(3) The time and expense required to conduct confidential source 
operations to achieve the goals of th^ operation do not appear to be 
justified for the reasons stated abbv^. It is believed the same results 
can be achieved through aggressive and effective liaison. 

(4) Termination of the OPLAN {rdference a) presupposes that nothing • 
would change outwardly regarding the PLO^s relationship to the target; he . - 
would still visit as often as before, he would conduct himself in the same /[' 
manner and he would continue to submit detailed reports on the results of 
each liaison visit- Any information obtained as a result of liaison that 
indicated a threat to the target or Its personnel* or character or person- 
ality weaknesses of target personnel would be reported to the S2» USASAFSA*' r 
without delay and coordination would be effected for appropriate Investigative 
action. 

b* As an alternate proposals if the recommendation in paragraph 6a 
is not favorably considered, recommend that the OPLAN remain In effect, 
but that it be changed to limit contact with target personnel to liaison, 
that further consideration to the recruitment of confidential sources be 
dropped, and that Quarterly Status Reports continue to be submitted. 



\ - 



^ — t 
KASSABN 




Tel: NB6 Mil (2621) -7165/Foss 
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DAMl-DOH (9 Apr 76) l«t Ind 

SCBJECTj Internal Counter Inttlllg^nce Program (ICI?) (U) 

DA, OACofS for Intelligence, ATTH: DMtt-DOU, Waihington, DC 2031C 

lOi COMMxuier. OS Ar^ Smcntltj Agency, ATTH: DCS5EC» Arlington Rail 
Station, Arlington » VA 22212 

lV£%^ Thla office cooeura in the DCSI, USA8EUK reconaendatlon that the 
ICIP^iCABSUSS XOnOf, b* temlnated. 

2. (9) B^^uesc your count e or eoac«rrenc«. 

POR THE DUtlCIW OP ISrBLLICKIiCE OPBRATIOSSt 



KARL V. HA.ENnVr 




1 Ixkcl 

BC (C) 





2 



ACSI, OA 




^96 



2 

approval of ACSI 



REGRADED UNCLASSIFIED 
ON *** ~5 iy37_ 

BY CDR USAINSCOM FOI/PO 
AUTH PARA 1-603 DoD S200.1-R 




AEAQB-CKSO) 

SUBJECTt Internal Counterintelligence Program (ICIP) (U) 

HQDA (DAMI-DOH) 
WASH DC 20310 



1, (U) References: 

a. Operations" Plan, 66th MI Group » 5 May 1975, subject as 
above, with 5th Indorsement, DAMI-DOH, OACSI, DA, 25 February 
1976 



Ject 



b. Letter, AEAGB-CI(SO) , USAREUR, 10 February 1976, sub- 
as above 

2. (U) Attached is the Quarterly Status Report pertaining to 
the ICIP CARELESS TOKEN for the period ending 1 April 1976 • 

3» This office concurs in the reconnnendat ion by the 511th 

MI Efettallon that this ICIP be terminated. The diminishing 
sensitivity of the target activity^ and reduction In target per- 
sonnel would appear not to Justify the futher expenditure of 
counterintelligence assets and efforts required by this ICIP. 
Consequently this office is directing initiation of fonnal co- 
ordination with US Army Security Agency (USASA), Field Station 
Augsburg for the purpose of terminating CARELESS TOKEN. 

4. (U) Request HQ, USASA be advised of USAREUR plans to 
terminate this ICIP. Comments in this regard by your office 
and HQ USASA would be appreciated. 

5. (U) 0DC5I, USAREUR, Action Officer is Mr David R. Smith, 

AEAQB-CI(Sd), HM 735^ (AUTOSEVOCOM 67^2). 

POR THE DEPUTY CHIEF OP STAFF, INTELLIGENCE: V 



1 Incl A. J, lADEROSA 

as Colonel, OS 



Chiefs Counterintelligence 




AEUMI-N-CE 
B03130-328-76 



DEPARTMENl OF THE ARViV 
S31TK MUfURY iHTElUCEWa BATlAtiON 
66TH MIUUSY INTEUI5EHC£ GROUP 
AFC 09696 



SUBJECT: CARELESS TOKEN (U) 

(Quarterly Status Report) 



5 April 1975 



Conimander 

66th Military Intelligence Group 

mmT'~'^'' '''' CONTROL OFFICER) 



1- (U) References: 



a. 
b. 
c, 
d.' 




OPLAN. 511th MI Battalion. ^EUMI-.N-CE, 1-75. 1 May 1975. 
AEA6B-CI(S0). DTG 151640Z qui 75, ICIP. 

AEUMI-N-CE, B03130-061-76J23 January 1976, CARELESS TOKEN (U). 
AEAGB-CI(SO). DTG OsisiOZ Mar 76. CARELESS TOKEN (U). 

i^^^ref^^^^ accordance with the 

tme adjustment in reporting dL^fha. It "^''^^ ~ ^ '^^'''^ ^^^6. A one- 
period to coincide wi?h eac^.calenda? quartVr^ '° ^^P°^^^"9 

3. le^ General,: 

ational m5sS'a^24rL'rs'%'1ih^ Battalion, terminated its oper- 
Company B personnel were enga%d fn tV^nsp ' L ?h'^*"? F^^ioo following, 
files and equipment from the liL ?o AuXra ■^fl?f'r'^^''^^^'^^ operational 
attached personnel have departed thPf^^n.^* Company B assigned or . 
two of the former ■Comp!n7roDSaJ?onfh.rL''''-. destruction of all but 
performed by Facilitier^gineers Fn npi "^'"^^ V ""^^^^'^^ is being 
enwoehr. Both of the Lo ?eS na I, ilH- Regensburg and Graf- 

Regensburg F£ supervision undpr th? ^"'^'^^"^s are to be removed under the 
landscaping the nmf;e;n"end o" the aSoSnS'^ani '''' 

northwestern end that presently blocis a oo^H-nn n^^T^"'^ '^"^ the 

The dismounted communications ^^Z^^l^Z ll ITe TtTTs ^^^^j^^'' 

■ PA ^^-^ Autfj 
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reported would be the case, but instead have been removed to the Property 
Disposal Facility at Nuernberg for disposition. 

b. Two members of Company B applied for European sepaT^aLions since 
November 1975, but it was not determined whether or not the applications 
had been approved, since both pers onnel had been trans ferred to Augsbur g, 

spb] 

b6 



b6 



fee passport I be 



b6 



in 



MOS: 98G2LRU. DPOB: 

was scheduled for discharge on 20 May 1976. She had a US 

issued 15 November 1973 in Boston, MA, and indicated 



her inten t to remain in Europe for a 1 2 month period for travel purposes - 

I MOS: 98G2LRU, DPOB: 



SP5 
in 



b6 



b6 



b6 



was scheduled -for discharge on 9 January 1975, but 

extended his enlistment until 10 November 1976. He had a US fee passport 

issued 6 July 1973 at New Orleans, LA, a nd indicate d h is inten t 

and 



b6 



to remain in Germany for 12 months to study. Both 
were unmarried. 



b6 



b6 



USASAFS Augsburg (USASAFSA) 

arrived on TOY at the target area accompanied by one or two other personnel 



c. On 10 February 1976, CW2 b6 



from the same station. | b6 [ is th^ Communications Security Custodian for 
USASAFSA and he supervised the removal of cryptographic communications 
equipment and escorted it back to USASAFSA. He stayed at the Kolmerhof 
Hotel in Rimbach, opposite the Compginy B administrative area. On 12 Feb- 
ruary 1976 he departed Rimbach and returned to Augsburg. On 12 February, 
the' manager of the Kolmerhof Hotel contacted Company 13 (o jdvise that an 
American guest had entered a room at the hotel on the night of 11-12 !ebruary. 
The guest was. apparently extremely intoxicated, had become ill, and had 
vomited in large amounts all over the room, causing damage to carpets, furniture 
and bedding; evidence also indicate^ that the guest had urinated on the floor 
of the room. The manager presented a bill for DM 100 . (approximately $40.00) 
and asked that it be passed on to the guest. The guest was determined to 



have been b6 and he readily admitted having caused the damage and sub^ 



sequently paid the bill. 

d. Additional information concerning the physical plant at the target 
was obtained as follows: ■ . 

(1) Sewage service is provided by the firm Franz Lederer, St Sebastian 
Platz 1, Brueck (UQ0458). Water service is provided by the firm Hans Lober, 
Rauschstrasse, Nuernberg vorm Wald (UQ1069). The water is delivered by truck 
The Comptroller Office, Seventh Amiy Training Center (SATC), Grafenwoehr . 
advised that funds had been allotted to connect the target to the sewer and 
water systems of the adjacent Frencly Bundeswehr compound. The construction 
of those lines will be completed by July 1976 and will replace the septic and 
holding tanks now in use. .Agency ghecks are being conducted on the above- 
mentioned firms- 
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(2) OBAG (the Upper Bavaria Power Company) has declared the main 
power cable serving the target, the French/Bundeswehr coiiipound and the 
nearby Bundespost (Gennan postal system) TV relay tower to be iriad(M|uaU*. 
OBAG intends to lay a new power cable^parallel to the present one, and 
has asked each using agency to contribute to the costs, 'jr-. a pro rat.' 
basis. As the situation now stands, loss of outside power would auto- 
matically put the LfV generator into. operation. That generator is capable ^ 
of supplying full electric power to- both the operational and living areas 

of the target for a maximum of 206 hours. After that time, the generator 
must be shut down for refueling, oiVand maintenance. 

(3) The SATC Military Community Fire Marshal recently inspected 
the target and indicated that some water must be made available for 
emergency fire use. The Neukirchen-Heilig Blut (UQ5258) Volunteer Fire 
Department indicated it had a 40-minute reaction time. The projected 
hookup to the French/Bundeswehr compound water system should make sufficient 
water available- 

e- Due to the staggered schedules of target personnel, they had de- 
cided against hiring a cook and will prepare their own meals as a community 
effort. Inquiries at the local Labor Office revealed an estimated monthly 
salary for a cook would amount to about DM 1300 and this had a major impact 



on their 



decision. 



4. J^)y^ Operational Matters: . 

a. Information provided in the previous Quarterly Status Report is 
corrected/clarified as follows: There will be no SI area at the target. 
The highest access/classification will be Secret/Crypto. A request for a 
technical inspection had been submitted through ASA channels several months 
previously^ which was not known by garget personnel. The entire area, 
including the common room, will be subjected to a technical inspection prior 
to 21 May 1976. ' 



b. Reference paragraph 4c of reference c: | b6 ^closed the 

Hoherbogen Restaurant in late February 1976 and moved to the Augsburg area.' 
Since his departu re, the restaurant has remained closed. The entire file 



concerning | b6 [ will be prepared for transfer to Specia l Operat ions Detach- 



ment, 66th Military Intelligence Group for monitoring of rb6~^ activities 
in the Augsburg area. 
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c. 



b6 



intended to move to Augsburg. b6 



owner of '*T ina's Bar" in Furth-ini-Wala (UQ4364), olso 



of the Company B senior enlisted personnel. [b6 



reported ly was a girl friend of several 

claimed to have enough 



money to purchase or lease any type pf establishment in the Augsb urg area 

j. f I ft !■ lit *l T ¥ 



that she chose. Agency checks will j^e conducted concerning ! b6 
information will be passed to Special Operations Detachment if s 
to Augsburg, 



and the 
he moves 



d. Target members have the following privately-owned vehicles: 
License Number Type Owner 



KS-8739 
JA-9692 
KH-8553 
JT-8306 



1975 Chev van 
1964 VW^ sedan 
1970 Opel 
1967 Mercedes 




Additionally, SP5 Pack owns two motorcycles, neither of which is registered 
at the present time. He intends to register one of them and to store the 
other for shipment to CONUS when he Is discharged in August 1976. SP4 
b6 I is buj^ing a car from one of the civilian contractors in Augsburg 
and will pick it up soon. 

\ e. Target :members have had contact with three Aniericans in the area, 
at least two of whom are former Company B members, Barbara LNU was dis- 
charged in early 1976, is living in Koetzting (UQ4349) and is encjcujed to a 



German 



b6 



riti 7Pn A r|iprif of recent Coinpanv B rosters identified SP4 

MOS: 98G2LRU and SP4 I b6 



b6 



b6 



of the target unit 



y:;<-iLLUA as two possible individuals .Involved. SP4 ^ 

has been in contact with the American owner of "Fulsome -s Club" in Koetzting 
A third Aiiieriean, possibly formerly stationed at the site, but not yet 
identified, allegedly works in Cham (UQ3054). 

S-'^^^ Source Activity: 

a. B58,786 has departed the target area for . reassignment. 

b. PLO liaison contacts have revealed the following infoniiation con- 
cerning target personalities: ; = 
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(1) sFcrbe 



- ' '■- t '^^ [ IS a dedicated NCO who appears to know his job. He 
attended nearly three months of specialized training in the LFV system 
and related activities and is very kiiiowledgeable of the mechanics involved 
in operation, of the system. . His assessment of individual members of the 



team coincides with the observations of the PLO.CMZJ appears to enjoy a 



advised the PLO that he 



.spirit of mutual cooperation with th6 PLO. FbS 

has had very little trouble with the' six personnel'^underhis supervision, 
but the personalities of the six are; beginning to emerge and he wished 
he had more indications of leadership qualities (i.e., willingness to 
accept responsibilities) from them.- wM.riynt.bb 



(2) 



SP5[^b6Z3 nominally assistant NCOIC, is a quiet follower. He 



does his job, keeps his room very neatly, but is very non-assertive. 

..r.-lH ''^i'^ J' probably the most responsible of the team, has an 
w?th^J. Snh'^". 'i*'"^ well with everyone, and appears satisfied 

.11.^^11 J 5^1!'? ^'J ^""^y motorcycles. His easy-going responsibility is 
attributed to his background; he is married and has one child. Prior to 
entering the Army, he had a good job! in civilian life, and he knows how to 
work and to get along with others. 



(4) SP4 



i 

i^l .L^^ISJjl?? unknown quantity, but he has not caused any 



problems and :he works well with others. 

. (6) 



Lb6 ^is an extrovpri; who enjoys heinn the center of 



attention. He does not get along well with SP4rb6 



(7) 5;P4 


h6 


b6 

' ! 1 i 1 TT— 


has an 



is an introvert and the complete opposite of 



b6 

having others 



has submitted two 



requests to be returned to Augsbur .f-l^a ^ea^^ lo be ab to s n a 
room_full of people an d no one w ill notice he is there. PLO assessment, of 



b6 



and b6 



■ ^ ., ., . ■ --- I — lare that they are tvoical A'^fl "hhc" 



r 
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c. No problems of a security nature have arisen during the reporting 
period. There have been no indications of Hostile Intelligence targetting 
against target personnel during the reporting period. A vehicle from the 
Soviet Military Liaison Mission-Frankfurt was active in the target area on 
6 March 1976. Four sightings were reported during a two hours period; 
three were ndn-PRA sightings and one: was a shallow penetration of PRA #13 
near Hoherbogen. One of the sightings was reported by Company B personnel 



Comments 



a. In amplification of previous generalized comments concerning the 
continued viability of the operation- at the target, it is recommended that 
this operation be terminated at its present location* Whether or not the 
operation should be moved to another location where more sensitive ASA 
operations are being conducted is beyond the purview of a recommendation 
by this Battalion. The recommendation to terminate the operation at its 
present location was discussed informally with the S2, USASAFSA on 18 
March 1976 and was received with no serious objection. Rationale for tlie 
recommendation is as follows: 

(1) With the departure of Company B personnel from 1^ target area, 
a total of seven personnel remain. The operations now being performed 
are far less. sensitive and involve activitj^ "that is essentially automatic. 
LFV team merpbers are essentially mechanics/ It is less likely that a 
hostile intelligence service will devote the same priority as they did 
previously to. exploit target personnel. Any confidential source recruited 
to cover the target "from within" w^uld result in one individual watching 
the other six. It is not believed that a confidential source relationship 
with SFC Helus would be desirable nor appropriate; an effective liaison 
relationship with the PLO should be;able to achieve the samet results. 
Recruitment of another member of th^ team and targetting h im again st team 



members would necessarily include that source reporting on | b6 j activities. 
With the close working relationship iof all team members, this type of acti* . 
vity c ould wel l lead to a gradual breakdown in the team effort and adversely 



affect b6 | leadership effectiveness, as it would provide for an unofficial 
complaint channel and allow, team members to "gang- up" on the NCOIC. rather 
than fill the goals of the operation as indicated in reference a. Any 
compromise at the target of such confidential source activities wo uld 
probably lead to a complete breakdown in effective liaison between | b6 l and 



the PLO. 
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(2) SFC l b6 I appears to be completely competent to dohis job and 
to control his subordinates. His apparent leadership and inanagement tech- 
niques, his insights into the various personalities of team personnel and 
his indicated awareness of potentiaT problem areas all indicate that the 
PLO should b e able to accomplish the ;goals of the plan through regular 



liaison with l b6 l and occasional ca:sual contact with other target personnel 



on an opportunity basis. 

(3) The time and expense required to conduct confidential source 
operations to achieve the goals of the operation do not appear to be 
justified, for the reasons stated above. It is believed the same results 
can be achieved through aggressive and effective liaison. 

(4) Termination of the OPLAN (reference a) presupposes that nothing 
would change outwardly regarding the,PLO*s relationship to the target; he 
would still visit as often as before, he would conduct himself in the same 
manner and he would continue to submit detailed reports on the results of 
each liaison visit. Any information obtained as a result of liaison that 
indicated a threat to the target or its personnel, or char'dcter or pcn^son- 
ality weaknesses of target personnel would be reported to the S2, USASAFSA 
without delay and coordination would be effected for appropriate investigative 
action - 

b. As an alternate proposal, if the recommendation in paragraph 6a 
is not favorably considered, recoinnend that the OPLAN remain in effect, 
but that it be changed to limit contact witli target personnel to liaison, 
that further consideration to the recruitment of confidential sources be 
dropped, and that Quarterly Status Reports continue to be submitted. 



Tel: NBG Mil .(2621 )-7165/Foss 



'FADL04lj MASSABNI - 
\J LTC, Mr 

Commanding . 
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AEAGB-CI(SO) 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 



HQDA (DAXI-DOH) 
WASH DC 20310 



1. (U) References: 

a. Message, DAMI-DOH, DA» 032115Z December 1975* subject 
as above (X) - 

b. Message, AEAQB-CI(SO) » USAREUR, 061755Z January 1976, 
subject ad above (S) (BOM). 

c. Message, DAMI-DOH, DA, 0921172 April 1976, subject as 
above (C) (BOM), 



2N The attached Operations Plan for an Internal Counter- 

Int^iligence Program (ICIP), in support of the US Army Security 
Agency Field Station Berlin (USASAFSB) Is furnished for ACSI 
review and approval. The ICIP Is designed to supplant Project 
FILMAN, and external CI support program, and to provide the Cdr, 
USASAFSB a more complete CI program for Identifying and 
neutralizing the hostile Intelligence threat to his activities 
and personnel. 

3\ Cdr, USASA^ Arlington Hall, concurred in the proposed 

cancellation of Project FILMAN and initiation of an Aggressive 
Defensive Source Acquisition Program (ADSAP) (see Inclosure 3 
to basic OPLAN). However, the ADSAP concept was subsequently 
discarded. In favor of an ICIP. Consequently, recommend the 
attached OPLAN be coordinated with Cdr, USASA, Arlington Hall. 

^- (U) .Recoran^nd approval. 
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^^EH5^^^?ntemal Counterintelligence Program (ICIP) (U) 



S (0) 0DCSI» USAREUR, Action Officer 1b Mr David R. Smith, 
AEAOB-CIOO), HK 7354 (AOTOSEVOCOM 67^2). 



OLIVER W. DILLARD 
i« Major General, OS 

Deputy Chief of Staff, 
Intelligence 
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OPERATIONS PLAIf 

SUBJECT: Internal Counterin-telli^ence 

Program (ICIP) (U) 

REFERENCES: a* Letter, AEAGB-Cl(SO), 

dated 2? December 1974 t Subject: Internal 

Count&rint^lIiT^r^-- ^ '^ICI?'^ vrith 

Irt livU Ai;.-.:i-T-CE, 15 January 1975 

b. Group Re£-iilation 381-IO, 
Defensive Counterintelligence Sources, 
dated 4 February 1976. 

c. F?-t 30-17ACer), Count ei^ 
intelligence Special Opereftiona, February 

1973- 

d. AR 381-12, Subversion and 
Espionage Directed Against the US Amy and 
Beliberate Security Violations, lS October 

1974. 

* 

e- Letter, lACG, dated 20 
October 1975t Subject: A^^ressive Defen- 
sive Source Acquisition Program (ADSAP)(U). 



DATE: 13 f^bru£.ry 1976 



OPLAN SO: 01-76 (BCE)3LIi 



MISSION. 



a. RecruirCTent : To collect significant counterintelligence informa- 
tion through the utilization of overt liaison contacts (OLC), Casual 
Sources (CS) and Confidential Recruited Sources (CHS) assi^ed to the US 
Army Security Agency Field Station Berlin (USASAFS3)^ hereafter referred 
to as ASA. The Sources v;ili be specifically tar^etted as-ainst Hostile 



Intelligence Services (HoIS) ^.r^rvi 
tho security '-nzlneriu.iliiies of L^k personnel. 



A ^ «< ^ * ^ TT* ^ • 



b. Objective: To provide responsible commanders and supervisors in 
ASA with a concentrated program designed to detect, eliminate or neutraliJf<J 
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t 

■ 

' ■ Operations Plan, 

(1) espionage, sabotage, subversion or deliberate security vio3a- 
tions against ASA or ASA personnel; 

(2) disloyalty, disaffection, and security weaknesses prevalent 
afnong personnel assigned- to ASA: 

(3) individuals in sensitive positions who, by character weaknesses 
or personal conduct, render themselves vulnerable to coercion or black- 
mail by Hois, either vjhTle the individuals are in their present positions 
or when they are assigned later to another unit. 

Base of Ope rations : Berlin Field Office, 766th Ml Detachment, 
West Berl in. 




PERSONNEL* 



a» Source Personnej^ : Not yet selected. Spotting has started with 
the assistance of S-2, ASA, but no vetting or recruitment of Sources will 
be FTiade prior to the approval of this OPLAN. To give adequate coverage of 
ASA, a minimum of 12 CS/CRS*s will be required within ASA. The Sources 
must meet the following criteria: 

(1) Reasonable arnount of intelligence and high degree of comrnqn sense* 

(2) Above-average sense of loyalty to duty and country, and a strong 
dedication to duty assignment- 

(3) Trustworthy, reliable and discreet. 

(4) Ability to take directions. 

(5) Clean record, to include no character deficiencies. 

(6) DEROS not later than one year from recruC t~ant. 
* 

b. US Arfny Intelligence Personnel : 

(1) Project Liafson Officer (PLO) : The PLO will be responsible for 
OLCs and the spotting, assessing and recruitment of Sources at ASA* The 
OIC, CE/SAR Team, will be the PLO. 

(2) Projgct Control Officer (PCO) : The PCO v.^H 1 be responsible for 
the management and control of Sources in this operation- The OIC, CE 
Programs, will be the PCO. 

(3) Case Officers (CO) : Only Special Agents (S/A) assigned to the 
Berlin Field Office will initially be tasked to act as CO's. 
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Operations Plan, 

{k) Other Supervision : 

(a) Supervision for the conduc: and operating control of this opera 
tlon will be vested In" the QIC, CE Section. 



I 
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(b) c-roac oper:ticnai "j-itc • / c-.;r:rrc: anc pcii:;*/ cuid^ncc 
vested in the Berlin rield Office i;^-..iiinander and Operations Officer. 

■ 

(c) The Director of Operations^ Headquarters, 66th Ml Group, wi U 
be responsible for the operational cuntrol of this ICIP, will coordinate 
all ICtP activities with the ICIP Control Officer, ODCS I , USAREUR, and 
with the CoMimander, USASA Europe, and will levy requirements on other 
subordinate counterintelligence (CI) elements of the 66th Ml Group as 
appropriate- 

3. COVER AND DOCUMENTATION : 



a. 



b1 



(1) 

(2) 



b1 



1 




b. 



b1 



b1 



J 



d. 



b1 



EXECUTION. 



a. Background : The location and highly sensitive mission of ASA make 
it of logical interest to HolS, particularly in this area to Soviet 

3 7\D 




Operations Plan, 



u 




Intelligence Services (SIS) and Intelligence Services of the German 
Democratic Republic, whose technical and personal access to ASA areas 
are facilitated by the geographical location of ASA which is completely 
surrounded by a Communist country. HolS can use some uncontrolted means 
of transportation to enter and leave the vicinities of ASA instil lat ions , 
and can use any of several official East Bloc representations in the area 
as cover fcr their activities. Past investigations and CI special opera* 
tions have confirmed HolS interest in ASA and in HolS' collection of data 
on ASA personnel, to include personalia, character traits and weaknesses, 
and possible motivating points. Headquarters, USASA, Arlington Hall, 
Virginia, has approved the use of ASA personnel In ICIP. 

b. Concept : 

(1) The cultivation and use of OLC's, and the spotting, assessing and 
recruitment of non-ASA personnel in the area will continue in effect and 
be expanded as necessary, without requiring prior approval under this 
OPLAN. 

(2) Upon approval of this OPLAN, coordination will be effected with 
S-2, ASA, for purposes of obtaining Leads and for facilitating screening 
of ASA personnel records* In addition, the PLO will develop other means 
of spotting and assessing Leads as described in paragraph 3^(2) above. 
PLO will also be the initial point of contact for those ICIP assets who 
have been transferred from another area to this area* 

c- Source Activities in the Target Area : Sources v/i 1) perform their 
5rmal military duties while covertly and discreetly attempting to answer 
the following EEl, both from on-duty and off-duty contacts and experiences: 

(1) Identification of ASA personnel who closely and continuously 
associate with foreign nationals having connections with Communist countries 

(2) Ident i f icct ion of ASA personnel v^ho perform authorized or un- 
authorized travel to Communist countries; 

(3) Detection of disaffected ASA personnel; 

ik) Detection of ASA personnel whose activities and/or character 

weaknesses vznd^r them vulnerable to blackrriaii or HoiS expioi tatioa; 

(5) Detection of ASA personnel whose activities are indicative of 
potential defection or desertion; 

(6) Detection of ASA personnel who have memberships in or associate 
with members of organizations, clubs, groups or other activities which 
pose actual or potential threats to the security of ASA. 
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OperatJons Plan, 

Security Considerations : 

(1) Individuals who are approached for recruitment who decline to 
functton as Sources will be asked to sign security statements v/hich 
clearly state that Ft ur.'a'.jful to rr.ake any unauthorised clsclosure 
conccrniag the recrui cmenc approach or the activities under this OPLAN. 

(2) Individuals who are approached for recruitment prior to their 
arrival at the ASA target area, and who decline to function as Sources, 
will be considered for assignment to some location other than the target 
area, if circumstances and military priorities permit. 

(3) No actual or potential Source will be made aware of the source 
relationship with any other individual in this program. 

{h) All CRS*s will be met under covert conditions, away from the 
r^t area; under conditions that will provide maximum security against 
vertent disclosure of the source relationship* 

(5) Separate and plausible cover stories for status and for action 
will be arranged with each CRS to provide a logical reason for regular 
meetings between CRS and CO. 

(6) Each CRS will be provided sufficient training in security and 
meeting arrangements so as to minimize possibilities of compromise of 
the source relat tonshi p» 

(7) In the event of compromise of a CRS and/or the nature of this 
operation, termination of the source will follow under such conditions 
as are warranted by the circumstances of the compromise, fn the event 
of a compromise, denial of US Army Intelligence Involvement will be 
achieved where plausible, 

■ 

(3) ITon-Uo Local Wa^e jRate Invesxigaxors employed by the 66ih MI 
Group will not be made aware of the existence of this OPLAN or of the 
Source relationship with any CRS* 

■ 

(9) iOiowled^eability of this OPLA?, to include the identity of 
the tan^et, will be kept to a strict mir:-"*. • : t.-*^--- ... v:-- 
cuals 7.1 r.h a strict ^'need to know 



-II - 



wi__ :-^z=jit# 



1 

(10) Upon the termination of a Source in this area, proper debrief- 
ing action will be taken in accordance with 66th KI Group Reriil^tion i£i-lc' 
and consideration will be given to the transfer of Source to the appropriate 
CI element in the Source's nevr as3i5;rir.ent area. 
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Production : 

(l) Operational fnformation be forwarded by Agent Report and/ 

or other appropriate reporting mean, to Headquarters, 66th MI Grouo^ 

ATTN: ArU'-!-T-CL 



(2) SuitabiliLy Information or 
immediate, significant Impact on \b 
attention of the Coinmander, USASAri 



ecurity information having an 
command will be brought to the 
through his 



(3) Information pertaining to or identifying overt or covert 



s^iirces wHI not normally be passed 35 individual items to ASA without 
th^ specif i& approval of DCSI USAREUR, through Headquarters, 66th HI Group 



{k) Once this OPLAN has been approved and placed into operation, 
progress reports will be submitted every 60 days. 

(5) Periodic briefings to ASA can be accomplished through OLC's 
by the PLO. . 



5. /iCf COKMUNJCATIONS : 

T 




J 



b1 



1 

6. ief TRAINING: 



b1 
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b1 



1 



b1 



1 



b1 



1 
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1. FINANCE AND LOGISTICS : 



a. .Finance: I 



b1 



b1 



(2) 



b1 



(1)/ 



b1 



1 



4j4 



1 



(5) 



b1 



b- Logistics : No special logistics or equipi?.ent requirements are 
foreseen at this time, which would require procurement of equipment not 
presently on hand. If such equipment requirements arise, appropriate 
requests will be submitted for approval and funding. 
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c» Estimates : See attached Pinancial Annex for an estimate of over- 
all expenses to be incurred "by PLO, CO*s and Sou-rces. throu^rh the remain'!' 
cf FY 76, ixrA VI 11. 



a. The duration of this PLAS will be for an indefinite period, or 
until such time that it is determined that the sensitivity of the target 
and/or the drawdown of assigned personnel at the target* no lon,5;er wa-r- 
rant continuation of the operation, 

Tennination of Sources will be in accordance with 66th MI Group 
Regulation 38"J"10» or other appropriate source directives* 



COOHDITJATIOTT 



a* The purpose and objective of this OPLAH as outlined in Mission 
above has been coordinated with the Comroander, USASAFSB, 

b. Preliminary coordination of the action which this OPW^"" is to 
accomplish was initiated £8 indicated in AiiSEX 3 (coordination background)* 

e, EEI developed in and derived from this operation will be reviewed 
at all levels for acquisition and retention criteria contained in AR 380- 
13. 
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AMEX A - HHMCES 




1, ^J^' Fourth Quarter - FY-76 : 



b1 



bj 



b1 



c. 



b1 



I 



b1 



b1 



■ 

2* J(f^' FI'ie-'T (July to 1 OctQ-ber 76): 



b1 



b1 



b1 



b1 



] 



b1 



3. pS^ FI--77 (All four Oaarters) ; 



a. 



b1 



\ 



b1 



Cbcs^ficd by (.^iC'->x,Cv'^ 
X'froin CDS of EO T1652 
X C:.t-7nory f ^ ) 
OecJ 
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d. 
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JtoTEZ B - COOIffilRATIOH BACKGROUJTD 




CI support provided by -the 766th MI Detachment to the US Army 
Security Agency Field Station, Berlin (USASAPSB) is in accordance vrLth 
the provisions reflected in OPLAN titled project Filman. The proposal 
to improve CI support provided to USASAPSB "by c^-cellin^ pro.iect Pilr.an 

and replacing it with an existin^^ Az-resirive nnEi-i v cour-^^ Acrt:: r: ^ : 
FTO^;rer. (ASSx'lP) v;as presented to USASAPSB in 3. letter dated '5 Septenicer 
1975? copy of which is £.i;-i6Ciied to this Annex as Inclosure 1 

USASAPSB forwarded to Heeuiquarters, US Army Security A£:ency, 
Arliifgton Hall Station, the above referenced letter (inclosure l) with 
a recommendation that project Pilraen be replaced with the 766th JCi De- 
tachnient's ADSAP. Copy of the USASATSB letter is attached to this 
Annex as Inclosure 2, 




iA\-fT^ In a letter dated 20 October 1975, the Conira£nder of the US Annj 
Security Agency concurred in the cancellation of project Jllman and ini- 
tia:tion of the 766th MI Deta-'hment 's ADSA? progra^i. A copy of the letter 
is attached to this Annex as Inclosure 3- 



r 



Cocsonder 
USASAFSB 
ASITifx S-2 



i 9 SEP 1975 




t 



t 



*!• (u) 1?^e purpose of this proposed action is to provide Increased 
'aiid Icproved counterintelligence support to the V3 Arsay Security 
Agency Field Station^ Berlin (USASAFSB). 

2.^^Wt In 1970t a CI operations plan vas subadtted "by Berlin 7ield 

Station, 66th MI Group, to correspond vith the activation of the 
USASAFSB site Jcnovn as "^Teufelsberg*. The operations plan vas 
designed to provide counterintelligence suppojrt to the project 
through the utilisation of sources, either anons the local voric 
force or throush personnel located in estahlishaents f^requentcd 
by the vork force. Because the local vork force vas too transient 
in nature to effectively insert a source before the/ completed work 
on 8ite» source recrultnent efforts vere concentrated on individuals 
Vho associated vith ASA personnel at local entertalzsaent establish* 
aents and at social functions. Initially through coordination vith 
the 3-2," U3ASAFS3, a list of estahllshnents frect:ent^:^ ""•-.CAyr.B 
pcr50u::icl v:i3 prcprjToi end ct-;c:s?t3 v-^rc z^l^ to introduce sources 
into sane of the establishments* Ve presently have six sotsrees 
under the Filman project vho have- provided limited infomatlon- 
Sovever, to date these sources have provided routine inforoatlcn of 
lov level CI significance^ primarily of interest to US Amg^ Berlin 
Brigade and not to U3ASAFSB. In rn-rcx^n-^-lv 1973 » US.^HA. -^-iciiclrev 
financial tr---::-ort of Yi7r'-c», Tiocal recirozisitillty reverted to 
the 66th Group* The priaary difficulty vith the Fllaan project 
has been the peripherYal nature of the sources and their difficulty 
in beconins accepted into ASA circles » since ASA personnel appear 
to associate in fairly close Icnit ASA circles* In short » peripheral 
sources have provided only peripheral leads* 

i 

CLASSTFIED EY: Cdr, 66t'h KI Grou? . - 

EXS-JPT ?RO'A GDS OF EO 11652 RECRAMS OKCLAS^PIH) ^ 

mCUZSin 03 i aotmcaUon "by Orlglliator B Y USAlNSCXna POBPA 

Aofli Pam 4-lQ2;DOD Sp£>.lR 




AZUia-BCS 

SUSJECT; Project Filaaa C*^/ 
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35^^^5lfc'^pro.^3e that the Filnan project ha cancelled, that perniissloa 
"be gi^atnted to recruit ASA personnel vlthln lOiSAF3B, and that tha Ag^::^- 
cive Dorcnsive Source Accui:iitloa Progrca (ADSAP) ba used tbr? v^hir:.^ 
to -ircr-':^/^ cQUis'^oirecpions.^^ support to uJ/k3AF53. A brier 



deccrlptioa of ADS;^ aal generaa ADSA^" is attached as Inclosure. 
" This voxild enhance CI coverage of USASAFSB hy providing; inore flexibility 
vithia the f^cncvork of one aoxtrce profranit access to the target areas 
and target personalties » a vlder ranco of operations for sources, and 
more streanllned adniniatrative procedures for the nan^^ecient of sources* 
Current JilmiA sources vlll he convertod to the AD3AP pro/^^r&a. Sources 
vtll he preferably recruited vithln the target activity to provide Infor-' 
siatlon on personalities and activities. Additional sources vill he 
recruited on the periphery or outside of the target sites in order to 
enhance overall CI coverage* Once It has heen deter=;lned vhere a 
possible shortfall of information occurs* a concerted effort vill he 
" aaade to obtain sources vho can provide that information. Indiscrin* 
inaht selection and recruitment of sources vlll be avoided and e^ziphasls 
vtll be placed on a prospective source's ability to fulfill the re^uire^ 
aents levied on hia. T66th HID vlll' provide the &-2, USASAFSB vith the 
desired qualifications for personnel to be utilized in the pro^^'ast and 
he vlll be requested to screen present personnel assii^ned to his unit 
to deteraiine those best qualified for recrultcient* Al^oAP vtll not 
•upplant the S-2, USASAFSB program of Internal Inforsants, but vill 
augnent his present activities. A target analysis vill be prepared 

this Detechnent In coordination vlth the S-2» USASAFSB. Infor^iation 
solely of a suitability nature, vill be reported directly to the 5-2, 
USASAFSB. All other Inforaatlon vlll be reported in accordance vlth 
reiwrtlns r«^ilrements, as outlined In LOI fiSth MI Group, 

Prelljaiaary discussions* conducted l&'Aujpist 1975, vlth the 
tder» USASAFSB, the Deputy Chief of Staff, Security, U5/^A Kc-.i^ 
quarters, Arllnrtton H=ai, "im^I^, ^ Cc.-nr.ander, ^6'.a m Croup, 
ln4i<^tcd & favorable response to th« above proposal. 

^^y^ Zhls Detachment requests your eoi 
•PPWTal of the above proposal. 



Lents, recoTiaraeadations , and 



1 lad 
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ALLXS C. EOUXZCB^ 
LTC, MI 
CoQcaandlttff 



AGGRiiSSIVE DEFEHSIVS SOURCE AC<jUl3m0fl PSOGRAM (ADSAP) 
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* 

concerns itself vlth two catcgoriea cf huzian courccc aa derined 
l>y c£th MI Group LOI Kcab^^r Theae tvo r.ource categories exe Co:;v^;s 

tloacJ- ConTidential* AL*:«l? Is & CI threat InTormatlon collectioa 

prosrcjn axui sources recruited under this prosram ebould not bo recruited 
' for covei'ase of a Bpeclf ic CS target. Sources are recruited vithin and 
on the periphery of sensitive installations and activitiea TDy ccabinlng 
toth cctive and passive ccasurea to coiinter the information collection 
capability of hostile lntolll5<^nce services (SoIS) operating against US 
Forces, The passive neaaures ore designed to protect defense laforaation 
trosi umuthorlsed disclosure or coarpronise* vhile the aggressive neasurea 
are designed to ohtain inforsatlon i^ch viU lead to the detection and 
neutr all station of EoXS efforts directed asainat US Forces* 

General ABSAP SSIt 

a« Detection of aiisplcloua activities » undue inqtiiisitivenesa or 
olnrlous lack, of good aecurity praetioes ,on Vm part of or IdvoIvIds US 
Forces personnel. ' 

Zdentification of Forces personnel vho closel/ and continually 
associate vlth foreign nationals havlns conaeetioos vlth Soviet Bloc 

■ 

countries # 

■ 

c. Identification of US forces personnel vho salce tmauthorlxed cce 

f^e^uent authorized travel to Soviet Bloc countries* 

« 

d« Identification of US Forces personnel vho have continued contact 

vlth local national personnel. 

■ 

e* Detectlou of disaffected persczcel* 

f» Identification of US Forces personnel vhose activities end/or 
character veokncsoes either Individually or In a combination constitute 
a clear and significant threat to US Forces in that they have rendered 
thij U3 Forces connected personnel eusceptible to exploitation by EoI3# 
Sur-CwO'^ibiiity to EoI5 c::ploitaticn b3C:iuud of i^juvi^^^ suitability fac- 
tors should be coupled vlth at least one of the foresoing Indicators of 
posGibla KoIS interest. Specific suitability factors vhich could render 
US Forces personnel vulnerable to EoIS exploitation vould be excessive 
Indebtedness or recurring financial difficulties; unexplained affluence; 
conduct such as crialaal^ lisoral or honosezual acts vhlch oo\ild render 

REGRADED UNCLASSIFIED 
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a 



the individual susceptible to presstiro; cxarrent and pact nental and eaaotiouol 
instability; unurual vork habits that do not confom to the dally pattern of 
fellov employees, sudden unexplained changes in vorklng or social habits; 
sexual nicconductv ir.fidellty; narital problcsa; tradias on th^3 irttersoiiiitl 

rou::c:.i o'^b-.rvir u-j.j.„_-r.j lir.-uiiiitic capabilities vlth S<>vlct or otl-.^* 
bloc ^c:-rz-c:::ici in unsuttori;i44 situations. 
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REGF^DED UNCLASSIFIED 

ON SEP "5 1997 

BY CDR USAINSCOM fCVPO 
. . AUTH PARA 1-603 DoD S200.VFfe>C"^ u.^ 



OS Amy Security Ag«acy 

ArXinston Ball Station 
ArliD|(ton, Vireinift 22212 




Attached i» fi copy of a h^it^ i^^t^trei 19 2o?t«SB^r 1975 
froa CoBMttder, 76£th fililtsry X^^tclll^^v::^;::^ t<^iAClust^X% 6&tk UI.Cto^^^ 
•ntitlad "Project flUliH*', Ihc latter 1^= ;^>'i7 <wpJ,C!:2;tS7y te:t 

has t>#«& coBducted sines 1970 ua^wi* lha ^'^'I'^'ldlcM of FII^^AV* AltJ^^s; 
7XIIIAH vaa antlEfactor^ in eoitce7>^. It an.:?fv'^>d fro-3 a lack of pr^tao 
aupport dafiaitloat pdrtlcQlarl; Ln soarti^ A&^iQiaitloa asd ropcrtlfi^* 

2V CdTf 766th NIDt propodea aJ3 A£9A? cfi:?*ncrt arr9n.ra900t «r!iieli 

vonld proflda oora direct sovtrc^ ^^ce^aia to U^'^^A pt^r^oi-Tiol aad Alroct 
control of aource coirerajr* of actw*l or ^-Jif-^utial eT-.ior-sga a^!^oaci^M 
Cdr» USASATS Berlin concur;^© ia ti^ eoacot a^d daair^s to Ir^cawt 
the program* COL Eold^n vas brlcfod oa t>^# pro.'OiaB cnri^?; hia vicit 
to Berlin ia Aaguat 1975 s^d cci^c:ur^«^d in ih.^ r:ro^2!,iL» **7=". 

1975 a^d aiipportad the ccacvpt* 

jAil^^ Baqueat your coccarrenco la caneuU'uirG of Project 71^^:3 
aad adaption of the AKA? by tJS/iS^ys Serli^a/V'^tU /.ppropriata 
eafea:uarda vill ba maintained ^ith r^r^?ir;il t:? of 
aoureea ahould hc-^til.-r Intrri^ij^ - • . - ^ TJ-.^iA 

?*V-C3t tt r^"i.ly cits feoosi ua jrcsui-l^f v>9 V.:^iti ntr^tiatlas & 
aav R^orandua of Undorataiidiiig vitii 66th Sv'^i-'p. 

ron TH£ COKXANDER: 




lACG 



r 



C) 



DEPARTMENT OF THE ARMY 

UNIT£0 STATES AR.n; .' SECURITY AC£NCY 
ARiLIN^iTON • . t-L^S TATIQN 
AKUNGTCM,-^RSSmJA 22212 



o 



2 0 OCT 1975 



SUEJEGT; Ajgressi\"? Oafeps Scur:. i Acri-jisition Prosram CADS/-J') (U*) 



Commander 

USASA Field Station. Berlin 
APO New York 09742 



1. (U) Reference lAEB-I Letter, dated 7 October 1975, Subject: 
Aggressive Defensive Source Acquisition Program (ADSAP) (U) . 

I concur in cancellation of Project FILMAN and initiation of 
the Aggressive Defensive Source Acquisition Program by the 766th MID, 
66th MI Group. A copy of the compietod Memorandum of Understanding 
will be provided to this HQ, ATTN: DCSSEC. 





WILLIAM tJ ROLYA 
Brigadier beneral* USA 
Commanding 
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ACTION SHEET 



ON 

AUTHPARA 1-603 DoD S200.1-R 

Request for Termination of ICIP Operation CANTER RIDE (U) 



DAMI-DOH 



DATV 

5 May 1976 



To obtain fo_rmal ACSI approval for termination of subject ICIP. 




Background : 



By Itr, 25 Feb 75, subject: CANTER RIDE (U)> CDR, USAINTA requested approval 
for ICIP OPIAN CANTER RIDE (U). The OPIAN provided for the insertion of an MI Warrant 
Officer in cover status into the Advance Sensors Directorate of the US Army Missile 
Comnand (USAMICCM) , Redstone Arsenal, Alabama. This specialized CI support was 
requested by CG, USAMICCM, to enhance the security of the Directorate and determine 
the extent, if any, of hostile intelligence penetration of Redstone Arsenal. The OPlAN 
was approved by the ACSI on 4 Mar 75. 

b. By 1st Ind, 8 Apr 76, subject as above, CDR, USAINTA advised that on 23 Feb 
76, the ACSI gave verbal approval for termination of subject ICIP, The CDR, USAINTA 
recoqpended formal termination approval* 

2 .^^^j* Discussion : 

» 

a. After a thorough review, it has been determined that subject ICIP has success- 
fully accomplished its objective. 

" b.. CI security support is being provided the USAMICCM by the W!L \ 1 MI G^J hy Llitf 
902d MI Gp Redstone Resident Office, under the provisions of its Direct Support Compre- 
hensive Counterintelligence Program (DSCCR). 

c. This action furnishes formal approval to CDR, USAINTA to terminate ICIP CANTER 
RIDE (U) 

3. (U) Recomtnendation : That the 2d Ind> (TAB A> b e approved and signed by the ACSI. 
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„ rrr-f-^j r -' 31 Dec 2006 
■ UtiLL^w:;;-" i. 



AC$I FORM 2a. n S.P 71 



WHIN SKFAHATSO FItOM 




EAKI-DOa <2 Apr 76) 2d lad 

RBJBCTs SsqwHit for T^Knlnttlas of JCVf Op«rBti(n CAfiHE HIDE (?) 

BA.» <^cof8 fn x&tttXii8Bcc«, laat mna-voa^ UMhiixstoD, dc 20310 i l f^- v ?5 



88 Anv iBUlUsaae* Afnej* Fort MMde, lteZ7X«»l 20735 



POK TS OZnCXDE OF VaXLUOOa CfgB AT lOHSt 

jcffiN L. miss lU 

Chief » SBfXKI Division 



REGRADED UNCUSSIFJED 

BY CDR USg35sCOM FOI/PO 
AUTH PARA 1^3 DoD g200.1.R 
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KLIA-GPBr-AC (SP> 2 April 1976 

.StIBTBCT: Request for Temii^tion of IdP Operation Q^NI!ER RICS (U) 



Ocmnander ' 

U. S. Any Intelligenoe Agency 

AEHN: MUR-aO 

Fort MfVHie, Haxylazvi 20755 



l^J'^eh After a thoxough review, it has been determined that ICIP 
Operation GAMIER RIDE has sucx^essfully acxxnplished its objective. 
To cxvitima the csperation utilizing SOQPI Source IC-B-083 voild be an 
iitprcper utilization of an MI warrant of f ioer, and VTOuld increase the 
potential for conpronise as long as the insert Source ramins in the 
target area» 

2. ^^^^On 18 Feixcuary 1976, I visited Major General Toraiev^r Ccranander, 
U, TVmv Missile Cctnnand, Redstome Arsenal, Alabama. During the visit. 
Major General Tummeyer requested a reccnmendaticn conoeming the oontinu- 
aticin of the qperatlcn* I indicated t±at there \«as no knoMi irdication 
of oarprauise, but in view of the above, reccrarended that the operation 
be terminated and Souroe extracted as soon as the personzsel systau vjould 
permit. Major General Turrpeyer esgE^cessed his deep a ppereciation for the 
infonnation previously provided through the operation, and v^3.e espressing 
his ocjnplete ooncurrenoe that the cperation had suocessfully me>t its 
objective, readily agreed that it should be terminated at onoe and the 
Source be extracted. 

Ihe above infonration \«ras passed by ny staff to raembejrs of the 
Support DetacimBnt, VSMHIA, and I/EC Grimes, Ocniiander, ^^ecia^L Operations 
DetacizDsntv USAINIA, on 19 Febniary 1976. Brigadier General Hxxipson, 
Ccnrnarx3er, IffiAINm, was informed of the abcR^e on 20 Feburary 1.976 and 
Major Omysml Aaron, ACSI, lA, on 23 February 1976. 




On 23 ana 27 Petouary 1976, the 902d MI Grcxp reguesfesd USAIwm 
In the raassignraent of Source IC-B-083. As a result of actions 
oocpleted by the S upp o rt Detadnent, USAIKD^, Souroe is in reo^pt of 
reassignraent orders with an expesAjed PCS date of 8 i^^ril 1976. 



.--:^:riCATion 

^"^A 1x652 

4^ 



2. "o^ ' 




MIIAHS'B-ACCSP) 2 toil 1976 

SUBJECT: Itequest for xfenninatian of ICIP Cperation GAOTER RUE (U) 

5-^)k^^^ Ccirprebensive counterintelligenoe security support is also 
beti^ prcvlc^ to the U. S. Atki^ Miasile Caasarvi by Redstons 
Residtent Officae, 902d MI Gmjpr uncter the paxivisians of 902d MI Group 
Pan|ihlet 381-3, subject: Direct Support Caapretoisive CounterinteHigenoe 
Program (I>SQCP) (U)., to be E;ubli8hed. The OSOCP, an all-souroe, izsulti- 
discipXijne throat ocxioept is being developed for use thrcu^xiut 

the 902d.Hl Gro^, vill oontimie in support of the U. S. Arm/ Missile 
OccnQTvl ooncurxent vith the tPinomatioa of the XCIP Operation. 




In viev/ of the abcver xioquest fdaanal approval 
Cperaticsi CfiNlER ride. 



iASSEL L. PARI^ 

Colonel r M 
Ccpironding 
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MIIA-SO-SA (2 Apr 76) lat Ind (C) 

SUBJECT: Request for Tennljaation of ICIP Operation CANTER RIDE (U) 

HEADQDARTERS, U» S. ASMT IHTELLIGElfCE AGENCY, Fort Me«de» Miiryland 
2075S 

TO I SQDA <DAMI-DOH/LXC BAENDLE), WASH DC 20310 

lljA^i^iijt itidleAtad by parefraph 2 of the baelc lettar. the 902d 
Miliary lotelllgence Group and the Cosvaadlag General of the US Army 
KLaaila Coraumd determined in Fabruary 1976 that the ^rlaary objective 
of ICIP GAMIER RIDE had haea accovpliahad aad the operatioa should be 
teraiaatad. On 20 February 1976 varbal approval of caralnatiOQ vae 
given by the CZHl, VSAHTTJit^ aad by the ACSI on 23 February 1976, 

2. V>«3r^ Counterintelligence security support la being pro\rlded to the 
OS Aniy Hlaaile Conmand by the 902d HI Croup under its Direct Support 
Cn^rehenalva Counterintelligence Frogran <DSCCF) as deacrjLbed In 
parfikgraph 5 of the basic letter* Arrangemanta have been ituide for the 
extraction and reassignment of the inaert aource used in tills operation* 
Source vUl ba debriefed and tenalnated subsequent to hla 8 April 1976 
reporting date by the 902d MI Group, vhich 1$ alao his nev unit of 
assignment • 

3. (D) Recoonoand formal approval of the termination of ICI? CAMTER 
RIDE, 



WILLIAM I. JEIJNINGS 
Special Assistant (OPS) 




p 



^WQuest fur Temlnatxon of ICIF Operation CANARY EFFORT (U) 




6 Nay 19 76 



To obtain formal ACSI approval for Termination of subject ICIP« 
iCUVWiw Background : 



a. Subject ICTP was established several years ago to support Amy organizations at 
Fort Ritchie, MD. 

b. In Sep 75, the reorganization and redes ignat ion of the US Array Communications 
Command (USACC) - CONUS as the 7th Signal Command resulted- in a realignment of target 
areas of ICIP CANARY EFFORT (U) , and increased coverage to the Telecommunications 
Directorate, the Alternate Joint Command Center (AJCC) the Alternate National Military 
Command Center (AKMCC) , the Alternate National Command Center Support Directorate 
(ANMCCSD) and the East Coast Telecommunications Center (ECTC), Three sources and 

a Project Case Officer were used in this ICIP» 

c. By 1st Ind, 8 Apr 76, subject as above, CDR USAINTA advised that on 23 Feb 76, 

the ACSI gave verbal approval for termination of subject ICIP and recommended that 
subject ICIP be given formal termination approval- 



Discussion: 



a. . ICIP CANARY EFFORT (U) was chosen by the CDR, 902d MI Group to be replaced by 
an overt comprehensive all-source, multi-discipline security support concept as defined 
in 902d MI Group Pamphlet 381-3, subject: Direct Support Coa^rehenfiive Counterintelli- 
gence Program, to be published, 

b. The ICIP sources previously supporting the operation were tiirminated without 
prejudice during Feb 76* The Great Skills Project Case Officer was released from 
duties on 1 Mar 76. 

c. Supported commanders were briefed on CANARY EFFORT termination during Mar 76, 
and assured that this action in no way relieved the 902d MI Group of the responsi- 
bility for continued overt, all-source, multi-discipline support subsequent to 31 Mar76 

(CoatiUuM oo Plata bond^v^ 
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EXEF.IPTIGM CATEGORY A . - 

DECLASSIFY QN„-ll?-fi-i°Q^. 



ACSI FORM 2S, 13$*p71 




WHIN MPAHATKO FitOM CUUUIFHIO 




DAMI-DOH 

SUBJECT: Request for Termination of ICIP Operation CANARY EFFORT (U) 

d. This action provides formal approval to CDR, USAINTA to terminate ICIP 
CANARY EFFORT (U). 

3. (u) gecoDnnendation : That the 2d Ind, (TAB A) be approved and signed by the ACSI, 
DA. 




^TK^ U^t^tn ltriltitl«i of tCU Op«retlPa CABm EFKHCI 0 
Vl, OiCafS for Iiit«lll8«>c«, ATIH: OAMI-DOH, WMUn»toii, DC 2(3310 
TO: Co«ad«r, TO Any Xnt«lllg«ie« Acucy* Fort VAadm, K«ryl«ja«» 



Id? CAMS! irVDSX iM forms I ly t«ndnAto4 *« letowuded. 
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11LIAK3>B-AC(SP) 2 April 197 G 

SUBJiXrr: Request for TenroBation of ICIP Operation GATiW EFFORT (U) 



U- S. Amy Intelligence Agenci' 
ATIN; MIIA-SO 

Fort Meade, Maryland 207^5 



(U) References: 



a. USAH-rrA Letter, I-IIIA-SChSJi, subject: CliangG in ICI" aC^ARY 
ilrTORl^ &apport (U), datcyl 27 Jan 76, udtli 9G2d VO, Oscou^- ist Irxl; 
MIL\-G?D-ACtSP), dated 29 Jan 7G. 

b. ?02l] i'l C.rour> Letter, 1'1IA-^^J-/^C{SI^) , subject: a^^r^.\.ination oi; 
ICI? Operatiai O^l^RY EFFORT (U) , dated 3 -^ardi 1976. 




^ Ah outiineci in tiie eujcrja references, cxr.>ies of v.riic^. have bet^n 

vrb/iilod 'jnsier sop-aratti oover, I liave chosen ICIP Operation C^^l^iT'iRY TFPOrr.: 
to be replaced by an overt ca/^creheijsive all-source, nulti-'iiscipline 
secority s*apiX)rt concept as defined in 902d MI Groi^ Pairpl ilet 3S1-3, 
subject: Direct Support Copcrehensive Co'Linterintellinenoe Prograr., to Lc 
publislied. TCflrMTd tiiis end, confidential ICIT saarces previously 
supportijiy the oiieration \vere temunated without prejudice duririrr the 
:.X)ntii of Pebroary 1976- Tl:ie Great S>a.lls I^oject Case Officer \^^s 
i'eicased frail duties in sujxxjrt of tlie c^raticai^ on 1 Ma.rch 197 G. 



3 .V' Tiie tennination of the ICIP Operation was Goordina.tt=<I by ir^ 
staft VTith IIDC Grij^s, Ccntnander, Special Operations I3etachreiat, uaAIljTn, 
on 19 February 1976. Uie oral approsral of the termination Wcis gained frcr 
Brigadier General Tncrcpson, Commander, USMNTA, and Major General Aaron, 
PCSl, DA, on 20 and 23 February 1976 respectively. Supported ccrmanders 
were briefed on the termination of the operation during Marcln 1976 in 
conjunction with tlie rerjoiarly scheduled quarterly ICIP briefings, and 
ass-ored that this action ijr; no way relieved tlie 902d Ml Groui^ of the 
responsibility for continuing overt, all-souroe, multi-discipline si^pport 
subsequent to 31 Karch 1976. 



BeeBftDED UNCLASSIFIED 
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m.Ih-GPEr-NZ[S?) ^ ^^^^ ^^''^ 

SUBOBCT: Itequest for Itenniiiation of IdP Operation CftNARSf EFFORT (U) 

4. (u) In view of the above, request f o rnal approval of the termination 
of IdP Operation CRNMOf EETX»T. 



BASSEL L. PM 

Colonel, MI 
CcDnandijxr 



MIIA-SO-SA (2 Apr 76) lat Ind {X/f 

SUBJECT: Request for Tetmlniitlon of ICIP Operation CANARY EFFORT (U) 

BSADQUABIE&S» U. 8. ARtff Iirmj.IGBiCE ktSeBd^ Fort Meade» MurrJ^ad 
20755 

IQf Bqui CDiAMI-IMH/UrC BAZKDLE), HASH DC 20310 

I» (U) ftefcrneea la end lb of basic lett«r are attacbed llaeloeures 
1 and 2« tiapactlTaly. 

2.^^J^ Aa anted In i»ara«c«i»1i 2 and 3 of baaie letter. altho«isb ICIF 
Opa^eioD CAHAXr SFFOiCT «aa teralaated effeetlve 31 Mareb 1976,, eotmter- 
iBtalU4S«Dca aupport will eoatlane to be provided under tbe eoneepta of 
tlM 902d MUltary IntelllgAee Groop Direct Support GomprehaaaiLve 
Oouaterlntelllge&ce ?rogTa», to be pobliahed. Verbal approval of thla 
temlnation waa slvei^ by tbe CDR, QgAINIA. on 20 February 1976|, and the 
ACSI on 23 February 1976. 

Confldcmtlal •ources utilised 1b this ICIP have bean izerdnated 

4. (tJ) EeccnnAiid fonoal approval of the tamdnatloD of ICIP CAN&RY 
EFPORTe 



2 Ind WILLIAM I. JKHNIHGS 

as Special AaalBtant (OPS) 



5f «^°EP *cuss,p,^ 

SSoLE or ESEC'jnW OUPEH US52 
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ACiiOH $HEE 



Internal Counterintelligence Program (ICIP) (U) 



DAMI-DOH 



26 Mar 76 



1 



SUSPEKSE 



To obtain approval of the quarterly TCTF report 



1. (U) BACKGROUND : On 8 Feb 72, the Under Secretary of the- Army requested that 
the VCSA provide a quarterly report on all ICIP operations* 

2. (U) DISCUSS lOM : 

a. During the past quarter there were no significant changes In number of 
operations or activities within operations* Reports of questionable suitability 
and security hazards were passed to the supported coinmands* 

b. Memorandum at TAB A transmits summaries of ICIP operations through the VCSA 
to the Under Secretary of the Army for second quarter FY 76. 

3. (U) RECOMMENDATION ; That the Memorandum at TAB A be approved and signed by 
the ACSI. 



(CoatUto* on pf oMi faoad^ 



■UCKIVT 



COOHOtNATIONS 


API»flOVAL&- 








[ INtTUUl 


DATS 
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LTC Haendle/56159 



»««■ *0»ITUI«LC(KWIIATIOI IIIE WCMTIIUATIfll tUET 



ACS FORM n. 13 S*p 71 




D£ MI-DOB 



aKaL»HWJK rmo: wet camt at staff, ukted ST*tts fWi 

FOR: SIDSR SBCBETAST OF IK ABir 

SnJICTt Iat«Taal CoBot«rlat«Ulg«aoi P«»gr«a <liCIP) <0>— 

IRFOWATtOH MBIORASDIM 



1 Njfil^ During tb« past •^'^ currMtly active Interni?! 

C^afiterlftUlllgenc. ProgrM (ICIF) op«r^»tlcmt provid»<J ln£or«a'tloti on 
iftcid«iit« lavolvLaft |*r«>tii»l •ultsbtllty s«d conditions reflecting 
poor **cttrlt7 prvctlcM or vBs!me»»«t. Reports of these relet; ively 
oinor co*ditl<m* ¥*re fumlsbed the cooeaandere of the supported coaswnde 
who took iiSBedlate corrective -action. 

2. (C) The total nueiier of pctlwe ICIP operations reactns at nine. 
Sxtsnarles o( activity io these operations during the last ..u&rter are 
inc loaed . 



9 Incl 
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DEPARTMENT OF THE ARMY 

OFFICE OF THE ASSISTANT CHl£F OF STAFF FOR INTELLIGENCE 

WASHINGTON. D.C. 203IO 



DAMI-DOH 



MEMORANDUM THRU: VIGE GUIEF Or GIMtfT^ U»I=:^ B^^ffB^5-AffrKx^^^ 

^ NOTED .ifpD-, 

FOR: UlTOEIl OBCRETARY OF ' i 'i ili AlUl ' i ' V\f Date 

cot Johruf.TcrfrJ; Fxcc, SAUS 
SUBJECT: Internal Counterintelligence Program (ICIP) (U) — 

INFORMATION MEMORANDUM 




1, During the past quarter, six of the currently active Internal 
Cotfnterintelligence Program (ICIP) operations provided information on 
incidents involving personnel suitability and conditions reflecting 
poor security practices or weaknesses. Reports of these relatively 
minor conditions were furnished the commanders of the supported commands 
who took immediate corrective action. 

2. (U) The total number of active ICIP operations remains at nine. 
Summaries of activity in these operations during the last quarter are 
inclosed* 



as 



REGRADEDUNC^LAflFlEO 

BYCDRUSAINSCOMFOI/PO 
AUTH PARA 1-603 DoD i200.1-R 



CT.-^---^-i t-T .__A^AL-_ DA--- 

rvr?T,'fT' T7,.ri .. \ ■ ■ .* , • ■ 

DECL/:^?!^ (^LM-^J-LJ^^-^-y- 



Si. 




HAROLD R. A "'.ON 
Major Gvncr T 3 
ACofs-for iriioii^^snce 




Noted by the Under Secretary of the Army 
with comment: "On next quarter's review, 
please provide an analysis (of each ICIP 
for the past year) to include statis^p*^ 





'DD 

olonei, GS 
Executive 




4 r 



DAXI-DOB 



IMIAKKM THE!: 7ICB CBIEF OF STAFF, OTItKB STATES AttfT 

ipftt orau 8KIETAKV or TBI ami 

SinJKTt laMRUil C<raot«rltttttlllgKto« Program {Kit) V3)" 

ncrOMAtlCM ISMQ&ARIXM 

Ihjrlng the past <iu«rt«r, six of the cumntly active tntemal 
Couat«riatalllgftnce Prog;raa (ICIF) opttrpciona provided Informiitlon on 
lBcld«&ts iirvolvlng per«ottnal sultAblllty and coDdltlons rttfl«ictlng 
poor vocurlty practlco* or voafcDuaoa* loporta of thoae rolai:lvely 
nloor conditions voro Curtiltbed the cottdftandors of the aupportied coaDiands 
«bo took imopiediata correctivo action* 

* 

2. (U) Tb» total nudbor of actlvo ICIP operations reoalna at nine. 
Sumarlea of activity in tbaae operations during the laat quarter are 
inclosod. 



9 Incl 




CkmM EFFORT: (Q/^CSI Revalidation - 4 Feb 75) 



a* Location; Fort Ritchie, MD* 

"b. Confidential Source Utilization: Three confidential sairces. 

€• Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

(1) During the reporting period, adverse suitability inforriation 
(indebtedness, drug or alcohol abuse, moral improprieties and mental insta- 
bility) was reported concerning 17 individuals assigned sensitive duties. 
Monitoring continues; a limited investigation has been requested on one of 
the individuals. 

(2) This ICIP had previously identified alleged users of ncircotics* 

As a result of an investigation conducted by USACIDC, 13 o£ these individuals 
were apprehended and charged with drug violations. Eleven of these 13 had 
security clearances and had access to the Alternate Joint Command Center. 

e. Operational Status: 

(1) On 18 Decemberj the Project Liaison Officer (PLO) presented a 
Quarterly Progress Report to the Commander, US Army Communications Command 
(USACC). On 30 December 1975, the FLO presented the Quarterly Progress 
Report to the Commander, Fort Ritchie; Comraander, USACC Site R Telecommuni- 
cations Center; and the Deputy ACSI&S, 7th Signal Command. All expressed 
appreciation and continued support for the ICIP. 

(2) At the request of the Director, Administrative Services, JCS, the 
portion of this operation in support of the Alternate National Military 
Command Center was terminated. 





CANINE PLATE; (OACSI Revalidation - 4 Feb 73) 



a. Location: Seneca Army Depot (SAD), Romulus, NY. 

b. Confidential Source Utilization: None* 

c. Information Obtained or Reported on Non-Affiliated Civilians: 
None* 

d. Useful Information Obtained; None, 

e. Operational Status: 

During the period, one conventional source was terminated due to his 
transfer from the area. One source is under consideration for recruitment. 
He is in the Maintenance Division, Directorate for Special Weapons (DSM). 
DSW is the primary SAD activity being supported by this ICIP. On 21 Decemb 
1975, the PLO provided the Quarterly Briefing Report to COL Alden L. Cox, 
CDR, Seneca Army Depot. 




lie 



3. CANTER RIDE: (OACSI Approval - 4 Mar 75) 



a. Location: US Army Missile Connnand (USAMICOM) , Redstone Arsenal^ AL, 
Confidential Source Utilization: One. 

c. Information Obtained or Reported on Non-Affiliated Civilians: None, 

d. Useful Information Obtained: 

(1) Adverse suitability information pertaining to a GS-12 civilian 
physicist with access tb Secret information who was assigned to the Optical 
Guidance Technology Office (OGTO) , Indicated that he probably was the 
catalyst for the sexually-oriented gatherings of OGTO employees which 
prompted a Sep 74 AR 13-6 investigation of OGTO personnel ordered by the 

CGj USAMICOM, As a result of that investigation, the present ICIP operation 
was initiated. The employee, who is apparently obsessed with sex has had 
numerous extra-marital liaisons during the last five years* He transferred 
to the Infrared Technology Office, Advanced Sensors Directorate ,» a highly 
sensitive office, in Aug 74. The Source, who obtained inf ormati on by 
elicitation, was successful in identifying him only in recent weeks. The 
employee's departure from OGTO apparently broke up the clique and Source 
could uncover no new evidence of such activities among remaining OGTO 
employees. Near the close of the reporting period, the employee applied 
for a position in Japan. The Conmiander, USAMICOM, was provided a summary 
of the information on the employee for appropriate command action. 

(2) Source identified an Army ILT who was attempting to civilianize 
his duty position. The individual is .a naturalized citizen who was born 

in Shanghai, China^ His security clearance was based on a favorable 
NAG only. 

e. Operational Status: On 10 October 1975, the Commander, 902d MI 
Group and the Project Liaison Officer briefed MG George £• Turntneyer, the 
newly assigned Commander, USAMICOM. MG Turnmeyer affirmed his approval of 
the operation. In a subsequent briefing on 10 November 1975, MC3 Turnmeyer 
was apprised of the information reported in sub-paragraph d(l) above. It 
was concluded that since the operation had provided the information initially 
sought, it is now necessary to refocus the effort to emphasize security 
matters rather than suitability problems. 



REGRADED UNCLASSIFIED 
ON SEP -5 

BY CDR USAINSCOM FOl/PO . . 

AUTH PARA 1-603 DoD 5200.1-R // ffc 




CANVAS TAX: (OACSI Revalidation - 4 Feb 75) 



a. Location; Sierra Army Depot (SIAD) , US Army Materiel Coinmandj 
Her long, CA, 

b. Confidential Source Utilization: One* 

c. Information Obtained or Reported on Non-Affiliated Civilians: 
None. 

d. Useful Information Obtained: None* 

e. Operational Status: 

One individual is under assessment for use as a confidential source. The 
quarterly progress report to SIAD officials was delayed until after the Christinas 
holidays. It is expected that the report will be presented sometime in January 
1976-* The Commander and staff officers knowledgeable of the ICIP continue 
to provide their support. 



*flffr sujMiTTO wFin 76jx^ fjmr iCiP za^r 
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5. S<r CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 



a- Location: Pentagon Teleconmunications Center (PTC), US Army 
Communications Conanand (USACG) , The Pentagon, Washington, DC* 

b. Confidential Source Utilization: None* 



c. Information Obtained or Reported on Non-Affiliated Civilians: 
None, 



d. Useful Information Obtained: 



(1) As a result of information gained coxtcerning a suicide attempt 
by an Army NCO assigned to PTC a Limited Investigation vas initiated. 
The investigation revealed that the NCO has a large number of outstanding 
debts, has lied on loan applications, and recently ordered a 1976 automobile 
which will cost in excess of five thousand dollars. Interviews concerning 
the NCO revealed alleged drug usage and homosexuality. USAINTA directed 
that the NCO be interviewed concerning the allegations against him* The 
NCO has been assigned to the Logistics Branch, PTC, pending results of the 
Limited Investigation, 

■ 

(2) Adverse suitability information was reported on two additional 
NCOs assigned to PTC, Based on medical reports and rebellious attitudes 
one NCO was released from the Array by board action. The second NCO was 
reassigned to another Branch within the command and his access to classi- 
fied information was suspended for 90 days pending resolution of adverse 
suitability information. The NCO after a night of heavy drinking at the 
Ft Meyer NCO Club, began hitting his wife when she tried to arouse him 
after he had "passed out," The wife filed assault charges with the Military 
Police and withdrew them later. The PTC Commander counselled the NCO on his 
drinking and marital problems and assigned him duties where he has no access 
to classified information. 



e. Operational Status: 



On 18 Dec 1975, the Project Liaison Officer (PLO), CENSUS TIME, presented 
the Quarterly Progress Briefing to COL Donald E. Clark, CDR, PTC. The PLO, 
CANARY EFFORT, was also present at the briefing. In a re-evaluation of the 
target priorities within PTC, COL Clark requested that the PTC element of 
the Army Operations Center and the Hoffman Telecommunications Center be 
covered by ICIF sources. Accordingly, the OPLAN for CENSUS TIME will be 
changed to include these targets. 



19° 
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6. 




CENTAVO KID: (OACSI Revalidation - 4 Feb 75) 



a. Location: Harry Diamond Laboratories (HDL), Adelphi, MD. 

b. Confidential Source Utilization: None. 

c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

m 

■ (1) Suitability infoirmation concerning an employee of the Woodbridge 
Research Facility (WBT) , a branch of HDL located in Woodbridgej VA, involved 
a problem of alcohol abuse. After counseling, the employee is undergoing a 
rehabilitation program. 

(2) From 7 October to 6 November 1975, a courtesy penetration test of 
HDL's Adelphi Facility was conducted. The penetrations succeeded in 
revealing several security weaknesses and the supported command has taken 
corrective actions to remedy them, A number of the Security Guards were 
transferred and guard procedures were changed. A new magnetic coded badge 
has been approved for purchase in FY 77, The PLO will also give a lecture 
to the HDL Guard Force on the penetration test and ways to foil attempted 
penetrations. 

e* Operational Status: 

On 3 December 1975, the PLO presented the Quarterly Progress Report to 
COL Thomas McGregorj CDR, HDL. Also present at the briefing were MAJ Kennet: 
Keller and Mr. James F. Yeick> Security Officer, HDL. 





a. Location; Aberdeen Proving Ground (APG) , Aberdeen, MD, 

b. Confidential Source Utilization: Eight, 

c. Information Obtained or Reported on Non-Affiliated Civilians: None, 

d. Useful Information Obtained, 

(1) Sources reported several instances of foreign contact by military 
and DOD civilian personnel in the supported activity. In one instance a 
citizen of the Federal Republic of Germany was assigned on an exchange 
program to work in the US Army Human Engineering Laboratory (HEL) until 
Sep 76. The source, who provided information on an employee's travel to 
Poland and Czechoslovakia in 1975, provided additional information on the 
employee's plans to travel to those countries again in 1976, A report 

of a civilian DOD employee at Edgewood Arsenal with some unexplained 
periods of time in his background prompted a request for a Limited Investi- 
gation from the supported command, 

(2) The source who reported on travel to the USSR in 1975 of a man and 
wife DOD employees of the supported activities at HEL and the US Array 
Materiel Systems Analysis Activity (USAMSAA) provided information on plans 
of the couple to take another tour to Russia in 1976, 

(3) Sources reported allegations of questionable suitability factors 
involving eight employees assigned to the supported command. These unsub- 
stantiated allegations consisted of five incidents of extramarital relations, 
one suggestion of other immoral conduct, one case of mental instability and 
one allegation of a fraudulent claim on a TOY voucher. Efforts are underway 
to substantiate or refute the reported allegations. 

(4) Sources reported five instances of security weaknesses or poor 
security practices. These five instances consisted of two unattended offices 
in which security containers were left open, a CONFIDENTIAL document left 
unsecured over a three day weekend, poorly controlled access to a classified 
scientific conference at USAMSAA, and movement of the Ground Warfare Division 
of USAMSAA into a building in which no technical survey had been conducted 
prior to the move. These were brought to the attention of the appropriate 
security officials in the supported activities and corrective actions were 
taken. 

e. Operational Status: 

(1) On 1 Dec 75, the PLO presented the initial ICIP briefing to MG 
Patrick W. Powers, CDR, US Army Test and Evaluation Command (TECOM) , and 
COL William H. Tucker, Jr., Chief of Staff, TECOM. 



DEGRADED UMCUSSlBEO 

BY CDB ^^^fl^^^oD S200.1-B 
AUTH PARA ^-6°"^ 
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(2) On 18 Dec 75, the PLO gave the Quarterly Progress Briefing to 

COL Kenneth L. Stahl, CDR, Edgewood Arsenal, on those activities pertaining 
to the Edgewood Arsenal portion of the ICIP GONDOLA STAR, 

(3) On 19 Dec 73* the PLO presented a Quarterly Progress Report on those 
activities of the Aberdeen Proving Ground which are supported by the ICIF to 
COL Alvin D* Ungerleider, CDR, APG* Mr. Harry A. Mencke, Installation 
Intelligence Officer, APG, was also present at the briefing. ■ 




8. 




LENS HOLDER; (OACSI Revalidation - 4 Feb 75) 



a. Location; White Sands Missile Range (WSMR) , NM» 

b. Confidential Source Utilization: Two confidential sources were 
utilized during the reporting period. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 
None. 

d. Useful Information Obtained: None- 

e. Operational Status: 

One individual is under assessment as a confidential source in USA Missile 
Test and Evaluation Directorate, WSMR. On 2 December 1975 the Project 
Liaison Officer presented the Quarterly Progress Report to MG 0. L. Tobiason, 
CG, WSMR. The following personnel were also present at the briefing: LTC Charles 
I. Davis, Chief, Security Office, WSMR; CPT Marcel Hull, SAIC, Ft Bliss Resident 
Office, 525th Ml Gp; GS 13 William F, Arket, Chief, Intelligence Division, 
WSMR; and GS 13 Shigeru Tsubota, Deputy Operations Officer, 525th MI Gp, 
Presidio of Monterey, California. 




752. 



LENTIL MONKEY: (OACSl Revalidation - 4 Feb 75) 
Location: Defense Language Institute (DLI) , Presidio of Monterey, CA. 
b. Confidential Source Utilization: Five confidential sources. 

Information Obtained or Reported on Non-Af filiated Civilians: None. 

d. Useful Information Obtained: 

(1) Two instructors of the Bulgarian Language Department who are man 
and wife, and who previously had been accused by other members of the 
Bulgarian Department of having contacts with the Bulgarian Intelligence 
Service have changed their status during the quarter. Details of their 
histories have been provided the Federal Bureau of Investigation, The 
husband has accepted a teaching position with the State Department and 
left DLI* The wife remained in DLI as an instructor* 

(2) An instructor of the Czechoslovakian Language Department reportedly i 

is planning to resign from DLI in 1976, take her re tirement pay in a lump ' 

sum and return to Czechoslovakia with her two sons.[ 

b1 Per FBI 

|Xhere are 

no indications that he intends to return to Czechoslovakia. This information 
has been passed to the FBI, 

(3) A DU employee, presently involved with the Hebrew Project, is 
reported to be maintaining close contact with the Israeli Consulate in 
San Francisco. The employee, an alien with an impressive background^ 
including possible intelligence activities, has also applied for employ- 
ment with the National Security Agency (NSA)* Information presently known 
to ArnQ' Intelligence has been made available to NSA» 

e. Operational Status: 

(1) Five confidential sources were utilized during the quarter; one 
source was terminated due to graduation. A total of 12 individuals are 
under assessment as possible new sources, including two Technical Language 
Assistants. In addition to the five confidential sources, there are 23 
confidential sources providing coverage of nine language departments and the . 
DLI staff. 

^ By Bft miNSCOM FOI/PO 

...-^^ Atiiii^m^immsi S2SQJR 




(2) The PLO presented the Quarterly Progress Report on 16 Dec 75 to 
COL Samuel L. Stapleton, Commandant, DLI. Also attending the briefing 
were COL William F. Strobridge, CDR, 525th MI Group; CPT Brendon A. Xiques, 
SAIC^ Ft Ord Resident Office, 525th MI Group; and Mr* James Green, Acting 
Security Officer, DLI. 



REGRADED UNCLASSIFIED 
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DEPARTMENT OF THE ARMY 

OmCli: CF THH ASSISTANT CHlflr OF STAKF KOH IN I /Tt. 1..: -l" 

WASHINGTON, D.C. S03iq 



DAHI-DOH 



.s. 



MFHOR/.NDUM THRU: •VlG£-Gli«f'--eF-STAFFv-AlNITF- D STATES'~i\i^^i)^^%-^--^ ---t/ 

C&t 1'^c(j.. T&:i^; Pxc:r.. SAOS 

SUBJECT: Internal Counterintelligence Program (ICIP) (U)-- 

INFORI-L^TION riEMORAKDUM 



1. UX^G>- During tho pnst quarter^ six of the c-jrronul.y :?ct.ivci Intarnal 
Coi^rerintelli gence Program (ICIP) oporcTtio-.]S provi<lr:d i:-!for:nstion on 
incidents involving personnel t'uitobility find connitions reflecting 
poor security practicf-s or v-.->iknt-:s:: gs , Reports of these i i\ aly 
minor conditions wiare furnished the C0:i;rrK:ndi.^rs of the supper J:Gd corm^.nds 
vjho took ir:V:r*ed L.T te corrective i-iction. 

2. (U) The total nomber of active ICIP operations reT::3ins 3t nine, 
Sui^-iiarios of i.?ctivity in these operations d\ir5ng the last qi!?.rter are 
inclosed . 



9 Incl 
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BY USAINSCOM KfflPA 
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ACTION SHEET 



Internal Counterintelligence Program (ICIP) (U) 



DAMI-DOt? 



I 



SVSfEiSE 



5 Mar 76 



To obtain appproval of the quarterly ICIP report 




1. (U) Background : On 8 February 1972, the Under Secretary *of the Army requested 
that the VCSA provide a quarterly report on all ICIP ope rat ions » 

2. (U) Discussion : 

a. During the past quarter there were no significant changes in number of opera- 
tions or activities within operations. Reports of questionable suit^ibility and 
security hazards were passed to the supported commands. 

• b» Memorandum at TAB A transmits suirxnaries of ICIP operations through the VCSA 
to the Under Secretary of the Atmy. 

3. (U) Recommendation : That the Memorandum at TAB A be approved and signed by 
the ACS I. 
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CMME PIAIE: (OACSI Revalidation - k Feb 75) 



a. Location: Seneca Amor Depot (SAD), RomiJ.uSj NY 

b. Confidential Source Utilization: None. 

c. Information Obtained or Reported on Hon-Af filiated Civil;Lans: 
None. 

d. Useful Information Obtained: None, 

e. Operational Status: During the period, one conventional source 
was teiTnlnated due to his transfer from the area. One source is under 

consideration for recruitment* He is in the Maintenance Division^ 
Directorate for Special Weapons (DSW)* DSW is the primary SAD activity 
being supported by this ICIP, On 21 December 1975, the PIO provided the 
t^arterHy Briefing Report to COL Alden L. Cox^ CDR, Seneca Anny^ Depot. 





3. jfi^ CANTER RIDE: ((^CSI Approval - 4 Mar 75) 

a. Location: US Army Missile Command (USAMICOM) > Redstone Arsenal, AL. 

b. Confidential Source Utilization: One. 

c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

;'*^ (1) Adverse suitability information pertaining to a civilian employee ^^4^ 
indicates that the employee is possibly the central figure who was the -^"^Hlf * 
catalyst for events and allegations which led to the AR 15-6 investigation ^ 
and initiation of this IGIP operation. \S"V^ 

(2) Source continues his Observations of e^eployee who ia a Jordanian- ^ 
by birth and concerning who information was furnished last quarter, but no (VmsSJ"^ 
n,ew' information of significance was developed. 

'> Source identified an Army ILT who was attempting to civilianize 

his duty position. The individual is a naturalized citizen who was born 
in Shanghai, China, His security clearance was based on a favorable NAG 
only. 

e. Operational Status: On 10 October 1975, the Commander, 902d MI 
Group and the Project Liaison Officer briefed MG George E. Turnmeyer, the 
newly assigned Commander, USAMICOM* MG Turnmeyer affirmed his approval of 
the operation. In a subsequent briefing on 10 November 1975, MG Turnmeyer 
was apprised of the information reported in sub-paragraph d(l) above. It 
was concluded that since the operation had provided the information initially 
sought, it is now necessary to refocus the effort to emphasize security 
matters rather than suitability problems. 



IH 





CANTER RIDE (U) 



d. 





erse su 



to a civilian P/K/^^^^-^^ 



ffi 



7^ ^^-^'^fi^ 



nee Technology Office 
(OGTO). indicated that h^ prob^>ly was the catalyst for the sexualkori- 
ented gatherings la OGT0^[tohlch^ prompted a Sep 74 AR 15-6 investigation of 
OGTO personnel ordered by the CG, USAMICOM. As a result of that i^ayesti- 
gation, the present ICIP operation was initiated. The employee, ^apparently 
obsessed wit h ^g^y ^ s had numerous estra-marital liaisons during the last 
five years J b6 tr^s^ei^^ed to^the Infrared Technology Office, Advanced 
Sensors Direcl:t)r5Ee in Aug 7 A ^ ^lajfc*^ /:he Source^^ who obtained information 
by ^.elici tation, was successful in identifying kaa- only in recent weeks. 



b6 



departure from OGTO apparently broke up the clique and Source could 
uncover no new evidence of such activit ies among r|maining OGTO employees* 
Near the close of the reporting period, | b6 " aj^plied for^^ .position in 



Japan. The Commander, USAMICOM, was provldec} a ^^ummary of fiiformation on 



b6 






CANVAS TAX: (OACSI Revalidation - k Feb 75) 



/ a. Location: Sierra Army Depot (SIAD), US Axwy Materiel Comiand, 
Herlongj CA. 

b. Confidential Source Utilization: One. 

c. Information Obtained or Reported on Non-Affiliated Givi-lians : 
Hone . 

d» Useful Infoxmation Obtained: None. 

e. Operational Status: One individual is under assessment for use 
as a confidential source. The quarterly progress report to SliVD 
officials was delayed until after the Christinas holidays. It is expected 
that the report will he presented sometime in January 1976. Tlie Commander 
and staff officers knowledgeable of the ICIP continue to provide their 



support , 



REGRADED UNCLASSIFIED 






4-^ 



5.\^Wj^ CmSUS TIME: (OACSI Revalidation - k Feb 75) 

Location: Pentagon Telecoinmuni cations Center (PTC)^ US Arc^' 
Ccamunications Ccmmand (UBACC), The Pentagon, Washington, DC» 



Confidential Source Utilization: None. 

Information Obtained or Reported on ITon-Af filiated Civilians: 
None • / 

d. Useful Infonnation Obtained: 

(1) As a result of information gained concerning a suicide attempt 
by an Army KCO. assigned to PTC a Limited Investigation was ini':iated. 

The investigation revealed that the NOG has a large number of outstanding 
debts 5 has lied on loan applications, and recently ordered a 1976 automo- 
bile which will cost in excess of five thousand dollars. Interviews 
concerning the NCO revealed alleged drug usage and homosexuality. 
USAINTA directed that the NCO be interviewed concerning the allLegations 
agains-t him* . The NCO has been assTgneH to the Logistics Branch, PTCj 
pending results of the Limited Investigation. 

(2) Adverse suitability information was reported on tvra additional 
NCOS assigned to PTC, Based on medical reports and rebellious attitudes 
one NCO was released from the Amiy by board action. The second NCO was 
reassigned to another Branch vdthin the command and his access to classi- 
fied information was suspended for 9^ days pending resolution of adverse 
suitability inf orjnationt><^ • 

e. Operational Status: 



On 18 December 1975, the Project Liaison Officer (PLO), CENSUS TIME, 
presented the Quarterly Progress Briefing to COL Donald E, Clark, CDR, 
PTC, The PLO, CMAM EFFORT, x-tas also present at the briefing. In a 
re-evaluation of the target priorities within PTC, COL Clark requested 
that the PTC element of the Army Operations Center and the Hof:fman Tele- 
communications Center be covered by ICIP sources. Accordingly, the OPLAN 
for CENSUS TIME will be changed to include these targets. 



1¥ 



CENSUS TIME (U) 



(2) <3rhe~Nmrafter a night of heavy drinking at the Ft Meyer NCO 
Club, began hitting his vife when she tried to arouse him after he had 
"passed out." The wife filed assault charges with the Military Police 
and withdrew them later. The PTC Commander counselled the NCO on his 
drinking and marital problems and assigned him duties where he has no 
access to classified information. 



/ 




6* VrjJ5 CENIAVO KID: (OACSI Revalidation - 4 Feb 75) 

a. Location: Harry Diamond Laboratories (HDL), Adelphi, WD. 

b. Confidential Source Utilization: None. 

c. Infonaation Obtained or Reported on Non-Affiliated Civilians; None* 

d. Useful Information Obtained: ^ 

(1) Suitability information surfaced on a^RF) employee ' s problem with 
alcohol abuse;-"&fter counseling the employee is uttdergoing a rehabilitation 
program; 

(2) From. 7 October to 6 November 1975, a courtesy penetration test of 
HDL*s Adelphi Facility was conducted. The penetrations succeeded in 
revealing several security weaknesses and the supported command has taken 
corrective actions to remedy them. A number of the Security Guards were 
transferred and guard procedures were changed- A new magnetic coded badge 
has been approved for purchase in FY 77. The FLO will also give a lecture 
to the HDL Guard Force on the penetration test and ways to foil attempted 
penetrations. 

e. Operational Status: On 3 December 1975, the FLO presented the 
Quarterly Progress Report to COL Thomas McGregor > GDR, HDL. Also present 
at the briefing were M^J Kenneth F* Keller and Mr. Jatnes F. Yeick, 
Security Officer, HDL. 



M 



CENTAVO KID (U) 



(1) Woodbridge Resgg] 
Woodbridge^^Ji^-* 



IXy'CW^)* ^ branch of HDL located in 



{^) S^.UlJu ^^Y^^jr."- 
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l\ GONDOIA SIAK: (C^CSI Revalidation - 11 Jul 75) 

m 

a. Location: Aberdeen Proving Ground (APG) , Aberdeen, MD. 

b. Confidential Source Utilization: Eight. 

Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

(1) Sources reported several instances of foreign contact by military 
and DCff) civilian personnel in the supported activity. In one instance a 
citizen of the Federal Republic of Gemmny was assigned on an exchange 
program to work in the US Army Human Engineering Laboratory (HIX) until 
Sep 76. The source, who provided information on an employee's travel to 
Poland and Czechoslovakia in 1975, provided additional information on the 
employee's plans to travel to those countries again in 1976. A report 

of a civilian DOD employee at Edgewood Arsenal with some unexplained 
periods of time in his background prompted a request for a Limited Investi' 
gation from the supported command, 

(2) The source who reported on travel to the USSR in 1975 of a man 
and wife DOD employees of the supported activities at HEL and the US Army 

Materiel Systems Analysis Activity (US^MSAA) provided information on 
plans of the couple to take another tour to Russia in 1976. € »^ ' 

(3) Sources reported eight allegations of questionable suj^ability 
factors involving employees assigned to the supported ac txvi i^,^ Due to 
the lack of substantive information, the behavior of the individuals will 
be monitored. ot/- 

(4) Sources reported five instances of security weaknesses or poor 
security practicfe^^ These were brought to the attention of the appropriate 

security officials in the supported activities for corrective action. 

e. Operational Status: 

(1) On 1 Dec 75, the PLO presented the initial ICIP briefing to MG 
Patrick Powers, CDR, US Army Test and Evaluation Command (TECOM) , and 
CCfL William H. Tucker, Jr., Chief of Staff, TECOM. 

(2) On 18 Dec 75, the PLO gave the Quarterly Progress Briefing to 

COL Kenneth L. Stahl, CDR, Edgewood Arsenal, on those activities pertaining 
to the Edgewood Arsenal portion of the ICIP GONDOLA STAR, 

(3) On 19 Dec 75, the PLO presented a Quarterly Progress Report on those 
activities of the Aberdeen Proving Ground which are supported by the ICIP to 
COL Alvin D. Ungerleider, CDR, APG. Mr. Harry A. Mencke, Installation 
Intelligence Officer, APG, was also present at the briefing. 



GONDOLA STAR (U) 



7. d. 

(3) li I f II I f US Army Materiel Systems Analysis Activity 
(USAMSAA) and Edgewood Arsenal. 

(4) ^^ These five instances consisted of two unattended offices in 
which security containers were left open, a CONFIDENTIAL document left 
unsecured over a three day weekend, poorly controlled access to a 
classified scientific conference at USAMSAA, and movement of the 
Ground Warfare Division of USAMSAA into a building in which no technical 
survey had been conducted prior to the move. These were brought to the 
attention of the appropriate security officials in the supported activi- 
ties and corrective actions were taken. ' 
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8, HOLDER: (OACSI Revalidation - k Feb 75) 




a. Location: White Sands Missile Range (WSMR), NM 

b. Confidential Soiirce Utilization: Two confidential sources were 
utilized during the reporting period. 

Information Obtained or Reported on Non-AffiHated Civilians: 



d. Useful Information Obtained: None. 

e. Operational Status: One individual is under assessment as a 
confidential source in USA Missile Test and Evaluation Directorate, WSMR. 
On 2 Deceniber 1975 the Project Liaison Officer presented the Quarterly 
Progress Report to MJ 0. L. Tobiason, CG, WSMR. Ttie following personnel 
were also present at the briefing: LTC Charles I. Davis ^ Chief, Security 
Office, WSMR; CPT Marcel Hull, SAIC, Ft Bliss Resident Office, 525th MI 
Gp; GS 13 William Arket, Chiefs Intelligence Division, WSMR;; and GS 13 
Shigeru Tsubota, Deputy Operations Officer, 525th MI Gp, Presidio of 
Monterey, California, 



Hone, 





LENTIL MONKEY: (O^CSI Revalidation - 4 Peb 75) 



Location: Defense Language Institute (DLI), Presidio of Monterey, 



b. Confidential Source Utilization: Five confidential sources. 

c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

(1) Two instructors of the Bulgarian Language Department vho are man 
and wife, and who previously had been accused by other members of the 
Bulgarian Department of having contacts with the Bulgarian Intelligence 
Service have changed their status during the quarter. Details of their 
histories have been provided the Federal Bureau of Investigation* The 
husband has accepted a teaching position with the State Department and 
left DLI« The wife remained in DLI as an instructor«^b»*i4m^viNnnro4nnr9 



(2) An instructor of the Czechoslovakian Language Department reportedly 
is planning to resign from DLI in 1976, take her re tirement pay in a lump 
sum and return to Czechoslovakia with her two sons. 



no indications that he intends to return to Czechoslovakia. This information 
has been passed to the FBI. 

(3) A DLI employee, presently involved with the Hebrew Project, is 
reported to be maintaining close contact with the Israeli Consulate in 



San Francisco. The employee, an alien with an impressive background, 
including possible intelligence activities, has also applied for employ- 
ment with the National Security Agency (KS^) . Information presently known 
to Army Intelligence has been made available to NSA. 

e. Operational Status: 

(1) Five confidential sources were utilized during the quarter; one 
source was terminated due to graduation. A total of 12 individuals are under 
assessment as possible new sources, including two Technical Language Assistants. 
In addition to the five confidential sources, there are 23 confidential sources 
providing coverage of nine language departments and the DLI staff. 
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FBI 



I There are 



Regraded S{:€{^ 
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By CDR USAINSCOM FOI/PO 
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(2) The PLO presented the Quarterly Progress Report on 16 Dec 75 
to COL Samuel L. Stapleton, ConiEiiandaTit , DLL Also attending the briefing 
were COL William F. Strobridge, CDR, 525t:h MI Group; CPT Brendon A. 
Xiques, SAIC, Ft Ord Resident Office, 525th MI Groups and Mr. James Green, 
Acting Security Officer, DLI, 





DEPARTMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 



MIIA-SO-SA 

SUBJECT: Quarterly Beporting of Internal Counterintelligence 

Progran (ICIP) Operations (u) 



JAN 13 1976 



HQElA (DtAML-DOH/LTC HAENDIE) 
WASH DC 20310 



1. jtfif* During the 2d Quarter^ FY 1976, six of the currently active 

Internal Coxuiterintelligence Program (ICIP) operations provided informa- 
tion on incidents involving suitability and conditions reflecting poor 
security practices, hazards, or weaknesses. These reports, th»ugh they 
involved individual items of a relatively niinor nature, were passed 
immediately tm the supported commanders who have taken corrective action. 
The discovery of these conditions and actions taken have served to enhance 
the security of the supported facilities. The total number of active 
ICIP operations at the close of the period was nine, 

2. (u) Summaries reflecting the details of the information reported 
and the status of each of the nine operations are inclosed. 



9 Incl 
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WILLIAM I,'- JEMIKGS ^ 
Special Ai^sistant (OPS) 
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.jj^ CANAEI EFK)RT: (OACSX Revalidation - k Feb 75) 

a. Location: Port Ritchie, MD 

b. confidential Source Utilization: Three confidential sources. 

c. Infottnation Obtained or Reported on Non-Affiliated Civilians : 
None. 

a. UsefTil Information Obtained: 

n ^ Thirina the reporting period adverse srdta-faility information 
(1) sensitive duties within tbe target 

conceimng ^7 indavidmls^ss^gnfid^sen^J involved indebted- 

"^^^ I^iS S^I^Se!- SrTtmproprietles, and mental insta- 

Su^^ ir^t'tfSe a^Lntion of the ICIP Coordinator for CANARI 
^cti^Sfes of all the individuals are being monitored, and the 
CS^af 5^d has requested a limited investigation of one of the 

individuals . 

tary personnel assigned to Fort Ritch: 

drug 



^sSaSrf^rS t^e^i^^ criSraHn^^stigation Division 

^^^^fJ^IDC)ar8nEi 13 individuals apprehended, 11 possessed 
^Sgt^SewH and had access to the Alternate Joint Conmand Center 

f Six Of those apprehended were B^ers of ^^^.572^ mitary 
Police CoBipany (Security) and performed sensitive duties at the AJCC. 
SrSod^TSaison Officer (PIO), CANAHX EFFORT, P^^^^^^^^ 
those individuals apprehended as alleged users of narcotics. 

(^) The stroported Command took action to suspend access to classi-' 
fied iifomatiS of eight individuals based on gj^^ 
surfaced by the ICIP. These were all involved in suitability situa- 
tions as outlined in d(l), above. 

e. OperaticHial Status: 

(1) On 17 November 1975, a newly assigned Project Case Officer (PCO), 
a meiber of the GREAT SKILLS Program, began his duties in conjunction 
with CANARSr EFFORT, 

(2) On 9 December 1975, the HO established a 902d MI Groi^ 

Office at Folt Detrick, MD. Ihis office wiU Proy-f B^eater ^l-i^^f^ 
rn-r the PID m canying out his duties in connection with the East coast 
TeLSL!Sca?ionrS?lctorate (ECW), v*ich is at Fort Detrick and is one 
Of the activities supported by the ICIP. 

Regraded XHSTCLASSIFIED on 

by USAMSOrai FOI/PA CONriDCNTlAL 7 7^ 

Auth para 4-102, DOD 5200-lR 



(3) On 18 December 1975, the PLO of CMMY EFFORT presented the 
Quarterly Progress Report to COL Donald E. Clark, Coimnander, US Army 
Communications Comand (USACC) Operations Coiomand at the IKACC Pentagon 
TelecoDnmmications Center r The PLO for ICIP CENSUS TIME was also 
present at the briefing, 

(U) On 19 December 1975, the PLO presented a SAEDA/Threat /Security 
Awareness briefing to personnel assigned to the Alternate Joint Coromuni- 
cations Center (AJCC)^ Site E. 

(5) On 30 December 19753 the PLO presented the Qmrterly Progress 
Report to the strpported cornmands with the following in attendfmce: COL 
Harold G. deMoya, CDR, Ft Ritchie; COL John S. Eberle, CDR, IBACC Site R 
Telecommunications Center; and Mr, Joseph J. Carroll, Deputy ACSI&S^ 
7th Signal Command and Ft Ritchie. Colonels Clar!k;> deMoya, El^erle and 
Mr. Carroll expressed their appreciation and continued support for the 
ICIP. 




77-5 




a. Location: US Amy Missile Command (iBAMICOM), Redstone 
Arsenal, AL 

b. Confidential Source Utilization: One 

Infoimation Cfbtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) Hxe source utilized in this operation has provided information 
of an adverse suitability nature on a civilian employee of the. (Optical 
Guidance Technology Office (OGTO), Advance Sensors Directorate (ASD), 
■which indicate the employee is possibly the central figure who was the 
catalyst for the events and allegations during the Sep 7^ AE 15-6 inves- 
tigation which led to the initiation of the operation. This information 
has been provided the Commander, USAMICOM, in a Summary of Information, 
The CDRj USAMICOM, is considering what future action will be taken on 
the employee, if any* Evaluation of information provided on eight of 
the co-workers of the above e]irployee indicates no further investigation 
with regards to their suitabi3_ity is required at this time. 

(2) The source is continuing his observation of the ASD employee 
who is a Jordanian by birth but learned no new information of signifi- 
cance during the period. Infcmation on this individual was reported 
previoxisly in the 1st Qtr, FY 76, 

(3) Source identified an Army ILT who was attempting to civilianize 
his duty position. Tiie individual became of CI interest ^en it was 
learned that he is a naturalized citizen, born in Shanghai, China, with 
a security clearance granted on the basis of a favorable NAC only, 

e. Operational Status: 

(1) On 10 Oct 75, COL Stubblebine, CDR, 902d MI Group, accompanied 
by the PLO, MAJ Gipson, briefed the newly assigned CDR, USAMICOM, m 
George E, Tummeyer, on the operation with the USAMICOM Chief of Staff, 
COL Arthur G» Lange, Jr*, in attendance. The USAMICOM officials were 
provided a copy of the EEI used in the operation and an update of the 
information provided by Source* MG Turnmeyer affirmed his approval of 
the operation. 

(2) In a separate session on 10 Oct 75, COL Stubblebine briefed 

COL William P. Gojsza, Deputy Director^ US Army Missile Research, Develop- 
ment and Experimental Laboratory (USAidRDEL), on Source's role in the 
operation since COL Gojsza is Source's immediate supervisor in Source's 
"part-time*' cover duty as the USAMRDEL Administrative Officer. 




(3) On 10 Nov 75, COL Stubblebine and the PUD briefed m Turnmeyer 
and Dr. McDaniel, Director, USAMRDEL, on an operational update and the 
902d MI GrouT) recommendatioas for continuation of the operation. After 
presenting the information contained in s*ub -paragraph d^ above, conclu- 
sions were reached to the effect that since the operation had pz-ovided 
the information initially soxngtit^ it is now necessary to refocufi the 
EEI, emphasizing security aspects rather than suitability matters. New 
EEI will be formulated with the si:pported command' and the 902d JG Group. 







; CENTAVO KID: (OACSI Eevaiidation - h Feb 75) 
a. Location: Harry Diamond Laboratories (HDL)^ Adelphi^ MIJ 
X>* Confidential Source Utilization: None. 

c» Infomation Obtained or Reported on Non-Affiliated CivilLLans: 
None, 

d. Useful Information Obtained: 

(1) The Technical Director^ HDL, received a postcard reciuest from 
a person vinlcnown to him whicih asked for information on *'Dirty Work," 
by the CIA, T5ie card, with pertinent explanatory remarks ^ -was provided 
to the Central Intelligence Agency. 

(2) Ko new incidents of aircraft overflights were reported at any 
HDL facilities diiring th^e reporting period. Two overflight incidents 
were reported at the Woodbridg e Research Facility (WBF), Woodbridge^ YA^ 
during the 1st Quarberj FY 76 > J 

b1 Per FBI 



(3) Suitability infoxination surfaced on a WEt" employee's problem 
with alcohol abuse. After counseling the employee is undergoing a 
rehabilitation program* 

(U) From 7 October to 6 November 1975 j a courtesy penetrai:ion test 
of HDL's Adelphi Facility was conducted. The penetrations succeeded 

in revealing several security weaknesses and the supported comrQand has 
taken corrective actions to remedy them. A number of the Security Guards 
were transferred and guard procedures were changed, A new magnetic coded 
badge has been approved for purchase in FY 77. The PLO will also give a 
lecture to the HDL Guard Force on the penetration test and ways to foil 
attempted penetrations* 

e. Operational Status: 

On 3 Decenier 1975, the PLO presented the Quarterly Progress Report to 
COL Thomas JfcGregor, CBS, HDL. Also present at the briefing were MAJ 
Kenneth F. Keller and Mr. Jajnes F, Yeick, Security Officer, HC-L. 



Regraded SEjC]^ 
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GOKDOLA STAR: (OACSI Revalidation - 11 Jvl 75) 



a. Location: Aberdeen Proving Grotmd (APG)^ Aberdeen, MD. 

b» Confidential Source Utilization: Eight • 

c. Information Obtained or Reported on Won-Affiliated Civili'ans: 
None* 



(1) Sources reported several instances of foreign contact by ml i - 
tary and DOD civilian personnel in the siipported activity. In one 
instance a citizen of the Federal Repoiblic of Gennany was assigned on 
an exchange program to '.-ork in the US Anny Hitman Engineering I^aboratory 
(HEL) until Sep 76. The source who provided information on ar. employee's 
travel to Poland and Czechoslovakia in 1975 provided additional informa- 
tion on the employee's plans to travel to those countries again in 1976, 
USAIN!EA is debriefing the emplx)yee, A report of a visit by one British 
and three Canadians to Edgewood Arsenal in early Dec 75 was checked and 

it was determiiied that the visit had been properly cleared and coordinated. 
A report of a civilian DOD employee at Edgevood Arsenal vdth £>ome unex- 
plained periods of time in his background prompted a request for a Limited 
Investigation from the supported command, 

(2) The source "who reported on travel to the USSR in 1971? of 2^ man 
and wife DOD employees of the supported activities at HEL and the US Army 
Materiel Systems Analysis Activity (USAMSAA) provided information on 
plans of the couple to take another tour to Russia in 1976* 

(3) A source reported one instance in which the HEL received a re- 
quest for bibliographies of HEL publications from the Institute of Experi- 
mental Psychology, Slovak Academy of Sciences, Bratislava, Czechoslovakia, 
Ihe Director, HEL, advised the requester that copies of the bibliographies 
were no longer available for distribution to the public. HEL suggested 
that future requests be submitted through the Czechoslovakian Enibassy 

to the national Techxiical Information Services, Springfield, VA. 

(h) Sources reported eight allegations of questionable suitability 
factors involving empioyees assigned to the supported activity^ Due to 
the lack of substantive* infoimati on to substantiate the reports, the 
behavior of the individuals vail be monitored. 

{5) Sources reported five instances of security weaknesses or poor 
security practices. These were brought to the attention of the appropriate 
security officials in the strpported activities for corrective action. 



d. 



Useful Information Obtained: 





e. Operational Status: 

(1) On 1 Dec 75, the PIO presented the initial ICIP briefing to m 
Patrick W. Powers, CDR, IB Army Test and Evaluation Conanand 
and COL WiUiam H. Tucker, Jr., Chief of Staff, TECOM. 

(2) On l8 Dec 75, the PLO gave the Quarterly Progress Briefing to 
COL Kenneth L, Stahl, CDR, Edgewood Arsenal, on. those activities per- 
taining to the Edgewood Arsenal portion of the ICIP GOUOOIA STAR. 

(3) On 19 Dec 75, the PLO presented a Quarterly Progress E.eport on 
those activities of the Aberdeen Proving Ground vhich are suppcrted by 
the ICIP to COL Alvin D. Ungerleider, CDR, APG. Mr. Harry A, Mencke, 

. Installation Intelligence Officer, APG, was also present at the briefing* 





lEI^TIL MONKEY: (OACSI Revalidation - k Feb 75) 

a. Location: Defense Langmge Institute (DLI), Presidio of 
Monterey, CA, 

b. Confidential Source Utilization: Five confidential sources. 

c. Information Obtained or Reported on Non-Affiliated CiviiLians: 
Hone. 

d. Useful Information Obtained: 

(1) Two instructors of the Bulgarian Language Department vho are 
mn and wife, and vflio previously had heen accused by other members of 
the Bulgarian Department of having contacts with the Bulgarian Intelli- 
gence Service have changed their status during the quarter. Details of 
their histories have been provided the Federal Bureau of Investigation, 
The husband has accepted a teaching position with the State Department 
and left DLI. The wife remained in DLI as an instructor but her con- 
tract was to expire on 31 Dec 75 • 

(2) An instructor of the Czechoslovakian Language Department re- 
portedly is planning to resign from DLI in 1976, take her reti rement pay 
in a lump sum and return to CzechoslovaMa with her two sons. 

b1 Per FBI 



Ihere are no indications that he intends to return 
to CzechoslovaMa. Thi^s information has been passed to the FEI. 

(3) A DLI employee, presently involved with the Hebrew Pi^oject, is 
reported to be maintaining close contact with the Israeli Con£;ulate in 
San Francisco* The eu^jlcyee, an alien with an iarpressive bactiground, 
including possible intelligence activities, has also applied for employ- 
ment with the National Security Agency (UsA). Information presently 
known to Army Intelligence has been made available to NSA. 

e. Operational Status: 

(l) Five confidential sotmjes were utilized during the q*uarter; one 
source was teiminated due to graduation. No new sources have been re- 
cruited due to the Feb 76 departure of the PCO for an overseas assignment. 
Ho new PCO has been designated. A total of 12 individuals are under 
assessment as possible new sources, including two Technical language 
Assistants, Formal recruitment is being delayed pending assignment of 
a new PCO. In addition to the five confidential sources, there are 23 
conventional sources providing coverage of nine language departments and 
the DLI staff. 

Regraded^jCIlEl^ 

ON So m^^t99^ 

By CDR USAINSCOM FOI/PO 
Auth Para 6-601 DOD SmiR 





(2) The Commanaajit, DM, has established a security "briefing pro- 
gram for aU incondng students as part of their initial orientatxon. 
The FLO participates in this briefing, giving a lecture whxch empha- 
sizes the lack of security clearances and the need-to-know of the in- 
structors, previous cases of security incidents at DLI, and examples 
of repo-^table security situations. Navy, Marine, Air Force, and 
civilian students attend these briefings as well as Army personnel. 
Two such briefings were given during the reporting period. 

(3) ' On 5 Dec 75, MAJ Eichard Erickson, DLI Security Officer, de- 
parted DKE for a new assignment. His replacement wlU arrive in mid-Feb 
76. Mr, Jaaies Green, DLI Personnel Security Specialist, is ac;ing 
Security Officer pending arrival of the designated Securi-ty Officer. 

{k) The HjO presented the Qxiarterly Progress Report on l6 Dec 75 to 
COL Samuel L. Stapleton, Commandant, DLI. Also attending the oriefing 
were COL William F. Strobridge, CDR, 525th MI Group; CPT Brendon A. 
Xi<iues, SAIC, Ft Ord Resident Office, 525th MI Group; and Mr. James 
Green, Acting Security Officer, DLI, 
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ininternal Counterintelligence Program (ICIP) (U) 




OffTfKM. NimWEW 1 


OFFICC SYMBOL ] 

BAMI-DOE j 


ISUSPEMSE 1 


DATE 

20 February 


1976 



' *crK>NiiEoin«b ' TQ acquire AC^i app roval oi OiM 'for I<::iF CARELESS TOKEN (.U) by 
signature on approv ing correspondence, 

KWOfiANDUM worn WCORO. fDm*€wih* hrmffy fA«r«9BirviwMC hothgrommJ *md MfM iaktm or r«comin«wM. AAi«f fr* i«ffie««Nr(r AtaSmJ lo 

■BACKGROUND : (U) 



i.(ut)e^ 



^•(u^)c^ From correspondence between USAINTA and DGST» USAKEUR, it was learned 
that tne 66th MI Group was providing ICIP support to Detachment N, US Army Security 
Agency Field Station, Augsburg, FRG. The support had been requested by the Commander, 
USASA Field Station, Augsburg and approved by DCSI, USAREUR and the Commander, USASA, 
Arlington Hall, VA» 

b. (U) In an exchange of messages with DCSI, USAREUR, DAMI-DOH advised the DCSI 
of the existing policy pertaining to ICIP's in CONUS and the requirement to furnish 
quarterly reports to the Under Secretary of the Army. In light of the ACSl's policy 
to personally review all new ICIP's, DCSI, USAREUR decided to forward the OPIAN for 
ICIP CARELESS TOKEN (U) for ACSI review. The operation is already ongoing and 
approved by appropriate USAREUR and USAS^^ officials. 



2.V*?^ DISCUSSION : (U) 

afuW The OPIAN for ICIP CARELESS TOKEN (U) is designed to detect and counter 
vulnerability to espionage by USASA personnel assigned to an isolated USASA detachment 
in the vicinity of the FRC/CSSR border. Standard ICIP procedures have been employed 
using recruited sources, a Project Liaison Officer and a Project Control Officer. 



b. (U) By separate action, a policy letter to all Army IntelliLgence commands 
will be prepared to assure that ICIP policy is established and reporting requirements 
to the Under Secretary are met, . , ^ ^ -r 



3, (U) RECOMMENDATION: That the 5th Indorsement approving -the 0P]J^t5 at TAB A 
signed by the ACSI, ^ 



(Cootinu* on pjain bon<0 



IMmJCATlDNS 



CINFO 



vea □ NO □ 



PRiiwr pnoas 



YES □ MO □ 



auocrr 



COORDINATIONS 



MAME 



PHONE 



^IPPROVALS 




DATS 



DIV 



DIft 



EX 



ACSI 



£ 5 TlD 



DISPATCHED {DTBl 



SHOV AD0tT4OKI^LCO0»>IMTrON OP REVERSE SIDE ^OMTlKUAT ^^fjp Pf^OV rtr>'^-'n ^ I 4 



EXE-AJI^ION CATEGOia' 1 „ 



ACTION OFFICER { Nomr^ Mrodm, phoMand Btgnaturm } 

LTC Haendle/56159 



ACSI FORM 28, 13 Sep 71 




DECLASSIFY nx 3 1 Dec 20Q 6 



^QNf t BCNTlA y- 



reohaoed 

WHEN ftEPAfVA'rCD FRO** CLASSIFIED 
DOCUME^ 



D&MI*DOH (30 Jun 75) 5th lad 

SUBJECT: loternal CouotecintclUgence Program (ICIP) (U) 

EQDA. Office of the Assistant Chief of Staff for lotelllgeoce. The Pentagon, 
HashlDgtOQ, DC 20310 

TO; Cc^naodftx. OS Army Europe mad Seveath Azny^ Ain^: DCSI. APO tiew York 
^ 09403 

1. Cfif' CoctlDuatlon of your ICIP CA&ELESS TOK£N (U) uoder the May 1975 
O|»eratioas Plao earlier approved at your Headquarters la support of US Aroy 
Security Agency » Field Scat Ion » Augaburg^ la approved. 

2» (U) As Indicated la earlier correspoadeace, a Memoraodum to the Under 
Secretary of the Army la prepared quarterly by the Office of the Assistant 
Chief of Staff for Intelllgeace^ DA Staff which iocludes a brief eunanary of 
developments aod status of each ongoing ICIP. Field Input Is requested by 
the 15th of the month folloviog the end of each calendar year quarter. 



1 Incl 



ClasElffe^ hjj . 

exe;\]?t from C7:t::1. ^rn '?-~:r^-^ 

SCHEDULE 0? EXF(>;TiV£ \l-x> 

EXEMPTION CATEGC:?y _ ■ 

DECLASSIE^ON 





DEPARTMENT OF THE ARMY 

UNITED STATES ARMY 5>tCURITY AGENCY 
ARLINGTON HALL STATION 
ARLINGTON, VI WGlNtA 22212 



lASHC 
SUBJLCT; 



3 0 JUN 1975 



Interna] Counterintelligence rroj;ram flCJP) (U) 



CoTninander 

US Adiiv Security A>»cncy 
Ticld Station. AugshurtJ 
APO New York 094S8 



1. fU) Reference lAEASC Letter dated 10 June J975, Subject: Internal 
rounterintelligence Projiram (ICIP) (C] . 




I have reviewed the proposal to initiate an Internal Counter- 
inte-Tl if.rnce Plan xvithin Detachment N by the 66th MI tiroup and approve* 
It is essential tliat this Headquarters and Pepnty ComiiTander IISASA Hurope 
be kept apprised of sij^ificant events which develoj) froin this operation. 



1 IncI ' GnORGE A. GODDING s 

1- Operations Plan (dup) Major General, USA ^ 

Conimamlinp ;', 
' 1. 

.1 



^ ^vS^*^ Fnf^^.n^;.' r-^ i:-— 'iivii chdilr i icsz 

7^3 




lAEASC (30 Jiin 75) 1st Ind 

SUBJECT: Internal Counterintelligence Program ^il.ii'} K^) 

Headquarters. US Army Security Agency Field Station. Augsburg, APO New 
York 09 A 58 

TO: Chief, Headquarters Det - CI, 66th Ml Group, ATTN: Chief SOD, 
APO New York 09108 

1. This command concurs with comments outlined in paragraph 2 of basic 
letter aiid recommends implementation of attached plan. 

2. Per previous agreement, all major actions concerning the proposed . 
plan will be discussed with the Field Station point of contact. LTC 

D. G. Schoficld, S2 . 



I Incl 
nc 



DONALD M. MOREAU 
COLONEL, Ml 
COMMANDING 



Mi 



RtGRADED Jlhl£.Ld^li^i^ 

WHEN SEPEiMlED FROM QASSIPIEO 
7^4 INCLOSURES 




AEU>I1-K-S01) (30 Jiin 1973) ?d Ind 

SUBJECT: laternal Gounteri ntellii^enc<> J^rtr^ram (ICTV) 

T)A Sr^^cial ODeratitms Detnchment , 6btU Milicary Intrlliacnce Groan, 
■ „' , nmn" H Jul^" 19/1 



1 *: 



Mr 



TO: Couiroancler, 6f.th Militai'y IntelUyencp Group, ATTN: AEUHI-T-fJi: , 
, APO New York 09108 

'V- X^^^^ S^^^ Opt.T^» Lions Plan has been coord in,-* ted -^vitirnnd "approved 
-. . :by"U5ASA, ArlinEtnn HaU Station USASA Klclil ilcation At.i!.r>burg. 

S$;V . LTC^n. G.;>rSchorield, -S2. USASA' Field Station Augshnrji as the ASA point: 
-^pfcv of contact,. 

^'■^'iM-^^^.rui^l/.-Am- The following mcmbrrs of SjKJcial Operntioas DeLaciiiWrit arc 




^^^iWhxwie^wa^^ the OPLAH: 




Harold L. Uoberts, GS-13, 19 M.'^y 1975 
rhilin LMnsact. riajur, 19 riiiy 197S 
i^en Davifi. GS-l?., 20 Nny 1975 



■ ■ -Mf- 

..St 



d. Tud Tv, Siu.-diK('r, GS-12, 21 nay 1975 



1 incl 

rtc 





ESP 

Jj:^l'^3chnont Chief 




CLASS I : -lEJ) BY^JP^^^,.^^ ■ .^^^ 38 1-12, I B Oct 



,1--, 



787 




AEOMI-T-CE (30 Jun 1975) 3rd Ind ^ "* ' 

SUBJECT; Internal Counterlnt*Hig«nc« Frogr«» {.ICIV) KV) 

HAAdquarters, 66th Killtary Xatelllgence Group, APO 09108 

10: Dfuty Chief of Staff, lottlllgence, U3AREUR and Seventh kxmy, 
ATTO: AEAGB-C1(80) (Mr. Boseto), APO 09403 

1. (0) References: 

a. Weetage, AEACB-CI(SO), DCSl, USARBTO, OTC 151640Z Jul 75 (U), Subject 
a* above. 

b. Meaaage, SSO Intelligence Agency, OTC 0115402 Jul 75 ^Sf* Subject as 
above, retraneBltted. 

c. FOHSOOM, Mr. Eoaeto (DCSI USAREUR) and Mr. Kirk (thla headquartera) , 
15 July 1975, concerning Subject. 




d, Meieage, AKUMl-T-CE, this headquartera, DIG 071622Z Pt* 
Subject as above. 

2. In accordance with references la and b, above, and provisions of the 
attafehed approved Operations Plan (OPLAM), coverage of the target facility 
will be iBplenented inmedlately. Boutine liaison visits to the target facility 
have revealed that the expected drawdown of personnel for reauons stated in 
reference Id, above. Is already underway and personnel strengt^h is expected 

to be reduced by 501 by October 19.75; therefore, as discussed in reference Ic, 
above, pronpt ioplententation of the ICIP OPLAN is considered easential in re- 
ducing possible adverse effects of the above and resulting personnel turbulence. 

3, (0) A copy of the Quarterly Status Report will be provided to your head- 
quarters In accordance with paragraph 2 of reference la, above. 

FOR THE OOMMAMDER: 



I Incl 
nc 

CF: 




LDBERT I. 
COL, HI 

Director of Operations 



CDR, 511th KI Bn, ATTN: AEUMI-M-CE (Mr, Foss) (w/lncls less OPLMI) 
Chief. SOD (w/o incls) 



FIXLA;r riO: J C.\'lr:.:0:(Y . ^. J 





^^^V^Pi^GB-CI (5:0) (30 Jun 75) 4th Ind 

*^ SUBJECT: Internal Counterintelligence Program (ICIP) (U) 

Ileadquartors , United States Army, Europe and Seventh Army, 
Office of the Deputy Chief of Staff, Intelligence, 
/vPO Now York 09403 

TO: HQDA {DAMI-DOH) , MASll DC 20310 
1. (U) References: 

a. Message, AEAGB-CI (SO) , USAREUR, 17i231Z September 1974 , 
subject; Former ASA Personnel (C) (BOM). 

b. Message, USATNTA, 182138Z September 1974, subject: 
Former ASA Personnel (J?) (BOM) . 

c. Message, AEAGB-CI (SO) , USAREUR, 191755Z June 1975, sub- 
ject as above (/f) (BOM) . 

d. Message, USAINTA, 011540Z July 1975, subject as above 
|C) (BOM) . 

e. Message, DAMI-DOH, DA, 032115Z December 1975, subject 
as above • 



Message, AEAGB-CI (SO) , USAP^UR, 061755Z January 1975, 
sub-uict as above 



UDT-pCt 

.1^ 



2* In accordance with your request in reference le, the 

attached Operations Plan for the Internal Counterintelligence 
Program (ICIP), CARELESS TOKEN, in support of Detachment N, US 
Army Security Agency, Field Station Augsburg, is furnished for • 
ACGI review and approval . This plan was approved for implemen- 
tation by ODCSI, USAREUR on 15 July 1975, prior to receipt of 
the new DA policy for ICIP reflected in reference le, 

3, (U> Quarterly status reports pertaining to CARELESS TOKEN 
will be forwarded under separate cover, 

4. (U) ODCSI, USAREUR, Action Officer is Mr David R. Smith, 
AEAGB-CI (SO) , UM 7354 (AUTOSEVOCOM 6742)* 

FOR THE DEPUTY CHIEF OF STAFF, INTELLIGENCE: 




1 Incl J. lADEROSA 

nc Colonel, GS 

r-rn* Chief, Counterintelligence 

i . ■ -.-q g<f Division 





DEPARTMENT OF THE ARMY 

WKJTSD ITAin ABMt SICORITT IV&KHCT FlflD STATION. AUO«BU»G 

&FO MEW YORK 094» 



• lAEASC 

SUBJECT: Internal Counterintelligence Program (ICIP) (U} 



Commander 

US Army Security Agency 
ATTN: DCSSEC 
Arlington Hall Station 
Arlington, Virginia 22212 



1. (U) Reference lASEC Letter 3 March 1975 w/control #75 lASEC 00123 

1. (U) Inclosure 1 contains introductory letter and plan for ICIP within 
this cpirniand and is forwarded per paragraph 4, reference above. 




3. V This command acknowledges the requirement for a program such as is 
outT^ffed in the plan attached and recorrnnends approval by CG, USASA. It has 
long been a recognized fact that US forces in Europe operate within a hos- 
tile intelligence environment, this being particularly true for USASA with 
its sensitive product. Initiation of the attached ICIP would provide a 
valuable asset in upgrading this command's internal security posture. On 
the negative side, the short period of continued operations at Detachment 
N, where the plan is to be utilized, raises the question that the effort 
could be better expended at another detachment or at FSA. 

4. (U) Request an expeditious reply in order to infori/ the 66th MI Group, 



1 Incl 
as 



DONALD MVrfoflEAU 
COL, MI 
Commanding 




(■|.i.s>ilii'tl Ity: 

lADlIT FIUIM (ir.M.UAl, DltJ- 

NdiiiiH I.K 111 t\i;( LTivi: ouTi 

l,\r.Ml'lll)\ ( ,\T!:(.illlY cX 
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1 » 



^ ; : V" SUBJrCT :_ In tcrnal Couii t ex iut c? i.l i^encc 
■ ' " .-Program (IClDCU) 

•a 



DATE : 



- • «h 



REPORT inO; r.'Jji30-079-75V'"'^'-'" 



RElfeirri-JEr. : . . 0 . Letter, AEj-I,n-CI(SO) , 
:]^-~\-y':T^' dateO 27 "l)ccc;mb( 



.J- 



jer l97A~~ subject: Inleruiil 
Counceriiitclllpcace Program (ICIP) , with 




OPI^\N KO: 1-75 



3^-^'?^^4'V - ^ VITE Security' Requirements (U) , with 1st 



si 



■ J* ■* 



Ind, AE.\C3-':T(C;:0 , 25 iWi} 1973 mid 2d 
Ind , AF.Ul-li-ISC, .21 May 1973 



Counter in Lelli,'5cnce Special Opcrntion.';, 
l-ohnir-ry 1973 

c. ATt 3r.l-l?, Cuovorsion 
cmd KrpiortGrte Direct' c?d A<;ainsL i.lic Ui' 
/amy nml Delihorate Cecurity Violations, 
K; *Oct:obcr HT/i 




1 . 





a * "eo.i'.j : v;i.C'nU : To col IncV r:i;^ni.Ticon?: roMutcrintoil i^*;cncc iu format ion 

l.jirn'v.h tht; ut.i.lir.vn-tinn of ov<;rt liaison conC^ict:,-; and GonficjunLlnl Uccriiitpd;"^?^ 
ISovirco.-: (Clw) ;^';?rir'^^^ Datadimeiit l'^ IJS Army SociiriLy Aruuny 1 icld . -^^ 
Sr-ario;] Auivibnr- (Vr.Ar.Arr.A> , locat;/3d at Himbach aK:/:5:>3) » Voderal KepubUc 
of Cirr niiLn' (.I'^r) (lierc:^ t-Ler reCt^rvot] cr^ ch^ ta-cgct) , and ^/ho arc snrcif icnlly!;^ 
uarjf^oULed aijifl Lnct pcrfirtnnt^i. Giiciirf.Ly vulnc-r^ibil i.titis of a:ni.fn*ro t-Tr^oi. per.^Qp^^ 
and hostil'? intelligence ac»:ivit ics' dirfecccJ ni;winf,t: the i:arcc-. 




LIS 



h , Ob iuct ivc : To provide ror.non:- f S»Io coi!zriindt:r s and :jU/?crv l^oi a o£-r- --f^ 
AiTny Security Aj;;oncv l-Iu'-opc (USASA'J) n con.crnrr;ir:cd nrof»rnm dosigned .^I?*^t^l5 



to <k:tnct^ cvlxmin.Tta or naucrfxli.'^f*: 




79J 



CLASSIFIED bAM^^^^^J^M^^^W 




CLASSlrY ^i^JU^ 




Ooerstion? ?la ^, 't5O3130-37?-75 



tit'! rar^rt: or t.ht^ peirsDiiniil *asEi\qned tiK-i:r.to. 



«ccur • t ■■ \'j olat ions 



. (2> Disloyal Cy, dlr^.-ii^cc'-ln-j sociiri^zy \^oc.':r,cr,Z'^r. prcvrJ^ uc nmong . . _ ' 



^ ■ - 




(5) Individ'jrilr*- in senaitrive ponitious v/ho, by cfcAvocJ^ui:. \^^r.^li^nessc:s ^ 
p:v"?onnl condijct . rencltpr thciane! vo*? vuInoi-aMr- t'* cor-- rim: nr Mack;aaiL by. , 

^Zfd^^-^-tr: -i::at :3 inirar dntc* Tiie Uorcuoin:; includes drin^and t^icioljol ,'ibur>c-. 



. . cn^?-""Vic«*d , I'.ovr^'^'C, no r>clcc: Lon.*; will Ic ni;;-Jt* p;:i,i>r Li> r.| nr'>v:;l nf Lnifl' 




\c:) i'.':v- ivv/n r/ivni:r;ly Ovmod Volrf.rlfi (POV) or the iiiuont on^^ 

.-}■• -r,--' 1 f.(^=*' :-!•,. ^ i^^^;v• I. p^rr.c a d u r i ii^: t: ond br l;r» 

(.?) 2M:iend}y rinu liUcsijic dir;T>on ii'i im, anfi oMliLy to make 
fricivi.*;, nnrT ri^?;^t:r in and ■^•ijrry the cc*nf ridcncos tif 

( r) TrusLr:r>iM;hy , rcliaV.i r and oxscrcio/c 
C::) AhiliVy t.-il-.c dlveciLioii;? 



_■ » 
• - • -* " 

• ■ iij' 



(1) 



f3cf icioncic:': 




■2 



.4r5W 




-- A-^ Z'' 






: VJ^-^cI^Ci-^,-*^^^ auty assignment: 





nny support s 




sources: 

if the Dpnration tuivclonf; to n dt^gree 

riaii v/ill, be levincd according 



jJ^r r^ Vocr Liair>or. Officer (rLO) : 



• •' , . I ,'17- • 



'^'2?"-'' . Cii). Tnc PLO v^il! he responsible for Ovei t biiiison '-ontact-: and the 
\ sijottinf; .ind as:;i^s5inr' of potential Cll3 nt tlio t^wj^er. A Gp<!cial A^cnt 
:^V^.?;>jj;nod co r;'??;icliMit Of Cice r..-;;;eri:^nir;; (R.0:0 • 513Lh MI UtiLralion, will 
£un&tinn as Pl^ con.Tistcnt vith llOR hnviiig aroa responsibility lor the 
linrHCt; area rjr.cl li/jison respiinsibilitv to the target. 



^ycisij^.rtoe : S^A Konn]<l CrAv/ferd, -^bo has experience in both iC 
cou;Tterintc>niK(*nce and col?.ect?.on .-ictivities, to lriclide^.f?otircc handling 



r 1 



(2)' Piuif^ct Ci vntrol Oiri.cc-;- (POO) : 



(^i) Tbo rr.O v;iJ.l bc irenponsible for the recriiitmont and controlling 
of Cilt: ••;;ip.tigCLl In thic operntion* Tho PCO will be..ansistcd by an Ansist 
PCO fiG required* 



Is ton) 



(b) Des^ncc: I'CO - r^/A John Carpenter, Section, JSllth HI 
ittalion, v;Uo ir> .in experienced ctumturintel 1 igencc operntivc Xv^itb pt"i 



Battalion, v;Uo ir> .in experienced ctumturintel 1 igencc operntive Xv^itb prior 
source bandlin,", fj'itics* Uis DwHO?^. ir? October 1975* A qnalilied replace- 
ment^'as PCO will be selected r'oll in advance. 



<3) AdditioVuTl Special A(^^entr. nusir.ncd to thn 511th HI* Hottal ionV'' 

.pr,.other -elements oi: uhe 66tb HI (a roup, nay from time to titm^ be requir 

'during; the tenure of thl^ opi:rntiuii for the ar;sei;rri3jcnt and/ov recruitme'nfc 

wof selected CR3. - , . , . . 



.1 - 



_ ft) 




% - 
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• Operations Plan» BO3130-O79-75 

(*^() Supervision for the conduct and operatino control of this 
operation within the 511th III Battalion will be vested in the Chief, 
Counterespionage (CE) Section. Desirnee : S/A Donald A, Fosij, Chief, 
CE Section, will also be the 511th MI Battalion's designated representa- 
; tive for any coordination with Commamlcr, USASAFSA^ Avigsburg (PGA060)j 
FRG^ ao may be needed, 

(5) Broad Battalion operational monitorship control and policy 
. guidance are vested \\\ the Battalion Operations Of ficcr /Assistant Opera- 
tions Officer* 



- -i J - 

-J 



' *' * it 




(6) The Director of Operations > Headquarters, 66th Ml Group, will 
.-^^^'^l^^^^^k'^^ re for the operational control of this ICIP, will coordinate 

ICIP activities with the ICIP Control Officer, ODGSI, US^iJiEim, and 
'. with the CpTTO^ USASA1''SA, and will levy requirements on other subordinate^>i\^2 

cr intelligence (CI) elements of the 66th HI Group regarding this opera- S?*"-^^ 




'^^}x^^^^^^:'^S:'^^TX M may be appropriate. The ICIP Control Officer, Headquarters, 66th 
i:;:^:^:-' r m Group, will be Mr. Earl L. Kirk, Section Chief, CE Branch, Director of 



■v. - ■ L.-^j.-r; 



Operations^ 

3. Jte5 COVER AKD DQCUI-IEKTATION 



a. 




p. 



iiiJ 



(2) 







>L4 .t 



'9 



b1 



b1 





EXECUT^G^3: 



2 . l»adcai\?t:nd : 



■ CT» - 




- (1) ' Tne geo^vrDhlo locatirrn, Ir.olati.on and hij-Jily <=-<i\\T,Lt:ve. inir;sion 
o£ the tnr^ot nahc It o£ lo£ical incorent to WolZ, pr.irticulnrly thu Cfj"R 
^Intellii^cnce Cf-rvicc (CIS.)* Gome inr.j^niLudc of thi': tbrtjit is revts'jied 
in recent nctivitior. iJivolvl i!: forme:.- AfiA pfM-cnnnol 'ViNOvr*! linp, to tiic 
CDSR shortly afto*" relonse *rofn active jlt'ty, tlic a/;r;oc j?:tjon o.F ti-2ri;pt 
perst>ni;r ^ ^-itls iiationnls rus »Mn:; i the t^jr'^c t , onO t\\v 

tl'rr:, in the tav«-,cL ircvn^ 

{?,) rrs:;i.' 'i{j7£>«-:ti "ntion:; n-v.l cou*itorl;*tolT ij^ar.':'* :"|M,»cinl npcratirvns 
cov-r-T-r r- 'jl.<^ tr*'* r \: rt^v^ ri*?5;^f.r.c'^! :ii!-'';o":vol hr 'r^ *-p;;:ti i^^.r, ^ n cm-' 
elusion rlinv. 'rhr vorv nntuvi^ r*r ;*nr* l:aj";;ol:, nhroti.^ji \ t::; ruinorr Ir-c.-^.t iun, 

f.tr» .^ri?:.'-. v •rri'snnol, ';r'> f rc."' y kf;f?p f:r^ thernr^cl vor. <iU7'l:i;, 

ri'^'-.^ri-' ho:-v:^ j: T.': -^ irie:nb'*r l^S. tl:p l:."-;;!-!: unit Itfiol^ to ::u?;v;cr 
f:::'^ ilL'I cnvrrf-vi hy l^^'r. Vlnn* V.r'^'.rc --I'-c U(» other t'S ins tal 3 at 5 our in 
ui'.r V L-iT.r.ii'y^ ^'ui t I L.n:*;',i?t t>»vsoirv.o I live o»: fihr* oconnrny or in lo-'rnjd 



J — — ^ ■ — 



* 1 



: t- 



:v- cr-r.r- i.Cid'ixh I c ■;p tvr ^'C! 1 ncvuss the br^vfh? r isi the to ::r c t 



: 1 : 



'^n:,:; 'inr! r(cp^c:L2f:t/;. !:Mrt vi.r!. z\: thr i.a-.-:;nt: provider; ^^-^^ 




t-ctivlt J.^/> £in.J vltovfrhiir.tf: r!u:-:';;:; tiio-;c; Wreak periods n -p virtually -^Jl^^ 
ir-mon.^TM c -n a;;ccvt:;in aa'l r.vi^ practiC'illy u)>I;nn\.-ij tu tl-o r.nr'^;ct facility 

-. ^-"^ 

(3) ;Io:ff^ I-iOi^M Lo coLlcct data, inc: hidin-; novsonn ' in , charoctor '.^'^s'^^' 

■,} ^-'i.tfa, V7e-'il ni^ 'K's a-.i'.! posriiMe mot ^' v irfnj, poi.nf.s an U'JA;i^A pni t>otmel vrhercver^^?^^ 
thov C'-'t: ho itj.TnLrJ i^.ir j.^r;:?inlG ti.^c fit :i later date \»!inn tin; iiuHvidu.-il tnay^^;^'"^ 
n?5';3.':.uv5 tn n 1 pent inn i:»^.i:iTu:trtcrr. racilitv niio/dip.- n hi rli dr'irrec - 



nncnnbJ.ilc:' '.rt^ ui" jK-rr-ou.?.-] l^y f;jiT,c=^tf; of rhc^ ^^rh I'l Group fur 




. ■ - 



o 




' -;. 



autn-nntlon of 'tht tci" :<:il.' nnc* the Gub.ncnuont: yUhdrr.vr.l of all but ^ivc 



- - r" ; * " i r 



urrctl.s » The cnnntrt'ct i op 



_-aduirioniil delay of C>0.d.Tvr. beyond tiint: ur.Le, 



^fc Concent-: . 





' . - y > r- — - 



- ■* 




(2) Tvu ncnarnte and cllntij^ct -neLiiods of. ::i»oCLinr', aoccr^sinf^, and ' "^-xlv^^ 
"■'vocvi^iti.iv; »>i" -'^-i wi.M :>c ccnnloycd i;5:TiaitaMC0Lir,ly ^ as full uT;r.: 

l:i:o i;nv;;«^;. ^luvit;;; vifutr Un c-io -TVf.rl: flr';;cvibi*J. lit par;i^';r.-:;pi: 3^(10 1 
-abi">v<". "ihv VLO vllL 'N'lr.s no'i:t:n:.i/>l load i,5Lor:^.'itin^ t;n tlu; PCO^ and 

i.V^ iiii: i.--'iO'.;rJ ar It if; 5:; nCur., r^z d''LcrMa.T1c^3 » Appropriate wtx'^q. ti^^cesi^^^ 

anc ,i[jc;iw-y clircl:?; vril I op conciueCo.' on t:.?L"^ot nicmbcrn prior to ctsiitnct- 
•y..' l.i-c L'l/*. Aficii.tional K:hocI:r. opCTicd dfsi.rnbl« on target pe-snniK;l by . '^^^ 
L-i-o. TLO v;lll l)C iiiii.-TnCcd \r; tlu- TLJ. lli" l*-::0 will praparc- LU:; cach^.;rA 
noLr .iMnl CRf; r«-i ;3>3t>-o/r.*. ."r/ -rnn:-!? meet Clic r^otoiitirl nource;^^^ 



i'.iir an'.i t.ho TOO ]. ; bt* cotumu*-* o<l p.ntier rccnrii, covert coi^ditions 

Conro i n.tt ion vfiti: nntl 2vr^'n^oincnt: for , USA".AL*'SA, nsr.ir.tnnce?^^ 




in 



rcvcenin:; r'jc<.»rdp of neuOy nrrlvod perKnnncI !:cbodulcHl for nsnif»amcnt" 
l"o •t:tjO tnrfxt:, i-i o?.'"or up iducitify tbo:;r iiidivliiualr o/ pnss.ibln intorestj^^^ 
to l:;ivc hpIcc J uf] iiK.i i vjtUi«il r- o vciil no 1 c for anncn^^.MOiiL' by rcprorontatiives:^:^^.^^ 
nf f.hti !illt:li MI Rattnl ion d'' other eleraCijtfi ol- tbc^iith MI Group, prior .^^^'"^ 
to tl>clr arinv'niiipnt to the Lr:rr>ot:: .-jnd to flscifst in nccar^snrv personnel 
ncL'ioxif: ' to dclflv i»r rcar^sirri selt cl erl intl i\n' dw.nl in ordor t:hnt soiircti.-'"V?t^M 
coverage of toe tafgct c^n be efi»ciod. It timt: purmitr;, r»onrccr. .^ii-^^^^-- 
re*:ruitod Im this maiinor prjcr to ar.toal .'irrivfij at tlio tnrfl:ct will be*^':^!' -S^ 
givrr initial training and brlcfini: conccrninr; .■■u'rcu:;:: ty ir^plicct:' onn , .j^'^K*^^ 
and aj.vanjiG fox- bouaiidar. r.nd mcetin:' arranf^eTnonts with the PGO at a ^ ^A*'^^ 
later r],?t(>, . ^ 



REGRADED UNCLASSiFIED 

BY CDR USaTnSC^S^ FOI/PO 
AUTH PARA 1-603 DoD5200.1-R 



. 6 



7?6 





••f 



-■- 




■ 1 1 ^ 4 V * 





t 



'.•ft* ' 'j. 



and from o?f-dut:v as''.i»ci3tus: 

j-» » -rv-- 1 ,1 



Sir-: 



hay trave] alter tficy arf* i-Qlensao from nctive ?i:.tL;-. 



- .(3) Uetoction o£ disafioccod l%'>r<^et pcfsoiiiicl , 



■ry, V'-K*-^,' ■ 




with ^Tir'.V"!"*:: vcm'^, clubr, {-njiinr or octivi tifs nDsr 



< 



tl 'i"ccr«;lt:rti'nl" ;i'-»nroach ot uIs^ act: i vi.i:-^ under thi:; l*Ian » 



avvival r-L tl;:? i:ai-p,elv, -uid. vrho Meclirit^ to funcLinn a? Cil', v.iil he con- 



gxdcvod lor rif=inif',m<ji'iiC to fsomo locai:iL>n i>l:her th.iu tl^e tavrift. If rirciim- ' ''>^ 



r^tZMiices and mllitai-y priovlt-ie..^ pornn'.c* 

ft 

vc \nt i.OAS^h 5.p vl L i> ny n tT^ <? v i iid Iv 3.fiiio 1 in t h is* ofio rnt: i o k 



All 'i;u> will he nu-jt; usiUer coven condi Li r»ii«:, .-ivjnv irnra the 
t-.ar.^et- nroa: um'er cour? ; U/.onr. Lhnt v:r 11 ijro-jtdf :Mn;:r\niniJ nccurUy Aj^a/usf 

(r») [Jopnratt^ nnd plansiblfi covur .'jLorie,'; f.'ir ftt^tMs and for fTctlon ll'S^S- 

witri oach CUS l:o pvnvide a Icgicpl reason \'ax rpjiuL-r '^^ ^t^^^' 

* - -I'M- 



REGRADED^,Y.hr.!vr;'T l>^:t Mf->.n ',;RS an^l the I^U). 
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Operation? Plnn, UO3130-079-75 



(6) Each CRS will be provided sufficient trniuiuc in security antl 
mectint arrangements so as to minimise possibilities of compromise of 
the source relationship* 

(7) In the event of compromise of a CRS and/or the natiire of this 
operation, termination o£ the source will fallow under auch conditions 
ns are warranted by the circumstances of the corapromise. In the event 
u£ a compromise, denial of USAI involvement will be ac hieved where 
plausible. 



■V 



(8) Under no circumstances will the coimnand element at the target 
dctivity be made, aware of the existence of this opuration or of the source 
relationship between any CRS and the PCO. 





: (9).. Local National InveBtlgators (LNI) employed hy the 66th MI Group 
will not be loade aware of the existence of this Plan, nor of the source 
relationship" with any CRC, 



(10) Knovledgeability of this Plan, to Include the identity of the 
target, will be kept to ^ strict minlmiun^ and only those individuals with ''^^^3 
a strict ''need ro know" will be made cognizant. A knowlcdgeability roster \.:£S 
of all persons with knowledge of this operation will be maintained. 



Cll) Under no circumstances will the PLO reveal USAI recruitment 
interest to any target personnel » nor will he offer any recruitment 
assistance to any prospective 




CRS 



Production: 



(1) The Commander, USA1]AFS Augsburg) will be informed of all credible 
information developed within the target, except as indicated in (2) and'(3)/.§ 
below, 

(2) Suitability information will be evaluated in light of the tenor 
of information and the status of the individual to %rfiom it pertains » and /- 

if considered of major importance or of sij;nif icance to this operation, '^"^ftp^ 
will he forwarded by Agent i:eport to the Commander, 66th Ml Group, ATTO; "^^^-^f^ 
AEUMI-l-GE. ' ' ■ 



5'- 



(3) Information pertaining to or identifying overt or covert sources 



x-ril 1 not normally be passed as individual items to the supported cot&inand 
without specific DCSl USAREITR approval* 




(A) Covs&ander, Sllth IH liattalion will submit to the Cominnndcr, 66th- 
MI Group, ATTO; AEUMI-T-CE, a Quarterly Status Report containing a sumiaary^ 
of the operational progress and source activity covered in this Plan, 
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* bt? coudncted'hy dosignated nerfionnol £ro^ UeBdauar tiers. 66Lh HI Group, 



■ 



Oper/iriwn.q Plan, £03130-079-75 • 

t"0 Periodic brii?flngs of Lhc Coiranauder^ US^;3Ai^S Augsburg coa-^ 
cernizir; the operationnl hif,hli3::tr. Jnd progress of tlic pro^]:T-am will 





•s « 



b1 



c . 



b1 



d. 



b1 



I 



■ft- 





6, p-;-) ;rn:M];n^;G 




b1 



_i 



b1 
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M 




' * • • _ 



■.^:^tg«*^.gyjSisig;^^ ■■■■■■ ■ ' p^-^m'^^-iM'^':-mW'Mm^Mm 




b 1 
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Operations Plan, B03 130-079-73 



^^BXiA/ot the drawdown of as5i"gned personnel at the target no longer 
' warconta continuation ot the operation* 



■' -^ --Si 

- - ■' 



Termination of GRS will 

. -w _t. • » 1 ^T^t 

Si " f^i^i"- *.«"iE"' -[-■'•'f- - 



be in accordance with current source 



COORD tKATIOK i 




a Thi^ Plan- will be coordinated with Qiief, Special Operations 
Detachment. ,66ch M Group prior to coordination with Commander. USASAFS 




o. - ti-mi vill be coordinated with Commander, USASAFS Augsburg 

^htior to submission to DCSl , . USAK£UR and Headquarters, USASA for con- 




•f.'. 
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Aity It^onalty, . H)e:..f.oiroNTtUg will ^apply\s 
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tet«n*l ConattrinUlligKtM Vt^nm (ICO} (0) • _ , 

_ 10 Frt ruary 1976 

^ •cooir* ACSI «fffO«ftl «f CKAa lor ICtF CHWWJtW TODES (0) by 







4. 





it 



"^'^J^fm m^Pi^^ liffJWfrt »:«><i|^-w« SMorlty 



t# (B> to fta •«ctspf mt wafigw vtdi PCg l, O atMOEp II&MI«1MB advlMd tht 
^^1^ oiJI^iKS fOllcgr pvvtalniAf to lCIP*ft In CVUS and tha rtqulrcant to fonltli 
fomrtnlf v^ert* to tb« Qolor loerotory of ch* Atsy. tn ll^t of thm ACSI'v policy 
CO poroooolly tmwlm oil ooo ICD^o* Mn» nUODE doeidod to forvord tho OPXAH for 
It&f fllBBJH VOiM {ll> for ACM I nnriov. Iho opocottoo Lo olroody OB^lsg ood 
OfwroTotf ky opproprUto OSydEOl md VMktk off Idolo, 



^LSK^saiaiit (u) 



-.1 

J* 



o. to Tbo OPIAN for tCXF Ciltlfl«IIW lOKBS (U) lo detl8:Dod to dotoct and countn 
ipptooiobllity to eOfloQOgo by m&ak ponoonol Ooolgnod to oo ioolo$od U8^S& dotoctiMt 
lo the irielftity of tho fftC/CSfll boidor» ttondoxd ICtF inroeodono faovo boon cmpleyod 
tiolng rocruttod oeorc«»» o Frojoet Lioloon Officer ood • Frojoot Control Officer. 




b* (0) By oopovoto oetioo^ o policy letter to oil Anqr latolllgenee comaoodo 
vill be preporod to oooure tiiot ICXF policy ie eotobllohed ood mportiog requireaeoto 
to the Oodor S^perotory ore Mt. 

3. (0) VSSmtmAXimx romx the 5th Indorieseot opprovlog the OPIAK et 1AB A bo 
Olgaod by the AC8I. 






ON 



AC8I, M 



80f 



EXEMPT Y\\<ys\ GENT-".- L Pna.ASSmCATIOJI . \ 

EXEMPTIOX CATE^jj; 
. , ,DEGLA:SSiFY 0:s_ 



J V 



JDMfl'DOB (30 JuD 7S> 5tb lad ; 5 fEB ^^^^ 

SBAJBCT: Intwual GooAt«rlJit«lll<«ac« FrogrM (ICIP) (D) 

BQZML. QUltm of th« AAsUtwt OUL*f of Hmtt for latolligooce, Zho rtBai;otoa, 
Kwhii«too» K 20910 



10: COMMtep 08 Ao^ Inrafo oaA Sovo&tb Jkay* AM Iw York 

epit(«mCt«i of yo«r IC1» CytBllS TQKB (S) itadM Um Maj 1979 
tfw^iiam Mrliwr appn**' lMdf«H»t«n la saffoirt of IB Acsy 

2* ^ Ihi tii<tro»<< la oorltor ci i ti og if O M ilonoo, « liinioiM to thm Sbior 
toomoty «f tiM inf io fcoyond ^porMtlj thm Ottimm of tbo AooUtttt 
Chlof of tMff io(t I^olli«^ttco« fi4 StaiEf vhlcli loelodoo • brt«f stuwry of 
4wolot— iti ooi ototw of ooob omotot ICZr» fiold Inpot i« roqoootoi bgr 
tte LMh of ctao NOftth folloolJtt ^ ^ of ooch oolondor jroor quartor. 



1 iMl 
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■ CktnTMd ByiL^A^^- 

EXEMPT FROM GENERAL DECLASSinr\T10N 
SCHEDULE OF EXECUTIVE ORDER 11 652 
O 0^ EXEMPTION aTEGORy-i. — — - 

moAssin mlLj^^-^-^-^^^l^-- 




DEPARTMENT OF THE ARMY 

HiAOQUARTERS, UNITED ITATIS ASMT. EUROPE ond SEVENTH ARMt 
OFFICE OF rut DEPUTY CHIEF OF Sf J^. IMTEUIOBICE 

ArO OV40] 



AEAGB-CI(SO) 



SUBJECT: Internal Counterintelligence Program (ICIP) (U) 



HQDA (DAMI-DOH) 
WASH DC 20310 



!• (U) References s 



a. Operations Plan, 66tli MI Group, 5 May 1975, subject 
as cibove 

b. Message, DAMI-DOH, DA, 032115Z December 1975, subject 
as above {jc) . 

V 

c. Message, AEAGB-CI (SO) , USAREUR, 061755Z January 1976, 
subject as above (S) . 



2^1 ^iS^ Attached are two Quarterly Sta^ius Reports pertaining 
to tne Internal Counterintelligence Program (ICIP) CARELESS 
TOKEN in support of Detachment N, US Army Security Agency, 
Field Station Augsburg. Copies have been provided the S2 of 
the support unit. 

3. (U) ODCSI, USAREUR, Action Officer is Mr David R» Smith, 
AEAGB-CI(SO) , HM 7354 (AUTOSEVOCOM 6742). 

FOR THE DEPUTY CHIEF OF STAFF, INTELLIGENCE: 



2 Incl 

as 




h/'J. lADEROSA 

Colonel, GS 

Chief, Counterintelligence 
Division 



class:fi:?d by 

~r.Jr:' 





AEAG3-CI(S0) 

SUBJECT.! Internal .Counterintelligence Program (ICIP) (U) 



HQDA (DAMI-DOH) 

msn DC 20310 



1 • (U ) Re f e rence s t 

a. Operations Plan, 66th MI Group, 5 May 1975, subject 
as above {Qfm 

Message, DAMI-DOH, DA, 032115Z December 1975, subject 
as above ^fiY* 

c* Message, AEAGB-CI{SO), USAREUR, 061755Z January 1976, 
subject as above 10) ^ 

2^\Jfer Attached are two Quarterly Status Reports pertaining 
to the Internal Counterintelligence Program (ICIP) CARELESS 
TOKEN in support of Detachment N, us Army Security Agency, 
Field Station Augsburg. Copies have been provided the 52 of 
the support unit* 

3. (U) ODCSI, USAREUR, Action Officer is Mr David Smith, 
AEAGB-CI(SO) , HM 7354 (AUTOSEVOCOM 6742). 

FOR THE DEPUTY CHIEF OF STAFF, INTELLIGENCE I 



2 Incl 



0^ foP^^rvio^ 



A* J. lADEROSA 
Colonel, GS 

Chief, Counterintelligence 
Division 
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DB>ARTMENT OF THE ARMY 

511TH MILITARY INTELLIGENCE BATTALION 
66TH MILITARY INTELLIGENCE GROUP 

APO 09696 



AEUMI-N-CE 



24 October 1975 



B031 30-518-75 

SUBJECT: Internal Counterintelligence Program (ICIP) 

(QUARTERLY STATUS REPORT) (QSR) 



Commander 

66th Military Intelligence Group 

ATTN: AEUMI-T-CI (EXCLUSIVE FOR ICIP CONTROL OFFICER) 
APO 09108 



1. (U) References: 

a. OPLAN, 511th MI Battalion* AEUHI-N-CE, l-75» 1 May 1975 

b. AEAGB-CI(SO), DTG 151640Z July 1975» ICIP 

2. (U) This is the first ICIP Quarterly Status Report, in accordance with 
references, covering the period ending 15 October 1975. 



a, • Activity at the target is in the drawdown stage, pending auto- 
mation in early 1976 under the LA FAIRE VITE Program. Since 1 July 1975, 
personnel manning has been reduced to about 50 percent of previous target 
strength; most personnel have been reassigned to USASAFS Augsburg, In 
June 1975, an official release was nade by letter to the Buergermeister 
(mayor) of Rimbach, which provided details of the withdrawal. Portions of 
the letter were reportedly published in area newspapers. A copy of the 
English translation of the. letter to the mayor's office is attached as 
Inclosure 1 . 

b. Contrary to the letter inclosure, it appears that some target 
personnel in excess of the prograrmned approximately seven (7) individuals 
who will maintain and guard the automated site, may remain in the area 
for varying periods up to 1 July 1976- These include all personnel who 
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are scheduled for DEROS or ETS in FY76 as funding is not available for two 
PCS moves in a single fiscal year. No figures were available at the time 
of the QSR preparation as to how many personnel would be affected, nor had 
it been determined what would be their duties during the approximate period 
1 March-3G June 1976. 

c. The USAF communications site (6913th USAF Security Squadron) 
located in the same area is scheduled to close at about the same time the 
target is automated; no USAF personnel will remain In the area. As far 
as can be determined, the French and Bundeswehr sites will continue to 
operate. 

d. The seven or eight personnel scheduled to remain at the target 
permanently will be billeted at the top of Mount Hoherbogen, In a newly 
constructed building, adjacent to the present operational area. The senior 
individual will be an NCO, grade E6 or E7, who will probably have one of 
the supervisory comnunlcations equipment maintenance MOS's, Other personnel 
stationed there will be equipment and antenna array repair and maintenance 
specialists and guards. All personnel will be single or unaccompanied. 
At the writing of this report, none of the permanent party had been selected 



Operational Matters: 

a. SMLM-F makes a reconnaissance of the Rimbach area approximately 
once a month. The sightings usually involve travel along the PRA perimeter 
roading leading north and south out of Rimbach. Perimeter roads of PRAs, 
excluding Autobahnen , are off limits to SMLM-F vehicles. On 3 June 1974, 

a SMLM-F vehicle was disabled on the access road leading to the target 
operational site, well within a PRA, and was assisted by a Chief Warrant 
Officer assigned to the target, who was not aware of the correct PRA 
boundary. There have been no SMLM-F detentions in the area, and none are 
likely, since the closest Military Police are located at Hohenfels Training 
Area.(HTA), 80 kilometers away. 

b. In March 1975, during a liaison visit with MAJ Richard Douma, 



the target commander^ the PLC was advised that b6 



b6 I had been transferred to Ramstein, FR6 after appearing 



before a board to face charges of homosexuality. 



c. In April 1975, SP4 | b6 jreported a possible SAEOA * 

incident (Group Case 75-061P); during the subsequent Investigation it was 
determined she had reported to Field Office Augsburg a similar approach 
by the same individual a year earlier . Target pe rsonnel were dubious as 
to the veracity of statements made by | b6 | who was transferred to 
USASAFS, Augsburg on 1 August 1975. 
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d. In May 1975, MAJ Douma advised the PLO that some of the target 
personnel had a tendency to talk too openly about their jobs in public, 
and that his solution had been constant reiteration to unit personnel 
on the dangers of loose talk- No specifics were provided on individuals 
concerned. The PLO did not press for details as he considered it a 
command matter. MAJ Douma believed the security posture of the target 
was steadily improving. 



b6 



continued, however. 



G. The preliminary investigation of, ^ 

in low key due to the lack of credible specific allegations. I" b6_ . 
operates the Hoherbogen Restaurant, situated near the target administrative 
area. He allegedly travels regularly to CSSR to visit relatives and to 
attend dog shows. Target personnel patronize the res taurant regularly. 



primarily because of its convenient location. \ b6 | was never reliably 
reported to have shown undue curiosity about target operations and per- 
sonalities, but remains, nevertheless, well-informed becaus e of ov erheard 



— — - - — ■ " — • — f — - — • ? — ■ — - - — - — — — - — - ~- 

conversations of target personnel -customers. In June 1975, jj 
the PLO he was not looking forward to the departure of the Afn 



be told 



)encans be- 
cause he would have to "put up" with local German custome rs, who were much 
more troublesome than target personnel. In October 1975 J b6 [ remarked 
to MAJ Douma that he had mad e sever al trips to Augsburg to negotiate the 
purchase of a tavern there, I b6 I said he intended to sell the Hoherbogen 



Restaurant and move to Augsburg, where he will open a tave rn/restaurant 



two kilometers from the "ASA kaserne." Activity of b6 will continue 



to be monitored in the Rimbach area, and if he moves to Augsburg, he 
should be made a target of continuing interest by Field Office Augsburg. 



Protestant Chaplain at 



f. In July 1975, CPT (Chap) I bS 
HTA, advised that an individual assigned to the target had sought his 
spiritual guidance as a result of extreme emotional anxiety, due to his/ 
her involvement with a group of US ASA perso nnel who were engaged in satanic 



religious practices at the target. I b6 [ revealed no details nor identi- 



ties, due to the sensitivity of communications to a chaplain, however, the 
identitj^ of the individual involved Is believed to have been established 
(see para 4j, below). 



g. In July 1975, two target personnel applied f or Military Intelli- 
gence duties in ACGP-97. One (SP5 | b6 ~"| ) was assisted In 
completion of required fo rms and processi ng/interview is in progress. 
The other individual (SP4 | b6 \ will not be able to apply until 
December 1975, when he has 12 months remaining to DEROS. He expects to be 
transferred to USASAFS, Augsburg prior to that time and has been advised 
to initiate his processing at Field Office Augsburg, 
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h. In July 1975, USASAFS, Augsburg requested a gency checks on t he 
German national intended spouse and relat ives of S P4 r b6 
Subsequently, during a subject interview J b6 "Istated t hat his fiancee 
had contact, through an acquaintance, with I b6 "H a photmirapher/ 



b6 



was 



reporter for a Furth-im-Wald newspaper and that he suspected 
receiv ing money from the CSSR for photographs of facilities' in the Rimbach 
area. 



b6 



had no specific reason to back up fiis—Siispicion and said 



it was common knowledge among target personnel. [b6 [ was the subject 
of a bilateral MI/MAD investigation in 1973 and 1974, during which none 
of the a llegations of possible intelligence activity were subs tantiated.) 
also said he personally was suspi cious of f nu 



b6 



b6 



a former 



member of the target unit, who operates 1 b6 I Club" in Koetzting. 



b6 



is curious as to the status of US installations at Rimbach and 
US citizenship and former Army service as a method of gaining 



uses his 

access to information from US Forces members who patronize his esta blishme nt 



(I b6 l and his activity was previously known to MI/MAD during the 
investigation and not determined to warrant further investigation, 
is a non-DoD affiliated US citizen.) 

1. In July 1975> USA SAE ^ AuQsburq requ ested agency checks in 
Koetzting onj^ b6 



b6 



b6 



|and 



b6 



who were friendly with target 

personnel and who nad become knowledgeable of classified defense informa- 
tion as__d_result of this relationship- There was no indication any of 
the I b6 I had attempted to elicit defense Information. A gency checks 
failed to reveal any derogatory information concerning the fbe I famil v; 
b6 Iwas a practicing dentist in Koetzting. In early Au gust 1975, 



HAJ UOuma advised the PLO that in early 1975, SP4|~b6 



dependent husband,^ b6 



and her 



]a US citizen, had attempted to establish 



a German-American Club between target personnel and the local communities. 



In this connection, the! be 



mentioned being acquainted with a dentist 
in Koetzting, nf i * Nothing of consequence ever came of the attempt to 
form an organization. Later, date unknown, Douma was advised by Commander, 
Forward One r ations Battalion, Augsburg (his supervisor) of a report that 
b6 lhad di scussed class ified information with German acquaintances. 



in an interview of | b6 [by Douma,, she admitted having discussed 

details of LA FAIRE VITE with her husband. in early 1975, a nd to have 
mentioned the project In the presence of o ne! b6 [ a German 

national acquaintance residing in Munich. I b6 [was su bsequen tly given 



b6 I mentioned 



a written reprimand in connection with the compromise, 
nothing about any other German acquaintances, and denied compromising any 
classified information to any other foreign nationals. No information 
was made available to Douma when he was tasked by his higher headquarters 
to investigate the incident, as to the identity of the German acquaintances 
who were sup posed to have received the classified defense information. 
b6 jdeparted the target on 19 July 1975 for CONUS and separation 



from active duty. 



AW 
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j. In August 1975, MAJ Douma advised the PLO that SP4 | b6 , 

attached to the target from the 502d ASA Group as a Czech linguist Voice 
Intercept Specialist (98G2LCX), had exhibited severe mental trauma imme- 
diately following the departure of a close female acquaintance from the 
target on 30 June 1975, an d had been pla ced on extended leave status, 
b6 [ consulted CPT (Chap) | b6 | at HTA and the USASAFS Augsburg 

staff chaplain, but had allegedly decl ined psychiatric counselling. On 
her return from leave, her ac cess to classified material was to be sus- 
pended and Douma could di rect i b6 | to receive counse lling, as he was 
very concerned about her emotional stability^ I b6 [ had a DEROS of 
September 1975. 

k. In August 1975, the PL O advis ed MAJ Douma that a German agency 



had reported a US soldier named | b6 [was trafficking in drugs in 
Koetzting, After the PL O provi ded de scriptive data obtaine d from a FRG 
agency, Douma identified l b6 l as SP4 1 b6 J a Russian- 

linguist Voice Intercept Spe cialist, att ached from the 5Q2d ASA Group. 
Douma was requested to wat ch) b6 | activities closely and pass any 

information to CID at HTA, | b6 [DEROS is June 1976, putting him 

in the category of those mentioned in paragraph 3b, above, who may remain 
at the target without any specific duties. 

« 

.1. In September 1975, 858,786 (who is undergoing preliminary source 
assessment) advised that in approximately April 1975, a female soldier 
traffic analyst assigned to the target, whose name he c ould not re cal 1 , 

had compromised a TOP SECRET/ CRITIC/ CODEWORD message to | b6 ^ a 

dependent and GS-2 clerk typist in the unit administrative office. | b6 
had only a Confidential clearance. The compromise although known by the 
target commander, was not reported to USASAFS, Augsburg. 

m. No specific information has been reported to indicate that 
Hostile Intelligence agencies are in contact with any target personnel. 

5- Lt) Source Activity: 

a* One potential source (B58,786), has been spotted at the target 
and is being assessed. Name traces are not yet complete. He is scheduled 
for reassignment to USASAFS, Augsburg on approximately 15 December 1975. 
In accordance with paragraph 3b of reference a, a Lead Development Report 
is being prepared and will be forwarded separately, recommending his possible 
utilization as a defensive installation source in Augsburg. 

b. The lack of identification of any personnel who will make up the 
permanent party at the target has inhibited any meaningful spotting/ 
assessing activity to date. 



AEUMI-N-CE 

SUBJECT: Internal Counterintelligence Program (ICIP) 
6, (#r^ Consents : 



24 October 1975 




a. The PLO was indoctrinated for 51 on 9 October 1975. Request 
Special Operations Detachment determine if any more Quarterly Security 
Inspections are scheduled for target, and arrange for prior notification 
and coordination so that the PLO may accompany the inspecting team. Any 
insight gained into security problem areas not evident from routine 
liaison contacts would be of great value to the PLO in accomplishment of 
his mission. 

b. . The PLO has reported that he is unable to pursue a more 
aggressive approach with the target commander concerning identities 

of personnel who will remain at the target » without arousing suspicion 
as to his true motives. Request Special Operations Detachment attempt 
to identify those individuals as soon as the determination is made. 

c. The short period remaining of continued operations at the target 
raises the question as to whether the project would be justified at that 
location in the long term. As presently visualized, according to avail- 
able information, any source recruited at the target would be primarily 
reporting on six or. seven other personnel, with whom he is living in a 
very close, restrictive environment. It can be expected the majority of 
the infomation reported will be of an adverse suitability nature. 
Further, it can be expected that with target automation. Hostile Intelli- 
gence efforts at the target will take a lower priority inasmuch as product 
expolitation through the human exploitable factor will no longer be 
present* The Commander, USASAFS, Augsburg raised some of these points 
when reference a was staffed through his office. / 
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WARMG NOTICE: 
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llT^n^ry intelligence Group -MMSDSi^rvOLVhD (WNINTEL) 
ATTN: AEUMI-T-CI (EXCLUSIVE FOR ICIP CONTROL OFFICER) 
APO 09108 



1. (U) References: 



a. OPLAN, Snth MI Battalion, AEUMI-N-CE, 1-75, 1 May 1975. 

b. AEAGB-CI(SO), DTG 151640Z Jul 75, ICIP. 
AEUMI-N-CE, 803130-518-75, 24 October 1975, ICIP. 



2. (U) This Quarterly Status Report is submitted in accordance with 
references a and b and covers the period ending 15 January 1976. 

3. (li)te^ General: 

a. Operational activity continues in the drawdown stage, on schedule. 
The transfer of the first increment of Company B and attached operational 
personnel to USASAFS Augsburg (USASAFSA) has been completed, reducing the 
strength on 15 January 1976 to 63 assigned, 22 attached, 3 TOY and 20 
dependent t/ives and children* In addition, 22 personnel will depart the 
target during January and an additional 34 will depart by mid-February. 
All Company B personnel will have departed by 31 March. During the latter 
part of February and March' 1976, Company B personnel will shut down the 
present operations, service and prepare equipment for shipment and perform 
general repair and utility duties relating to present operations. Action 
by USASAFSA to move all Company B personnel when essential duties are com- 
pleted has alleviated a potential problem of having sensitive personnel 
remaining in the area with much free time. The final day of operation of 
the snack bar was to be 17 January, and the small PX and commissary annexes 
are to close by mid-February. With these closures, the closest shopping 
facilities are in Regensburg, Hohenfels and Grafenwoehr.* 
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b Due to the shortage of PCS Tune's and DA reassignment restrictions, 
USASAFSA offered curtailment or extension options to those personnel sched- 
uled for discharge or separation prior to 31 March 1976, Many chose curtail- 
ment, and some of those requested European separations. Identities of those 
to be separated in USAREliR have not been determined, pending approval of the 
requests. 

c Eiqht dismounted vans remain at the target and the Seventh Army 
Training Center (SATO) Engineer Office, Grafenwoehr CQA0911) has announced 
bids for their ranoval or destruction. The vans represent a total present 
value of $40,000- to the US Government and Property Disposal officials are 
reluctant to destroy the vans as they have a high resale value in Europe. 
It is expected that in the near future a contractor will have personnel at 
the target, either removing or dismantling the vans, 

d. All of thP lA FATRF VTTE fLFV) personn el have arrived at the target. 
The NCOIC is spG I b6 [ All team members are assigned 



to "the Supply and Maintenance Company (SMC), Support Battalion, USASAFSA. 
I b6 [ is a Cryptographic Equipment Repair Supervisor (MOS 32G), has over 13 



years serv ice with USASA. is married (no children) and resides with hi s wife, 

■ ' US citizen, at[ ~ 



b6 



1nee:l b6 



b6 



b6 ]is 3b ye ars old, a native of Colorado and expects to re main, 

at the target until his normal DEROS in November 1978^ 1 b6 | 
mother is a naturalized US citizen, born in Germanyy^her father is employed 
as a Systems Engineer at American Forces Network (AFN), Frankfurt (MA7749). 



b6 



appears to be highly proficient and has exhibited a positive attitude 
toward his assignment. PLO contacts to date have indicated Helus will be 
cooperative and receptive to MI support and contact. On the most recent 
visit to the target (15 January 1976), ! b6 | was reportedly on TOY attending 
an unidentified training course at USASAFSA. He fs scheduled to return to 
the target by mid-February 1976. 

e. Other members of the LFV team are identified as follows: 



(1) SP5 Terry P. Pack, 



b6 



, DEROS February 1978 



(2) SP5 



b6 



DEROS/ ETS April 1978 



(3) SP4 

(4) SP4 

(5) SP4 
C6) SPA 



b6 



DEROS/ ETS February 1977 



b6 



DEROS/ETS April 1978 



b6 



DEROS/ETS April 1978 



b6 
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f. The team began on-site training on 13 December 1975, All of the 
personnel in paragraph 3e above, are Intercept Receiving System Repairmen 
(MOS 33C} or Intercept Recording System Repairmen (MOS 33D). All are 
single or unaccompanied; none admitted to having any girl friends living 
in the target area, or any that they intended to have inove into the area. 
In general, the LFV team monfaers appear to be security conscious. They 
have been at the target "long enough to become familiar with some of the 
USASA "haunts" (Hoherbogen Restaurant in Rimbach. {UQ4553) and the Ratskelle 
and Ambergerhof Restaurants in Furth-im-Wald {UQ4364)), and have been eager 
to acquire information on places of intelligence interest or with a bad 
reputation. 

g. The target has a Serman shepard dog, "Sam" which is partially 
attack-trained and does not react well to strangers, females and blond 
males (SP5 Pack has particular difficulty in getting close to the dog). 
'*Sam" reportedly was beaten and generally mistreated by previous owners, 
and his attack training has given him just enough knowledge to be dangerous 

h. Electrical power at the target will continue to be provided by the 
Pilsen Power Grid. Once activated, the site will havt^ a 22 Kilovolt self- 
regulating generator with a 14-day gasoline supply for backup/ emergency use 
Water must be trucked to the site and sewage removed from a holding tank. 
Both water and sewage tanks are planned for 14-day capacity, A German 
firm, as yet unidentified, from Brueck (UQ0458) has contracted to service 
the holding tank and to truck in water from the Rimbach public water works. 
Emergency fire service will be provided by the Neukirchen-Heilig Blut 
(UQ5258} Volunteer Fire Department, 15 kilometers away, with an unknown 
reaction time. Medical assistance will be provided by the German civilian 
hospital in Koetzting {UQ4349); air evacuation by helicopter is possible 
through the MEDIVAC capability at SATC, Grafenwoehr, APO mail will be 
addressed to Post Office boxes at USASAFSA, will be re - packaged and sent 
through German m ail channels to: Remote Site LFV, SFC | b6 | 84 SI 



Rimbach. [ b6 ( will pick up mail daily from the Rimbach post office- 



i. The site will have three communications channels: 

(1) Direct AUTOSEVOCOM to USASAFSA Control Center 

(2) Non-Secure "order wire'' to USASAFSA Control Center 

(3) German commercial phone (Class B) (09947-302) through the 
Neukirchen-Heilig Blut exchange. 
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j. Target personnel will live fn the "Chateau" located adjacent to 
the Operations Building, The newly constructed ^'Chateau" consists of a 
common area: living room, kitchen and recreation facilities, with couches, 
television, stereo and a pool table; and adjacent sleeping quarters. 
Personnel w ill be allowed guests in the common area. The Commander, SMC 



has advised b6 



he may hire a local cook If the team members agree. 



b6 [would like to hire his wife for this activity, as she will otherwise 



be unemployed. This solution appears. to have a distinct advantage over 
hiring a local area national. 

k. Two team members will be on duty at the site, 24 hours a day. 
Present plans call for the issue of .45 caliber pistols and ammunition, 
but it has not yet been determined where the weapons and ammunition will 
be stored. In the event of attonpted penetrations of the area, personnel 
have b een Instructed to lock all entrances and remain inside the building, 
I b6 l has been advised that elements of the 3d Squadron, 2d Armored Cavalry 
Regiment C2ACR) at Camp May, Regen (.UQ6326), 43 kilometers, may have a 
reaction capability, reaction time unknown. 2ACR elements patrol the CSSR 
border area near the site and may be capable* of a short reaction time. 
Joint defense plans have been discussed with tv^o other military units in 
the same irrmediate area, Fernmeldesektor F of the FRG Armed Forces and 
Detachment D of the French Forces, Both counterparts appeared eager to form 
joint defense plans, but the non-NATO status of the French precluded USASA 
from negotiating at the local level. The problem reportedly was identified to 
USASAFSA. Each manber of the team will have one key to the entrance gate 
which will be kept locked at all times after the German contractor personnel 
have departed the site. The operations building, a Sl-area, is equipped 
with heat and sound-sensitive alarm systems and alarms also sound in the 
event of power loss or equipment malfunction. The German contractor engaged 
in construction work at the site will remove approxim<itely 1.5 meters of 
rock from the end of the ridge near the tower to enlarge the antenna scanning 
area* This work cannot be completed during the winter months and is expected 
to be finished by May 1976* Explosives cannot be used due to the sensitivity 
of installed equipment in the immediate area. 

1. On 15 January 1976, the PLC met the LFV Project Officer from the 
USASA Systems Agency, Vint Hill Farms, Warrenton, Virginia, who was visiting 
the target. He explained that the following relay towers in the LFV system 
are unmanned by USASA personnel : 

Sei bersdorf TQ97 624600 

Landshut TP94688240 

Bonstetten PU26906739 

Dachau PU80735456 

Wasserkuppe* NA664a9456 

Wildflecken* NA56258478 

Brandhof** PV26258873 
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Heidenheim** PV28953095 
Schwanberg** NA91 89087 9 

*Anny location occupied by non-USASA personnel 
** USAF installation 

The present SOP gives little information on the remote towers as far as 
security is concerned. In general, the remote towers are tall antennas 
with small buildings at the base. Each building has a door that is supposed 
to be kept locked. If someone enters one of the buildings an alarm light 
goes on in the central control area at USASAFSA. Telephones with open speakers 
are located in each building, so that if the alarm lights go on in the central 
area, duty personnel can pick up a phone and ask who is there. Arrangements 
have reportedly been made with local police, details unknown, to keep a close 
watch on all the remote towers, but the Project Officer was uneware what 
action the police were to take concerning trespassers. Anyone gaining access 
to the building at a remote tower could, with the proper equipment, tap 
the open service line and the scrambled traffic lines, While tapping the 
traffic lines would yield nothing but meaningless letter/number groups, 
they might have some value to a Hostile Intelligence Service. The isolation 
of several of the remote towers makes them susceptible to sabotage as the 
loss of a tower in the relay system renders that segment of the system use* 
less- 



Operational Matters: 



a.- Reference paragraph 3j, above: U5ASA has not planned any electronic 
sweep of* the SI area or the common roo m now t hat the German contractor has 
completed installation of the wiring. 



b6 asked if the PLC could arrange for 



an electronic sweep of the entire area as future visitors may want to use the 
common area for conferf:nce$. The PLO was non-committal and no action will be 
taken unless a formal request is received. 

b- Reference paragraph 4g of reference c: On 8 Decerr^ber 1975, the 
First Sergeant of Company B advised that SP5 | b6 [ was no longer 

interested in ACGP-97 duties and that his application papers should be 
destroyed. SP4 I b6 | the other individual interested in ACGP-97 

will remain at the target until February 1976 and his application Is being 
processed with PLO assistance. 



c. Reference paragraph 4e, reference c; | b6 | is movingto 

Augsburg on about 1 February 1976 and will be operating the Cafe-Restaurant 

"Sonne ", 9 Hauptstrasse, Augsburg-Bergheim (PU3554), telephone: 97524, 



b6 I has passed out the name and address of his new establishment to target 
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personnel who are moving to Augsburg, and he has been active ly soli citing 



their future patronage. There have been no indications that I b6 ^ l has 
attempted to elicit information from target personnel, however his proxi- 
niity to the target and the regular customers from the target at his estab- 
lishment, the Hoherbogen Restaurant, have resulted In him being well- 
informed about ongoing transfers* the drawdown and future operations in 
th e target area. All members of the LFV team are aware of MI interest 



in l b6 I It is expected that the Hoherbogen Restaurant will be leased 
by another party and remain open. No information is presently available 
on the new lessee, 

d. Reference paragraphs 4f an d 4j, referenc e c, the information pro- 
vided is clarified as follows: SP4 | b6 [ formerly attached to the 
target from the 502d ASA Group, contacted the Army Chaplain at the Hohenfels 
Training Area (HTA) for spiritual guidance when she became depressed after 
developing a strong emotiona l attachment to another female soldier who had 
departed the targ et. | b6 | was counselled and subsequently reassigned to 



USASAFSA. I b6 | had nothing to do with the "satanic religious practices" 
referenced in paragraph 4f, reference c. That matter was not known to 
involve any target personnel and all personnel known to be involved with 
alleged "satanic religious practices" are assigned or attached to the 207th 
ASA Company. HTA and discussion of the incident is not germane to this 
report. 



e. Reference paragraph 4k, reference c; SP4 1 b6 |, due 

to be transferred to USASAFSA is considered by his supervisors to be a 
potential troublemaker in the organization. He has been behaving strangely, 
which may be attribut able to injuries he received in a 1974 motorcycle 
accident. [ b6 '^ m^ reprimanded by the Company B CoRmander for signing 
a guard property receipt with the name "Mickey F--King Mouse," He has also 
been involved in a questionable transaction with a German national involving 
a motorcycle. 

f. Target personnel reported no SMLM activity in the area since 
approximately September 1975. The PLO will recommend that the nearby German 
Army unit advise target personnel whenever a SMLM vehicle is reported in the 
area. It is known that German Military Counterintelligence (MAD) advises 
Fernmeldesektor F whenever a SMLM vehicle is reported in the area. The PLO 
will provide assistance to the LFV team in formulating a SMLM SOP. One team 
manber had no SMLM card and none of the team members contacted on 15 January 
1976 were certain of what action to take if a ^MLM vehicle was sighted in 
the target area. None of those individuals could recall having received a 
meaningful SMLM briefing since arriving in USAREUR. 



DEGRADED UNQLASSinEO 
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a. The PLO gave a short SAEDA briefing to LFV team members (less 



b6 I on 15 January 1976 and requested their cooperation in identifying 
risk spots» suspicious incidents, undue curiosity and other SAEDA-^related 
natters. 

h* In October or November 1975, date unknown, an individual was 
sighted measuring the perimeter fence of the target from the outside. He 
was challenged and he rapidly retreated into the woodc'd area and could not 
be located. The incident was allegedly reported to USASAFSA and it was 
later concluded that the individual probably was a Bundespost (German Post 
Office) employee, since a Bundespost truck had been seen near the site that 
day, and the matter was considered settled. The incident was not reported 
to MI when it occurred, and only became known on 15 January 1976 during 
casual conversation. It was emphasized to LFV team members that available 
MI support can only be effective if all incidents, however minor, are 
reported in a timely manner- In the above instance, it was not determined 
how the unidentified individual was concluded to be a Post Office employee, 
but in any event, it appeared from information available that the activities 
as described were suspicious and warranted further investigation. 

On 16 November 1975, two ranking representatives of the CSSR 
firm SEMEX, a subsidiary of the state-owned auto manufacturing firm SKODA 
visited the SEMEX offices in Furth*im-Wald concerning a planned program to 
import CSSR tractors into the FRG via SEMEX. Despite the fact that their 
business was in Furth-im-Wald and there was an abundance of hotel rooms in 
that town, the two individuals made reservations at the Hotel Kolmerhof in 
Rimbach for the night of 16-17 November. They departed for Munich (PU9135), 
FRG the following day, .Nothing of a suspicious nature was noted during the 
visit, but represertatives from SEMEX have been identified in the past 
engaged in low-level intelligence activity on behalf of the CSSR Intel li- " 
gence Service, On 25 November 1975, inquiries at the target revealed that 
no unit personnel regularly patronized the Kolmerhof Hotel, although it was 
located directly across the street from the Company B administrative area, 
because of its higher prices and it catered to a clientele able to spend 
more: money than most target members* On occasion, the hotel did hold 
dances and some target personnel had been known to attend, 

j. On 13 December 1975, SSG | b6 Company B, 

was reported as missing after spending an evening drinking at a tavern in 
Voggendorf (UQ4453). Unit personnel, assisted by local police, searched 
the area thoroughly and he was finally found the following day after having 



and the local police during the search action. 
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(paragraph Ae, 



a- B58,786 advised that the behavior of | b6 . . 

above) had deteriorated, possibly due to physic al problCTS arising from 
his 1974 motorcycle accident. In the accident^ | b6 "| was gored 
by a wire fence and his neck was heavily scarred despite several pla stic 
surgery operations. Some spinal damage: also occurred and I b6 [ was 
on medication and frequently complained of headacheSt He could not 
concentrate, argued wi th supervis ors and had developed a short attention 

.1 11 ("^ ■..AHA. > ■ I. 



span. Lead questioned 
sensitive duties. 



b6 



suitability for continued assignment to 



b- B58,786 was encouraged to patronize the Hoberbogen Restaurant 
more of ten, in order to maintain continuity to the limited investig ation. 



pending rb6 | Intended move to Augsburg, Lead was to determine 1f fbS 

^ * M & * ka ^^^^^^^^ 



acted in a suspicious manner^ This activity was designed to assist in the 
assessment of the Lead's potential. This action was not out of character 
as Lead patronized th e resta urant occasionally and knowslbS [ Lead was 



b6 



aurant occasionally and knows ! b6 [ Lead was 
]nor was MI conmitted to reimburse Lead for any 



not targetted against 
expenses incurred. 

c. Local agency and 201 file checks on LFV teani members are being 
submitted as a separate action. Name traces will be conducted on all team 
members. 



Comnents : 



a. No support is required from Special Operations Detaclmentj except 
for a Dortion of the actions outlined in paragraph 5c, above (to be sub- 
mitted). 




b. Reference paragraph 3b, above, 1f members of Company B obtain 
European separations, whether or not they remain in the target area, they 
could pose a similar situation to that which occurred In July 1974 when a 
former member of Company B, who had a post-separation travel restriction, 
travelled to CSSR within a few days after his European separation, The 
PLC will arrange with Commarrier, Company B for SAEDA briefings and appro- 
priate warnings on travel restrictions to all target personnel receiving 
European separations. 

c. Reference: paragraph 3 1 above, local police, having Jurisdiction 
over the areas of the LFV remote towers within the 511th MI Battalion area 
win be contacted to determine what they have been told about the towers 
and what measures they are taking pertaining to tower security. 
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d. That portion of the comnents in paragraph 6c. reference c that per- 
tain to the possible limited results of this operation after target auto- 
mation, remain valid. Considering these limitations, the thrust of the 
operation will be directed at developing threat Information directed, against 
the target and target personnel. 
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Chief. HDHIKI Division 
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OKTftOt NUMBER 


Review of Internal Counterintelligence Program (ICIP) 
GONDOIA STAR (U) 


OFf*Ce SVMBOI. ISUSPEHSf 

DAMI-DOH 1 


OATK 

14 Jan 76 


To obtain ACSI decision for continuation or termination of subject ICIP* 



tint mctiom mHtiPmt rm€9m& to otkar «ovrc««, j 
1. 



B/^CKGROUND : (U) 



Dugjn, 
kl9 oni 



ig the last quarter of calendar year 1974, the ACSI directed the termina- 
tion ofAl9^ongoing ICI? operations* The operations terminated were those which were 
less productive or conducted at installations of lesser sensitivity. Among those 
terminated was the ICIP GONDOIA STAR at Aberdeen Proving Ground/Edgewood Arsenal, MD. 
(A subsequent new operation increased the total ongoing ICIPs to eight.) 



b* After reviewing correspondence initiated by the Commander, APG and indorsed 
by the Commander, Test and Evaluation Camnand and the Commander, Army Materiel Command, 
which reconmended the ICIP GONDOIA STAR be continued, the ACSI reinstated the operation 
for a period of six months on 11 Jul 75 ( TAB B 

* 

c. In a memorandum for the Under Secretary of the Army dated 16 Sep 75, which 
provided the quarterly ICIP report for the second quarter calendar year 1975 ^TAS C') . 
the ACSI reinstated the operation for a period of six months and indicated a final 
determination would be made in January 1976 as to whether or not the operation should 
continue- 

2. ^tcK DISCUSSION: 

a. (U> At TATt A the Special Assistant to the Cranmander, USAINTA, provided an 
analysis of the ICIP GONDOLA STAR covering the period July thru December 1975. He 
recommended that the operation be retained as a meaningful adjunct to the security 
program at Aberdeen Proving Ground/Edgewood Arsenal, MD» 

blL|\^ Three of the activities targeted by the ICIP are designated Critical 
Sensiftve by USAINTA: Edgewood Arsenal, US Army Ballistics Laboratory and the US Army 
Materiel Systems Analysis Activity. During the six month period under review, two 
new confidential sources were recruited within these activities* Additional casual - 
^onrc^^ and CIRLS wPrP aKso identif p^-*" 



CU) 
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DAMI-DOH 

SUBJECT: Review of Internal Counterintelligence Program (ICIP) GONDOLA STAR (U) 

c. ^1^^ Much of the information reported in this operation continues to be 
related to personnel security activities with emphasis on personnel character 
weaknesses. However, although the ICIP did not uncover meaningful counterespionage 
information during the period under review, overall^ GONDOLA STAR compares favorably 
to the other eight ongoing operations in scope and coverage of the Critical Sensitive 
activities at the installation. 

3. (U) Recommendation : That the ACSI approve the continuation of ICIP GONDOLA STAR 
as an ongoing operation. 



APPROVED 




DISAPPROVED 

SEE ME 




MIIA-SO-SA (IT Dec 75) • -^-.^e:; 

STBJECT; ICIP GOI^DOLA STAR (U) 

TO H(JDA (LAMI-DOH/ FROM CDR, USAIWTA BATE ^ " CMT 2 (C) 

LTC HAENDIE) Special Operations Mr Hine/Si^Ol/id 

WASH DC 20310 Detachment 

Ft Meade, MD 20755 

1. ' (U) References: 

a, ACSI DA Letter, DAMI-DOH, siib^ject: Retention of Internal Counter- 
intelligence Program (ICIP) (U), 11 JtOy 1975. 

b. Draft ACSI letter, DAMI-DOH, subject saiae as ref la, submitted 
with 902d MI Group retiuest for reinstatement of GONDOLA STAR in June 1975- 

In compliance with paragraph ^, CMT 1, comments and recommenda- 
tions concerning ICIP GONDOLA STAR are submitted herewith. Subsequent to 
the ACSI revalidation of ICIP Operation GONDOLA STAR (u), as provided by 
reference la above, the foLLoving actions have been taken: 

a, A thorough study and review of the operation was conducted. As 
a result of that study, it was determined that Edgewood Arsenal (EA), 
the US Army Ballistics Research Laboratory (BRL), and the US Anny Materiel 
Systems Analysis Activity (AMSAA) were Critical Sensitive (CS) activities 
in that order of priority; with the US Army Test and Evaluation Command 
(TECOM), us Army Human Engineering Laboratory (HEL) and the Materiel Test- 
ing Directorate (MTD), Aberdeen Proving Ground (APG), having a sensitivity 
of Highly Sensitive (HS), and so designated in that priority of STjpport, 
It was the goal of the operation during the last six months to provide 
confidential source personnel support to the three CS target areas. With 
the recruitment of two additional confidential soizrces in AMSAA during 
the last six months, this short-range ob^jective was met. 

b» Additionally, ten casual sources and five counterintelligence 
recruitment leads have "been identified. Although it is the long-range 
objective of the operation to provide confidential source coverage to all 
of the targets presently identified, it is the short-range goal to recruit 
additional confidential soujTces within the Critical Sensitive targets 
while conc\irrently spotting for additional leads dxiring the next six 
months. The 902d M Group has manpower resources, to include an experi- 
enced "Great Slcills" Agent Handler, to support this operation. 

c» Items of counterintelligence interest reported to the supported 
activities in response to established EEI by soxurce personnel have in- 
cluded seven incidents of foreign contact of military and DOD civilian 
personnel, six incidents of foreign travel by military and DOD civilian 
personnel, one report of solicitation by a foreign organization, three 
reports of identification of alien enlistees, fourteen reports of possi- 
ble \insuitability of personnel in positions with access to classified 
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materialj and eigliteen reports of possible security weaknesses, viola- 
tions or hazards* The above information has provided five leads for 
the CE Branchj Special Operations Detachment, USAINTA; has led to the 
request for two limited investigations by the siipported coEimands; has 
caused one DOD civilian to undergo a "fitness for duty" examination to 
include a psychiatric evaluation; and has caused reviews of security 
procedures and the issuance of security warnings by security officials 
at APG/eA, Details of the above reports are contained in Quarterly- 
Progress Reports (attached as Inclosures 1 and 2), 

3. COL Ungerleider, CDR, APG; COL Stahl^ CDR, Edgewood Arsenal, 

ant^/MG Powers, CDR, US Array Test and Evaluation Command, APG, have 
received separate briefings on the status of ICIP Operation GOTITOLA 
STAR. All have indicated their ccffliplete satisfaction with the support 
provided by the operation, and have enthusiastically indicated their 
desire that the operation be continued. 




Ihe previously reported threat to APG/EA as contained in the 
repcfrt of the 197^ SAVE conducted at BRL and the threat to CBR informa- 
tion, equipment and weapons as outlined in reference lb above remain 
valid. 




5# Ihe operational objectives are being met. The operation is 

providing the information required and desired. 

6. ^^Pf Recommendation: Retain ICIP Operation GQRDOLA STAR as a 
meaningful adjunct to the security program at Aberdeen Proving Ground/ 
Edgewood Arsenal, MD, 



2 Incl WILLIAM I. ^feNWINGS f 

as Special A^stant (OPS) 
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DAm-DOH 




SUBJECT 



Quarterly ICIP Reports (O) 



TO CDR, USAINIA 
ATTN; MIIA'SO 
FC MSADE MD 20755 



1. 



FROM DAMI-DOH 



DATE |7 DE^ "^^75 

LTC Haendle/mjb/56159_ 



(U) Reference, message, DAMI-DOH, 032115Z Dec 75* 

2. Attached for your files is a copy of the INFORMATION MEMOiRANDUH to the Under 

Secretary of the Army (less incloaures) which forwarded sumtaaries of the nine on- 
going C(MJS ICIP operations as submitted by your headquarters* The summary pertaining 
to a proposed IClP by the 66th MI Group in support of USASA was not included in this 
submission. Upon receipt of a response to the above referenced message, a decision, 
will be made whether to include that operation in the next quarterly report • 



3. '"(C) In staffing the Quarterly ICIP Report within CACSI, the Acting Director of 
Intelligence Operations noted that many of the" suimiarie? of on-going actions contained 
too many details of Individual character/behavior issues. In future quarterly reports 
suitability- type information pertaining to individuals covered by the ICIP project 
should be either eliminated or sunmaarized in general comments* 

4, Vm f>n a separate matter, when the ACSI reinstated the ICIP GONDOLA STAR in 

July 4975, he indicated he would review t-he ICIP in six months to determine if 
significant information had been developed to warrant continuation of the project. 
It is requested thaf^your headquarters conduct a review of this ICIP and furnish 
your comments and recommendations to this office by 9 January .1975. 



FOR THE DIRECTOR OF INTELLI6MCE OPERATIONS: 




1 Incl 
as 



L'p- A» SPIRITO 

Colonel, 6S 

Chief, HJMINT Division 



REGARDED U„CUSS,HE0 




CJassified by. 

EXEMPT FROM GE>r - . V.AS3JFICATI(>1V 
SGHEDUTJE OF EXECUTIVE ORDER 11652 
EXEMPTION nATFrrOTi V ^ 

cm J J ^-^^ of 



T\ A FORM . O A dC REPUACeS DO FORM-Se, EXISTING SUPPLIES OF WHICH WILL BE 

UM lFfB«2 t T-i/D ISSUED AND USED UNTIL, t FEB 63 UNLESS SOONER EXHAUSTED, -i^ij.s, «POi 1072- 473-063 P.O. 13 




DEPARTMeNT OF THE ARMY - 
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IGIP QDARTERLI ERCC2iESS EEPORT IvUMBBR 4 

Period: 1 July 1975 to 30 September 1975 
tmim NOTICE :. SEN5ITITE SOUSCES m METHOPS IHTOLVED 

1. (U) Identity; GONDOLA. STAR (U), 

* 

2, 'M^)^ Supported CcTtLaand: HQ, Aberdeen Proving Groimd {APG)> MD,' and 
critical sensitives (CS) and hi ghlj-. sensitive (HS) tenant activities at 

APG subordinate to the major command, US Army Materiel Command, Alexandria, 
VA. ^ 



Targets; 



a. Edgewocxi Arsenal, Bdgewood Area, APG. 

b# US Army Ballistic Research Laboratories, Aberdeen Area, APG# 
c» . US Amy Materiel Systems Analysis Activity, Aberdeen Area, APG» 



4. 



d* HQ, US Army Test and Evaluation Command, Aberdeen Area, APG, 
US Amy Human Engineering laboratory, Aberdeen Area, APG, 



a. 



Materiel Testing Directorate of APG, Aberdeen Area, APG. 



Coverage: 
Source 



(l) Confidential Sources 

(a) IC-B-005 

(b) IC-'B^IO 

(c) IC-B-030 



(d) IC-B^32 



Kumber/Type of 
Target Covered Contacts Reports Produced 



3c 
3a 

3e 

3a 



3 
5 



2 Contact . reports 

4 Contact reports 
1 Agent Jieport— 

3 Contact reports 
6 Agent reports 

6 Contact reports 

7 Agent reports 



th«^tM ty USAINT& Rag 3B1-10O-1 

tKtWPT FROM CEKtR^lL OECLiSSlFiCATlftJI 
SCHCCULE OF EXECUTIVE DKDEfl iiW 

txiHnm cATFEjonr 2 

Pt«LA$sirv fl M ^1 December 




ByCDRUSA«OMFOI/PO 
AiJft Para 1-603 DoD 5200.1. 
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(b) IC-BH353 

(f) IC-B-064 

(g) IC-B-079 

(h) IC-B-080 



(2) 



3a 
3b 



3a 



3c 



3 Contact reports 

.3 Contact reports 

2 Agent reports 

3 Contact reports 

Z Agent reporta 

4 Contact imports 
3 Agent reports 



Conveptioiial Sources : Conventional sources utilized during the 
reporting period consisted of those casual and official contacts inade by 
the Project liaison Officer in the furtherance of his ICIP duties. These 
contacts consisted of, but were not limited tOj . thoait reported in paragraphs. - 
4a (3) J 4b and 4c belotf. The Project Liaison Officer also had limited or 
one-time contact with other individuals of the supported activity's work-* 
force. These contacts did not significantly contribute to the counterintel- 
ligence coverage of the stipported activities, but did serve to project the 
presence of Militar^r Intelligence in the area. These contacts also contributed 
significantly to the establishment of a pool froaa which conventional and . 
confidential sources can be developed. No conventional sources have been 
tasked to gather specific essential elements of information. However, all. 
conventional sources are made aware of the Project Idaison Officer's overt 
("Kilitary Intelligence Special Agent") duties and tintype of infoiination 
of interest to all siBcurity officials* No conventional sources have been 
key^sheeted* Those individuals who provide reportable information and 
e^qpress a desire to remain anonymous will be key-sheeted at the time they 
make their desire known, 

(3) Casual Sources: 



(a) I b7(d) 
(b) 



b7(d) 



(c) 



(d) I b7(d) 



3f 


3 


0 


3b 


3 


0 


3a 


2 


0 


3a 


1 


0 



b. LlaiaQn Contacts Agency 



Contacts Reporta Produced 



(1) Aberdeen RO 

(2) Barracks D 



FBI 



MD State Police 



8 



0 



0 



REGARDED UWCLASS^FIED 
ON gep -g 

BY CDRlJS^INSd0!^ FOl/PO 
Auth Para 1 -603 DoD 520J 
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(3) 


Sheriff's Qfc 


Harford County 


5 


2 Agent reports 


(4) 


Sheriff's Qfc 


Cecil County 


1 


0 - 


(5) 


Police Dept 


Aberdeen, MD 


• 


2 Agent reports 


(6) 


Police Dept 


Bel Air. MD 


2 


2 Agent reports. 

■ 


(7) 


Police Dept 


Havre de Grace « I© 


3 


2 Agent reports 




Provost Karshal 


PMO, APG 


12 


0 


(9) 


CID 


APG 


39 


0 


(10) 


Intel Office . 


APG ... _. 




2 Agent reports 

. - 


(11) 


MPI 


H40, APG. 


■ 


0 


(12) 


Secia:ity Qfc 


EA, APG 




0 


(13) 


Security Qfc 


BRL, APG 


7 


1 Agent report 


(14) 


Security Qfc 


AICAA, APG 


6 


1 Agent report - 


(15) 


Security Qfc 


TEGCM, APG 


3 


0 




DGcurxtry ulc 


HEL, APG 


2 








WD, APG 


9 


n » 


(18) 


CPO 


HQ, APG 


13 


2 Agent report 


c« 


GIRLS 










Name 


Phase of Development 


Plac ement/ Access 


(1) 


b6 


• 

Vetting started 




3a • 

* 

3a . 

• 


(2) 


b6 


Vetting started 



5. (FOUO) Statistics 



a. ICIP PLeports: 



(l) Spot Reports: 

REGARDED UNCLASSIFIED 

BY Cof UsS^M FOi/PO 
Aulh Para 1-603 DoD 5200 



Furnished 
Group HQs 

0 



Furnished 
Sptd Cmd 

0 





• Subtotal FI Total 



50 



ICIP QU/VRTERLT PROCSESS REPCET NUMBER 4 
Period; i JxOy 1975 to 30 September 1975 



(2) SOI: 

(3) URi 

(4) Agent Reports; 

(5) JjB&d Development 
Reports; 

(6) . Contact Reports: 

(7) Basic Source Data 
Reports: 

(S) Other: 

MFR; 



0 



0 
0 



35 



1 
28 



N/A 



K/A 
N/A 



N/A 



0 



0 



35 



0 



0_ 



_ 1 * * 

35 



28 



1 

28 



8 



K/A 



8 



8 



Various items of information passed b^. word of mouth to the 
supported connnand/activitiesi 



b. 




PCO 



PLO * 



Other 



Subtotal ■ 



FI Total 



b1 



c. 


TDT Funds: 


0 


0 


0 


0 


0 


d. 


lianhours : 










■ 


(1) 


ICIP (GASH); 


494 


* 

267 


0 


761 


761 


(2) 


aher ICIP; 


M4 


0 


0 


U4 




(3) 


Non-ICIP; 


16 


354 


0 


370 


370 


6. (C) 


Remarks: No inforniatiorx wag 


* ■ ■ ■ 

reported concsiTiiDg non-affiliated 



civilians or organizations. 

7. (C) Quarterly Brief iiug of Supported Cominand; 
-a* CircuTustancea t 

(1) On 22 August 1975 COL Kenneth Stahl, Camnander, Edgewood 
Arsenal (EA), Aberdeen Proving * Ground (APG), MD^ vas brought up to date 
on the status of the ICIP at EA, He was informed that GOIIDOIA STAR had 
been reviewed by the Assistant Chief of Staff for intelligence. Department 





ICIP QUARTERLY FROGHESS HEPCHT mHBEH k . . ■ . 

Period: 1 July 1975 to 30 Septenxber 1975 

of the Army and revalidated for another six months* At the eM of the 
sijc month period, January 1976, the operation would again be reviewed* 
COL Stahl was reminded that MAJ Walter W, Stanaberxy, Fonaer Security 
Officer, EA had been the ICIP Coordinator for EA and now that he had ; 
departed for reassignment a new ICIP Coordinator had to be selected and 
given an ICIP briefing* COL Stahl advised that he desired MA J Stansberry's 
replacement, CPT Viacent J. Falconio, Security Officer, EA, be the ICIP 
Coordinator, COL Stahl also advised that a new deputy commander, COL . 
Burt NMN Dall, had been assigned and he desired that COL Ball be briefed 
on the ICIP at EA. ' • ■ 

(2) Cki 22 August 1975 CPT Vincent J, Falconio was given the initial 
ICIP briefing and a current status report concerning operation GQ-JDOIA 
STAR (U), Falconio acknowledged his understanding of the soxirce program 
and readily grasped the overall concept of ICIP* He indicated a desire 
to establish the best possible working relatiohship^feth the PLO. At 
the conclusion of the briefing Falconio executed a Security Certificate^ 

(3) On 1? September 1975 COL Burt NMU Dall, Deputy GoMander, Edge- 
wood Arsenal, Edgewood Area, Aberdeen Proving (k-ound, MD, was given the 

Initial Internal Counterintelligence Program (ICIP) briefing, CPT Vincent 
J* Falconio, - ICIP Coordinator, was also present during the briefing* 
Because COL Stahl, Commander, Edgewood,, Arsenal, vra-s on annual leave, COL 
Dall and CPT Falconio were also given the Quarterly Progress Briefing at - 
this time. ' 

(4) Cki 24 September 1975 a Qxaarterly Progress Briefing was given 
to COL Alvin D, Un^:erleider, Canraander, APG, and to Mc. Harry A* Mencke, - 
Installation Intelligence Officer, APG, the ICIP Coordinator for the Aber- 
deen Area, Aberdeen Proving Ground, MD» 

b. Recapitulation of Operjational Progress During the Period : 

(l) During the first quarter of FT 1976, considerable effort was 
expended to reactivate and expand ICIP coverage at APG following the ter- 
mination of Project- GONDOLA STAR on 31 March 1975 and subsequent revalidation 
of the Project by the ACSI on 11 Jiily 1975. During the latter half of July 
1975, the six confidential sources which were being utilized prior to 31 
JIarch 1975 v/ere recontacted and reactivated; one confidential source, whose 
recruitment had been postponed because of the teraiination of the project, 
was recruited on 5 August 1975; a Lead Development Report on an additional 
confidential source was subjidtted and approved, and this scarce was re- 
cruited on 4 September 1975* These two confidential sources were the first 
recruited in the USJ Army Ilateriel Systems Analysis Activity, a critical 
sensitive activity at APG, 
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(2) The Project liaison Officer (PLO) re-established liaison contacts . 
in local, state and federal agencies in addition to maintenance of his 
contacts with the ICIP coordinators and security officers of those activities- 
3receiviag ICIP support at APG, The PLO also established Jaew casual sources ; 
in critical areas of the ICIP-'Supported activities at APG and vetted two 
new CIRi^ to the point of submission of KA.C requests^ Some progress vjas . 
made in ijiproving the ratio of ICIP to non-ICIP duties of the FIX), who is 
also^i^uring this reporting period — the only special agent of the Abeirdeen 
RO; this ICIP to noa-IGIP ratio has been a weak area of Project GOKDOIA 
STAR since its reactivation in 1972. A favorable trend was established 
as the quarter progressed, as reflected by the ^act that during July' 1975 
the PLC's duty hour's were 45 E3IP and 172 non-ICIP, during August 1975 they" - 
were 94 ICIP and 115 non-IClP, and during September 1975, 122 ICIP and 67 
non-ICIP# 

■ 

c. Sifinificent Comterintelligence Informatioi7 Developed : 

(1) Under the EEI, *» Identification and extent of foreign contacts ' - 
of military and DoD civilian personnel, \d.th particular einphasis on Sino^ 
Soviet bloc countries" (paragraph 1, Appendix 1 to Annex J to 0P-001^74- 
109)^ the following information was developed: 

(a) Soiuxje IC-'&-064 reported that an unknown nxmber of Swedish citi— - 
zens would visit the IB Arioy Ballistic Research Laboratories (HRL), APG, • 
on 13 August 1975 • Follow-up by the PLO determined that the visit had 
been properly coordinated* 

. (b) Source IC^-B-080 reported that seven Swedish citi^iens woxild 
visit the US Army Materiel Systems Analysis Activity (AiSAA), APG^ on 
26 September 1975 • Follow-up hy the PLO determined that the visit iiad 
not been properly coordiiiated, but that AI^SAA had taken action to insure 
that the Swedish visitors would not be given access to classified inf or^ 
mation until definitive guidance was received from KQ, US Aruy Materiel 
Coaimand. 

(2) Under the EBI, "Foreign travel of military and civilian, personnel, 
either intended or completed, to Ccosnunist controlled coxintries, or attend- 
ance at social and official functions at vvhich Conmiunlst country personnel 

are present" (paragraph 2, Appendix 1 to Aniiex J to CP-001-74-109)> the 

following information was developed: 



(a) Source IC-B-010 reported that GS-lz l ^6 

pharmocologist eniployed in the Biomedical laboratoiy, Edgewood Arsenalj 
APG, hadj at HER own e:xpense, attended the Sixth Congress of the Inter- 
national Union of Pharmocologists (IUPHAR) which was held in Helsinki, 



REGA^D^t|^CUSS5RED 




ON «^ 1997 _ 

BY CDR USAINSCOM FOI/PO 
Adth Para 1r603 DoD 5200-^ 



mmm 




, ' ■ * ' - 



■ 1 



1 

I 

( 

.1 

'J 

.'3 
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b6 



attended 



Finland^ 20 through 25 1975. During the Congress^ 

a liincheon hosted ty a representative of the tlhion of Soviet Socialist 
Republics (USSR ) , who ^as also an official of the lUFHiR. Following the 



Congregsj b6 took part in a five^ay^ lUFHAR-sponsor-ed tpur to 



Leningrad^ USSR* Follow-up by the PLO is in progress* 



b6 



an 



(b) Source IC-&-030 reported that CS-12^ 

employee of Human Engineering Laboratory, APG, intendea to participate 
in a two-week tour of the Lhion of Soviet Socialist Republics sch eduled 
to begin. on 2 October 1975« Follow-up by the PLO determined that | b6 



was participating in a national Geographic Society tour and that HE had 
coordinated the tour with appropriate security, officials* 



b6 



an employee 



(c) Source IC-B-032 reported' that GS-12 

of Development and Engineering Directorate^ Edgewoo^ Arsenal, APG, had 
visited Poland and ^Czechoslovakia for approjajnately^one month in June 1975 



During this visits I b6 [ and HIS spouse had allegedly visited relatives 



in Poland and Czechoslovakia, No follow-up was conducted per instructions 
from HQ, USAIHTA.. 

(3) Under the EEI, "Identification of Alien ErJistees" (paragraph 6, 
Appendix 1 to Annex J to CiP-O01-74-:109}a the following information was 
developed: 



(a) Source IG- B-O30 reported that PFC 



b6 



b6 



^ bom in 



\ assigned to Huznan Engineering laboratory, APG, was 

not a citizen of the US and did not have a security clearance* Follovr-up 
by the PLO confirmed the information and dete rmined that the Installation- 



Intelligence Officer (IIO), APG, was aware of |b5 



stat^Z3• 



(b) Source IG- B-Q30 reported that SP4 



b6 



b6 



born in 



assigned to Human Engineering Laboratory, APG, was 
not a US citizen, did not have a security clearance, antl allegedly suffered 
from periods of amnesia* FoUow-up by t he FLO confiriae d the informaticn 



and deterndned that the 1X0 was aware of b6 



status* 



(c) Source IC- B-030 r eported that PFC 
to have been bom in 



b6 



I believed 



b6 



assigned to Human Engineering Laboratory, APG, 
was not a US citizen and did not have a security clearance* Follcw-up by 
the PLO is in progress. - - r* 

(4) Under the ESI, "Sarl^ detection of persons whose activities and 
character weaknesses render them vulnerable to hostile intelligence ex- 
ploitation" (paragraph 8, Appendix 1 to Annex J to OP— O01-74"109}, the - 
following infonaation was developed: 
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(a) Source IC-E-032 reported that GS-5 b6 



^ marrledj 



a secretary in Technical Support Directorate, Edgewood Arsena l^ APQ^ wa s 



allegedly involved in an extramarital relationship with W5-7 b6 



b6 



ixiarried, an enxployee of Technical. Support Directorate, The 



situation is being monitored* 



(b) Source 10-^6-032 reported that b6 



niarried^ 



e]i5>loyed in Development and Engineering Directorate^ jb>lgeKO0<l Arsenal^ AFQ^ 



was alleg edly involved in an extramarital relationship with GS-9 b6 



b6 



a widow^ also enxployed in Development and Engineering Direct' 



torate» The situation is being sionitored* 



b6 



married. 



(c) Source IO-&-032 reported that , 

a secretary in Technical Support Directorate, Edgewood Arsen al, APG j was 
allegedly - - - - - - ~ -^i—- • 



b6 



AnaHyi 



b6 



Army 



(d) An official source of the PLO who did not want to b e identif ied 
because of fear that he vrould lose his Job^ reported that LTG I b6 | 
b6 I formerly assigned to US Army Materiel Systems Analysis 



Activity tAlSAA), now assigned to Condepts Analysis Activity (CAA), Bethesda, 



M)j was a llegedly an alcoholic, was allegedly cohabiting with CS--8 



b6 



b6 I an eniployee of AKSAA^ and allegedly had had sextial intercourse 

with a fema le Captain in the Isreali Defense Forces who had been assigned 

interpreter v/hen 



as 



b6 



b6 



jwas on TD Y to Israe l in October 1974* 



No f oUovj-up action has been taken because of I b6 | transfer from AMSAA* 



(e) Source IC-B-O64 reported that (3S-8 b6 



an. employee 



of AMSAA, AJPGy had allegedly been involved in an ex traniarltal relationship 



b6 



with PL 313 f ederaJ- emplovee, 
approxiinately the tiine of the accidental death of 
situation is being monitored* 



Director, A>gAA, at 
be Iwif e« The 



as 



(f) Source IG- B-079 reported that an individual, later identified 



b6 



a physical scientist en5)loyed in the Chemical Laboratory, 



Edgewood Arsenal, APG, had allegedly exhib ited mental or emotional Instability, 
Follow-up by the PLO determined that | b6 | had been directed to undergo a 
"fitness for duty" physical examination which would include b psychiatric — — 



evaluation* 



(5) Ifrider the EEI, "Security violations or hazards" (paragraph 9j 
Appendix 1 to Annox J to aP-001-74-109)> the following information was 

developed: ' . ■ 
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(a) Source 101^8-030 reported that GS-J4[ 



b6 



an 



employee of Human Engineering Laboratory^ APG, had brought HIS eight-year- 
old son into a controlled access area -vohere a classified test was being 
conducted and remained overnight, Follop»-up tjy the PLO determined that 
had been counselled by KIS supervisor. 



b6 



(b) Source IC-'B-030 reported that carbon paper and one-time typewriter, 
ribbon used to type classified reports in Human Engineering Laboratory,. A?G, 
had not been treated as classified waste. Follow-up by the PLO brought 

the situation to the attention of the security officer, HSL, who prcmiised 
to take care of the situation; monitoring through IC-B-O3O has not deter-* 
Hiined that any such action was taken, 

(c) Source IC-B-OSO. reported ten (10) separate situations which con^ 

stituted security ^riolations or hazards at_AfBAA» These vjere broxight to 
the attention of the Sectirity Officer, klSAk, by the" PLO. ■ ■ . ' 

(6) In response to the EEI, "Conduct rendering the individual vul- " ' * 
nerable to pressure, such as homosexual, criminal, or immoral acts" (para-^ 
graph 8c, Appendix 1 to Annex J to OP-001-74-'109)> and "Sudden, unexplained 
or inadequately e^cplained absence from work by personnel in excess of 2U 
hours" (paragraph 9> Appendix 2 to Annex J to 0P-O01-74-109)j 'the fol- • 
lowing iafonnation was developed: The PLO was advised by an official 
Source at the US Ai^ Bal listics Research Laborat ories, APG, of unconfirmed 



rumors to the effect that 



b6 



an employee of ^L, had 



been involved in trouble with the police. Follov-/— up by the PLO determined 
that seven charges ranging from, possession of fiiarijuana to grand larceny - 
and assault and battery were on fil e at the H avre de Grace Po lice Depart- 
merit J Havre de (k-ace, KD, concerning b6 and that 
without leave* 



b6 



was absent 



8. (C) Actions implemented or taken by the supported cosspand based 



UDon the information submitted; 

Ml A 



Subject 



Ty pe Information Developed Action Taken Date of Action 



b6 




b6 



Foreign travel 
Foreign travel 
Foreign travel 
Snlisted alien 

Enlisted alien/ 
amnesia 

Knlisted alien 

Suitability 

Suitability 



None. 

None * 
None. 
None . 

Denied clearance 

Nous. 

Monitor 

Monitor 



Unknown 
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b6 



1 



□ 



Suitability 
Suitability 
Suitability 
Suitability 
Suitability 




ecurity weakness 
Security weaknesses, HEL^ various 
Security weaknesses ^ AJS-ISAA, various 

Suitability 



be 



Monitor 

Monitor 

Unknown 

Monitor ' 

"Fitness for 

duty*? physical 

Counseled 

Correct 

Correct 

Investigate 



11 Aug 75 

4 

Unknown 
2. Sep 75 
9 Sep 75 
16 Sep 75 



9(U)^ Comments , Rejnarks and ReconEnendations ; Both COL Stahl and COL USn- 
gerXeider e^q^ressed tiieir pleasure that ICIP Project GONDOLA. 3TAH had been 
reinstated by the ACSI for an additional six months^ Both Cauznanders and 
their des-ignated ICIP Coordinators contini?.e to cooperate fully with the 
Project liaison Qffioer and his liilitaiy intelligence chain of command* 
The progress of ICIP Project GOIffiOLA STAR, as reflected above^ is directly 
proportional to the amount of time the PLO's other duties permit him to " ' 
devote to the ICIP. 





WILLIAM KALL 
Project Case Officer 
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. 1 't 



IJARKIWG NOTICE: SSHSITIVH SOURCES AUD METHODS IIWOLVED 
1. (U) Ixientitj: ST.ci (U). 

?• Supported Cci^jncnd: T'Tlj Aberdeen Proving Ground (A?J), IXy and 

critical sensitive (CS) and hl.^hly sensitive (K5) tenant activities at . 
A?3 subordinate to the major comandj US Arr^' IJateriel Corr;sndj Alexandria, 



a, T':d^;ewooQ Ar^^enalj lidgevood Area, . 

b. Aniy Ballistic lissearch Laboratories^ Aberdeen Area, AR}, 

« 

c, iiiTiV- ."'ateriel oystens Analysis Activityj Vuerdtjen Arca^ AK;, 

d. *JS kTic/ Test and Zvaluation CoirJ and^ Aberdeen Area, AfG, 
e» ilo Ariiy Jiurian liln^inr-^erir^; Labors; t-ory, Aberdeen Area, AFX".. 



(9^ 



r'ateriel Testir,^ ^.■ir3ctorr:te Ojl'AR}, Aberd^ien Ar??a, A?G. 



Cove rare: 



a, -Source 



(a) iC-r-OO^ 



(b) IG-r-010 



(c) ic-r.-050 



".-^jL^ober/Type of 
Tarr^at 'Jov£irid Gontr^cts Leports "roduceu 



3c 



3a 



3 Contact Reports 

$ A^unt -lei^orts 

3 Contact Reports 
6 Aj^ent ' i'ieports 



3e 



i. 



ii Contact Ilepdrts 
G Agsnt Reports 



IC-B-032 



SCHEDULE GF EXECuTEVc CaDLU ar-2 
EXEKFTIDH CftT£SOr>Y - - ; - 



3a 



S 




> Contact Reports 
5 Agent . Reports 




0^! 
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1 ' 'f 



4 



1. (U) Identity: C-Cl^IOLA ST^a (U). 

v/) Supported Ccn-nrndr F^j Aberdeen Proving Grounci (a?3)j IX^ and 
critical sensitive (CS) and highly sensitive C^Sj tenant activities at 
AP3 subordinate to the major coinri;s.ndj US kvmy Ilateriel CorT!r.andj A-lexandria, 



VA 



3. 



Tar^tets 



a, TCd^ev-Jood Arrjenal^ Edge^rood Area, A!^* . *• 

m 

b, JO ArriTj' Ballistic liesearch Laboratories^ Aberdeen Area, AHj, 

c, Arr-iy- .''ateriel oystems Analysis Activity, Voerdtjen Area^ AK\ 

d, iiO.j uS ATKy Test and Lvaluatioa Coi/r-and, Aberdeen Area> ArO, 



1-3 Arj'iy Hunan l:)n^in:serir^^ Labor-:. tory, Aberdeen Area, AFXi. 



i'ateriel Testin.-j -.irectorf:te ox AFG, Aberdeen Arc=?a^ APG. 



L overa^je : 



a, -Source 



(1) 



Ooni;' dential oci;.rces 



(a) .ic-:;-co!; 



(b) ic-r-oio 



(c) IC-P,-050 



(d) JG-B-032 



EXEKFTICH CfttESO^Y.^——— — 



3c 



3a 



3e 



3a 



I. 



8 




Iv ^o: f: J e t/J-j pe c f 
Imports rroduc^^Ll " 



3 Contact iieports 

5 A^^ent -Reports 

3 Contact Reports 

6 Aj^ent " pjsports 

h Contact Ilepdrts 

G Agsnt Reports 



5 Contact Reports 
5 Agent . neports 
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(e) 10-5-053 



3a 



3 Contact iiepoi^ts 
2 Agent ."leports 



(f) IC-E-C6U 
Cg) iC-L-07? 



3b 

3a 



3 
3 



3 Contact Reports 

3 Contact lieports 
1 Agent jJeports 



3c 



Contact rieports 
A£;ent .leports 



(2) Convemiional Sources : As in previous quarters the conventional 
sources utili'^.ed during the reporting psriod consisted of those casual and 
orficial contacts r.adc by t|i8 Project Liaison orficer in the Turtherance of his 
ICIP duties ♦ Tiiese contacts consisted cf^ but vere not l:!: rated to> tuose 
reported in x-ai^agraphs li.a(3)j lib and he beloi-7» The Project Liaison Cz'ficer 
also had limited cr ono-tiif^:e contact --ritli ctuer individuals of tlie supported 
activities. XlivEe contacts did not sii^nificantl^^ contribute to the counter- 
intelligence covo-^^a^ie of the su}:K-crted activities^ but did serve to project the 
presence Cx I/ilitary Intelligence in the area. Tixso contacts al^o contributed 
oi^^nij'icantly to tiie establisru.icnt oi' a poo?_ rroi"* vhic:'; oor.vunticnal and 
cnniid'ontial sources can be dsvolopud* .'o ccnvcrtr"o'r:al Li'^urcus have boen 
tasl'.ed to ,^atlicr spaciTic essential olur.'nts of inrori".atioP« hov:everj all 
conventional sru^^ces are T::ac;e a'-^are c-T the "Toj^ot Liaison crffcer's overt 
("hilitarv j ntalli^ence Special A.-ent'O duL.jf:3 and the tyr-e oi* inrcri.ation 

of ir^terest to cll stic-ji-^itj- officials; irforrstion v^ich vlenotw-s a security 
'.reai^aos^? or vulnerability. Mo c(>nventional sources have oe^.n hey^sl-iectcsd. 
Those individ'j=-ls '.r}'.o p-^.-viue reportable infcrir'ation and e>:pr!^ss a desire to 
rcTicLin anon^T.ous rill be Ic^jy^shec^ted at the tine they r.ahe t^xLiir desiro *xo'-:a, 

(3) Ca.^'.ual rjourcss: 



(a) 



(c) 



(d) 



(e) 



b1 



b1 



b1 



b1 



b1 



b1 




3a 



3a 



3b 



2 
2 
1 
0 
1 
1 



0 



c 




(h 
Ci 

(3 
b. 

(1 



b1 




3f 
3 

3a 



i: 



1+ 



0 



0 



Liaison Contacts 



Aberdeen RO 



■2 0 
Agency \ ; ■ ^ ■ Contacts .'Reports Produced 

6 0 



Fri 



(2) 


n arracks 


D 


I d State rclice 

■ 


3 


0 






(3) 


r/aeriff* 


£ f C 


i arforcl County 


4 






.tepcrt 


(U) 


Sheriff 


5 UXC 


Cecil Ccunty 


1 


0 








Police Dept 


Aberdeen, Md, 




1 


Agent 


Ttopoi't 


C6) 


Police D 


ept 


Lei Air, lid. 




1 


Agent 


lie port 


(7) 


rolice D 


ept 


navre de Giv>ce, lid* 


2 


1 


Ai^Gr.t 


Report 


(3) 


Irovcst 


I'arshal 




1 i, 

J. 44 


0 








CIL 






?6 


2 


A,jent 


"Ic^port 


(10) 


3 lite 1 Cfc 






1 




fveport 


(U) 


:ti 






31 


T 

A. 






(12; 


Gecurit;^ 


UJ.C 






U 






'A 


ieouritj' 






>• 


0 






(11:) 


Security 


■„rc 


« 1 • — • r ^ TV* 




1 


-J 


.ieport 


(!:>') 


"ecari'iv 


Lie 


T*.". — .—^.^ ~— * 




0 






(16) 


Security 






a 


1 


Agt::nt 


Jieport 


C17) 


Security 




:-iTD, APG 


? 


0 






(IS) 


GPO 




HQ, APCi 


0 


3 


Agent 




C19) 


Baltimore TO 


LIS 






Agent 


Report 



















- 4 ai-ie 



Fhase of levelcprent I'laceir-ent/Acces^ 



CD b1 



LDR Submitted ,,a\fct^^ 



3a 



3- 




- 1 , - 



J 

] 

.1 



■. ! 



J 
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Period; 



(2) b1 



Half Vetted 



3a 



(3) 
(5) 



b1 



b1 



b1 



(Four) statistics : 
ICIF ?.e ports ; 

(1) Spot .'^eForts: 

(2) . SOI: 



(3) IIR: 



iU) .ilgent P.eports 

(5) Lead Developmnt 
Reports: 

(6) • Contact 'Reports: 

(7) F.asic Source Data 
liepcrts : 

(0) ether:. 

* 







3a 




Vetting Started 


3a 

• 




Spotted 




- ■ 3a 


• 


Furnished 
Group HQs 


Furnished 

Sptd ClTid 


Subtotal 


• 

FY Total 


0 


0 


0 


* 

0 - 


0 


0 


0 


0 


0 


c 


0 


G 




li/A 




80 


1 




1 


2 • 






28 




1 


;l/k 


1 


•■3 . 

• ■ • 


■7 
i 
1 


ii/A 

• 


7 


15 


0 ■iiuijr'orted 


activities 




v;ord of 



b1 



FI/I 



1 rr -tr^yy 



Subtotal 



rY Total 



b1 





Tul -unds: 


u 


0 


0 


0 


. 0 


• 












* 


(1) 


•IGir (GA53/: 




it75 


c 


. BSl 


161;2 


(2) 


ether iGIF 

* 


116 


0 


0 


116 


■ " - 260 


(3)- 


lIon-iCIF: 


72 


167 


0 


259 


629 
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iCI? 0U.4RE-iy FPuOJILiiSr: REPORT ;fu?mER 2 ' ■ . ' 

reriod: 1 October 197$ to 31 December 1975 

6. (U) . Remarks : Uo information was reported cor-ceming non-affiliated 
civilians or organizations, 

0^ - . - 

Cc) Quarterly Briefing of Supr^orted CoiPX.:and i 
a. Circunstances : 



7. 



(1) On 1 December 1975 the initial ICI? briefing was given to 
i:G Patrick vJ, PoverSy Goru^ander, US Arrjr Test a*id Evaluation Gci'^rand (TEGOK) 
and CGL Vrilliam n. Tjclier Jr., Chief of Staffs rCOOIv, The status of :^"CO^i 
in relation to receiving ICIP si:pport i-:as also included in the briefing* It 
was pointed out that due to the liirdtation of resources GOIILOLA oTAR (U) was 
concentrating on three higher priority activities at A?G, This was due to • 
the three activities having: a (greater de^^ree of sen3iti\o.ty. Should the 




(2) On 17 December 1975 CvL henneth T..» StaP.l , Don^ .andor, ^dgewood 
Arsenal, ilPG T^as given a 'Quarterly Prc^jress Report briefing as pertains, to 
the Edgewood Arsenal portion of Operation C^CilJLOLA STAR (li). 

(3) Cn 19 December 1975 ^-^CL Alvin D. Jjgerleider, Gorirar.dtirj /iP3 >7as 
,^iyen a '^uarterl^r Frogrsos --ienorl briefin--: as pertains to those activities 
located in the Aberdeen Area^ A?J vhich are sur;ported by GC'lTi/OJA STAR (U). 
rr< liarry A.. ICencke Installation intelligence Cfficer^ APJ, the ICIP Coord- 
inator for the Aberdeen Area^ AK", vas also present for this briefir.g. 



,he first nuarter cf 



Recapi tulatj-on of vperatL ona?i.' "^ro»':ress Darjar, tlie Period: I uring 

fl ly 76 '.■^f'h^T.A olAzc vr^s reactivates;^ two 
CGufidsntial sources vers recruited aiid efforts started to in;;rease the ICIP 
covera^^e. In the ."ecr.nd o.unrter I-'L!" 1^76 efforts xrece i;;dde' to croaden the 
jCIP cov-exa^e cf t!:e three priorlto" actlvitiso desii-;r:e.ted C:lIT..CAL" SJ^FSITlVlij 
i:id-;;e'.:ood Arsenal, AiTy I-al?-lst'5c research habcrato-ries and US Ar;r5> 
• ateriel Syste?ns Analj^sis Activity. In this regard si ;a:ificant ■pro;;;ress *vas 
r:ade. Ti^aininf^ -and deve lenient of t!:s tv;c r.ei-:ly recraiteci confidential 
sources (IC-;;-cr-5 ^nd IC— .-ORO) pro-pressed and their productior; increased 
accordingly.- Again durinr; this qriartsr the rl^- had additional tine avail- 
able' to devote to I GIF duties. This allowed' the PLC" to nore than double, 
t'le tirr:e cf " his' presence in- the .-vu;" orted -activity ea, i-ia coirpared to, "previous 
quarters.. Consequently^ there v-as an increase in CiRIiS^ casual sources ar^d 
the activity ca tec in prira^raph aa(2).above. 



Significant Counterintelli[-;ence j.nfcr3T^ation f-evelope 



REGARDED UNGLASStRED 
ON SEP 05 . . 

BYGDRUSAl*JSCOWl.FOi/PO 
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^ - - 



Feriod: 1 October 1975 to 31 Deceipber 1975 



t 



(1) Under the iSiHI^ "Identification and extent of foreign contacts of 
niilitar^'' and DOD Civilian personnel^ i-dth particular emphasis on Sino-^ 
Soviet bloc countries'^ (paragraph 1, Appendix 1 to Annex J to OF-O0i-7U^ - 
lG9)j tho following information vas developed: 



(a) Source lG"B-030 reported Ijr^l b6 



a citizen of the 



federal Republic of German^/ was assi^^ned on an exchang;© prograiri to work 

in the US Airiny Kunan Engineering Laboratory- until Septenber 1P76» The XCIP 

Coordinator >:as briefed, no additional action is expected. 



•i 

-mm' 



' •-.I 

1 



-1 



b6 



assi'tned to the U3 



(b) ooarce- 1 .-:--005 reported 5:-G? [ 
kvr?Y Materiel Syst^i^^s Analysis Activity, had a former iji.fe and ti-jo children 
•residing in the 7ederal "republic of Germany, The ICIP Cocrdinator vas 
briefed and local files irere cheeked. ; 

(c) Source lC-r-032 reported additional inforRation ccncerninr; travel 

]to Cz-eohoslcvaUia and Poland .duri ng the smiLv er of- ... 



i::v 



f:-S-12 



b6 



1P75. Additional inforr:;ation ::as also proxd-ded ccncprnin^ [ b6 | plans 

for andther trip to tiicse countri^ric* ICIP Cccrdinator vJ£S briefed and the 
infomation was also brought to the attention of another IoaJ-JTA •al omont. 
The ICIP Coordinator expects ICIP to continue to inonltbr 1 bS 



acti\aties. 



(d) Gcurce lGri--010 reported one British r;nd three Canadian personrael 
vt.sited Lidgevocd Arsenal fearing the pen'.od 1^5 E&oeniber 1975. A check ^d-th 
tht; jCir Coordinator determined tlie viait liad been proi>3rlv cleared. 



(e) oci:^rce IC--L^010 reported GS-l^; [ 

Arsenal vas a nedical -Ui-;:<-jrit at the .Ajier: 



o£ liidf^eT^rrcd-" 

i cg^n vniversjt v. }-.eir'at, Ijebarjon 



b6 



^r'urinc l.-^il and raised tlie question of hovj 
nii.litary service vrith the Gernian Arrsj 



b6 



1^ dL'ring tne 



vKis abl 



t2 to avoac 



'^■■'^ "Cli- ^".cordinator 



b6 



■■^as briefe.d. The ICi? Ccordinatcr askcid to have 
6osyA^T revic; :-ed in or d-^r to attempt to ans'-rer thi; ci;e^ticn^ 



b6 



usAi:^:i 

rhis action'- 

'/ - 



(2) Unc'^r Us- nt;3r.ded ^^lrei^:n travel of irdlitc^r/ and DOb 

civilian personnel to 5ino-3oviet bloc cout; tries or attendance -at social 
and official functions at Tjhich yino-Soviet bloc personnel are present" 
(pararrapli 2, k^^^ucdy. 1 to An:/ex J to CF-COl774-ic?), the. folloying 
inforr^^ation vras developed: ■ - " ' ' 



OI -.-Jit; 



(a) So:irce- iC-iJ-OJG r^^ported 
KuiMc.n .;n':in>jrinc; T.abnratorv, 




C ON FIDE NM 



Period: 1 October 1975 to 31 Deci^rr.ber 1975 



b6 



(b) In a separate -Import sci;i*ce 1C*-B-030 reported the 

intend to take another tour to .lussia during the sui'mar of 19.76 • This 
information was passed, to the ICIF Coo^rdinator* 

• < -« 

(3) Under the ]LEly '^Solicitation by foreign nr.tionals or .organizations 
of personal and/or official inform^ition through official or non-official 
cWannels"(paraf^raph hy Appendix 1 to Anne;: J to C?-001-7h-lC9)^ tbe 

follovin£^ infoi\Tr.tion was dcvtiloped: 

(a) -Source IC-I'-030 reported tli3 Harlan on-^^in'-cring Labo ratory r.qceiy qd 



a v:rittg n request for bjblic-graplilos of pal.llcatior.s frcir. l b6 

b6 I Institute of I]>r[}2riTr;:vntal Pbychclo^y, c^lovak Acaden^y of Sciences, 



ZcceToval?, .^:-ratislava, .Cz?3chcsiovakia. 'rhe Lirectora HBLL^ sent a letter 



to 



b6 ]arv:sing: no lcnc;er had copies of the bibliograph ies avai lable 

initiate 



for distribution to the -public. The i^ireotpr cf H>IiL^sug;^e5teu | b6 
contact throuj^h the Cseciioslovak Er(bB.3sy i^th the National Technical Inform- 
ation 3er\^css, $25$ Fort .loyal lioad, Gprin^^field, VA 22151. The iCIP 
Coordinator -.Tas brie-fed^ no action is pendinr;, 

(U)- vender the ii;3I. arly dstection of persons vrhose. activities ana 
criaracter '^'ealoriesses ranoer theiifi vulnerable -to hostile intelligence exploit- 
ation'' (para^-r^h 8. Apyondix 1 to An>iex J to C;P-C(a-7l,-lC?);, ths follovjln^: 
i:-fcr:-.ation v-as developed: 



b6 



iS Arry Materiel 



(a) Source jC-B-OT.j]' reported Mi J 
yst^^eTr;:: Analysis 7Lc'tivi ty, v?£S d ivorced and cohaoitatj.n^^ T^ith G5-9 | b6 | 

had also default^sd in support pa\^.^=nts to 



b6 



also divorced. 



be 



i 1 



to :^-cnitor the 



b6 



'I'he jC±i- *^oorai.nator vras brief t;d csic IGIr is ccaitinuin;^ 
si ti;at-ion. 



(b; "^T'^rce ]C-B-v32 reT-ortc-^ inforaatici: c.'.-:;cornin- a pos.-^ible c;;:t.-^a- 
r:;;-,rital relati.oniihi*^ betv-j^ni '13-lh 



b6 



b6 



b6 



both oinployccs of i-c£:ei;o.Gd Arsenal. The j CI? Gcordirator >;as 



briex'ed and j'CIF v:as asjrt^d to coutjnue to ronitor the situation.- 

(c) "ource Ji'j-b-032 reyxirted bt^in^ told by a cov:ci'her that a •'>5C--^o 
dancer'- at the y.ZQ Club perfoiTied the function of sexual partner, prasLunably 
in e:':chanf;:e for r.onata2y renar^eration^ for hij.h-ranJ:ini; visitors to 
lidcieu-ood Arsenal. Local in^iilry b;- the PLC- ceterrrdneo the ^o-^iO d'ancer T 
vas no -longer errploysd by the A?'.' Club systein* \'g inforroatiori vas 
developed, to confirr" or refute the inforr-r^ti^^n fro.n scirce^s ccv;orl:eri 
The infor?nation vas passed, to the JGIF Cf.orc>'r;ator yrho requested 2-,;''itinnal 
infcri.;ation as it becores' ava: iable* 



Go-15 



( d) Source IC*-I:-01Q re Tiorted i hf orriction Hh:.ch cculc tend to indicate 



b6 



Pjwas n 



:eritally unstc.ble. Tha lGl? Cccrdinator 

. /I 



was briefed and a "^^iFdled j nvsstiRstion vas reqiuested. ^ .4 /. 



REGARDED UNCUSSIFIEO 
ON ifc^ • 
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3 GIF QUAP;rSRVi f ROGP^SS irjiSER 2 

^eriod: 1 October 1975 to 31 December 1975 



(e) Source 3C-E-053 reported 03^-12 



b6 



I Sdgewood 

Arsenal^ took a woir-an (IIFI) irho v/as not his wife to lunch almost every ■ y/ 
day since 1 Koveiriber 1975* The IGIP Coordinator was briefed; no action 
is pending. " ' _ " 



(f) Source IC-E-053 reported GS-II4 



b6 



lid^jewood 



Arsenal J was observed nn anrvroxi rnately a dozen occasions tailing a i-JciMan; 



not his iixf&y to lunch. 



b6 



1 



^7as observed talcinr-' three or four different 



wonen to lunch 5ince 1 SsptoP'ver 19?5. The iCIr Coordinator "Sv-as briefed; 
no action, is rendin-s* 



(g) ::cjrce IG-I;-032 reported ar.-13 b6 



had a reputation of a 'fiJ^ad scientist^*- Also that b6 



Edt^ewood Arsenal J 
]haG_braj.r:sd about 



haying intercourse t-.-ith an alleged prostitute, '"n a date b6 took source 



to his home and of ferried to take care, of hej financially ii she T/ould take 
care of his sexual needs; som^^e declined* The ] GIF Coordinator was briefed. 
The ICIF Crordinator is making a local .inquir^v in advance of requesting a " 
Limited Jnvestirraticn.* . ■ ' 



1* b. 



(h). Source IC-B-GC^ reported 



b6 



^^^^^ us Army ITateriel 

Sy3tsr:a Analysis Activity, ^ claiir^ed vii-do for a tip to s handler 
cn his TLX vovtcher when he did' not ^^ive a -I'lt-CC tip. Th?. IGlP Gcordinatcr . 
T-raG briefed, folloK up.- action, is yet to be deterr.}ined. 

(>) 'j/]d!~r the "Security violations • cr iiasards" (paragraph 9^ 

Appendlr. 1 tc- Arnex J to CP-C01-?I;-109) , the xollov:ing infornation ve.s \ 
developed: 

(a) Tource IC-B-OCC reportod a OOnflDIimAL JccUiNent h^d been- left ' . 
uns-roured over a -three day v.^ec^-end. The JCI? Occrcin^tcr nas briefed; ■ 
follov: Up action is pendinf^. (AiTSAA Security Officer a-:-:ay TLY until l5 Dec)' 

(b) source J0r2-0S0 reported a security container- iiad been left" -.open 
darinfj duty -houi's in ah -unattended office at thtJ. US Ar:r,y Materiel 'Systeins- - 
Auaij sis Activity, The -ICIF Coordinator was briefed, follow- up action is • 
peiidinr. • 



(c) 3ource IG-B7O8O 'reported b6 



a secretary in the US- ArJrj- 



i'lateriel oysteirrs Analysis Activity left i;er office unsecured and her security'-' 
container open- for periods of five to ten rdnutes -vaile j^errprr-iiiif^ chcres 
aviay from her office, -The ICIF Coordinator vjas briefed, folloi/ .up action 
is pendine* * 

(d). f^ource JC-?-0?-0 r-:jported attendinfj a scientific conference at 
tl^e US Anry ?-atsriql ^yster.s Analysis Activity vliich had "been aiiounced 
as- classified* Access to the conference had not been properly, controlled; 
hovrever, the portion of the conference attended by source was believed to 
have been .unclassified. The TGIP Coordinator vas briefed, follow up- 
action is pending* ■ * ' 



(e) Source iG^5-080 reported the Ground. l^arf are Division of the US 



Period: 1 October 1?75 to 31 i^^cember 1975 

ijateriel Systems Analysis Activity had moved to. different office space* 
Prior to the move no technical survey was conducted to determine if there 
vrere electronic surveillance devices ift the new office space. The IGIP" 
Coordinator was briefed^ follow up action is i>endiri£» 



(f) Source IC-E-010 reported inforrnation relative to an adverse 

j:jorale situation in the Pio-Kedical Laboratory of Sd^^evrood Arsenal* The_ 
situati on vas allege d to Jiave b^^en created by. pA -level officials unjustly 
letting;! b6 Itake the blame publicly for I>A-<llr ected res earch in 



h.iHucino£enic dra^s., .::^nd tliat LA .i7£iS in fact offering ! b6 



as a 



"sacrificial larib". This information was inrediately passed to the IGIP 
Coordinator and the Cora-.ander of I^dcsvood Arsenal. Tlie conraander raised 
several questions ccnceminj^ tlie personalities involved and tLii cause of 
adverse rorale situation. These questions were covered at tht; next ^^eetin^ 
i^4.th this source the answers wre provided to the coFi'-ander. The 
cor.3':-ander asl^ed tliat IGIP continue to rr.onitor the sii 

(6) ]n response to the objective of identifying; and neutralising 
threats cf esrionav^e^ sabotage and subversion, Source 10-76-030 reported 
the ruToe;.n ':iiv:inoeri-n[i Laboratory's receipt of two unsolicited requests 
for inf oryr-ati^H. Tlie requests were from the pi^esloent of a cor.ipany iviiich. 
claii'.fid to be'jnvolved in the national effort to reduce ^nd prevent crime,: 
The lnforr:jiti''n recuested-^was unclassified, H^L nrovided the information"' 
asked for in tiie first request, but did not have the infcrr^ation to satisfy" 
the second request, Initial investir^ation failed to confinn the ercistence 
nf the company ictintiried in the renash't. The ICIP Coordinator was briefed 



and KiiL vrill not honor SiTiTf further reouests frojii tiiis cci^pany until all 



i:e coFS'-ancer, rne jl,;^ T ; 
ituation. ^.Ak,^^^f$^^ 



checl;s/by lii have been completed. 




Actions iFpleTrxnted or taV^n by the supr-orted cor r and based upon 
thu inforri^ation submitted: 



iubrlect 



- '^nP^ 3 nforriation Leve. loped Action Tafen Late of Action 



b6 



b6 



Pcreijn ''.'ohnsction 

jbrci*^ Trcvel " 
■poreii^n ncn>;ection i-i 
• . "suitability 
Fcrei-^n Travel 
?o rei ri "^r-^Gvel 
Suitability ■ 
"uitab^ lity 

p.. J! _L „-» ■ "i ^ J.-, 

"uit ability 

:uitability 



Si 



i'.onitor 
i'cnitor 
i Monitor i.-. 

investiratf^ 
None , 
\^one. 
l-.'cnitor 

Hone 
/on iter 

iJct vet deterriined 



23 Deccraber W^f^^ 



REGARDED U^IGLASSiFlEO 
Aiith Para 1-603 DoD 5200.1?, 
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ICir OUAIIT^^T:.! TEOGIIESS REPO-^T NUi-HlSR 2 



?e riod : 



1 October 191$ to 31 Jjeceviber 1975 



' 9. i^^^ ^^iTii-^^ents^y Z^enarks and lecOTamendaticns : Both coinrnanders and tlieir 
ICIF Coordinators continue to consider G01iiX)IJl ; STAH (u) a si^^nif icant 
adjunct to their security program. .This Project Liaison Cfficer continues 
to receive the coir:plete cooperation of all associated, personnel of the 
supported activities. ■ ■ ' ' 



Project Liaison Cf:7icer 
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ACTtON RCOUIftKD 

To obtain ACSI approval for termination of 1CIP» 



MEHORAHDCM RECORD- (Dt»cnb€ frnc/Z/ tHt p«4ptrvin*nt, ^tkgrvund Qn4 action taktn or r*€0mmtrvUJ. Mu»t 6# tofTtcifnttj dHaUtd to iJr^ify 
tk* €tcticm miOt9Wt racttsTM to ofAcr «»Brc«». ) 



BACKGROUND ; INSCOM-SOD on 9 Feb 79, requested authority to terminate ICIP - 
LENnL MONKEY (U) located at the defense Language Institute (DLI) » Presidio of 
Monterey, CA. The ICIP is an OACSI, DA program. 

DISCUSSION: 

a* The ICIP is a special operational security service employing limely, effective 
and coordinated use of overt and covert CI sources and techniques to detect elements 
or factors which are detrimental to security. The primary factor which distinguishes 
the ICIP operation from CI support normally provided to an installation or unit by MI 
groups is the use of confidential sources as covert assets in the conduct of the 
operation ♦ 

b. Comniand security threats covered by the ICIP include acts of espionage, 
sabotage, subversion, and the activities of hostile foreign intelligence directed 
against MMMMHMii .the supported command. 

c. INSCQM-SOD's status report, 1st Quarter, FY 79, for ICIP Operation LENTIL 
MONKEY (U) reveals that the operation utilized 16 confidential sourccis, produced two 

Sumniaries of Information, one Source Lead Development Report, 33 Contact Reports and 
40 Agent Reports* Further, a total of 1148 manhours were expended on the operation 
(TAB B). 

d. INSCCW-SOD has suggested that a different type program would be better suited 
to provide the required security assistance for the DLI, i.e., a Dedicated Operations 
Security Support Program (DOSSP), which does not use confidential sources and which 
can be readily implemented by the 902d MI Group with existing personnel assets. A 
DOSSP is described at TAB C. The DOSSP for DLI would be tailored to satisfy local 
security requirements unique to DLI, CLASSIFIED BV: • t, , "j/^^' 
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ACTION ouiCER LNfmt, grode^ p/iont aad *ii nature ) 

Miss M. Brannan/x53501 



ACSI FORM 28, 13 Sep 71 





DAMI-CIC 

SUBJECT; Report of Internal Coimterintelligence Program (ICIP) Operation 

Operation (U) 

e. The general concept and recommendation to replace LENTIL MONKL'Y (U) with a 
DOSSP have been discussed and concurred in by Cdr, SOD, INSCOMj the Commandant and 
Security Officer at DLI^ and 902d MI Group* 



f . Basis for termination of subject ICIP and replacement by DOSSP is that 
information obtained from LENTIL MONKEY (U) is general in nature and i:an be obtained 



g. By 1st Ind (TAB A) authority granted INSCOM-SOD for termination of LENTIL 
MONKEY (U). 

* 

3. (U) RECOMMENDATION: That 1st Ind (TAB A) be approved and signed. 




<Aa4^.^^^(ggt i- 



of 




2 





LENTIL MONKEY: (QSR, 1st QTR FY 79) 



a* Location: Defense Language Institute (DLI), Presidio of Monterey, 



b. Confidential Source Utilization: Sixteen 

c. Information Obtained or Reported on Non-affiliated Civilians; 

None 

d. Useful Information Obtained: 

(1) An instructor of the German Language Department (GLD) who visited 
East Berlin while on a trip to Europe, failed to comply with DLI regula- 
tions directing prior reporting of such visits* Two other GLD instructors 
may have also visited East Germany during the quarter without reporting 
the event. 

(2) Instructors of the Polish Language Department encouraged students 

to attend a dance sponsored by a Polish ethnic organization in Oakland, 
CA in January 1979. It was stipulated, however, that the students must 
attend the dance in uniform. 

(3) According to a report from another government investigative 
agency, a recently hired Russian Language Department (RLD) instructor 
had previously been of Interest to a Yugoslavian intelligence agent work- 
ing out of the Yugoslavian Consulate in San Francisco while the instructor 
was attending DLI as part of an exchange program in the laiEl960's, 

(4) Several Instructors in the Chinese Mandarin Language Department 
(CMLD) are opposing the new Interagency Course Curriculum, Instructors 
have been reported to be inflating exam grades in order to present a false 

« 

impression of student abilities. The students lack of languag«? capability 
will be manifested once they reach field assignments and thus discredit 
the new course. 



e. Operational Status: 

(1) Sixteen confidential sources were active during the quarter. 
Four sources were terminated and one new source recruited. Ten conven^ 

tional sources also provided information during the quarter* 

(2) During the reporting period, information obtained from all 
sources, including that acquired from overt liaison activities, resulted 
in production of two Summaries of Information, 35 Contact Reports, 65 
oral reports to the DLI Commandant and/or designated representatives, one 
Source Lead Development Report, and 40 Agent Reports. A total of 1148 
manhours were expended on the ICIP during the Ist quarter. 



CA, 



CLASSIFIED BY CDR INSCOM 

REVIEW 22 JAN 99 
EXTENDED BY CDR INSCOM 
REASON 2-301. 3. c. 




.3) On 18 Decen^ber 1978, the required quarterly briefing was presented 
to COL Thcas G. Foster 111, Co:.mandant, ni-I- COL .^^^^^ .^f 

DLI Deputy Commandant, LTC Richard P. Kelly, DLI Executive Officer LTC 
Waldo R. iebb. DLI Security Officer, and MAJ Michael A. Parkes C.OTr...an..r, 
Fort Ord Field Office, 902d MI Group, also attended the briefxng. 

(A) As a result of the Quarterly briefing and based on inf orrr.ation 
reported during the quarter, the DLI Con^mandant directed the Securi > 
Officer to prepare a letter to be sent through channels to the G.D m- 
; ; or who vLited East Berlin (para d(l)) requesting an -P a.ation 
?or his failure to comply with DLI policy. Additionally the Securxt> 
Officer win intensify efforts to develop policy concerning appropriate 
instructoJ-student relationships/behavior. The Commandant also directed 
S dL Information Officer to publish a notice emphasizing ^es^^ 
on militarv personnel participating in political and certain other events 
vM^e in uniLrm, and the Security Officer will insure DLl unit cor.anders 
emphasize military regulations governing participation in such :unctions 
to their units. 



^^,<3RADED UNCIJ\SS!FJED 

UN SEP "5 t^^J 

BY CDR USAINSCOM FOI/PQ 
AUTH PARA 1-603 DoD «200.1-R 



: .-,ort: of Interaal Vv. ^iwerlntelligence ^ iojr/^ir. (ICIP) 
ration 



DAMI-CIC 

7 March 1979 



To obtain .'^C3I approval for termination of J.CIF. 



BACRGROPKD : IMSCOM-SOr on 9 Fab 79 » requeatod authority to termtoace ICIF - 
LENTfL HONKET (U) locatad at the r-cfeacc Language Institute (DLI), Presidio of 
Montere;, CA. the ICIF i« an Qi^CSI, DA program. 



footer 63 



DISCUSSION: 



a. The, ICIP is a apaclel operatloMl eacurlty service esaploying tlinely, effective 
and coordinated ua« of overt aiad covert CZ sources and techniques to detect elements 
or factors -^'.iicb are detrimental to security. The primary factor vhlch distinguishes 
the ICIP operatic from CI :;vr./-'rt nonnaliy provided to an installation or unit :»y HI 
groups is the use of confidential sources as covert assets in the conduct of the 
operation. 

b. Conmand security "-xeats covered by the ICIP include acts of espionage, 
saLotin aubveralon^ and the activities of hostile foreign intelligence directed 
against ja t mwm w lt ^ iiu the supported cooonand* 



c. INSCCftl-SOD'fi status report « 1st Quarter, FY 79, for ICIP Operation LE>mL 
M0NKE7 (D) reveals that the operation, utilised J S confidential source6» produced tvo 
Summaries of Information, one Source Lead Development Report, 35 Contact Reports and 
40 Agent Reports. Further, a total of 1143 manhours were expended on the operation 
(TAB E). 

d* INSCCK-SOD has suggested that a different type program would be better suited 
to provide the required security assistance for the DLI, i.e., a Dedicated Operations 
Security Support Program (•'GZSV^\ which does not use confidential sources and vhlch 
can be readily Implec^ted by the 962d MI Group vith existing personnel assets. A 
DOSSP is described at TAB C, The DOSSP for DLI would be tailored to satisfy local 
security requirements unique to DLI. 1 ^oo. .. 'J J- a 

tax oro <'x iVft/T 
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REASON; Par,:. 2- P!^"'^ • ' 



DAMI-.:iC 

SUBJECT; Report of Ihteraal Counter Intelligence Program (ICI^^ Operation 

Operation (13) 

e. The geaeral concept and recotnttendatlon to replace LENTIL MONKEY (U) with a 
1X}SS? have been discussed and concurred in by Cdr^ SOD, INSCOKt the Cosimandant a:>.J 
Security Officer at DLI and 902d MI Group, 

f , Basis for termination of subject ICIP and replacement by DOSSI* is that 
information obtained from LENTIL M0NKE7 (U) is general in nature and can be obtained 
through noraal s«curlty sBsistanee to Installation; INSC0^SOD*b currwt investi- 
gative and reporting authority and most Important the lack of a clear definition of 
physical surveillance which has caused those working the operation much concern 
(TAB D) . 

g» By 1st Ind (TAB A) authority granted INSCOM-SOD for terminati<3n of LENTIL 
MONKEY (U), 

3. (U) RECOMMENDATION : That 1st Ind (TAB A) be approved and signed. 



REGRADED UNCLASSIFIED 
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DAMI-CIC (9 Feb 79} latlad 

SUBJECTS Report of Internal Cotrnterlntelllsence Program (ICIP) 

Operation (U) 

HQDA, ACa, Washington. DC 20310 

TO: Conunander, US Army Infcelligcac« asd Saeority Command, 
Tm\ ATTN: 1A3D-SA, Fort Gaorga G. Meade, MD 20755 



Aatfaorlty to terminate IClP, LENTIL MONKEY (U) is granted. 




wd all incl 



REGBADED UNCLASSIFIED 
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DEPARTMENT OF THE ARMY 

US ARMY INTEtUOENCE AND SECURITY COMMANP 
FORT OEORQE G. MEADE* MARVLANO 2075S 



FEB 9 1973 



SUBJECT: Report of Internal Counterintelligence Program (ICIP) 

Operation (U) 



HQDA (DAMI-CIC/Ms Brannan) 
WASH DC 20310 




1, iitii^ Submitted herewith is the status report, 1st Quarter, 7^1 79, for 

ICIP Operation LENTIL MONKEY (U). During the reporting period the opera- 
tion produced two Summaries of Inf onnation , one Source Lead Development 
Report, 35 Contact Reports and 40 Agent Reports. 



2. 'ytfT LENTIL MONKEY (U) , supporting. the Defense Language Institute, 
Foreign Language Center (DLIFLC), Presidio of Monterey, CA, is the only 
CONiJS ICIP being conducted. However, the type information generally 
developed from the project, and this Command's current investigative and 
reporting authority, suggest that a different type program would be better 
suited to provide the required security assistance for DLIFLC. A Dedicated 
Operations Security Support Program (D0S5P) could effectively replace the 
ICIP without employing confidential sources and be readily implemented by 
the 902d Military Intelligence Group with existing personnel assets. At 
inclosure two is an extract from the USAINSCOM OPSEC Support Procedures 
Manual which describes the DOSSP. 



3.V55*T The general concept and recommendations to replace ICI? LENTIL 
MONKEY (U) with a DOSSP have been discussed and concurred in by the 
Commandant and Security Officer at DLIFLC. The operational concept would 
be tailored to satisfy local security requirements unique to DLIFLC. 




4. In view of the above, request authority to terminate ICIP LENTIL 

MONREY (U). Concurrent with termination of the ICIP, a DOSSP for DLIFLC will 
be implemented. 



2 Incl 
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in. TYPES OF SUPPORT 



1. GENERAL: This section discusses the various types of OPSEC support 
that are available within USAINSCOM. It should be noted that operations 
security is a command responsibility. Therefore, any improvements in 
the supported commands' OPSEC posture must be accomplished by the supported 
commander. USAINSCOM is unique in that the present organization integrates 
many of the counterintelligence/security skills that formerly were 
assigned to separate Army corranands. As such, the Coimiander, U.SAINSCOM, 
has the capability to conduct a multidisciplined security evaluation of 
a project* actfvity or facility. With the divergence of slcillis integral 
to the USAINSCOM organization » the majority of problem areas that have 
been historically associated with OPSEC can be addressed, and with the 
multidisciplined approach, USAINSCOM units are able to assist supported 
commanders by evaluating their OPSEC posture and recommending fneans of 
improvement. This should enable the achievement of a much better security 
posture. The following paragraphs describe the types of support which 
USAINSCOM units provide. 

2-1. The DOSSP Concept: The DOSSP is a systematic, ongoing, dynamic 
approach to providing the local commander, operations security officials, 
project managers and security managers of US Army installations/units/ 
activities/projects with meaningful operations security support in the 
form of timely, accurate, all source intelligence information pertaining 
to the real-time, multidisciplined threat posed by hostile intelligence; 
observed vulnerabilities of the supported element to that threat; 
and recommendations for appropriate corrective action to enhance operations 
security. This program is based on a Covering Agent (CA) in an overt 
continuous role of acquiring information about the supported activity 
and the threat thereto and providing it to the supported activity in a 
timely manner, while concurrently recommending practical "fixes*' to 
reduce observed vulnerabilities. 

r 

2-2. Responsibilities: Implementation of the Dedicated Operations 
Security Support Program is the responsibility of each individual field 
element (RO/FO/Detachment) within the policies provided by the HQ, 
USAINSCOM. Responsibility for supervision, guidance, and comprehensiveness, 
rests with the Field Offices, Detachments, and Battalions within their 
respective areas of responsibility. Group Headquarters will provide 
guidance, as appropriate, monitor the overall program, acquire and 
disseminate threat data, and, in the case of certain key projects/activities 
which stretch beyond local boundaries, will provide central i::ed management 
of the overall DOSSP effort. 

* 

?-3. Target/Project Selection: Determination of who should be a recipient 
of DOSSP support is a continuous process of initiative, investigation, 
and evaluation. Such documents as the ACSI Sensitive Installation and 




Unit List and other sensitive activities listings are helpful, but not 
comprehensive- Each field element must do all within its capabilities 
to insure they are aware of all significant ArjT\y activities in their 
AOR. Once this grasp of the local environment is obtained* prioritization 
based on available manpower, desires of supported activities, information 
from intelligence channels, and perceived security sensitivity of the 
supported activity is made to determine if DOSSP support is appropriate. 
Security sensitivity is the most important aspect in determining if an 
activity requires support. Determination of security sensitivity must 
be based on the importance of the activity to US national security as 
well as the potential benefit to be derived by a hostile element if they 
were to obtain details about the activity, 

* 

2-4. Covering Agent Functions: 

a. Threat: The Covering Agent must be an expert in the threat to 
the activity he has been detailed to support. This can be accomplished 
only by thorough study of nationa^T threat data> review of periodic 
Intelligence updates, and liaison with local, state, and federal agencies, 
as well as their foreign equivalents, where appropriate, in order to 
develop local threat. Refinement of this threat to manageable size is 
based on a thorough knowledge of the supported command. 

b. Knowledge: OPSEC support to an activity is predicated upon a 
thorough knowledge of that activity. There is no easy v/ay to obtain 
this knowledge other than extensive research into the organization's 
mission, functions, and organization. An initial step in this direction 
is the reading of Army Regulations and Field Manuals pertaining to the 
activity. Briefings from activity personnel, study of organization and 
functions manuals, test plans, contingency and operations plans, and 
related documents are the means for building a comprehensive data base. 
Even after building this initial base, a systematic plan for obtaining 
data on an on going basis should be instituted, i.e., daily bulletins, 
test schedules, briefings, and test plan changes. While expertise in 
SI6SEC and IMAGERY Security by CI Agents is not required, familiarity 
with basic concepts is. A primary goal of the USAINSCOM OPSEC Support 
Program is to provide Arniy elements a single point of contact for ob- 
taining MI support, be it SIGSEC, IMAGERY Security, or Counterintelligence. 

C- Execution; Success in the OPSEC support area is based on the 
willingness of the covering agent to cast himself in the role of an all 
source agent and his innovative application of investigative skills in 
developing threat and vulnerability data, use of deductive reasoning, 
common sense, and gaining the confidence and respect of the personnel of 
the supported command. If the confidence of workers at all echelons of 
the supported command can be gained, their willingness to provide candid 
assessments of vulnerabilities within the activity will become the 
Covering Agent's best asset. The CA may know a lot about an activity, 



26€ 



but the actual workers know a great deal more. Their experience makes 
them much more able to relate security weaknesses if they appreciate the 
threat. 

d. Recording: Methodical recording of threat, vulnerabilities, 
unusual incidents, ideas, and recommendations is essential in building a 
successful DOSSP. This allows the CA to evaluate comprehensiveness of 
local hostile intelligence targeting, determine patterns, and fit together 
isolated inciden t s,^and^^prov1des^ con ti^ o f su pp ort^a s personnel are 

e. Reporting: Other than the maintenance of workbooks, no formal 
reporting requirements are imposed on covering agents except in extenuating 
circumstance of intense, critical stages of support. CA's will keep the 
chain of command informed of significant activities. 



t 
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SVBJECXi BApoTt of Internal CounMrlntalllcanc* Program (ICIP) 

Operation (U) 



HqpA (IL&KI-CIC/Ma Irannan) 
\iASB DC 20310 




Submitted hereirlth Is the atatua report, 1st Quarter, FY 79. for 
ICIP 'Operation LENTIL MOIfKEY (0), During the reporting period the opera- 
tion produced t%fo Suomariea of Infon&atioa, one Source Lead Devclopioent 
Eaportf,35 Contact Reports and LO Aj^ent Reports. 

2. ^yS^ LENTIL MONKEY (U), supporting the Defense Language Inittltute, 
Foreign Language Center (DLIFLC), Presidio of Monterey, CA, is the only 
COTUS ICIP being conducted • Bovever, the t3rpe Information generally 
developed from the project, and this ConBiiand^s current Investlj^ative and 
reporting authority* suggest that a different type program vDu^Ld be better 
suited to provide the required aecurity assistance for BLIFLC* A Dedicated 
OperatloTis Security Support Program (DOSSP) ttould effectively ircplace the 
ICIP vithout employing confidential sources and be readily Implsmented by 
the 902d Military Intelligence Group with existing personnel assets. At 
inclosure two is an extract from the USAINSCOM OPSEC Support Procedures 
Hanual vhlch describes the DOSS?« 

3* The general concept and recommendations to replace ICIP LENTIL 

MDNKir (U) vith a DOSSP have bean discussed and concurred in by the 
CoBBandant and Security Officer at DLIFLC* The operational ccncept voitld 
be tailored to satisfy local aecurity rvqulreaents unique to SiLITLC* 




In Tlav of the above* requast authority to terminste ICIP LENTIL 

Concurrent vlch tarmlnatlon of the ICIP* a DOSSP for DLIFLC will 
be implaaantad. 
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DEPARTMENT OF THE ARMY 
Headquarters, 902d Military Intelligence Group 
Fort George G- Meade, Maryland 20755 

902d MI Group Pamphlet 

No. 3B1-3 22 April 1976 

Military Intelligence 
DIRECT SUPPORT COMPREHENSIVE COUNTERINTELLIGENCE PROGRA^^ (DSCCP) (U) 



1. (U) REFERENCES: See APPENDIX A- 

2* (U) PURPOSE: This pamphlet establishes policy, guidance, and standard- 
ised procedures for the conduct of all-souree^ multi-discipline ccunterintel- 
ligence si35>port within the 902d MI Group's area of operation^ 

3. (U) GENERAL: 

a- The Commander, 902d MI Group, has the responsibility to notify 
CGOuiLciAders of Amy installations and units in the group's area of operation 
when: 

(1) Any situation or condition exists that poses a threat to the 
internal security of that Army element. 

* (2) Any situation exists that might adversely affect the cofimaridor 's 

capability to perform his mission. 

^ (3) Information indicates a probable empioyenient of military resources 
to counter a threat to the installation. 

In order to acquire information of situations or conditions that may pose a 

threat to the supported commander, field elements must aggressively seek it 

and not wait for it to be reported through normal sequence of events. This 

is particularly essential for those units/installations declared to be crit- y_ 

ical sensitive* 

b. The DSCCP is one of a series of graduated intensity coionterintelli- 
gence programs designed to provide the proper coverage based on t!he security 
vulnerability of a particular installation. In relationship to other gradu- 
ated counterintelligence programs listed in USAINTA Regulation 381-100, the 
DSCCP would, in certain instances, serve as a means of identifying the need 
for programs of greater intensity such as SVAs, or SAVES, or, in other in- 
stances, may serve as follow-up support subsequent to such intensified 
services ► It provides the broad 'spectrum of coverage to include a multi- 
discipline approach with provisions that the information gathered be report- 
ed expeditiously to the responsible commander. The prograin systematically 
focuses on providing threat information on the most critical area within 
the target installation in order to provide the required information to the 
supported commander. ^ / o ^ - - - ^ n-, 

? ©3 claoSivj:-::^ : Cu\';\ 'j:>Ai/v7/^ 
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c* This program is not synonymous with, nor is it identifiable 
with, the Iptemal Counterintelligence Program, Special Operations as 
defined in FM 3C>-17A, or the Special Covert Operational Personnel Insertion 
iSCOPl) as defined in OSHINTA Regulation 381-100. 



4. CO) 




a. JSbe Oijr»ct Swort COHprfthe&slve Counterintelligence Program 
^QGOCP) liv^an ^vert, dodicated oounte^Lfitelligence Security j^uj^port 
prpgrasa iSytli tfaft objoctive of detectifl0 or anticipating situat;Lons and 

^ >jtiiiiH^n any soopce (SOMXW/BIjGXI^^^ nSbieh are or nuiy become 

postura^I^ite «ivpc>^rtea instaUation. It 
^ Cirect S^slport Special AgiHirt: <DSSA) in an overt cont:Lnuou5 
itf ^gaixSJOg ^tftforeation and jocoviding it to the commandeir in a 
ly aiftnner^ viiile cooourrently providing sound recommendations for 
-tike reductioti and/or elimination of security hazards, vulnerabilities on 
tlucaats poaed by hostile factors. 

b. de iDSSA obtains the required information from overt investi*- 
native activities and from a nusiber and variety of sources and contacts 
within and in the vicinity of the supported installation. Confidential 
sources are not utilized. He is fully supported in this task .by the 
intervening echelons at Field Offices, Group, and USAINTA. 

c» The DSCCP is a complementary service provided to the supported 
cc»ren£mder to assist hiia in improving the security posture of his instal- 
lation. It is not intended. to duplicate nor to usurp the functions and 
responsibilities of the G-2 or of the Security M2mager« 

5- (U) RESPONSIBILITIES: 

a. The CoOTnander, 902d HI Group, is the approving authority for all 
DSCCP operations conducted vithin the group's area of operation. 

* 

b. The S3, 902d MI Group is responsible for the following: 

(1) Coordinating the selection of units/installations as candi- 
dates for DSCCP with the appropriate GSAIHTA staff elements » 

w 

(2) .ife>nitoring D60CP operations o<n a continuing basis and periodic- 
ally infozfldng apprroriate USAINTA staff elements of their progress. 



..i3} Conducting an annual review of each DSCCP operation to deter- 
mine if it is still necessary and if so, to asure that it remains viable. 



-c. Field Off ice^ -CoaiAanders are responsible for the folloving: 

(1) Initiating proposed DSCCP operations for installations located 
within their areas of operation. 



" 1 
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(2) Conducting DSCCP operations within their area after approval by 
the Group Coinmander and coordination with the supported commanders . 

(3) Designating the DSSA for each DSCCP operation, providing follow 
^ up »t^]t>ort, and arranging for DSSA clearance and access to compartmented 

information a» r e paired. 



(4) Briefing of the supported comnanders on the results oi: DSCCP 



ifr operation at loegular intervals per nutual agreeioents 



TV 



(5) EstabXish procadtirea to naintain oontinuity of the program 
tfurlng tfrnoces of the DSSA* Mien possible, an alternate DSSA will be 



PBOCKDURES AND SCOPE: 



V ' a. (U) The designation of installations or Army elements as can- 

didates for the DSCCP will be a coordinated action between the Field 
Office CooKoander and the supported coimiander- In some cases, the action 
may be directed by the Group Comnander or USAINTA following a request for 
special counterintelligence support from a major commander. Regardless 
of the origin of the request, DSCCP operations vill always be conducted 
with the full consent and knowledge of the supported commander. 

b. *' ftg) ' The selection of installations to be considered for the 
DSCCP must be discriminatory and based on a genuine need for this man- 
potwer intensive service in order to avoid over-conmitiBent of assets. 
The target installation must be one that is on the ACSI Sensitive 
Installation and Unit List (SIUL) and one that is a potential or actual 
target of hostile intelligence services. It is recognized that some 
field offices and resident offices have numerous sensitive installa- 
tions in their area, many of which may be categorized as critical. 
Therefore, it is essential that each FO/RO maintain a listing of these 
installations in order of priority, in determining- the order of prior- 
ity, factors such as mission sensitivity, and impact of comproniise on 
the security of the United States, etc* , will all have to be analyzed 
and a value judgement must be made based upon actual knowledge of the 
local conditions, as to which installation has a greater need for special 
siopport. The installations heading the list will get first consideration 

Proposed concept will be submitted to the Group Commander 
by letter for approval. The letter will indicate the installation com- 
mander's concurrence in the program* The concept will contain a listing 
• of missions^ aensitivitias, and those internal and external factors which 

»ay pose a threat to the installation. Vulnerabilities to hum<in sources. 
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Communications intercept, overhead, and ground photography, and other appro- 
priate technical/scientific factors will be included if known. This infor- 
mation will be extracted frcm the target analysis (Para 7a) or frcan the 
SVA if one has been coinpleted. The concept must address actions to be 
taken to detect «zul counter these threats. 



d- (O) Occasional eacpenditures of ICF in support of this program is 
mthorized and will be processed in con^liance with the provisions of AR 
3B1-141 wd GSftHm Beffulation Sai-l* Recurring ea^enditures will be sup- 
ported by « foml Xdqoest for authority if such expenditures are antici- 



,{ir) fbe conduct of investigatioDS of and storage of inforzoation 
.conoer&log persons and organizations not affiliated with the Department 
af Defence are prohibited unless authorized under the provisions o£ AK 



actions listed below are considered to be minimum^ essential for the 
implementation of this program and are not to be considered as all-encom- 
passing.. They should be nodified as appropriate to meet situations and 
needs peculiar to the supported installation. Common sense and experience 
will likely dictate additional or supplementary means to be employed in 
order to successfully attain the objective. 



a. (u) Conduct a target analysis of the unit/installation to iden- 
tify, in order of priority, the most critical and vulnerable aieas and the 
multi-discipline threats to which they are exposed. Reference will be 
made to the following: OSAINTA Security Support Bulletins, "THREAT" Man- 
uals, completed SvA/SAVE Reports, CI Survey and Inspection Reports, PM/MP 
Crime Statistics and Incident Reports, and Cc«iununications security Reports, 
when available and applicable* The original copy of the analysis will be 
maintained at the FO/RO level. Appropriate data will be extracted and 
included in the initial Quarterly Progress Report, The analysis should 

be reviewed and updated periodically in subsequent Quarterly P]rogre5S 
Reports. 

b. (D) Assign a matxrre, e3^>erienced HI Special Agent as a Direct 
Support Special Agent (DSSA) to provide all-source direct support to the 
supported commander or his designated representative p The T>SS;=i must be- 
ccMoe intimately Knowledgeable of the supported consnand's mission, func- 
tions, security status and vulnerabilities. As the program will be 
overt in nature, the DSSA wiU^ be known as the primary USAIWTA point of 
contact to all within the supported units/installations* The DSSA will 
require a TOP SECRET clearance and an SX/SAO special access. 
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cS^ ^m ^WSf i The task of the DSSA is to develop a sufficient nuiober 
of sources of information to provide the best possible coverage to the 
xmit/installation and personnel of the elesnent to detect security vul- 
nerabilities * and make soimd recommendations for their reduction and/ or 
elimination.. The DSSA should work closely with the security manager to 
coordinate appropriate uiatters and to avoid duplication of effort. How- 
ever r care should be taken not to duplicate or usurp functions and re- 
sponsibilities rightfully assigned to the security manager. 

(1) Hisian sources of information will include Conventional Sources 
(Incidentals Casual, and Official) and Liaison Contacts as described in 
Chapter 6, FM 30-17. Confidential Human Sources will not be utilized* 
Anonymity »ay be provided through the provisions of the Privacy Act of 
1974 irtien the source so requests. THb association between the DSSA and 
Conventional Sources or Liaison Contacts will not normally be classified* 

(2) HaxliDum use will also be made of Documentary and Technical/ 
Materiel Sources to include^ but not be limited to, SATRAN Messuages, 
Department of the Army intelligence publications and/or bulletins; 
USAINTA Security Support Bulletins and "THREAT" Manuals; SAVEASVA re- 
ports; Military Police Reports, and Serious Incident Reports. Special 
attention should be paid to message traffic concerning alerts, advisor- 
ies or warnings concerning events or situations affecting the supported 
command. 



d.V^mMti# A contact card file will be maintained at the supporting 
office to identify conventional sources and liaison contacts. This file 
will be integrated into the existing contact card file already established 
for use in the routine mission of the FO/RD. It must be readily available 
for DSSA personnel at all tiines. Individual cards will be annatated 
when the contact is in support of a specific DSCCP operation. lACs will 
be conducted on casual sources with the results reflected in the contact 
card file- 



') Consideration should be given to conducting a system- 
atic review of the dossiers of personnel occupying key and sensitive 
positions to insure that all such personnel have been properly cleared 
and to determine if unresolved security matters exist. This issue will 
be discussed with the supported conunander if such a review is deemed 
necessary, the DSSA should recommend that the commander undertake the 
action. If the commander rec[uests that the review be conducted by the 
DSSA, then the matter will be referred to group headquarters v^here re- 
solution will be zoade in conjunction with the appropriate USAINTA staff 
elanentSc The DSSA may assist the supported coomiand in the review of 
dossiers but may not take any investigative action to resolve issues. 
He will advise the supported comznand to submit requests to USAINTA when- 
ever investigative action is indicated. 
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f .V im^ Reporting of Information: 

(1) (U) TO the local conmander: information of counterintelligence 
interest affecting the security posture of the unit/installation will be 
reported to the supported commander or his designated representative in 
a timely and complete maimer. The information may be reported orally, 
by Agent Report fomat, or by Summary of Information (SOI) foxrrat, as 
appropriate. Ifhile Host items of information will be passed on an 
oral basis only, there may be certain instances when the commarder will 
desire written reports from the DSSA to be later attached as backup 
informs tjUm to his Request for Investigation In these instances r ARs 
oontaining the adverse allegation may be passed when the full consent of 
the sources of the information has been obtained. Bowever, wh£:n a 
source of inTormation desires confidentiality, to protect the source, 
the I>SSA can then pass in the information only on an oral basif: or by 
' SOl fomaEt. itegardless of the manner in which the information was 

passed to the supported command, a report of the information provided to 
the supported cflmmand will be sujnmarized in the Quarterly Progress 
Report to this headquarters with an indication of the actions taken by 
the Supported command (see Para 7h below) * 



(2) (U) Other; Information of counterintelligence interest to 
the intelligence community or other agencies will be reported in accor- 
dance with established procedures utilizing normal reporting vehicles 
such as oral reports. Agent Reports, Spot Reports or Summaries of 
Information as appropriate* Information reports will be classified 
according to their content* Such reports will indicate when a:nd to whom 
the information was passed and what action the comrriand has tak^sn or 
plans to take. Subject blocks, special warning notices cind Privacy Act 
caveats, etc., will be those utilized in established investigative 
activity procedures. (AR 381-20 and USAINTA Reg 381-100) . 

(3) (U) When fragmentary information of counterintelligence in- 
terest is initially surfaced, the DSSA will attempt to determine >^ether 
or not the information is credible prior to reporting it to the supported 
Commander. Preliminary checks may be made only to the extent authorized 
in para 3-6, USAINTA Reg 380-100. Should this prove to be insufficient 
to establish the credibility of the information, the DSSA will then 
refer the matter to group headquarters for coordination with USAINTA. 
Credible Information concerning a member of the supported command should 
be used to su^>o^t a formal Request for Investigation to USAINTA. 




(4) vylBft The supported commander or his designated representative 

will be. Orally briefed on all items of threat information concerning his 
ccammand, or be provided written reports as appropriate. Examples of the 
types of threat information include satellite overflights, Soviet bloc 
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country commercial overflights, communications intercept capabilities/ 
vulnerabilities from air, ground or water, personnel security vulner- 
abilities and others as listed below* Depending upon the source of the 
information and its previous distribution within the intelligence co:^- 
BBunityr the information may be passed laterally or to higher echelons in 
accordance with established reporting requirements- All information 
gleaned fxoQ the operation will be briefly summarized in the Quarterly 



g» (0) A list of EEI will be developed by the DSSA in order to 
focus specialised coverage on the specific requirements of the local 
sittiation and the si^ported oomander. Examples of EEX are attached at 

_ APPENDIX It should be noted that the EEI contain items of specific 
interest to the sxipported conroander and other items that pertain to lead 

. nateriaJL foe use by the US Anay intelligence community. A copy of the 
developed EEI list will be attached to the initial Quarterly Progress 
Report* 

h. (U) A Quarterly Status Report in the format contained at 
APPENDIX C will be submitted to Group Headquarters no later than 10 
working days following each calendar quarter. The first report will be 
due after the completion of the first full quarter of operation after 
initiation. The report should reflect the developments and progress of 
the operation, problems encountered, information obtained during the 
reporting period, future actions contemplated and lessons learnetd or 
recommendations as appropriate. 

8. <U) Reducing Vulnerabilities: Once a security weakness or hazard 
has been identified, the DSSA then has the responsibility to make sound 
recommendations for corrective actions to be taken by the supported 
commander to reduce or eliminate them. In making these recommendations, 
the DSSA must use good judgement based upon his background and experi- 
ence, cost verses absolute security, knowledge of similar instances, 
common sense, and an intimate Jcnowledge of those technical and/or 
specialized security services £md/or investigations available to the 
supported commander from other USAINTA elements. Each corrective action 
must be viable, made on its own merit, be practical and be within the 
capability of the supported command • USAINTA Security Support l^lletins 
contain excellent examples of "quick-fix" solutions. In those rare 
instances when corrective actions cannot be accomplished due to cost 
restrictions or limited resources available to the command, the comman- 
der must be made aware of, and accept the possible security ris'te^sj 
involved- 

It is visualized that situations, incidents or conditions may 
be uncovered which could have serious deleterious effect on the security 
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posture of the installation and could not be resolved through the tech- 
niques of the PSCCP, In these cases, the matter should be exped.itioxinly 
referred to Group Headquarters where it will be brought to uSAIOTA's 
attention for resolution, considering ICIPs, SCOPIs, Special Operations, 
or other more sophisticated methods* 



10. (U) The application of the DSCCP to a supported installation is a 
special effort and will probably require the services of the DSSA on a 
near fvill time basis with additional manhours of support furnished by FO 
and Group teadquarters. Consequently, FO Coxmnanders and jro SAICs should 
proceed with caution in offering this service to conwanders to prevent 
over-extezidiag their resources* Nevertheless^ the DSSA approach of the 
DSCCP is Bound and oould well be applied to other installations in the 
area of operations but to a much lesser degree than in the DSCCP- This 
should be done as a routine matter and no formal approval is required. 
Thus, one HI Special Agent could become the DSSA to several installa- 
tions of lower priority. 

11. (U) This pamphlet provides policy and guidance for 902d MI Group 
personnel in the conduct of all-source, multi-discipline counterintel- 
ligence support within the area of responsibility of the 902d Ml Group. 
It complements existing US Array Regulations ^ USAINTA Regulations and 
USAINTA policy and guidance. Nothing in this pamphlet shall be con- 
strued to contravene or to be in conflict with existing US Army or 
USAINTA policy. In the event that possible conflicts may arise, the 
provisions of existing US Army and/or USAINTA policy will apply. Any 
questions pertaining to possible conflict of the provisions of this 
pamphlet with existing policy will be addressed to this headquarters, 
ATTN: MIIA-GPB-AC, for fuxther staffing with appropriate USAINTA staff 
elements. Comments and recommendations are encouraged and should be 
submitted on DA Form 2028 (Recommended Changes to Publications) to this 
headquarters for consideration and staffing. 
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REFERENCES 




Army Regulations; 

a- AR 18-7r Anay Information and Data Systems, Data Processing 
Installation Management, Procedures, and Standards* 

AR 190-13, the Anay Physical Security Program 
C. AR 340-21 r Office Managarcnt, fThe Army Privacy Program. 

- , - -4* " AR 380-5, Secrurity, DepartiBent of the Army Supplement to DOD 
5200. 1'R (DODISPR) . 

e. ^ AR 380-^10, Departauent of the Army Policy for Disclosure of 
Military Information to Foreign Governments (U) . 

f- AR 3BO-13, Security, Acquisition and Storage of Inforx^ation 
Concerning Non-Affiliated Persons and Organizations. 

g AR 380-150, Access to and Dissemination of Restricted Data.* 

^ AR 381-3, Signals Intelligence (SIGINT) (U) - 

i. AR 381-11, Military Intelligence, Threat Analysis. 

AR 381-12, Subversion and Espionage Directed Against DS Army 
and Deliberate Security Violations (Short Title: SAEDA) • 




AR 381-12-1, Processing of SAEDA incidents (U) - 



1. LC?) AR 381-14, Counterintelligence - Technical Surveillance 
CounteriEieasures (U) . 

m. TCO AR 381-15, Military Intelligence, Domestic Exploitation 
Program (U) 

n, AR 381-20, Military Intelligence, US Army Counterintelligence 
(CI ) Activities . 

o. AR 381-141, Military Intelligence, Provisions for Admin- 

istration^ Supervision, Control and use of Intelligence Contingency Funds 
(ICF)^ (U) 



t 
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p. "JJi AR 530-1, Operational Security (U) . 

q_ AR 530-2, Communications Security (U) . 

r.ltj^ AR 530-3, Electronics Security (U) . 

^jq^-i AR 530-4, control of Cojnpromising Emanations (U) . 

t. AR 604-5, Clearance of Personnel for Access to ClassiJIied Defense 
Information and Material- 

u. AR 604-10, Military Personnel Security Program. 



Publications ; 

a. DOD 5200. 1-R, information Security Program Regulation. 
i>. (SI) DOD 5200. IF (M-2) Special Security Manual 
c. DOD 5200. 28-M, ADP Security Manual 

a. DOD 5220-22-M, Industrial Security Manual for Safeguarding Classified 
Information. 

e. DIAM 50-3, Physical Security Standards for Sensitive Co^T.partraented 
Information Facilities, 

« 

3. Field Manuals: 

a. FM 19-30, Physical Security. 

b. FM 30-17, Counterintelligence Operations. 

4- ACSir DA Publications. 

a, OACSI Sensitive Installation and Unit List (SIUL) . 

b- AARGRAMS (as applicable) . 
5, USAINTA Publications. 

a. USAINTA Reg 10-2, Organization and Functions Manual. 

b. V(njr USAINTA Reg 381-1, ICF (U) 

^ c. USAINTA Reg 381-100, CounWintelligence Activities and Procedures. 

USAINTA Security Support Bulletins (U) - 




e- USAINTA Security Support Program Manual "THREAT" (u) 

f • USAINTA Security Support Program Manual "Op^xdtions" 

g. USAINTA Security Support Program Computer Security Manual 

h. USAINTA Daily Operational Reports (as applicable). 

i. OSAIKTA Supplement to AR 380-5, 

6. 902d MI Group Publications; 

a. ^'^lC^T^ 902d MI Group Pajx^hlet 380-2, Security, SATRAN 
Reports (U) - 

b. 902d MI Group Daily Operational Reports (as applicable)^ 
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Si 



ESSENTIAL ELEMENTS OF INFORJ-IATION (E£I) 



I l.^'Ki^i- GENERAL i In devising EEI applicable to the supported instal- 

I latiim, each one of the multi-discipline threats must be examined in 

conjunction with the mission and situation of the particular target, 
^he actual or potential vulnerabilities thereby conceived become EEl 
affecting the supported installation. Since each installation !nas its 
own specific situation, it is iii5>erative that the DS5A work very closely 
with a representative of the supported installation in order to arrive 
at an EEI listing tailored to the specific needs of the command. The 
references listed at APPENDIX A provide background information and 
guidance in devising EEI. Many of the areas covered by these references, 

_ irtiich Jieretofore have been of little concern to the Special Agent, are 

now essential elements of knowledge to the DSSA if he is to successfully 
accGcnplish his mission under the D5CCP concept. This is particularly 
necessary in the areas of 5IGINT, PHOTINTr OPSEC and Computer Security, 
Listed below are sample EEI for each category. These EEI are basic and 
are only a partial listing provided as an aid in developing a list 
peculiar to the supported command. Some of the items may not be germane 
to every DSSA but are included as nuclei for possible development of new 
or related ideas. The final EEI list prepared by the DSSA should include 
the source or sources that can provide the required information. 



2- V^^j^ HUMINT: The following elements are those normally atti ibuted to 
collection or exploitation by human intelligence sources* The information 
[ will usually be ob'tained by various HUMINT sources, personal ol>servation 

by the DSSA and liaison contacts: 

t 

[ a. HOIS subscriptions or regular acquisition of local and post 

? newspapers £md periodicals. Sources: X-NO contacts and USAINTA. 

■ 

b. Deliberate compromise of classified information or unauthor- 
ized release of military information to representatives of foreign 
governments (ARs 380-5, 380-10, 381-12 and 381-12-1) 

t 
I 

c. Public information releases and local newspaper articles 
revealing unclassified but useful (to HOIS) information regarding 

f the command. 

* 

J d* Theft, suspected theft, or unauthorized reproduction of 

, classified documents and or material. 



e. Reported or suspected blackmail or coercion of individuals 
employed within the supported command. 



I 

I 

> 

REGRADED UNCLASSIFIED 

bycdruIaVsco^oi/po ^ 

AUTH PARA 1-603 DoD 5200.VR 




4^ i-. 



1 





f . Actual or attempted physical breaches of restricted area 
perimeter security, external or internal. 

g. Karly detection of persons whose activities and/or character 
weaknesses may render them vulnerable to hostile intelligence exploit 
ation. Goitabili^ factors may include^ 

{!) SaEcftftsive indebtedneas or recurring financial difficulties. 



r? 



(2) 



^J) Conduct rendering the individual vulnerable to pressure, such 
^ criminal or inoral acts. 



' (4) Bsoessive use of alcoholic beverages or improper use of drugs 



(SJ Mental or emotional instability or history thereof. 

(6) Those who attempt to commit suicide. 

(7) Drastic changes in behavior to indicate possible unexplained 
pressures being brought to bear. 

h» Personnel who regularly and voluntarily work during non-duty 
hours when unobserved access to classified data is possible. 



< -4 
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r 
i 



Sudden unexplained or inadequately explained absences from 



work* 



j. Meir±>ership in, or association with members of organizations 
constituting a local threat against the US Army as defined in AR 380-13 

k. Unsolicited correspondence from individuals, organizations or 
addressees known to be a threat to the US Army. 

1. Allegations or denunciations of espionage or sabotage on the 
par^ of sensitive installation personnel. 




3. VP^"* PHOTINT: l*his pertains to intelligence obtained by means of 
photography, mainly through HOIS satellites or HOIS commercial aircraft. 
Also included nust be threats posed by hand-held cameras operated from 
low-flying private aircraft and ground-level photography conductec3 from 
areas outside the perimeter of the installation. Photography from sea- 
borne platforms should be considered at installations located near 
international waters. Sources of information for this type of data are 
documentary sources such as SATRAN messages, schedules of tests, opera-- 
tions and troop movements, as well as results of liaison contacts and 
personal observations. Some sanple EEI arc as follows: 

875 REGRADED UNCLASSIRED 
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a. Following activities during periods of scheduled overflights by 
HOIS satellites and commercial aircraft; 



(1) Large and significant training exercises. 

(2) Testing of equipment and/or techniques in ths open. 

(3) Uncamouflaged new or sensitive equipment. 
<4) Other significant movements and activities, 

(5J Concentration of transportation equipment, i.e., transports, 

etc. 

b- Build up of major item stockpiles in the open. 

Gradual build up of facilities at a test site. 

d* Repeated violation of air restricted zones by commercial/private 
planes. 

Bp Appearance of private aircraft during classified, or significant 
te sts/demons tra ti ons * 

f . Placing, operating or testing of new, significant or classified 
equipment in areas exposed to the public. 

g. Sudden appearance of camera-carrying "tourists" in the vicinity, 
coinciding with the scheduling of new, unusual and/ or classified activity. 

Unobstructed windows and apertures in areas where classified 
matters are handled, permitting observation and photography from uncontrolled 
areas. 

i. Foreign vessels, particularly from East Bloc Countries , appear- 
inq off-coast of installations near international waters. 




4.^^Hi SIGINT: Signal intelligence is derived from the intercept and 
analysis of communications f COMINT, and from communications electromagnetic 
radiations, ELINT. HOIS SIGXNT collection against US facilities is 
accomplished from air-borne, sea-borne, and land-based platforms. HOIS 
capabilities in this field are described in the USAINTA Threat Manual and 
additional information as to specific threat to the supported installation 
may be found in reports of SVAs and SAVEs and/or requested from USAINTA. 
The field of SIGINT is a very complex and specialized one. Adequate 
protection of a command/installation from HOIS SIGINT collection requires- 




J 



the application of Signal Seciirity (SIGSEC) which includes Cornrauni cations 
Security (C0M52C^ r ^nd Electronic Security (ELSEC) - COMSEC measures are 
applied to telecommunications systems and has four componsnts; crypto 
security, physical security, transmission security and ermissiDn security. 
ELSEC pertains to protective measures applied to electromagnetic radiation 
of non-connmnications equipment and systems to prevent the interception, 
analysis or exploitation of those radiations by foreign intelligence* The 
DSSA must become sufficiently familiar with the above subjects in order to 
recogniie vulnerabilities ^ and know when to recommend a requesit for technical 
assistance. Referenc?es Ih, It P, <l, r, s, and 5d and e in APPENDIX' A will 
provide additional information. Furthermore, the DSSA must work closely 
with the »taf f element having re^ponsiblity for SIGSEC of the supporte-f 
installation. The EEI selected will be the type that can be fulfilled 
by hiiiaan sources, preferably located in communication/electronics work 
areas, Some EEI coBunon to SIGINT are located in para Ic, Appendix to 
AR S30-1. Other san^le EEI follow: 

a. Conducting tests on new or sensitive radars and other non-- 
CGDUBunication emmitters within range of land based, air-borne or sea-borne 
HOIS ELINT platforms. 

Installing and operating electrically operated, information- 
processing equipment which handles classified information without the 
application of comproinising emanations control measures* 

c. Poor telephone security to include: 

(1) Discussion of classified matters over Autovon and (XJmmercial 
telephone systems. 



(2) Discussions of upcoming events which can provide tipoffs to 
classified activities, 

(3) Use of double talk in reference to classified messages. 

(4) Reading/quoting verbatim portions of classified matters* 

S.^^ijF OTHER EEI: The following items are of interest to the US Army 
intelligence community and will be forwarded to this headquarters by 
Agent Report format for appropriate action. A statement in Agents Notes 
will indicate if and how the information has been reported through other 
appropriate channels. As the information will be passed to USAIKTA for 
possible exploitation bt the Special Operations Detachment or the Director 
of Operations as appropriate, the Agent Reports will be classified 
CONFIDENTIAL-NO FOREIGN DISSEM. Normally this information is not passed 
to the local commander other than to insure that other proper reporting 
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procedures are being followed by the coRunand, 

a* Identification and extent of foreign contacts of military and 
DOD civilian personnel, with emphasis on Soviet bloc countries. 

b. Intended foreign travel of military or DOD civilian personnel 
to Soviet bloc countries or attendance at social or official functions 
at which Soviet bloc countries are present. 

c. Foreign business or professional connections and the extent 
thereof of ndlitary and DOD civilian personnel and their fandlies, with 
emphasis on Soviet bloc countries. 

Solicitation by foreign national or organizations of personal 
or official information through official or unofficial channels. 

Invitations by non-US Government organizations or individuals 
to members of the supported command to Participate in conferences or 
symposia or to submit papers for publications in professional journals 
on activities related to their government employment. 
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APPHl^DIX C TO 902D MI GROUP PA>1PHLET 381-3 

DSCCP QOARXERl.Y PROGRESS REPORT 

1. (U) IDENTIFY: {Name of 902d MI Group Field Element provid:.ng support), 

2. (U) SUPPOBTED COMMAND: (The activity (ies) receiving the support and the 
znajor command (s) involved.) 

3. ( ) Tftftt^ ANALYSIS: (In the initial report .suranariae the results 
of target analyses conducted for all activities, installations, or 
sep^u^ate elements designated and included in the program, by order of 
priority of support. Stibordinate elements large enough to be designated 
sub-targetE will be listed in subparagraphs. In subsequent reports, 
indicate only changes as they occiu:.) 

4. < ) QUARTERLY BRIEFING OF SUPPORTED COMMAKD 

a. Circumstances: In brief narrative form, cite date (5), identities 
ot all persons present, and siibjects discussed and results of the briefing (s) 

b. Recapitulation of Operational Progress During the Period : In 
as many sxibparagraphs as may be required, cite significant developments 
as pertain to developanent of the program, improvements in target coverage, 
and any operational readjustments made during the period. In citing 
specific items of interest, identify each by making reference to the 
appropriate reports made daring the reporting period which contained 
details of the topic discussed with the conunanders, if applic<ible, 

c* Significant Counterintelligence Information Peve lopeci: In as 
many subparagraphs as may be required, cite identities of per iKJnali ties, 
incidents, or groups discussed with reference to the report previously 
submitted. 

5- ( ) INFORMATION SUBMITTED: 



a- To the local commander and actions implemented or ta):en as a 
result : 

Subject Type Inforynation Developed Action Takei i gate of Action 

b- To the intelligence community; 

Subject Type Information Developed To whom reported 

6- ( ) COMMENTS, REMARKS AND RECOMMENDATIONS: 

In this paragraph, indicate any general remarks or indications of special 
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interest shown by the supported ccnnmand that are not covered in above 
paragraphs* These remarks should reflect the commander's assesiiment of 
the viability of the program, whether it is meeting the objectives and 
achievements as he sees them, and any problems and/or recommendations. 
Also indicated the extent with which the conunander or his representative 
has cooperated with the FO/RD and/or this group and any pertinent remarks 
which could serve to iaprove the DSCCP support to the command. Where 
problem areas have been encountered, findings and recommended solutions 
will be provided. I^eesons learned should be included to assist in the 
pl£mning mnd iibplez&dntation of other operations. A statement will be 
entered as to whether any information cx>ncerning non-affiliated DOD 
civilians or organi£ation& was reported (AR 360-13). If affirmative, 
reference Sfpecific report or attach copy. Utilise subparagraphs to 
explain or anplify infomtioti or data reported* 

B*OTE; Classify each paragraph according to its contjent. Because X)f the 
distribution of this report, care must be taken to insure that the 
contents of the report do not reveal SI/SAO access material. An example 
of this would be to include the Statement "three items of PHOTINT 

information, reference messages , , and , w£;re received 

and passed to the supported command. Appropriate actions were taken", 
without revealing the SI/SAO information contained within the reference 
messages. 
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2 JamMiry 1979 



miUlDDll fat SBSGIOR^ OOOmERlNSLLDClSCE 



!• 'itUatod I la t)p«ratlim Plan for ICIP, Lentil Monlcey (U), 

Xo ca ttd at tb» flvfenae Imguage &8titate (HLI)^ Preeldio of Kor.terey, 

2, Attached at lA^B are the Quarterly Sxunnaries on Lentil ]<onkey (13) 
for FT 78* " 

3. Ittaoh^ at Ju^^C is an FBI report on an individual who in 
lyT J^ bgli^E oonsiSerea for employisent at DLL 

ll* Tn Deoember 1978, diBcuasion with SOD personnel concemiig this 
KIP rerealed that subject ICIP would be terminated in early 1979# 
JLB yon know^ Bob Vright has an action before **higher authority" regard- 
ing a change In the definition of 8urveill«ii»anoe« Ifj oonoe:m has been 
■bather or not ICIP violates the definition used in the E.0» The DOD 
IB appears to be satisfied that it does not* Wjth the tez«iiiation of 
Lentil Monkey the question from my concern becames academic* Accord- 
ing to SOD, Lentil Monkey (U) will be replaced with another plan that 
will be administered by the 902d MID end will eliminate the area of 
concern. 




ON sep.;S4cSmfowpo , 



OPERATIOt; PLAM LESTIl. MONKJSY (B) ; 25 January 1978 

• : - 

' INTERNAL COUNTERINTELLIGENCE PROCRAll (ICIP). 



ijGh MfBflon, lacHground, Objectives, & Base ol Operations 



Mission. To provide coiincei Intelligence suppo:*, security support 
mnd cperations security support lo the Defense Language InstitutjEi (DLI) , 
located at tlie Presidio of MoQterey» CA« 

I 

b. Beclcsround. Ref b dcslgnAted tbe Secretary of the Army as 
Executive Agcot for the Defense Language Program and : asked zle Department 
#^ the Arsgr to control the program. Military Intelli^.ence recel^ ed the 
above stat'-d Blsslon. The CooGBandarty DLT request^.d by ref the 
laiplfrwitatioa of en Agj^ressive Counierlnt lligence Fnigram. Th,vs program 
i£ known as ar Internal Counterlntelllbence Program (ICI?). A target 
volncrabUlty analysis, conducted by the 115th MI Group in Mi^rch 1968, 
Indicated the request fully justified. Additionally , Ini^rmtion 
4 antalned in tef h continues to support 



e» Objectives. 



this deteriiiiiation. 



(?) To attempt to ic'entify as early as }.ossibl: specific hoistlle 
Intelligence collection operations or threats to th"^ DLI to allow neu- 
tralization or exploitatz'on of offensive counterintelligence operations 
of such hostile threats and/or operations. 



(2) To i(5entify those activities, {Practices aud/or petsonnel vithin 
DLI that pose potential or existent security threats and to otsutxalize 
thteats Ro identified. Specific target areas are xdeatifled by ipriority 
in ^nex B* 

d. Base cf DLI Operations. 

(1) Project Case Officer (?CC); A jday office Is located at the US 
Navy Post Graduate fchool in proximity t!o, but, ph>3lcally separated from 
the Preriidio of Monterey. 



(2) Project Lialron Officer (PLO): • Pr*5si<Jio of Monterey. 
Personnel: 



a. Project Case Office. . " ...... ^S5i\F^eD 

h> Project Liaison Officer. ; 
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OaPERATION PLAM LENTIL MONKEY (0) 



c« Sources: Ta be recruited «8 avalflabie from neiaters of the 
•tudeot body, staff ud faculty of DLI. 



4* Control Perfcoimel: See Axmex C, 

■ 

3^ Cover and Documentation: 



(Knowledgeabllity List). 




Execution: 



a.. Concept of Operations: 



(1) The ICIP operation will be implemented by the cpordinatf-d 
utilization of overt liaison contacts, conventional sources and confl- j 
dcntial souz^es. Priority of source recruitment vill be in accordance / 
with Che target priorities estab lished in Arinex B and based on expressed 
or demonstrated needs of the DLI Oons&andant. The PLO will constantly 
spot» assess and recruit potential Confidential Sources for utilisation 
in priority target areas. 

(2) ' Each individual and source involved in the conduct or coat'ol 
of this ICIP vill be briefed on and coiaplj^ vith current pollcie'^i and 
constraints pertaining to counterincel ligpncc operations and otlier 
activities as they cencein persons and orjgarlzations nor affiliated 
with I>epartiBent of Defense (references a^; c, i). Upon recruitment (or 
earlitir if deeined appropriate), each Confidential Source will h*?. briefed 
on these constraints ar^ will sign a certificate to this effec:* A copy 
of the certificate vtll be includei' In the source data forvard^'^d to 
h-'gher Hiiadquartcrs. I 

W3 




OPERATIOM PLAN LEKTIL MaNKEY (U) 



(3) The acope of thl» operation- wlU not te expanded to cover off- 
pc»«t tarsets not affiliated with the Department of Defense vlthoat prior 
lq»proval coapllaoce vlth reference c; 

<4) «tlirltlea a^d duties of the 1>C0 and FLO are <;ontalned In refer- 
ODce f . nie fUHp in exci^tional caaes. jbased on the nurture of ttie DLI ^ 
«p^onBen|;'^^ awv^ «a a PCO f or aeldcted Confidential Sources, 

k. Eaaantial Itementa of Infcrisatlcn {EBI}; Annaxi}D« 



e« Hargac Area: Annex B, 
4* laploMntatlon by Phaaea: 

<1) Overt phase la on-going as appTloved and validated by aCSI 
Letter dated 14 July 1$76» subject: Internal Counterintelligence 
3hrot?:«a (ICIP) (D). The overt phase is la jrlmary respcnsibll.'ty of 
the no. 

iZ) The objectlvrs of the ov^rt phase are: 

(a) Spottirg and assessing potential Confidential Sources. 

(b) EstAblishtt.»nt and maintenance of a professional and cooperative 



relationship vlth the DLI Commandant and 
DLI Security Officer and other persi>nnel 
priority targets. 



his staffp with eaphasis on the 
In key positions Involving 



(c) Further apprising the DLI Commandant of th£ ICIP, Its objectives, 
capabilities and lloaitations* 

(d) Establishment snd maintenance of a liaison link througn the DLI 
Security Officer with the DLI Commandant to facilitate the passage of ' 
perlahable and critical information, 

(e) Accoiupllshment of selected local investl), stive requirements 
relative to both overt and other sourcea 



1 



... 



- » 



(f) Development and maintenance of liaison contacts vlth local 
and Federal law enforcement^ security, ai^d investlgitlve personnel. 

(3) Covert Phase. 

(a) The covert phase is Initiated u^ion the recruitment of a 
Confidential foufce and will continue' for the duration of fie utlllsption 
of such source, or until the operation Id terminated. 

REGRAOeD 
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(b) The objectives of the covert phase» which are the responBl- 
fcil:^cy of the ?CO^s are: t 

I • 

(1) Development «ad tiaely reporting of credible Inforoatioa 
deleting to the detection* neutralization or exploitation of factors 
or Individuals who poee a direct threat to the security of DLI and 
Cbe United States* 

(t) l^ral^aing and ea^lolta'Cton of 1j 
]bM flacesMHii; and access within the selected priority target arcias, 
^«id i4ko ere ei^ieMe of developii^ and reporting infon&ation not avail- 
tkXm through overt seans* 

^. e* Security Considerations:^ All personnel will coiDpl7 with the 
Jifolnistrative and ojperatlonal security procedures set forth In 

Ht^.^, , I , . , 

£. Teehnlcal Requirements: Utilization of technical equipment is 
not anticipated. If, during the. course |of the operation, &uch a require* 
:nt develops » supplementary correspondence will be initiated. 



5. jdO Comimications: 



b1 



b1 



b1 



b1 



6. ^ Training: 
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eft and ^U>Si« tics: 



b1 



I 



b1 



Tennlnotiou: 



a. Tennlnation Vlth and yithout Frejuclcs: Sources recruited fcr 
these operations will be terminated when!their use to thu operation 
ceases, they show indicat:^.ons of laKecure practices vd^hich could compro* 
nlse the operation* they are no longer avenable to control^ or the 
operation Is terminated. Circumstances under vhlch tennination is 
effected will determine whether termination is with or without preju- 
dlce« Security debriefing and sev«rraare 'statements will be obtained 

at the time of termination when practicable. 

i 

b. CommitmentB: The only commitments to be made to Sources will be 
asacrance of protection of their identity and of reimbursement ot ex* . 
penses incurred at the dlrectlcn of the ECO or PLO^ 

I 

c. Knowledgeabillty: Knovledgeabllity of Confidential Sources will 
be limited to names of the PCO aad PLO; vehicles and license plates; 
meeting sites; i:raining» EEI and other modus operandi acquired by a 
Source in the course of his utilization In an operation. Knowledge- 
ability of Conventional Sources, witting,: or unwitting, will generally 
be less than that of Confidential Sources; however^ they wiil.be met 
and debriefed whenever practical^ with the same operational techniques 
and procedures utilized with Confidential, Sources. 



Coordination and Liaison,; 



I 



C'.>ordlnatiQAi of 



r ■ 

this ofteraclon has been affected vith the Commandant, Dll, 

886 




1*1 



o 



C^EEATIOK PIAN LEKTIL IttXiKEY (U> 



i: 




and ftpprofiriate staff officers. Lial&on vlll continue to be coTi<lucted 
*with theae off iclala* ^ Liaiafm has also 'been fiatabllshsd and melntaiii^d 




vitb appro^rlata local and Federal lav 
aftncles* 

10* (10 teporta: 



wforcenent and investigative 



a* Source adiilnistratlon and operational reports vlll be scibaitted 
Ia accordance vltb DSAORA Besulacioa iBX*lOO & 1 and TM 30*17A. The 
^.^tollowlog reports are required* j 

(1) Quarterly Status Seport (See example In USAINTA Regnlaiclon 
MX*-100-1. Appendix A) 

(2) Lead 1>evelopt:»t Report (See jxaiaple In FM 30-17A, Appendix D) 

(3) Contact leport (See exaaiple la FM 3C*17A, Appendix D) 



(4) Agent Report (See example in pS^JNTA Regulation 381-100, 
^pendlx A) 

b. Quarterly status reports vill ^e subxaitted so as to arrive at 
Special Operations DetachxQent, HQ, USApSCOK, NLT three worltlnii days 
after the end of the reporting period.) 
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AMNEI A: Eefercnces 



Executive Order 11905, United States Foreign Intelligence 
' Actl^tlM (TI) , 18 Feb 76- 



J Dtreetiv* 



ttD-U Abt««l«iti<m and Storage ot inioin»ai.i"" ^ — 
?«^.o3Tid OnanUations ! (U) . 30 Sep Ik, 

^ VL F«vl.i««. for AteinLration Supervision. Cntrol 

^ .St«lllS«»ce Contingency 7und| (0), 7 Jul 76. 

) ACSI-CIPR. dated 8 Ocl 69, Subject: Counterlntelli- 

f Defense Language Inatit^ite (U). 



OSAmC Regulation 301-iuu-a. w 
ibpecatlona W . 8 Jun 74 . 

• BSAWTC Regulation 381-1. Provisions for Adini"nistratlon» 
««pe?k.^rSnt^Jl «<i mtelligence Contingency Funds (U) . 

: 44 Aug 74. 

h. isAIUTA Report. A Securitj Incident Review. Defense Language - 
Institute (U). dated Jan 1977. 

1. Letter. ICDO-OP. dated 12 Apr 74. Su^ect: UmbrelU OPLIJi (U). 

1 Letter. CDT. DLIWC. dated 11 Sep 67. Subject: Requeat for 
Aggri;slt^ C^u;teri;telllgence Support CU). with 1st Indorsement. 
0LI, dated 14 S^p 67. . ^ 

k. Letter. MIIA-GPA-CO. dated 6 Jaii 77, Subject: Administratlop 
of litem^l Counterintelligence Program CU) . 
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ANNEX B; Target Areas (U) 

l{U\^ Priority I targets linclude th» following DLI language Departments 
c. Polish 



4* ■uftt*n«n 
f. BulgATlan 

% 

r 

h. Chinese ^ Cantonese 
5 • Chinese - KandarliL 
Albanian 



iC^^^ Priority II targets include thr following DLI Language -Departments 



a. Arabic 

b. French 
C* German 

d. Xtailau 

e. Indonesian 
£• Korean 

g. Persian 
h» Portugese 
!• Spanish 
Thai 
Turkish 
1. Vietnamese 
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ANNEX C; Knowledgeabilicy List (0) 

SPECIFIC iaOWLEDGE.\BILITY ROSTER August 1977)* 

DATE 0;F access 



■ 

UZ Kussell E. Coolej 
LTC Josepb 1.' B«Aln« 

4 

Hsj Leonard A, Kostelnik 

'4 - 



. IttJ Carl X. ilMllUr 

>. ... 



t9C Ucbard L. HcCaul«y 
. imjcmt K* Bugles 

• • 

Jc-hn C«rsteiL8 

LTC Archifr D. McQueen 



ICIP LENTIL kONKEY (U) 

■ 

• POSITION^ 
CotnmandeW 
Executivp Officer 

Chief Operations Branch 
Operations Branch 



PLO 



PCO 
PCD 



Special Assistant 



Jul 1977 
Nov 1976 
Jul 1977 
Aug 1977 
Feb 1977 
Apr 1974 
Fee 1976 
Auji 1974 
ISep 1974 



* All Personnel LlsteS Are Assigned to [the 93D MI BN (Prov) 



H0 



c - 




I 1 1 1 1 




GEN>iRAL ILNOWLEDG E ABI LITY ROST .ZR (1 AUG 7.) 

ICIP LEN'^IL KONKTA (U) 



NAME 



GOL Samuel L. Stapleton 



COL R, Jaanson 



LT3 R. P. Kelly 

LTC P. R. Burger, Jr 



LTC Waldo Wehb 



James R. Green 



^^AJ Wil,lii»m A. Sensenderfer 



CPT Van B, Lowry, Jr. 
CPT Brendon A. Xiques 



Jesse Boone 



Max Do3 an 



POSITION 

Coir n :ndant , Def en&e 
Language Institute (DLI) 

Deputy ConuTiaadant, DLI 

, XO, DLI 

Lirector, Support, DLI 

Security Officer, DLI 

Security Officer, DLI 

Chief, OPSfiC Team, 
93d MI Bn (Prcv) 

Adjutant, 93d III Bn (Prov'» 

i 

CDR, F; Ord Field' Office 
S/A Ft iOrd FO 



r 



;>;/- i!-t ;Ord FO 



b1 



Per FBI 



b1 



Per FBI 



hG H. R. Aar n. 



MAJ (INU) Morj.an 



CPT Et.ward F. Alves 



CI r Afchton Ome-B 



CPX John F. Roe 



CPT Fred A. Kiiman 



..CSI, DA 

ACSi, DA taff Officer 
S-4, 93d MI Bn (Prov) 

I 

< 

CJTi, TSC^ learn 

A 

Action- Officer, 3:-:> 
9Jd MI^ En (Prov) 

i 

* 
r 

3 

TEMPEST Officer, 
9id HI) Bn (Prov) 
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DATE OF ACCESS 



S,i3 1975 



Jul 1977 
Sep 1977 
Sop 1975 
Nov 1977 
Jan 1974 
Jul 1977 



Sep -.975 
Aug 1975 

J.an 1975 

Jan 1975 

Jul 1974 



Sep 1976 

I 

Jul 1977 
Jul 1977 
Jul 1977 
Jul 1977 



Jul 1977 



Jul 1S>7 
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AHNEX D: Essential Elements of Informatloiv 




»Conaiaitent with tiie stated Bission and objectives cf ICIP LEl^XIL. 
NKFY, tbc following ksaential Eletnenta of Infoniiation (£EI) are 
MCatllshed* These E£I apply tc all vilitary and DOD civilian personnel 
uslgfied to or associated with Z>LI activities to include students » 
pcrwMient putyp staff and faculty, and jvisltors: - 



- - I 

1» Idantlflcation and extent of foreign contacts and business or 

^rofssalonftl cssmftctlons » pattlcularly ihose with connmnlst bloc 




1. FtMreign traTel^ Intanded or con^leted» to coimunlst bloc 
as; racurrlag trips to Mexico and Canada* 



1 



3. Attendance at social and official functions at which conimunlst 
%!loc cooatry parsormel are praaent. 



r 

\ 



4, Solicitation by foreign natlonalt or orgai5l-::6t:iDns of offlr.'.al 
mt perso&al Infomation through either Official or non-r ff Icial channels 

Identification of peracnnel corresponding cr associating with 
cosBunlst bloc embassies or receiving unsolicited correspondences from 
individuals, organizations or addresses known to be a threat to the 
US Anqr» 

6. Ideatiflcatlon of personnel whose activities and character 
weaknesses render them potentially vulnerable to pressure* blacllondll, 
coercion, and exploitation by fort^ign intelligence* Such Inforination 
includes: 

■ 

a. Excessive indebtedness or recurring financial difficulties. 

• '■• i 

b» Unexplained affluence inconsistent with income. 



r 



HI 



c« Commitment or solicitation to comrQlt immoral or illegal acts 
in CC^S or in foreign countries where such acts csuld be considered 
illegal. I 

: 
I 

d» Drastic changes in or acta of personal behavior to lnd3.cate 
possible unexplained praasurea being trbught to bear. 



of 



c. Excessive usf of alcoholic bevejrages or improper use oir abuse 
drugs ^ 



r narcotics. 



f . Kantal or ea»otional iostabllity 



or illness of sufficie:at 



1 

r 

t 



f 



seriousness to affect i^ttaterially the in|divldual*s duty performance. 

I 
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7. Identification of violations of established installatica and/or 
personnel security policy and proicedures- 

8. W«Btlf IcatlonV of Individuals di:-piaying unijsual interest in 
■nothers p^sonal and military backgrountL and future asslgtUBent; 
act«aptins to identify individuals on orders to classifJjed and foreign 
f niiiiii! and .general stalf assignnents; ph;otographing apparertly 
MlMt*4 individuals. 

9. Allegations or denunciations of espionage or sabotage activities 
10. Sodden unexplained or inadequately explained absences frow work. 
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6C) LENTIL MONKEY: (QSR, 1st QTR FY 78) 



a. Location: Defense Language Institute (DLI)» Presidio of 
Monterey, CA. 

b. Conf idenrial Source Utilization ; Seventeen. 

c» Information Obtained or Reported on Non-affiliated Civiiiians: 
None. 

d. Useful Information Obtained : 

(1) During the quarter, sources continued to report cont3c"s betwctpn 
Russian Lan^iuage Department (RID) instructors? and friends and rf?jativt-? 
in the USSR. In addition co written correspondence* packages containing 
clothing, books an<i other articles have been sent to individuals in the 
USSR: soTnetimes through third parties. One RLD instructor has receiver, 
both standard and mil itary dictionaries fron a friend in the USSR, tn 
include a copy of the VJarsav Pact ililitary Tenr.lnolojxy. An RLD ins;tri;rtcy 
has sent over 5^,000, in increments over a period of several years, :o 
friends and relatives in the USSR. The instructor refused to reveal tr.K.- 
Tnethod/syster. used to transmit the Tjoney that he had borro^^ed v.'hile in ihv 
USSR in order to eiiiigrate to the US. An RLD instructor who visited t;u 
USSR durint; the quarter v:as questioned vbile there bv an indivi.fu.2l v/hr 
identified himself as a Soviet Army officer. The instructor was askc.i 

for the names of DLI personnel, students' branches of service, snd thi 
purpose of. their language studies. The instructor reported that she 'mt, 
refused to answer the questions. 

(2) A Polish Language Departnent (PLH) instructor obtained a vis:- 
from the Polish Embassy in London while on leave in July 1977 and pro- 
ceeded to visit Poland- The instructor failed to comply with DLI reeula- 
tions in that he did not report his intent to visit a ConiTTiunist Bloc 
country and receive the required briefing frofr> the DLI Security Officer. 
This instructor has taken past trips to Poland, but had always co~plied 
with DLI regulations. A FLD instructor who has been employed at DLI 
since 1955 is reportedly planning to retire in the "near future and irovo 
to Poland- He stated he would be able to live better in Poland because 
of lower living costs. Tliis same instructor had visited Poland last May, 
and had photographed DLI students' froTn the Polish and Serbo-Croatin 
Language Departments during a class picnic in November 1977. A ?LD in- 
structor who last visited Poland in June 1977» was visited by friends, 

a man and woman, from Poland during late Septeirber, early Ortohi.r. Tht^ 
instructor took his guests to the Ft Ord Officers' Club on ] Ort.~^bor 1^77. 
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(3) A female instructor of the Serbo-Croatin Language Department (SCLC) 
has developed a close association with a US Army Captain, and fo:nner DLI 
student, now attending the Yugoslavian Staff College. Since his departure 
fro© DLI in June 1977 » the instructor has corresponded with the Captain and 
has sent packages to him for delivery to her relatives in Yugoslavia* 

She plans to visit the captain during her programmed visit/TDY to Yugoslavia 
in April 1978. The captain is allegedly gathering data for her that can 
be used by the SCLD* The insttructor, a former Yugoslav citizen » is now a 
permanent resident of the US, and her husband is a US Army enlisted man 
stationed at Ft Ord. 

(4) An instructor of the Hungarian Language Department (HLD) required 
his students to complete, in English, a Hungarian visa application as 
homework assignment. When filled in> the application provides considerable 
biographic data. The application was printed in four languages j Hungarian, 
German, French and English, 

Cp Operational Status: 

(1) Seventeen confidential sources were active during the quarter. 
Four sources were terminated, three due to graduation and one due to un- 
expected reassignment, and three new sources were recruited. Four other 
individuals. Including one instructor, are currently under asseissment as 
potential confidential sources. In addition to the confidential source 
coverage, twelve conventional sources also provided coverage at DLI. 

(2) During the reporting period, infoimiation obtained from all sources, 
including that acquired from overt liaison activities with other services, 
resulted in the production of two Summaries of Information, 32 Contact 
Reports, A8 oral reports to the DLI Commandant, eight Source Lead Develop- 
ment Reports (SLDR) , and 109 Agent Reports. A total of 1, 320 manhours 
were expended during the 1st Quarter. 

(3) On 20 December 1977, the Project Liaison Officer (PLO) provided 
the Quarterly Progress Briefing to COL Samuel L. Stapleton, Coirmandant, 
DLI, with LTC Richard P. Kelly, XO, DLI and LTC Waldo R. Webb, Security 
Officer, DLI, also present, COL Stapleton directed that significant 
information in the briefing also be furnished the Deputy DLI Ccnnmandant , 
COL R. Jansson, USAF. This was accomplished on 21 December 1977. 

(4) As a result of the Quarterly Briefing and items presented to 
the Commandant and his staff as developed by the ICIP during the quarter, 
the DLI Security 'Officer denied permission for an ASA enlisted student to 
reside in the home of an RLD instructor* The instructor has had extensive 
contacts with individuals in the USSR, reportedly attempted to obtain the 
release of family members from the USSR, and has had alleged contacts with 
the Soviet Consulate. The DLI Commandant has tasked the Security Officer 
to determine what restrictions could be placed on foreign visitors to DLI, 



and what actions can be taken against the PLD instructor v^o visited 
Poland without complying with DLI regulations. Further, the Security 
Officer was tasked to follow-up on the visa application homework 
assigned by an instructor of the HLD, Such assignments appear out-of- 
line and without academic basis. 

(5) Special Operations Detachment, USAINSCOM, is closely monitoring 
the reports concerning the relationship between the SCLD instructor and 
US Army Captain. Should substantive information develop as a result of 
this relationship, necessary investigative or other appropriate action 
will be initiated. 
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icy LENTIL MONKEY: ( QSR, 2d QTR FY 78_ 

a. Location: Defense Language Institute (DLI), Presidio of 
Monterey, CA- 

b. Confidential Source Utilization: Seventeen 

c. Information Obtained or Reported on Non-affiliated Civilians: 
None. 

d. Useful Information Obtained: 

(1) A Russian Language Department (RLD) instructor revealed that 
her mother, who resides in the USSR, had been recently questioned by 
KGB officials when she unsuccessfully attempted to have a manuscript 
smuggled out of the USSR by an American tourist for delivery to her 
daughter. The manuscript was allegedly the instructor's translation 
of some of the works of an ancient Greek philosopher. The tourist » 
a male student (not further identified), was apprehended and the pack- 
age confiscated by airport officials. An RLD instructor revealed that 
while a resident of the USSR he had been approached by the KGB 1:0 be 
an informer. At the time, 1974, the instructor was teaching English 
language to Soviet Jews* Through the advice of an acquaintance, he 
allegedly told everyone he knew about the KGB approach and was never 
bothered by them again* The acquaintance was | b6 | a former 



NSA employee who defected to the Soviet Union in 1960. The RID in- 
structor has been attempting for some time to foster a language teach- 
ing method at DLI that he developed while in the USSR at the Pavlov 
Institute on Physiology. The method has a physiological-psychological 
basis. Three RLD instructors received xinsolicited offers to purchase 
Soviet publications from an alleged Communist controlled bookstore in 
New York City, 

(2) During a visit to Czechoslovakia this past Christmas season, 

a Czech Language Department (CLD) instructor mentioned to students that 
while there she was surveilled by unidentified person (s) on two separate 
occasions. The instructor had not reported this fact to the DLI Security 
Officer upon her return as required by DLI regulations. During a DLI 
sponsored trip to the Stanford University Library, students were 
approached by an unidentified man and invited to attend a Czech sponsored 
social function in the local area. An official invitation was later re-^ 
ceived by the CIJ) chairman. 

(3) A Chinese Mandarin Language Department (CMLD) instructor 
visited the Peoples Republic of China (PRC) during January 1978, without 
complying with DLI regulations concerning reporting of such trips. This 
is the instructor's second visit to the PRC; she had complied with 
appropriate regulations prior to her first visit. 




(4) According to an unsubstantiated statement of a former 
Egyptian citizen, an Instructor in the Arabic Language Department was 
reportedly a fund raiser for "El Fatah" and avid supporter of the 
Palestine Liberation Organization when he resided in Egypt. 

(5) Through several instructors in the Hungarian Language 
Department (HLD)» the president of a local Hungarian club requested 

a student volunteer to present a speech in Hungarian at a forthcoming 
club ceremony. A USAF enlisted student expressed willingness to 
present the requested speech. 

e. Operational Status: 

(1) Seventeen confidential sources were active during the quarter. 
Four sources were terininated and four new sources recruited. T'lve in- 
dividuals are currently under assessment as potential confidential 
sources. In addition to confidential source coverage, ten conventional 
sources provided coverage at DLI, 

t 

(2) During the reporting period, information obtained from all 
sources, including that acquired from overt liaison activities., re- 
sulted in production of five Summaries of Information, Al Contact Reports, 
49 oral reports to the DLI Commandant and or designated represtmtatives , 
five Source Lead Development Reports, and 112 Agent Reports. A total of 
1448 manhours were expended on the ICIP during the 2d Quarter. 



(3) On 13 March 1978, the required quarterly briefing was presented 
to COL Samuel L. Stapleton, Commandant, DLI* LTC Waldo R. Webb, DLI 
Security Officer, also attended the briefing. At the Commandant's re* 
quest, on 20 March 1978, the Deputy Commandant and Executive Officer 
were also briefed on the progress of the ICIP. 

(4) As a result of the quarterly briefing and items reported to 
the DLI Commandant and his staff as developed by the ICIP during the 
quarter, the Commandant directed that letters, requiring written replys 
of explanation, be sent to the DLI instructors who travelled to 
Communist bloc countries and did not comply with established DLI policy. 
He further directed the DLI Information Officer to contact the student 
discussed in para d(5) above, and advise him of applicable DOD, USAF 
and DLI regulations regarding military personnel participation in off 
post political rallies and activities. Such appearances, speeches or 
other participation by DLI staff, faculty and student personnel must 

be cleared through the Public Affairs Office. The DLI Security Officer 
was directed to determine what action can be taken concerning instructors 
whose actions or backgrounds indicate they may he possible security risks 
(reference para d(l) wherein an RLD instructor revealed contacts with the 
KGB and a known US defector while residing in the USSR. SOD, USAINSCOM, 
has been and will continue to closely monitor the instructor's teaching 
methods and activities*). 





LENTIL MONKEY: (QSK, 3d QTR FY 78 




a." Location: Defense Language Institute (DLI) , Presidio of Monterey, 



c. Information Obtained or Reported on Non-affiliated Civilians; 
Noncr 

d. Useful Information Obtained: 

(1) A Russian Language Department (RLD) supervisor entertained a 
Soviet citizen as his house guest for a period of over a month. The 
Soviet citizen, an engineer, was in Monterey awaiting settlement of his 
uncle's will. He returned to Moscow in mid-April following partial settle- 
ment, and has arranged with the RLD supervisor to have remaining; funds 

sent to him through banks in the USSR and Western Europe. An RIJ) instructor 
has been selected by the US Coast Guard in Monterey to serve as a Russian 
Language interpreter when needed in cases involving Russian ships or 
personnel. 

(2) An instructor in the Arabic Language Department (ALD) Is reportedly 

subjecting his students to Palestinian Liberation Organization propaganda. 

(3) An instructor in the Polish Language Department (PLD) required 
students to fill out a questionnaire covering such subjects as the 
students' military specialty; prior language training; life goals, leisure 
time activities; and how he/she plans to take advantage of language pro- 
ficiency in future personal career. 

(4) An instructor in the German Language Department (GLD) presented 
lectures to various GLD classes concerning his recently completed trip to 
East Berlin and East Germany. The instructor failed to comply with DLI 
regulations concerning prior reporting of trips to Communist bloc countries. 

e. Operational Status: 

(1) Fifteen confidential sources were active during the quarter. 
Five sources were terminated and three new sources recruited. Seven indi- 
viduals are currently under assessment as potential confidential sources. 
In addition to confidential source coverage, ten conventional sources 
provided coverage at DLI. 

(2) During the reporting period, information obtained from all 
sources, including that acquired from overt liaison activities, resulted 
in production of seven Summaries of Information, 34 Contact Reports, 42 
oral reports to the DLI Commandant and/or designated representatives, 
eight Source Lead Development Reports, and 118 Agent Reports. A total of 
1301 manhours were expended on the ICIP during the 3d quarter. 
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Confidential Source Utilization: Fifteen 
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(3) On 22 June 1978, the required quarterly briefing was presented 
to COL Samuel L. Stapleton» Coimmandant , DLI* LTC Richard Kelly» DLI 
Executive Officer, and LTC Waldo R. Webb, DLI Security Officer, also 
attended the briefing. 

(4) As a result of the quarterly briefing and Items reporteid to the 
DLI CoiDmandant and staff as developed by the ICXF during the quarter » the 
Connnandant directed that DLI visitor control procedures be strengthened 
through greater coordination between the Security and Information Offices. 
Procedures for the direct, expeditious reporting of the arrival of visitors 
and monitoring of their activities at DLI are being* established,. The 
ConBnandant directed that a letter of reprimand be sent to the GID instructor 
who visited East Berlin and East Germany without complying with appropriate 
DLI regulations* The Coiranandant directed the Security Officer to ascertain 
the details concerning the PLD instructor's requirement for students to 
complete a questionnaire soliciting biographic > professional and personal 
information on the students. The Commandant coiranented that appropriate 
attention must be paid to the ALD since any attempts to sabotage Arabic 
language teaching efforts would have serious effect on various JS Aid 
Agreements with Arabic speaking countries. He does not wish to see the 
improvement in morale and efficiency of the ALD that has occurred over 

the past few years negated by outside Interference by either pro or anti- 
Arab elements. 
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jiC) LENTIL MONKEY: (QSR, 4th QTR FY 78) 

a. Location: Defense Language Institute (DLI), Presidio of Monterey, 



CA. 



b. Confidential Source Utilization: Eighteen 

c. InfoTitiation Obtained or Reported on Non-affiliated Civilians 
None . 



d. Useful Information Obtained: 

r 

(1) Unauthorized visitors to the Polish, Serbo-^Croatian and Arabic 
Language Departments were reported during the quarter. The visitor to 
the Arabic Language Department (ALD), a newspaperman of unknown citizen- 
ship, allegedly plans to write an article about DLI and sollcitcjd infor- 
mation from the Public Affairs/Visitor Support Division (PAVSD) after he 
had already visited ALD. 

(2) A student in the German Language Department (GLD) attending DLI 
in civilian cover status was questioned by a substitute instruc':or regard- 
ing his status, type job, assignment upon graduation, and whether he knew, 
and/or would be working with a former civilian GLD student now in Germany. 
To determine if a trend exists or is developing, attempts will be made to 
ascertain if any special attention or undue curiosity is shown to "civilian" 
personnel attending language training by. the DLI instructors, 

e. Operational Status: 

(1) Eighteen confidential sources were active during the quarter. 
Two sources were terminated and eight new sources recruited. Four indi- 
viduals are currently under assessment as potential confidential sources. 
In addition to confidential source coverage, ten conventional sources pro- 
vided coverage at DLIo 

(2) During the reporting period, information obtained froir all 
sources, including that acquired from overt liaison activities, resulted 
in production of three Summaries of Information, 43 Contact Reports, 53 
oral reports to the DLI Commandant and/or designated, representatives, six 
Source Lead Development Reports, and 65 Agent Reports* A total of 11A2 
manhours were expended on the ICIP during the 4th quarter. 

(3) On 20 September 1978, the required quarterly briefing was pre- 
sented to LTC Waldo R. Webb, Security Officer, DLI. A comprehesnsive 
briefing on the operation will be presented to the newly assigned 

(22 Sep 78) DLI Commandant In the near future. 
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(A) Based on informatioTi reported to the DLI Coinmandant and staff 
during the quarter the following actions were initiated: 

(a) During their initial security briefing, it is emphasized to 
all incoming student personnel that neither DLl language instructors nor 
their relatives have security clearances. This action was based on in- 
formation that relatives of insturctors, citizens of Communist bloc 
countries* have attended social functions sponsored by language depart- 
ments and met and conversed with students. 

(b) The Security Officer and Chief, PAVSD are working together to 
implenent and enforce effective visitor control procedures^ Personnel of 
the ALD, see para d(l), were admonished for permitting a visitor access 
to that department without first coordinating with the PAVSD. 
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DEPARTMENT OF THE ARMY 

HEADQUARTERS ^ 
UNITED STATES ARMY LNTELLIGENCE AND SECURITY COMMAND 

FORT GEORGE G. MEADE. MARYLAND 20755 



lASO-SA 

SUBJECT: Report of Internal Counterintelligence Program (ICIP) ' - 
Operations (U) 



HQDA (DAMI-DOS/Miss Btannan) 
WASH DC 20310 



Submitted herewith is the status report for the 1st Quarter, 
FY 78, for ICIP Operation LENTIL MONKEY (U) . During the reporting 
period* the operation produced two Summaries of Information^ ei{;ht 
Source Lead Development Reports, 32 Contact Reports, and 109 Ag^^t 
Report 




1. LENTIL MONKEY (U) , supporting the Defense Language Institute, 

Foreign Language Center, Presidio of Monterey, CA, is the only CONUS 
ICIP being conducted. 



3, Jft7 At Inclosure 2 is an updated OPLAN for LENTIL MONKEY (U). 
There are no significant changes to the operational concept and 
objectives reflected in the original OPLAN, dated 22 September 1971. 
The primary intent of the revision is to update terminology and 
references, refine Essential Elements of Information, and incorporate 
appropriate provisions of AR 380-13, EO 11905 and EO 12036. 



2 Incl WILLIAM I. JENNINGS 

as Special Assistant (OPS) 



CDR USAINSCOM 
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SUBJECT: Report of Internal Counterintelligence Program (ICIP) 

Operations (U) 



HQDA (DAMI-DOS/Miss Brannan) 
WASH DC 20310 
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1. JW^ Submitted herewith Is the status report, 2d Quarter, P'Y 78, 
for/lCIP Operation LENTIL MONKEY (U). During the reporting period, 
the operation produced five Summaries of Information, five Source Lead 
Development Reports, 41 Contact Reports, and 112 Agent Reports. 

2. ^^ir LENTIL MONKEY (U) , supporting the Defense Language Institute, 
Foreign Language Center ♦ Presidio of Monterey, CA, is the only CONUS 
ICIP being conducted. 
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WILLLAM I, JENNINGS 
Special Assistant (OPS) 
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DEPARTMENT OF THE ARMY 

HEADQUARTERS 
US ARMY INTELLIGENCE AND SECURITY COMMAND 
RDRT GEORGE G.MEADE, MARYLAND 20755 

JUL 24 ^978 

lASO-SA 

SUBJECT: Report of Internal Counterintelligence Program (ICIP) 

Operations (U) 



HQDA {DAMI-»^/Miss Brannan) 
WASH DC 20310 




_ Submitted herewith Is the status report, 3d Quarter. FY 78, 
for ICIP Operation LENTIL MONKEY (U). During the reporting period, the 
operation produced seven Summaries of Information, eight Source Lead 
Development Reports, 3A Contact Reports and 118 Agent Reports. 

2. V|^^ LENTIL MONKEY (U) , supporting the Defense Language Institute, 
Fot'eign Language Center, Presidio of Monterey, CA, is the only CONUS 
ICIP being conducted. 



1 Xncl ' WILLIAM I. JENNINGS 

as Special Assistant (OPS) 



REGRADED UNCLASSIFIED 
ON 

BY CDR 5§All5^g^M FOl/PO 
AUTH PARA 1-603 DoD 6200. 1-R 




b1 Per FBI 




UNITED STATES DEPARTMENT OF JUSTICE 



FEDERAL BUREAU OF INVESTIGATION 



WASHINGTON. D.G. 20535 



^0 



BY LIAISON 



Date: 
To: 
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May 11, 197S 

Assistant Chief of Staff for Intelligence 

Depajrtnent of the Araay 

INSCOK LNO (lAINTA-SO-L) 

RooB U073» Forrestal Building 

1060 Independence Avenue, Southwest 

Washingt<m» D.C> 

Willian H. Webster, Director 
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Freedom of Information Act/Privacy Act 
Deleted Page{s) Information Sheet 



Indicated below are one or more statements which provide a brief 
rationale for the deletion of this page. 

Infoimation has been withheld in its entirety in 

accordance with the following exemption (s) ; 
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It is not reasonable to segregate meaningful portions of the 

record for release. 



Information pertains solely to another individual with no 
reference to you and/or the subject of your reg[uest. 



Information originated with another government agency. It has 

been referred to them for review and direct response to you. 



Information originated with one or more government agencies. 
We are coordinating to determine the releasability of the 
information under their purview. Upon completion of our 
coordination, we will advise you of their decision. 
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